Howto solve “Android apk is built
Debuggable®™ when uploading to
Google Play Console

Introduction

When we upload an app to Google Play, we have 2 options to sign it for ourselves or let
Google sign it for us. The second option is the most comfortable, since it is Google whoe
stores our private key to sign the applications, but still requires that we sign our apk with
a private key that Google calls upload key.

We must provide Google with the public key corresponding to this private key, this allows
google to make sure that we are the author of the apk. If we do not follow these steps,
Google extracts the public key from the first apk that we upload to the playStore. In our
case, generated by GDeveloper when compiling, so we do not have it!!.

Why does Google say that our apk is debuggable? Because, it really is debuggable!!.
There is an entry in the AndroidManifest.xml where the option debuggable is set to
TRUE. The easy solution is unpack the apk generated by Gdeveloper, modify the
androidManifest.xml, repackage the apk and sign it. In this document | will explain this
solution.

First

If we don’t have the upload key, we must contact Google and tell them that we have lost
the keystore where the private key to sign the applications is stored.

To do this follow this link

https://support.google.com/googleplay/android-developer/contact/otherbugs

Second

You will get an email from Google in about 2-3 business days explaining how to generate
a new upload key. They refer to Android Studio and command line, I'll go for command
line. You must have java installed on your system, as keytool is a java utility.


https://support.google.com/googleplay/android-developer/contact/otherbugs

Here’s how to generate and register a new upload key:
1. Use the following command line to generate a new key:
keytool -genkeypair -alias upload -keyalg RSA -keysize 2048 -validity 9125 -keystore keystore.jks
e This key must be a 2048 bit RSA key and have 25-year validity.
2. Export the certificate for that key to PEM format:
keytool -export -rfc -alias upload -file upload_certificate.pem -keystore keystore.jks

3. Reply to Google email and attach the upload_certificate.pem file.

Third

You will get an email from Google announcing when your new key will be valid. For me
it were 2 days. Until then you won’t be able to make updates to your app (we couldn’t
anyway). From this day you won’t be able to upload APKs signed with the old key, only
apps signed with the new upload key will be valid.

Fourth

Compile your game from GDevelop as usual and download your APK.

Export project to a standalone game

Android (& i0S coming soon)
Package your game for Android directly from GDevelop. iOS support is coming soon!

Facebook Instant Games

Package your game as a Facebook Instant Games that can be played on Facebook Messenger.

your browser on computers and mobile phone

Windows/macOS/Linux (beta)
Package your game as an app for Windows, macOS or Linux directly from GDevelop

Web (upload online)
Upload your game online directly from GDevelop and share the link to players. Play to your game using
S.

Advanced



Fifth

Download and unzip APK Easy Tool (requires .Net Framework 4.0 to run)

Run APK Easy Tool and setup the required folders and keystore location.

»| © APK Easy Tool o] = (==

=t | Main | Framework | Smali/baksmali | Log output | Options | Quick Help | About
= General Apktoal Signing Zipalign
[ L
Enable Wind Expl Int ti
nable Windows Baplorer Integration Use portable Java executeable
[Requires administrator privileges)
E L
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i Directory
1g
Decompiled APK directory: C\DEVMapkeasytool\l-Decompiled APKs | Change |
P Compiled APK directory: Ch\DEV\apkeasytool\2-Recompiled APKs | Change |
Extract APK directory: CADEVapkeasytool\3-Extracted APKs | Change |
Zipped APK directory: C:\DEV\apkeasytoold Zipped APKs | change |
| Setup all directories
Lt other
Res rything, This will not delete your entire project
| Reset | -
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# | Main | Framework | Smali/baksmali | Log output | Options | Quick Help | About

4 General Apktool Signing Zipalign
q
Signing

b

. Sign APK after compile [overwrite] Install APK after signing

5 COverwrite the APK

[

g | Use keystore for signing (only available for apksigner]. private key (pk8) and cert (pem] will not be used, [beta)
keystoredjks  CADEV_firma\keystore, jks Change |

3
Passwaord R Y| Remember password
pkB file: CADEVapkeasytool\Resources\signl.pks | Change |
pem file: CA\DEV\apkeasytool\Resources\sign2.pem | Change |

SOl

Select you APK

O APK Easy Tool =] @ ==

Main | Framework | Smali/baksmali | Log output | Options | Quick Help | About

APK / JAR / Dec. folder: | CADEV\gameGD-107 apk - | serapkinr||
Decompile name: gameGD-107 - Use tag
Complie/sign name: gameGD-107signed -

Quick Options
&) Decompile:

‘% | Force delete destination directory
&"""‘""" o & compile:
Decampile Compile Sign APK ZipAlign V| skip changes detection

Keep original signature

Y H Sign:

ZipAlign after compile

=
Extract APK Zip APK Install APK Check alignment Sign APK after compile [overwrite)
Install APK after signing
Decompiled Compiled APK Extracted APK Zipped APK
APK directory directory directory directory Overwrite the APK (drag and drop only]

in Play Store

Package name: com.xiscosoft.CrackEgg

Min SDKversion: 16 Version name: 1.0.7

Target SDK version: 26 Version code:  10C

SOl

Decompile APK

7 Full APK Infomation
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o APK / JAR / Dec. folder: C\DEVigameGD-107.apk - Sel. APK/JAR

Decompile name: gameGD-107 - [7] use tag
D
Complie/sign name: gameGD-107signed -
- APK Easy Tool (=] jons
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| pile:
B = - elete destination directory
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== le:
Decompile Compile Sign anges detection
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[¥] ZipAlign after compile
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Extract APK Zip APK Install APK Check alignment |:| Sign APK after compile [overwrite]
|:| Install APK after signing
Drecompiled Compiled APK Extracted APK Zipped APK
APK directory directory directory directory [] overwrite the APK [drag and drop anly)

Package name: com.xiscosoft.CrackEgg View in Play Store

Min SDK version: 16 Version name: 1.0.7

Target SDK version: 26 Version code: 10007 Full APK Infomation
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Modify AndroidManifest.xml. Change android:debuggable from true to false

Q{ *CADEWapkeasytooll-Decompiled APKs\gameGD-107\AndroidManifestxml - Notepad++ EI @
Archive Editar Buscar Vista Cedificacién Lenguaje Configuracién Herramientas Macre Ejecutar Ventana 7 X
s EB =T E | 2 | dhBg| & & |2 L AREECARD 2]
& config xml £3 | B release-signing properties £3 | B admob b £3 EAndm\dManrfestmlﬂ|
1 <?xml versi "1.0" codi utf-8"2> -
2 onCode="10007" android:versionName="1.0.7"

P <manifest
i hccelerated="trone" package="com.xiscosoft.CrackEgg"

="http://schemas.android.com/apk/res/android">

4 <uses-sdk android: SdkV ion="16" android:targetSdkV i

5 <supports-screens troe" an d:sma. e

rgeScreena="true" android:resizeable=

rue" android:l
eens="true" />

:name="android.permission. INTERNET" />
ame="android.permission.ACCESS NETWORK STATE" />

8 = <application androi ="@string/app name" android:i "@mipmap/icon"
android:debugga: _e="falsﬂ" android:hardwareAccelerated="trne" android:supportsRtl

EE S -

9 = H <activity andro

"troe" =
<uses-permission an

-

m

<uses-permission a

e

le/Thene.DeviceDefanlt.NoActionBar"

fax
android:label fieldsynopsis ' android:name=
"com.xiscosoft. figure ' Mode="singleTop"
android:screend £ilename " android:configChanges=

"keyboard|keybo, ntation|screenSize"
android:windowSoftInputMode="adjustResize">

10 =] <intent-filter a id:label="@string/launcher_name">

11 <action android:name="android.intent.action.MATN" />

12 <category androidi:name="android.intent.category. LAUNCEER" />

13 r </intent-filter>

14 r </factivity>»

15 <activity android:theme="@android:style/Theme.Transluocent"” android:name= -
eXtens length:2147 lines: 20 Ln:8 Col:104 Sel:0]0 Windows (CRLF)  UTF-8 INS |

clal=lo] 5

Compile APK, ZipAlign APK ( | don’t know why but Google complains about file not aligned) and
finally Sign APK with your key!!. The file with the keylock is the signed apk.




®-| |« Discolocal (C:) » DEV b apkeasytool b 2-Recompiled APKs ~ [ 44| [ Buscar 2-Recompited APKs

Organizar [ ] Abrir Nueva carpeta = 0l @
Yt Favoritos MNombre . Fecha de modifica.. Tipo Tamafio

|4 Descargas 4 | gameGD-107signed zipaligned.apk 25/02/2019 10:02 Archive APK 6.059 KB

M Escritorio | | gameGD-107signed.apk 25/02/2019 10:02 Archivo APK 6.045 KB

4] sitios recientes

|- Bibliotecas
@ Documentos
[&] Imédgenes

Jﬂ Musica
¥ Videos

il Equipo

€ Red

L gameGD-107signed.apk Fecha de modifica... 25/02/2019 10:02
Archivo APK Tamafio: 5,90 MB

Fecha de creacion: 25/02/2019 10:02

That's alll Now upload to Google Play

Document Created by Xisco

xisdroid@gmail.com — 25/02/2019



mailto:xisdroid@gmail.com

	Howto solve “Android apk is built Debuggable” when uploading to Google Play Console
	First
	Second
	Third
	Fourth
	Fifth
	That’s all! Now upload to Google Play!!
	Sign your app
	Keys, certificates, and keystores
	Certificates

	Sign your app for release to Google Play
	Sign your app with your key

	Opt in to App signing by Google Play
	Generate and register an upload certificate

	Manage your own signing key
	Signing considerations




