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3.1

4R alert

5 RGN 25 1] RE A2 B B B R RN SR s R AL TRz iy “ RIS 487
3.2

Z8H) architecture

M ARG IS HRE 7 REAHE KRR, USZRGEHER KR, OG5 B RE S ) EE A
JE I

[LGB/T 22032—2008, 4.5]

3.3

WH#E attacker
R R AR RS ER AR 2w ME S5 1%, DLSTEIGEIR G B R A MM L, 8iE B G5 P E
B RGN 28 T2 50T AN B AT A .

3.4

HitHE audit logging
PLVFEE AT FIRRSE IS AN N B I IAE M5 B 2 A 18 Ie 3%
3.5
BT LHE audit tools
— MBI HE NSRS T A
3.6
IANIE## (CA) certification authority
B — N EZ A PSRRI, ZHLA A A2 B A IR 5
A1 FBEHEERZ, WEN ] LB P .
2 TR FE R EAUA AR S PRIE R 3 P —IE B A S B setE . 8%, XRRGHIZENRE SR
BN GO B RINUIE L . IENIA (S B2 PR &5 1 — AN BB , BN EANIRIIE
T AT BT ) By S

3.7

SRR 4R’ corporate information security policy
R Ml 28 B2 SR FTAH IR L IR A B 7 1) R SRR B 22 A S A
G ZOUIRIR T AN H NGB m S R e TR

3.8

JEFEEH[X (DMZ) demilitarized zone
T WL 2 [BHE R SL X R AR 2% (WFCOA BRI .
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3.9

IE48ARSS (DoS) denial of service
BH b X 28 48 B2 IR IR AR BT 1) BRAE IR R4 i 4T MIThRE, I F 3B T H 5246 .

3.10

SNEXM extranet
S X AN BRI (R e, A i) A2 38 2 R 2 4 AH g 3 A IEC I R A7 PR 18], DASCHRZHZ 521 1)
HIG5N N FZ B
dE: Bln, ATCASS VR o L R 4 ) S e B AT U ), AT EUEAMERM, EE N2 I M R
AREIN XL P “HIEI .

3.11

THE filtering
P+ e PO AE I, B2 B dE e i damm it 4 L 72

3.12

FriNiE firewal l
BB TE WIS 2 [ ) —Fh & 4 b . ‘B — & & H & e TAHAAME ARG H . W2
Z AN M T A @G E S b B R, H A A i IR 22 4 5% e R R UE S A R i

3.13

EE4%35 hub
— M TAEET N RG BEE (OSD) SHEFEALE 1 Z N1 5o
GE: MRELISRA R RS, B R AN RS AR I I ER: T .

3.14

BEM the Internet
TE S At AH BB 45 A R A Bk R B

3.15

BEX4E internet
M HERENMNEES .

3.16

AEEM intranet
SRR SR 03 R LI X 2 B SR I 25 B, 2 A b oy SRR 2 15 R RN AL T AL
“%, TR
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3.17

AN{® intrusion

X I 2% BRI I 2R G2 R R AR AR 17, BIOHE B R G AT A R BUTC B ARG 7], EAEE 5 B RS
(3 B B BN S R G N BRI AR ARALE
3.18

NEHM intrusion detection

T ANAZ () IE NI AR o 8 2 i S R AR DA A LR FH P B 55 1 SR BRI R FH O 5, R I NAR (D[]
Ay Ko

[ILGB/T 28454, 2.15]

3.19

AN EHMZEZ (IDS) intrusion detection system

TR IEERHTE DA R AN, FH AT REXHE B 2 G0 A0 45 0 N AR Al L e 2 PR R 31
G

[LGB/T 28454, 2.15]

3.20

N{ZPB1E intrusion prevention
AR N XT CABT 1B AR 1 TE R FE
3. 21
NEFfHZEZ (IPS) intrusion prevention system

NI R G B —Fh R, L1 SRIBHEN R 300 M. A T I H AR R St
[W.GB/T 28454, 2.15]

3.22

TEZEHE malware
B LT8O TR R T RS0 B RS . SE MR A] B M A o
G R E RS R DA R A

3.23

ZIEREAZHE (MPLS) multi protocol label switching

— Tt Ay R i) 266 B T R PRI AR o BRI S A i A5 OB U 23 O bR 25 ke S e A e, 18
i FHAE — R B B R 2 Blkh 78

e AREYIRA LUE RS BB — TR A

3.24

4% HEEIE network administration
KL S AE . B2 H R is AT AE



GB/T 25068. 1—2019/1S0/1EC 27033-1:2015

3.25

P& HrES network analyzer
FIF A 537 0 24 o 5 R B
Er FEHHATE BT AT, RO UREE A7 SRS S, A R 4 R R

3.26

M IT network element
5 EZIEE RS,

3.27

MLZEIE network management
N BEAT R ik ST, dEAT. WALRgE LR .

3.28

méﬁ”kﬂ, network monitoring
CELEMIVE o AE W 283G A AT e s s Bk B8, B H A B4 .

3.29

Iﬂéﬁi"‘ci%lﬂ% network security policy
SH LN FH X 2% S5 BTk s () — 2 S B RRTURT S T, DAERAP X 4% it 15 it AR 55

3.30

4B IRIREE network sniffer
FH T 3R 28 (5 BRI R R Bl s 45

3. 31

um[] port

HERE i A

FE: TEHBNRCIESE T, i CURTCP (PRl il EREsUDP (R BB R VMO T B8 S (S i i .
T-TCPERUDP I L A, 38 CL 4 FCBR S 15, WONHTTP GEESCAAE R HMIO % 5 /280

3.32

ITFEIFE remote access
M — X 28 Bl D\ — A 23t 15 £ U7 0] X 2% B8 Y ISR 5 SRR 1) a7 B g el e 1 O A E A S KA
TERE P U7 0] B 50

3.33

2R P remote user
ANTE O 2% % Y5 BT A 1 A5 FH 12 4 28 B2 Y D FH o
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3.34

ESE router

T B L AN v, GBI R PR B L SR ST AR AN R X 4% 2 1) SO I R D 4% £ o
SEL: R T] LB EIR A E P

2 s B R B RN

3.35

L& security domain
T8I\ [F] 22 4 SRS 1R B P A R YR I AR A o

3.36

LMK security gateway
TE 28 BY A% 1 W 2 T8], BYAEAS[R] 22 435 N [P AR N 22 8], — i S 7R % BRZE 58 122 4 SRS R AR 3 Y
IR .

3.37

BIRERF spam
A RE I G N B BURVETE B AR SR BT R A

3.38

BRI spoofing

RE A ERIEEH P BTN,
3.39

KL switch

T FH P 58 A8 e AL 1) R B AR B Do 15 % 2 TR 2 P 1) W 4%, v A8 # i R 8 5 AEOSIS B B (1) 252
JEEE3E .

3.40

F%IE tunnel
TE I A WX 288 JE At it 28 ST A B X 42 4% 22 ) 1) B8 i A% o
GE: vl E RS . PR A B B A R AR IE .

3.4
ELAHMLE virtual local area network
FE T B I 25 A1) 5 (R b ST 3B AR 4

4 YEB&IE
3G HE=REHHIERS (third generation mobile telephone system)
AAA KR, A3 (authentication, authorization and accounting)
ACL Uil ¥4 %13 (access control list)
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ADSL JEXI IR B P 26 (asymmetric digital subscriber line)

AES B n=FrE (advanced encryption standard)

ATM B AEHIE R, (asynchronous transfer mode)

BPL T 4% (broadband over power line)

CA NIENLA (certification authority)

CDPD W HEYE (cellular digital packet data)

CDMA 54y 2 4k (code division multiple access)

CLID F PR 588 (calling line identifier)

CLNP TeIEREM L (connectionless network protocol)

CoS AR%52K5) (class of service)

CRM HPRAZEH (customer relationship management)

DEL B (direct exchange line)

DES AR IR (data encryption standard)

DMZ JEZEHX (demilitarized zone)

DNS W4 k%% (domain name service)

DPNSS BrEEMES RS (digital private network signaling system)
DoS LRSS (denial of service)

DSL B 4p% (digital subscriber line)

EDGE HAGR A GSM I HdE % (enhanced data-rates for GSM evolution)
EDI B HEsC#H (electronic data interchange)

EGPRS R AGE A HIE 25 (enhanced general packet radio service)
EIS MNEE RS (enterprise information system)

FioS FLF RS (fiber optic service)

FTP AR T (file transfer protocol)

FTTH FLF N (fiber to the home)

GPRS WS H TS (general packet radio service)

GSM IR BNIE(E 248 (global system for mobile communications)
HIDS HEFEHBNEEIM ARG (host based intrusion detection system)
HTTP BN AL H L Chypertext transfer protocol)

1DS MNZRI 24 (intrusion detection system)

1P HEEM Y (Internet protocol)

TIPS MNZB 224 (intrusion prevention system)

ISP HECMAR S H2A4EF (Internet service provider)

IT ZHEFA (information technology)

LAN JaiE M (local area network)

MPLS ZUARZA . (multi—protocol label swithing)

MRP #illi& B YRR (manufacturing resource planning)

NAT & Ak (network address translation)

NIDS & NAZ R R 4E (network intrusion detection system)

NTP W 2& Bt [E]) i (network time protocol)

00B Hi4h (out of band)

PABX LA (Hi5) Pl (private automated branch (telephone) exchange)
PC NN HL (personal computer)
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PDA MNANEHEBFE (personal data assistant)

PIN AN NIRHS (personal identification number)

PKI NAFEREEE (public key infrastructure)

PSTN AT HHGER (public switched telephone network)
QoS AR5 & (quality of service)

RAID TLE WAL Y] (redundant array of inexpensive disks)
RAS RV IR%: (remote access service)

RTP SEFRHMY (real time protocol)

SDSL SRR B 42 8% (symmetric digital subscriber line)
SecOPs ZLEEMAE (security operating procedures)

SIM A E 43R5+ (subscriber identity module)

SNMP fa BN 28 B FE MY (simple network management protocol)
SPIT W TP B iE b R EAY (spam over IP telephony)

SSH LZAANFEMY (secure shell)

TCP fEfiEH U (transmission control protocol)

TDMA B2tk (time division multiple access)

TKIP I Bsh Z54H 5e B PE P (temporal key integrity protocol)
UDP P AR (user datagram protocol)

UMTS WA shiE = 24t (universal mobile telecommunications system)
UPS ANE T YR (uninterruptible power supply)

USB WA ST B4 (universal serial bus)

VHF HEEH (very high frequency)

VoIP IP Hi% (voice over IP)

VLAN LRI (virtual local area network)

VPN BRI E M (virtual private network)

WAN J M (wide area network)

WAP T M FAEMY (wireless application protocol)

WEP HLEZHBEF I (wired equivalent privacy)

WLAN T2k F M (wireless local area network)

WORM H—IREZ K (write once read many)

WPA Wi-Fi Jjal{%3~ (Wi-Fi protected access)
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