ICS 35.040
L 80

2 RIS N SR - S L 66 I 66 R 2R {5

GB/T 30276—2020

& GB/T 30276—2013

EEREEHN
] 2% 22 £ i i B IE AL SE

Information security technology—

Specification for cybersecurity vulnerability management

2020-11-19 &£ 2021-06-01 £t
5 1 by B,
5 b Ak 55 70 % D 2



GB/T 30276—2020

- '-

SENs

= W N

<

1 U
2 Wi
3 i
A I
O I
6 Ui

<

o1 O O O

<

6 TFSZFTIE seeceevescenceaomloneieecesien et ctncennesatniestenontontsessesnesaessesses setnee sessesnescesssanes sassessesoes

275 SCHk -

] i B Al
BTN
] 35k
i b
i At

) R i

—3
-':I L L L I L L L L I L B B B B L L L L L L L B L L L I B L L L B L B I B B L B L L L AL B B L L L L B B L L B B L L B B L L B B L L B B L B B I L L B L L B L L B L L N

HIFTHE B SEAE coovesseecennnnncsennneecensoncessetnsesesatenessescsssessessessessessessessessessessassessessescessas
TRIE FAIGEE S o0 v00 000000 s00 00t 00 000000 000 000 000 000 200000 000 000008 200 008000 000 008000 008000 000 00ss0s 00s sessssses seross ses
Y EE 2 2T T EETHFEAEL eovoes sovocssorsescessorsessesses secses 100 o0 0s s00 000000 000000 000 000000 000 200 000 000 200000 200
25 22 TR BREE SR ceoveeseeceectesensetnetattosncssessessescnssessessonsessascessessensessesssssss sossesssesee

ZoiR B EKhttps: //t. zsxq. com/Jmi aeUR

= W W W W o

o O

<



GB/T 30276—2020

—_t

B

Tl

AR UEFE BB GB/T 1.1—2009 25 13 i F ) 2 25
AR HEACE GB/T 30276—2013¢(f5 B L&A HFELZERFAEMMIEY. 5 GB/T 30276—2013

M, EEFARZZAUT

— B THERMFRAR LS 1 32,2013 FERMAYE 1 3 ;

— 34 T A eS| SO GB/T 30279—2020, il BR 1 ARy 4451 3CF GB/T 18336.1—2008 (i,

45 2 B L2013 4FEIRIVES 2 FE)

—— AN T ARGE (R 2% 7= 5 AR S5 1) SR AL 357 X 4% 3z 78 87 T 1) AL Si 4 47 < O 3R] L 2 4L 407 g
I & B U 10 4 457 s TR 42 Wi T 31 36k Pl A& AR (DL 3.2.3.3.3.4.3.5.3.6.3.7.3.8.3.9,
3.10);

— B T AREE Z R U i A B A 27 Pl & B (2013 ARy 3.1.3.3.3.4.3.5);

—— & T el A PR AFE D\ T IR PR Y A BE R R SCT T TR AR PR R 1Y A% o B R DR R Y
“T B U LT U A AT A B B A O e TR A B R A TR I A A TR R 5 TE L TR A T
A A A T T BRI B2 A% BE B B b 45 M oG AR 66 N B G Y B R (AR 4 B U5 5 L2013
AERR IS 4 B LA 5 B

— M BR T “BfF s ACHRIE MR %) Theild b PR BE” (2013 4ERRAY B 5% AD

T B SO F e N AR RE W S B ], A ST Y & A LA AS 7K FH TR 51X 26 % R 1Y 54T .

A PR e 2 FEE B L LR ZE 512 (SAC/TC 260) £ IFH

A bR RS B - [ R 2% B 2 BOR AR BRI LG b EE B R B R G B R

g7qe o A LPTNING S ES [ SR B 5 N Y A P AN R S N N RS TG | R S X5 4 /AN IN T R R EFSE 5
AR AEHO By A R 7 B} 35 BRHECA R B AU 5807 W2 B BRZ &)L P 5L E B 50 &
iR 55 A5 BR 2 6 22 2l o = W 5 B b B RS B K AU Rt Ay IR R A IR D

+

AP HEEZERE N ZREF EPBGAEROL B SCE T IEK U T 5RO AL R R 4k
Py

il VRS L B R L 2 A B 2T R VB TE N B TR B = A RER

I K A T

XA 5K 9 Bk — 1

AR E BT AR s 94 1149 Dl U RROAS S A5 155 8 0
——GB/T 30276—2013,

o B aKhttps: //t. zsxq. com/Jmi aeUR



GB/T 30276—2020

EEREERAN
M 2% & & i iR B IR A E

AFRUERLE 1 I 2682 4 T il 8 2 I 72 4% B B (00 6 T ] % B0 R 4 L 32l 3Rk L Ak B R A L BR R
) ) PRI AR L PR DA SR SE

A FR HEE T 25 7 il FUIR 55 i 4 1R 2 L I 4% 02 75 3 T Tl WSS A1 1L T R N 2 40 2R 5 O R Y I 4%
44 U ¥l PR S B

2 MEtES| AXH

AN SO XS TFAS S R R A& AN AT Ay, PLE T H A g1 SO A B B RRAS 38 T AR S
fF . FLAEATE H A8 51 30 oo A B 36 Fir 3 i & o) & T4 S0

GB/T 25069 R L&A AKif

GB/T 28458—2020 g RBLE2FAR ML 2kiFERIAS #MiANE

GB/T 30279—2020 fgRELEEAR MHL2HFTETHIGH

3 KRiBEMENX

GB/T 25069 .GB/T 28458—2020 & i) LA & 51 A1 i SCidi T4 30
3.1
AR user
{7 FH X265 7= s R0 AR 55 1 N BRAH 41,
3.2
(M= mANRER)IRMEF provider of network products and services
B Hk ) 25 7 i A0 AR 55 39 S N B2
3.3
W4 iEE & network operator
W 28 1) FBir A 8 3L RN IR 2% il 55 SR AL
3.4
miBBIREZ  vulnerability repository organization
Pt A R On G R IR AN TAER R AL,
3.5
MBI N ERZEZ  vulnerability emergency response organization
5RO (W28 IR R A S MKz B E VKR 4 SFE A A I
AR UMER Z | 0057 % 4T il Y e o7 F0 Ab B T AF 09 N 2% 22 4 0 2 PR ZH 21
3.6
JmiE &Z I vulnerability discovery
i 3 FOR T B, PR H R 28 7 i R 55 A A8 T 3] 19 R

zoiR B aKhttps: //t. zsxq. com/Jmi aeUR



GB/T 30276—2020

3.7

miE S vulnerability report

R, BRI S R ke R OE Y SRR f ey DU e
3.8

imiE YL vulnerability receipt

WO I {5 2 B9 7
3.9

JmiE3EUE  vulnerability verification

Xof T dle] (9 A7 FE A FF 9 200 S e AT BOR B ik Y 3 72
3.10

JmiB A& % vulnerability release

R s dle] 15 2 1) Ak 23 032 52 ) 9 P P S R A O A

4 MFZERBDEERE

W 265 42 4 il A B AR AN 1 R

i AU T 422 52 BB 475 i

L AR 96 ‘
WHRB || e - WHRIE e WHAE || RERG [ RRERE ibﬁi‘][ sslt]
A 5. 3d) 5.6b)

i /25. 3d)

B1 NEReRETERE

WA 2% 22 4 Tl A BRAL 3 DA R Bir Bt .

— i 1) 2 IR AN AR < e i) A Bk N T e B 39 O 35 0 e il 2R AT 0 4 A s R SE T T A AR
() B S 3 i T il 5 35 R A5 00 T 31 15 8 1) e il 422 WSO 4R A5

— J 3le] 422 05 - 38 3 AH N g AR Wk TR S B 5

— I 11 30 - 2 i i 45 TS . AT T RS S B BOR B8k 5 W 2 AH N 25K AT 2%k S 25 T i A P
i A2 5

— {3l &b B < X T R R AT A8 S B e I 0K U 31 48 52 BB v e . T AL S AR AR RN T R
W

—— s 3] A A < 38 3 P R A4 2 S 2 18 K e S R 1) Ak 2 B2 5 e B R P R A

— s dle] BR 2R < 7 T 3l 2 A J BR 2 e 0 s 3148 5201 0 L 7 o AR 55 19 S R S 5 AN 0 X e TR &2
¢ B 45 it A8 — 25 et 5 T 2 R 5K AT 2% 1k T i B PR R .

o 1 B R A5 B B A B SKR ILES S

Do

zoiR B aKhttps: //t. zsxq. com/Jmi aeUR



GB/T 30276—2020

5 MEREREATEEX

5.1

5.2

5.3

IR & M &
7 i 117 S BN B B ZERINE

a)

b)

b T 1l e LR BEOK

— G FE Z Gk A AR AT B R, T g N e A A 07 el AT R Lo B . 9F
TE S5 i ] A7 7 7Y FL S 5

— £ S it T 317 i BRI Bl F AN XS FH P 2R Se s AT ARG 2 4 I W AR T AN O T
7 B s A1) i 45 A0 H At 2H 2R 09k 55 38 1T A B K e AT 5

—— VU R 28 7= it IR 55 1) 8 AE TR T B N 35 B PE Al AT RE A AE 1 & e XU 5

— I >R BB 1k T 31 15 G Tt 2 1) A R e

Xof T 117 1 A BEOK

— R B 45 i ol IR 55 1 T T S L B R T A R 5

—F o U {1 B 07 75 O | LS s ) s I R AT A

i i) 13 W
7 s 1 22 W B B, ZEORANF

a)

b)

c)
d)
e)
)

W7 A Y dle) 1 T 2 B A s 1] 12 SO SR T A IR 3 | R AR BRRR 3 5 L R ORI O BT R 45 B Y 4 4

(TR

IOF il 7€ 5 2 T 2 A T 317 4 ST o i+ 88 T s 1) 2 4 o T T 422 WAOORE s A 55 EL AN BR T s 1R 422 1

Y0 L e 2 WSO T s 1] 2 WSO SR T T e SO R SR A

A W3 U ] 41 70 e TR 4 TS s L A B 45T s Al 41 A B B 4 5

AL VAT din B 55 © 22 28 1R 4E 57 O o 45 28 3 WOk IR i 5

IO R BT 2508 Tt DR 47 -5 Bt o T ) A 5G9 45 5V RG22 RO L B 1k T 1 £ 5 T s 5

A H 5 i el AR G IBG 1Y B 13 3 B 4% 02 o8 AT e A B SR L BRI R @) ~ e) B E R Ib L 38 L

i 2 AT R

— PR AL ARG e PR IR 15 B U e 38 1 4 42 5

—WSR B e i 7 e HoAth 3 58 B M 4542 5 L S ) A OG8RI A B A58 S A R . S
PR R I AT 33K P il L S A R B

7 T 117 36 3k e B . ZEORANE

a)

7 H 5% s 1l A O B Y 38 AR 7 Bl I 2% 02 75 3 AT IRk

— o S B ) s 1] B9 A AE 1 L SF R V2R SE AT FOR Bk 1w T 3l i A A 06 T iR 4 i
WAE S 15 s AT HK S e Tl 7 550k T 11 28 A7 56 5

—— WSR2z il P8 B At 3 3t 2 B 2502 05 3, 0 B I 38 R A OG 38 Ik 7 Bl W) 2502 5 AL [
(FEATE

— i 2 W X I RS B AT SR UE AR A AN N T T s SE A T IR

—— 1 I 1 Bk S5 o AR A e 3l 35 UE T S0 K HE GB/T 28458—2020 5.3 (1 3K X} i Tl i 17
fii b o [R) B 56 Ik 435 2R 5wt 25 T il 4 15 o o ] B imi 25 e dlel . S 40 2155

— QR AR 1Y T il e 4 R 3 B M 2502 5 3 B A0S 52 SRR g s 55 R Y L R

P BN 4% 52 75 7 0 AR 2 5 R A R T 31 36 0k, 9 65 oA 2 e ) X HC A SR 9 7 BRFE 2R
3

o B aKhttps: //t. zsxq. com/Jmi aeUR



GB/T 30276—2020

5.4

b)

c)

d)

iE :

Az 75 052 Wi

A H T 3l WSS A 20 AT BRI -

—1iffy A T 1] 2 SO 7 B ek P o il 45 5 A9 36k » I O 3RT A 8 - A R e 3l R 5 Y 7
ol iz 75 19 B2 63 AT B0 UE AT A 5 5 e TR AR SQ B A9 B 1 3 a0 5z 0 3 3L R AT IR
TE A T 5 35 5 T 1) 41 7 3 1) 8 47 T 91 £ 20 A9 B T A0 A

— L B WL | LS b o R s 1R 1 0 - AN X 5 2 T T AR D IR 1 B2 B3 R 4502 5 L e A 4R
# AT IR 5

— R Uk ¢ B L B i RN 5 2 s R A S5C BK B $ A s N 4% S

A H T 3l N S 4 2 AT B -

—iffi A T 1] 2 SO 7 B e P X il 45 5L A9 36k I O 3RT A 4 < A R s e R O Y 7
al Al 55 19 5 2 HEA T B e AT A 5 5z e R AH DR IR 1 3 1 3 B %92 °F & 3L R 2R AT 5 Uk
F A 5

— R Uk 5€ B L B B RN 5 2 s R A SOG BK B 3 A BN 4% S A

A P 1] 56 kI A b AR 0T A DO S n DAZE Ik S 22 0 Tl B BB B 9 45T T Al 1 T

B0 Al iz i S B 2 AR L R B E B A T

—— IR B UE TN - 2 i e B2 A | 4502 E A T R AR 41 2R S TG I B TR ) T IR 5

— G EHE W % Wi S — AT LA W BRI A SR Y T

s 1150 ) FH i AT e B A BT B 57 R B 5 ik 0O B T L 3 O A B K £z A E R 2 R A X 25 i s ) 2
ER-LUNE

— iz I 17 BT A7 AE R 7 i B 55 5 © g ML E I FR DL K = 38 N2 e 90 BR L IR R oA A ML
€ B BRI o

i i) Ak B

7 il b BB B, SR ANE

a)

b)

XF 512 T 1l AH SC BK ) $2 ik 2 L W 2% 02 75 3 0K

— N AP L 4Kz VA O R e R AL B AR, o S i R YRR 1 2R T R N S A
P [) F i U 31 A B A

— 7 i 3l Ak B A R v L AT IR A 3 B s B 2 T Tl 2 A S e EL A 7 i B 55

— X} &8I 10 Tl 7E 25 TS IR AR R L A2 52 e FH P YO L B R T AR S e AE R R Y
Kty b o 37 BP AT e iR 48 52, 50 S T 11 48 52 R By 0 i

——FE R AN T FF G A R L AT 7843 T A% B9 A R0ME A e 4 s ke A Rb T A AR B9 L
DIRE L ARG o X T A Gel ok #h T 58 U AS - i o 1% T 3] IXURS: o B 42 H A 2% A9 i B Ak
BED. B EIE SR ;

— X FHHE GB/ T 30279—2020 H 6.3.3 P& WL AR 3 H NG 5 f& 19 T il » & A g Sz B
25 WAB B Rt . L 25 A A I B Bl B 8 1, I AT 36 5 T TR N 2 A 2 AR I T TR 52 ) Y L %
R AT L T — 20 Ab B T 38 R U4 il

— o [] s 31 #2453 A0 P B s R U R A Ak R G o B IS ) O 3R L B A AR

— I $& (A o 4R FUE A 59 S50 B8 P AR BGRN T L A il B Ak B

— O X 52 5 e [ FH P SR AR 0 B H R S K, SR L R IR R

—HL i A U 1 SR JZ W R AL DA R i B B A 7 i 3R 55 2 A5 A [RDRE B 2R ALY T .

xiﬁﬂﬁﬂﬂz%éﬂ%ﬁ@%‘—ﬁiz

“~t

A) R T 3R Ab B T AE
—Eﬁﬂﬁl‘ﬁ ﬁquh{%ﬁgm /ﬁﬁﬁmj‘fg &Hﬂ%é’éﬂ%ﬂﬁﬁﬁﬂzﬂ B 5% Tl AH O Bk

o B aKhttps: //t. zsxq. com/Jmi aeUR



c)

GB/T 30276—2020

HOFE I 2% 52 5 & T il L %fﬁm,\%,

‘ b ] b B T8 TR R TR S35 A

— [ SR BUAH o7 00 22 45 it AR 3 —'ﬁ@i?ﬁ%?ﬁﬂﬁ]*ﬁ?&%@\ [y 44 FR M B 115 S8R gl A
FIH .

Xf s 1l L 2 2H 21 Y 2K

Al b B T AE AT P R A S ) R G T il 122 {8 3 i s TR A i T ] Ak A TSR Ab

PR LS R

JE T B Ve ] T

ﬂﬁﬁ%ﬂﬁ*‘]ﬁﬁﬁé%‘?lﬂﬂﬁ Wlfﬁféﬁ&ﬂb

b B OO AT A 22 BRER L AR 48 T 1

?yﬂl']m%&ﬂiﬁf*{ﬂﬁ%ﬂmT fﬁiﬁ?‘i%&ﬁ#ﬁ&“’;ﬁfﬁ
— IO R BORF 7 b 45 Tt AR 47 5 BT o T 31 R O A5 BV A 22 4, B 1A BV B L iiith AR .

5.5 RmiEE®H
FE I 3R & A B B BESRANE

a)

s 117] A o7 38 P 5 s 31 A 5 B 8 5K

b)  FE R ARAB B 8l i R i 2 il A8 B sl B v B AT . A B & A e IRAE B

o) WS E W i HEr X4 XU 1 0 34 55 40 5 A5 B 0 555 20« AS 7 R U 118 78 76 IXUBS: 7 A I
KOS T KA A G| 5

d) AN KA L TTHTEHEMEZ 20 iR R LR

e) I EE 7 iR KA N IR H AL . B Y T R S R T 8 AT PN RN 1 B R A T TR A R

D 5 5% A G EE ) $ At 2 5l ) 4% 02 5 3 AT T A A B L BRI 2 a) ~e) I EE R AR L
i 2
— R 8 U 306 %) 7™ R R L B R A T R B 1 B8 B Y R i
— i o o) 4t 2 A B A a2 A Ty S N T ] BB A2 52 W 1 FH

5.6 iI®il iR iR

7 T 117 A A1 I ﬁfA?ﬁﬂ‘JEEE?I"‘Ez,XT'ﬁ 2 U 1) AH O B 3 E 28 B 459275 F R oK WF .

a)

b)

LW FH P B A (S B 7= i B 55 2 AR e As AT, FF AR X T il 2 A2 B By Y 4 it Atk — 2
BSCHE S B A SO B R AR A R P O A s IR AL B B
O 117 1 52 52 1 o HLAN 20 7 ity 2R 55 B8 e Az A7 i T 2% 1k il 48 HR S 2

6 IUEXFIE

A i 1 B R b ARG AN N B SN B T IR B TS B2 AT 85 5 TR IF NLBE A N i R
e B 1) 1 B e X6 s 316 i i 2E A SERT

o B aKhttps: //t. zsxq. com/Jmi aeUR



GB/T 30276—2020

Z % X W

[1] ISO/IEC 29147 Information technology—Security techniques— Vulnerability disclosure
[2] ISO/IEC 30111 Information technology—Security techniques—Vulnerability handling processes
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