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AI Generated Media
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Who are we?

• The C2PA is an LF Joint Development Foundation 

project whose mission is to develop technical 

specifications that can establish content 

provenance and authenticity at scale to give 

publishers, creators, and consumers the ability to 

trace the origin of media. 
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C2PA Membership

Liaisons
• ISO
• IPTC
• ETSI
• PDF Association



©2023 Adobe. All Rights Reserved. 

A community of media and tech companies, NGOs, academics, and others 
working to promote adoption of an open industry standard for content 
authenticity and provenance. 
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Membership 1500+
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Standing on three pillars



©2023 Adobe. All Rights Reserved. 

Why Provenance?
ØIt’s not an arms race

ØEdits are good!

ØIt’s another signal for detection

Instead of guessing what is fake,
we can provide information about truth.
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(Some of our) Design Goals

11

• Create only the minimum required novel technology by relying on prior, battle-
tested techniques. 

• Do not require cloud storage or distributed ledgers/blockchain but allow for it.

• Maintain an audit trail of claims across multiple tools, from asset creation 
through all subsequent modification and publication/distribution.

• Support all standard asset formats supported by common authoring tools, 
across media types such as images, videos, audio, and documents.
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Specification (v1.3) Available - https://c2pa.org/specifications/
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CAI Open Source

• Used by many companies

• Adobe

• Microsoft

• Truepic

• Smartframe

• Nikon

• Sony

• ….
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What is the C2PA Specification?
A model for storing and 

accessing 

cryptographically 

verifiable and tamper-

evident information 

whose trustworthiness 

can be assessed based 

on a defined trust 

model. 



©2023 Adobe. All Rights Reserved. 

Core Components to C2PA
• Assertions

• A series of statements that cover areas such as asset creation, authorship, edit actions, capture 
device details, bindings to content and many other subjects. 

• Credentials

• W3C Verifiable Credentials for any actor involved with an assertion.

• Data Boxes

• Additional information about an assertion such as a GenAI prompt or thumbnail.

• Claim

• A digitally signed entity, created by a Claim Generator, that lists the assertions being made by 
the Signer.

• Claim signature

• The digital signature on the claim using the private key of an actor. This data is a part of the 
manifest.

• Manifest

• A verifiable unit into which assertions, claims, credentials and signatures are all bound 
together. The set of manifests, as stored in the asset’s Manifest Store, represent its provenance 
data.
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Some types of Assertions

• Content Bindings

• Creative Work

• Actions

• Ingredients

• Thumbnails 

• Cloud Data

• IPTC, Exif, Schema.org

https://verify.contentauthenticity.org/



©2023 Adobe. All Rights Reserved. 

Manifests can reference external assets & data

• Asset Reference Assertion

• For use in providing a link from the Manifest to the asset that it refers to

• Designed for providing provenance for RAW images & AI/ML models 

• But can be used for any external use case

• External Ingredient Assertions & Cloud Data Assertions

• For use when some piece of information exists externally

• Designed for referencing original data, cloud hosted info, etc.
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Manifests can be embedded or referenced

• C2PA Manifests can be embedded into

• Images (JPEG, PNG, GIF, WebP, AVIF, HEIC/HEIF, TIFF, DNG, SVG)

• Videos (MP4, MOV, AVI, BMFF)

• Audio (FLAC, MP3, WAV, BWF)

• Documents (PDF)

• They can be stored separately in file systems, the cloud, DLT/Blockchains & 
referenced by URL, HTTP headers, file system paths and more.
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Establishing a Trust Model

• Modelled on the same 
approach to trust as PDF 
and the Web

• X.509 Certificates

• Certificate Authorities

• Trust Lists
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Enhancing Trust with Trust Signals

• Trust isn’t binary 
(true|false)

• Determined by a 
human, not a 
machine!

• Based on a series of 
“signals” that aid in the 
decision-making 
process
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Credentials  == Provenance

Authoring Editing Publishing

This is similar to what happens with metadata, such 
as XMP, where it needs to flow between applications
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In Closing

• The C2PA does not prescribe a unified single platform for 
authenticity, but instead presents a set of standards that can 
be used to create and reveal provenance for images, 
documents, time-based media (video, audio) and streaming 
content.

• Provenance has to be maintained/updated from creation 
through to consumption
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Thank you!



©2023 Adobe. All Rights Reserved. 

Questions
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