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Keep: All sessions ~ &) Any Process 34 Find [ S

File Edit Rules Tools View Help
v Capture Traffic F12
New Viewer ’ Host
Load Archive... Tunnel to
Tunnel to
Recent Archives I
unnel to
Save »  €.g.mi.com
) Xiaomi.c...
Import Sessions.., P——
Export Sessions > kizomi.c...
Ext XiZomi.c. ..
(] 10 200 Tunnel to
E 11 200 data.game.xiaomi.c...
EI 12 200 migc.activity.g.mi.com
$1s 200 sdkconfig.ad. xiaomi. ..
14 200 app.migc. xiaomi.com
Elis 200 data.game. xiaomi.c...
E 16 200 data.game. xigomi.c. ..
E| 17 200 data.game, xiaomi.c. ..
(% 18 200 Tunnel to
Elis 200 data.game.xiaomi.c...
|IE§=20 200 data.game. xiaomi.c. ..
{21 200 10.38. 164,188
El 22 200 data.game. xiaomi.c...
El2z 200 data.game. xiaomi.c...
(2 24 200 Tunnel to
E2s 200 data.game, xiaomi.c...
=26 200 Tunnel to
El2z 200 data.game. xiaomi.c...
|$23 200 data.game.xizomi.c...
{&t29 200 app.knights.mi.com
|:“‘_ 30 200 Tunnel to
Ela1 200 data.game. xiaomi.c...
232 200 data.game. xigomi.c. ..
E| 33 200 data.game. xiaomi.c. ..
{35134 200 api.account.previe. ..
Elss 200 data.game.xiaomi.c...
EI 36 200 data.game. xiaomi.c...
{137 200 api.account.previe. ..
(= 38 200 Tunnel to
|§ 39 200 account. xiaomi.com
1150 am —~ . .

URL
data.game. xiaomi.com: 443

dat Kiaomi.com: 443

migc.activity.g.mi.com:443
Jossv2/getbaseinfo
[1px.gif?mdSimei=b38dab...
/1px.qif?appid=28823037...
[1px.gif7appid=28823037...
[1px.gif?mdSimei=b38dab...
[1px.gif?CID=meng_100_...
sdkconfig.ad. xiaomi.com:...

[1px.gif?CID=meng_100_...

Jgamesdk /notice fcrash?de. ..

[apifdetail /54db829f0942. .,
Jeontentapi/page/json/da...
[1px.gif?’CID=meng_100_...
[1px.gif?’CID=meng_100_...
[1px.gif?appid=28823037...
data.game. xiaomi.com: 443
[1px.gif?’CID=meng_100_...
fgcsdk.do

Jknights /contentapi/sdk/p...
/1px.gif2CID=meng_100_...
[1px.gif?’CID=meng_100_...
app.knights.mi.com: 443
[1px.qgif?appid=28823037...
data.game. xiaomi.com: 443

[1px.gif2CID=meng_100_...

Jgesdk.do

[knights fcontentapi/game...
data.game.xiaomi.com: 443
[1px.gif?CID=meng_100_...
Jgcsdk.do
[1px.gif?’CID=meng_100_...
/pass/configuration

[1px.gif?’CID=meng_100_...
[1px.gif ’CID=meng_100_...
Jpassfconfiguration

account. xiaomi.com:443
[passfauth/fsecurity fpensi...
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Caching

no-cache

Content-Type Pn ™

text/plain; ...

text/plain; ...
application/...
application/...

text/plain
applicationf...

text/plain
application/...

text/plain

application/...

application/...

application/... v
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File Edit Rules Jools View Help
28 WinConfig () s Replay X~ b Go W Stream i Decode | Keep: All sessions ~ ¢ Any Process @4 Find [El Save |8l () @ Browse ~ g Clear C
= Result Protocol Host URL Body Caching Content-Type Process Comments Custom l ~
B3 w0 . : :

>4 200 HTTP oss.migc.g.mi.com  fossv2/getbaseinfo 44 text/plain; ...

Els 200 HTTPS data.game. xiaomi.c... /ipx.gif?mdSimei=b38dab... 2

Ele 200 HTTPS data.game.xiaomi.c... /lpx.gif?appid=28823037... 2

El7 200 HTTPS data.game.xiaomi.c... /1px.gif?appid=28823037... 2

Els 200 HTTPS data.game.xiaomi.c... /ipx.gif?mdSimei=b38dab... 2

Els 200  HTTPS data.game. xiaomi.c... [ipx.gif?CID=meng_100_... 2

iEi 11 ;_OO HTI'I;S dah.game.ma-uni.-c... lex9|f;C;Dq1;eng,100, 2
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# HMEXHTTP Request@INiRF, M1FFEA, LALEHIE

Result HTTPIRZSHES

Protocol ERERIIY, WHTTP/HTTPS/FTPE

Host BERMURIEN R

URL BERFRONME

Body AR 0PN

Caching BRAVEF I HARY [B] 2 & B TF = HIE

Content-Type 15K AR

Process RIXULERAFETE | FHIZID

Comments RVFRAF R EERINEE

Custom ATFAFIZEBRENXE

8 Browse ~ <& Clear Cache T TextWizard | [H Tearoff | MSDN Search.. @ & Online X
Inspectors % AutoResponder # Composer | [ Fiddier OrchestraBeta 3 FiddierScript =] Log [ Filters ™= Timeline

Bytes Sent: a77 (headers:977; body:0) ~
Bytes Received: 33,594 (headers:510; body:33,084)

=i aX

Statistics BERRMEBERUR 1T

Inspectors BEERBER/MEIEIEAE

AutoResponder  FEIFH=ZEIEE M AIE K
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Composer BEXBERE LIRS E
Filters BRI EL

=. httpsiERKIKEZE

Cptions @

....................

Fiddler can decrypt HTTPS sessions by re-signing traffic using self-generated certificates.

Capture HTTPS CONNECTS

Decrypt HTTPS traffic

[...ﬁum all processes - Certificates generated by CertEnroll engine

Ignore server certificate errors (unsafe)

[] Check for certificate revocation |

Protocols: <client=; ssl3;tls 1.0

Skip decryption farthe following hosts:

Help Mote: Changes may nottake effectuntil Fiddleris restarted. oK ] [ Cancel

M. Bang&Eing
LIBRFNFPCER—NLE T (FEAERIwif)

2.3RBYPC JTo£k Pt

3FENwfiEIZEEENRIE, (pcIP +Fiddler & i [18888)
4 FHN L i51E]PC IP : Fiddlerts im0, FEHE®
5FNELERIRERSANIES
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Options E
General | HTTRS |} Connections §| Gateway | Appearance |Scri|:|ﬁr1g | Extensions | Performance I Tools |
Fiddler can debug traffic from any application that accepts a HTTP Proscy. &l WinIMET traffic is routed
through Fiddler when "File > Capture Traffic" is checked.

Learn mare...
Fiddler listenson port: 8358 Act as system proxy on startup
Copy Browser Proxy Configuration URL [¥] Monitor all connections [] Use PAC Script
[] Capture FTP requests [ DefaultLAN
Aventail VPN Connection
Allow remote computers to connect O
- P [ Dell VPN Connection
Reuse client copnections [ Aventail Smart Tunnel
Reuse server connections Bypass Fiddler for URLs that start with:
<-oopbadk=; -
Help Mote: Changes may nottake effect until Fiddleris restarted. [a]'4 ] [ Cancel ]
scess 34 Find [l Save |18 (3) @ Browse - i Clear Cache T TextWizard |[H Tearoff = MSDN Search.. @ —-—* &) Online X

" Inspectors % AutoResponder (¥ Composer [R3) Fiddler OrchestraBeta i FiddlerSaript =] Log [] Filters ™ Timeline
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ACTUAL PERFORMANCE
ClientConnected: 16:37:54.186

GotRequestHeaders: 17:12:54.196
ClientDoneRequest: 17:12:54.196

Network connection active

Eéquest Count: 1 (head - )

Bytes Sent: a7z eaders:977; y: 0 .

Bytes Received: 33,594 (headérs:su); body: 33,084) Host: mi-201902281635
Domain:

fe80::74c2:2898:2073:87af%11

ClientBeginRequest: 17:12:54.196 l 10.224.204.157

Determine Gateway: Oms
DNS Lookup: Ooms
TCP/IFP Connect: Oms




