
Tokenscript Casebook: The book case
The Problem: no free markets
In our imaginary story, there is a mega 
corporation called Zama.com. Its flagship 
product is the Kandle e-book reader. Zama 
used cheap e-book readers to take over the 
market. With Kandle’s market share, Zama 
managed to centralise the retail and 
distribution of e-books. People go to 
Zama.com when they want a new e-book. 
Book authors and publishers link to 
Zama.com. This is a great way to do business,
and Zama’s shareholders like it. The CEO of 
Zama once famously stated:

“We are the market, 
therefore we don’t need to 
compete in the market.”

And he is correct. The Kandle e-reader has 
barely improved over the last few years and 
its competitors have made strides. Despite 
this fact, the competitors share of the market
is negligible, as competitors can’t gain access 
to the books in Zama’s bookstore.

In the device market, Sony produced better 
e-Readers but few is buying, as they can’t 
access Zama’s books.

In the retail market, traditional bookstores 
and online digital goods shop wish to sell 
ebooks too, but Zama doesn’t sub-contract 
retailers. They have to forward customers to 
Zama.com.

The problems can be summarised as a lack of 
free markets.

The solution: tokenisation
A group of blockchain innovators are 
addressing it with a project called 
NoZama.org, by creating a new token: eBook.

The token enables free markets for eReaders, 
distribution and retail of e-books.

A reader can buy eBook from any retailer: Uni
co-ops, Humbe Bundle or even 7-eleven.

They can use the eBook Token to read books 
with any device, Sony Digital Paper, Broox, 
or even on a Dapp browser.

eBook Token even can enable new markets 
like pay-by-chapter, rental or second hand, 
subsdcription model.

It’s crucial to understand that NoZama does 
not own the new markets the token enabled. 
No one does. NoZama calls itself the steward 
of the token.

With tokenisation, NoZama frees the markets

• Without owning servers with books 
on them.

• Without signing contracts without 
any publishers

• Without knowing what books are 
being bought and sold (unless a 
dispute happens)

• nozama.org need not to be online 
when someone buys an eBook token.

This pamphlet is going to explain how.
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If you build it, they will come.
Before they event start, nozama team got a string 
of angry messages from Zama: 

“You are going to lose to us just 
like NoDaddy lost to GoDaddy.”

“Why don't you guys learn? The 
window for creating an integrated 
multi-level hub for ebooks is 
closed. There is no way you can re-
create both Zama.com and Kandle,
rebuild the online marketing 
power like ours, re-establish 
business relationships with 
publishers, all from scratch 
today.”

“There is no way you can win.”

The NoZama team members feel excited about the 
attention. They are not concerned about the 
intimidation, though, because they are not going to
do what Zama did. They are not going to own a new
eReader brand, nor are they re-branding any 
existing ones. They don’t re-build an “Appstore for 
Books”. They are not spending on any online 
advertisements for book titles. They will not have a 
server running in Amazon cloud serving tens of 
thousands of book downloads. Speaking of business 
relationships, they don’t even sign retail contracts 
with any publishers, nor sell a single book to the 
end users.

In fact, the first version of nozama.org look rather 
boring (see below) but there are quite a few smart 
contract working behind it.

http://tokenscript.org/
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Smart contracts and TokenScript
The NoZama project mostly consists of three smart 
contracts:

Readership

+CreateAuthorisation(ISBN:String,Recipient:address)
+GainAuthorisation(ISBN:String)
+RevokeAuthorisationTo(ISBN:String)

BookRegistration

+Register(ISBN:String)
+GetPublisher(ISBN:String=pure)
+Modify(ISBN:String)
+DisputeTitle(ISBN:String,claims=attestation)

BookRetail

+registerRetailerRelationship(RuleSet)
+buy(ISBN:String,RetailerRelationship)
+refund(Tx:byte32)

The BookRegistration manages the relationship 
between titles represented by ISBN and publishers 
represented by an Ethereum address. This is where 
the dispute is claimed and resolved. The other two 
contracts will only process a transaction if the ISBN
exists in the BookRegistration contract.

The Readership contract manages the 
relationship between publishers and readers. If a 
publisher wishes to gift a book to a reader, he calls 
CreateAuthorisation()with that reader’s 
Ethereum address. This contract is not often used 
directly, but mostly used through BookRetail 
contract.

The BookRetail is where the book’s purchase 
transaction happens. For each purchase, it involves 
a buyer (also a reader), a retailer and a publisher. 
The split between the retailer and the publisher is 
registered beforehand with 
registerRetailRelationship(). The 
buyer purchases by calling buy() which receives 
the payment and splits it between the publisher 
and the retailer with the previously-set split rule.

For the clarity of the story, in our design, each 
smart contract is deployed exactly once only1.

Exactly one TokenScript is created for this project 
since there is only one token in a users’ wallet: 
Book Token, which represents the right to access a 
book.

The process of buying a book
The reader sees a book, like this:

She takes out her blockchain phone2 and scans the 
QR code, then she gets:

1 In reality it’s easy to argue for each publisher to 
have their own smart contract with their readers, 
instead of pooling such relationship data to a single 
Readership contract. It’s also wise to separate 
publisher-retailer relationship from the BookRetail 
contract, increasing the type of contracts to more 
than 3.

2 A blockchain phone is a mobile wallet and smart 
phone combined.

http://tokenscript.org/
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The left humble drawing of mine represents the 
sales web page from the retailer, in this case, 7-
eleven.com. It gives some description of the book, 
reviews and the offer to sell it for 0.1ΞΞ.  Once the 
user hits the “Buy” button, she is taken to the 
transaction screen to the right, where she can 
confirm the purchase.

The left “sales” screen is, naturally, made by the 
retailer. They know the context of the sale and the 
type of their customers; therefore they best know 
how to present the product. The same HTML page 
provides a link to a TokenScript file issued by 
nozama.org, which can be hosted by the retailer.

The blockchain phone at this stage downloads the 
TokenScript following the link, just like how CSS 
files are downloaded. It then examines the 
signature and knows it’s signed by nozama.org. It 
then renders the blockchain “Buy” button, which 
indicates that a transaction will be assembled if the 
user intends.

The right “transaction” screen, however, is not 
generated by the retailer’s website. It’s by the 
previously downloaded TokenScript. It does the 
following things.

1. It renders the token on the UI following the
TokenScript rule. The way it is rendered is 
not exactly the same as the retailer 
presented (e.g. without the cover picture) 
because it serves as a transaction 
confirmation, similar to the one users sees 
on the Trezor hardware wallet.

2. It prepares the transaction according to the
TokenScript’s rules, ready to be signed 
when the user hits the “OK” button. In this 
case, a transaction is assembled for 
BookRetail.buy().

So far so good, the TokenScript basically serves as a
Transaction Viewer with rules signed by the same 
group of people who created the smart contracts. 

http://tokenscript.org/
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This is the most essential and typical use-case of 
TokenScript, it  achieves this:

Separate the trust needed for sales and 
transactions
The sales page generated by 7-eleven.com is 
obviously secured by TLS which gives the user the 
confidence that 7-eleven wishes to sell her a book, 
with such a title and price. 

When the user hits the “Buy” button, the user 
would need an elevated level of trust, similar to 
Internet shoppers using PayPal to checkout. Since 
blockchain transactions are irreversible, the user 
would not, and should not, just believe that she will
get a book in return of a payment. The transaction 
screen relies on the reputation of nozama.org, 
which guarantees the user will get a BookToken, 
and could get it refunded by the refund policy in 
the smart contract.

Why do we bother to provide security through this 
mechanism? Why don’t we design it in such a way 
that 7-eleven.com must redirect to nozama.org to 
finalise the transaction?

Well, nozama, the steward of the markets, does not 
have the capacity to serve customers, because:

• It may not be secure to do so. If nozama.org 
is hacked to redirect customers’ payments, 
the ecosystem is compromised without its 
smart-contract being hacked.

• It may not be available to do so, as it may 
undergo maintenance or under DDoS stress
when the retail activities happen. To make 
nozama available at a bank-degree would 
imply it being a heavily invested and 
protected centre point.

• It may not have the needed data to do so, or
be in a suitable position to learn the data, 
like a criminal lawyer shouldn’t be an 
informer3. We will address this in the 
Attestation section.

But the worse case is market centralisation. 
Nozama.org will have the power to censor, making 
it another Zama. nozama can promise not to abuse 
this power; however, the smart contracts were set 
up to make such a promise unnecessary. If the 
architecture diminishes the power of smart 
contracts, external influencers will try to get in to 
abuse it. A famous Alibaba investor once said:

If users have to use A to get to B, 
invest in A, because B bows to it.4

Provide security and safety
The signed TokenScript file would explicitly trust 
the BookRetail contract as part of the promise 
that she will get a token. She would not have 
deposited money into a smart contract of just 
anyone, say, 7-eleven.com. It also makes it a moot 
point to hack the 7-eleven.com website. Retail 
websites usually have a lower security level than 
needed for financial transactions.

For additional security, the TokenScript provides 
methods to explicitly check if itself is outdated by 
comparing its signing key with the one returned by
smart contracts. If the key is deemed unworthy by 
the smart contract it is attempting to access, it will 
be rejected. There are a few ways to do this.

As a safety measure, the TokenScript file checks the 
validity of the token to be delivered to the user by  
BookRegistration.GetPublisher(), 
preventing a transaction for an unregistered or 

3 It has just happened in Australia with Nicola Gobbo.
4 Of course, A means Aliababa, and B, businesses.

http://tokenscript.org/


Join the discussion - http://tokenscript.org 6 Tokenscript - enabling tokenisation

unavailable book. It can also check business-logic 
like whether or not the book is oversold (for 
limited-editions). All in all, it prevents assembling a
transaction to fail blockchain validation.

The process of using a book
Once the user has purchased a book, TokenScript 
serves to allow the user to use the book. Here is 
how a book token might look like on a user’s 
blockchain phone:

Notice that there are 3 actions the user can 
perform according to the smart contracts that rules
the BookToken.

The user can lend it to another user for a few days. 
The user can get the book refunded within certain 

limits. Finally, the user can access some services to 
read a book.

All these functions are provided by TokenScript – 
yes, the same one the user downloaded from the 7-
eleven.com website. The idea is when the user gets 
a token, he also gets the scripts necessary to make 
use of the tokens.

The Refund action in the example assembles a 
transaction to the BookRetail.refund() 
function. Again, conditions are checked to prevent 
a refund being rejected; smart contract 
Readership is explicitly trusted by the 
TokenScript, and the TokenScript signature is 
checked.

Each of these actions would open a Card. In 
TokenScript, a card is the UI of an action. In this 
example Lend for 10 days action opens a card 
which asks user the borrower’s address.

Actions may come from other tokens. For example, 
the TokenScript of a Pawn token might add an 
action Pawn, Similarly, a decentralised service like
eBay (called NoEbay for convenience) might add an 
Auction action here.

A Clould Reader
As described in the beginning, nozama also frees 
the e-reader market. There are various e-readers in
the market, some with recording functions and 
text-to-speech, some have a built-in dictionary and 
vocabulary builder, some allow note taking on any 
page. For simplicity, let’s assume there is a product 
called “ClouldReader”. Here is how it look like:

In this example, the user tries to log in to Cloud 
Reader. She can scan the QR code to get the 
challenge string – something useful for logging in 
to a website. Her blockchain phone would check 

http://tokenscript.org/
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which of her token can be used to login to a 
website, and provide a list. The user chooses a book
token and starts reading the book on the web.

The process of using an e-reader app on her phone, 
or using a special device for eBooks, is similar. 
Tokens allow users to access a service without 
creating an account. A service can also charge the 
user5.

TokenScript integrates Attestations
We have demonstrated the use of TokenScript for 
preparing transactions and for integrating services.
A major but invisible feature of TokenScript is to 
associate transaction logic with token data.

To correctly render a book token and use it in 
different contexts (transactions, accessing readers, 

5 In a more elaborate and fair model, the user pays to 
have the content streamed to them, through a state 
channel. The case is omitted for space limit.

lending etc), token data needs to be kept 
somewhere, and due to the critical trust model 
here, must be signed. Such data is an Attestation.

Generally speaking, attestations are signed 
statements. There are quite a few types of 
attestations there. The type used in the Book Token
is a Decorative Attestation meaning that it has to be 
used together with a token that it decorates (not all
attestations are used with specific tokens).

In the Book Token, the information like the Title 
and Author, are Decorative Attestations issued by the 
publisher. In our 7-eleven example, the attestations
are created by publishers, but kept in the 7-
eleven.com website and copied to the user’s wallet 
with the token at the time of transaction. Similarly,
when the user initiates the Lend for 10 days 
action, the attestations are copied to the borrower6.

6 We assume there is a way to do so off the blockchain.
A blockchain like Ethereum can’t do it privately.

http://tokenscript.org/
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We gain the following advantages by using 
attestations:

1. We allow a relevant authority to attest 
data. A publisher is more relevant for token
data than token issuer nozama. This avoids 
nozama getting too involved in stamping 
and doling business data.

2. We avoid flooding Smart Contracts with 
data unnecessary for transactions. This is 
not only cheaper but also more secure, 
since data expands the attack surface.

3. We prevent the market stewardship 
(nozama.org) from learning too much.

There is a prominent case where the market 
stewardship nozama has to learn about the 
attestations. That’s where the book title is being 
disputed. The publisher who found another 
publisher selling a title they own, would first 
purchase such a fake book, then, submit the 
attestation from the other publisher about that 
token (title, author, ISBN etc.) to the smart contract
for dispute resolution. That’s why 
BookRegistration.disputeTitle() function has 
attestations as its parameter.

That concludes the 3rd feature of TokenScript: 
integrating business processes with Smart Contract
transaction rules, through the use of attestations.

No weakness, ma!
 Let’s assume that Zama wishes to launch an 
offence against NoZama.

Predatory pricing
Zama’s CEO would call up the marketing executives 
and say, whatever is sold on nozama, we sell at half 
price. Much to their surprise, there isn’t a full list of

titles being sold using nozama smart contracts, nor 
a list of current prices. nozama doesn’t sell books.

We are not stopping someone from building an 
Appstore for nozama, as long as he can get all 
publishers to share data with it, but attacking it 
isn’t a crippling attack to nozama itself.

What Zama could do is scraping Google for all the 
web pages selling books with Zama, against whom 
they can do predatory pricing.  But that isn’t very 
effective either because the retailers can choose 
how they approach their customers. A busy buyer 
at 7-eleven isn’t likely to be bothered to double-
check Zama for a price comparison. A retailer can 
also generate the data with javascript, or only show
a member price for those who logged in their 
website. Zama will have no knowledge of the user 
journey to discover or purchase the books.

Punishing the publishers
Zama can punish any publishers for licensing under
the nozama smart contract, and it probably would 
work in a case-by-case basis, similar to SONY tidal-
locks on The Last of Us on Playstation. However, 
Zama has to fight this battle constantly and 
individually. Any victory is temporary and the tide 
will eventually turn as Zama can no longer afford 
to win every battle.

Attacking nozama.org
As we observe, the nozama.org website does not 
need to be online when the user purchases eBooks. 
It’s not a “portal” to the business but merely a 
steward. Taking nozama offline would disrupt IP 
dispute resolution, but even that can be offset to a 
separate project with proper smart contracts.

http://tokenscript.org/
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Architectural diagram
The word “attestation” simply means a 
cryptographically signed message to attest a 
token’s attributes (like a book’s Title).

http://tokenscript.org/
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