Circom 2
Ea% R signature

poseidon.circom

“55 include "circomlib/poseidon.circom";
2
3 template () |
4 signal input sk;
5 signal output pk;
6
7 component poseidon = (1);
8 poseidon.inputs[0] <== sk;
9 pk <== poseidon.out;
10 |7
11
1o | template O{
13 signal input m;
14 signal input sk;
15 signal input pk;
16
17
18 component checker = (0);
19 checker.sk <== sk;
20 pk === checker.pk;
21
22
23 signal mSquared;
24 mSquared <==m *x m;
25 |}
26
>7 | component main { public [ pk, m ] } = (0);
28
29
30
31
32
33

LERS, R "sk" A "pk" LECALIS , 7F REIRIT X FE S AVISIE ;
EEANBEEIERR pk RES—FHF, "sk” & JTIEM "pk” LT

B2 & group signature

%2 (Group signatures) B—MIIERAR, EAF—THAKETNETHRAERERSNEZEEREEES, ANFTEERES
Bfn. SEABFERIE, BERTHTEEREEEHSN, AE—ENALRHTEEGEENER.

ERERT, —THENATNERBECHLREZE —FER, E—THES, EMMARTMRIEES, BEREHEEZHNEERZ M
B, SEABFERTENE, HEBATEREEIREACENNIERA THTESR, XRRREEA—THRABEAIRERERE.

HERAERSNAGR, WHIERRE. ERRIFNERRR, EXEGSRP, FTERFRMANSHNISERE, INFTERIIZRNE
Mt BHEBRREBHEXLETRK.

A, BERRAOMEE-LELZ2HEE, MBEMAFTESMEER. EREVRESKERS. FEit, FRAR—EERITRRAXLD
B, ARETIFSHENT RRIGEFHERNZTE MR,

generate a bunch of different Keys

HOHRRR RIS, — Sk EZXHE, 8N (R) PANEENTTRNBFENIES, XS HROMIUM Merkle


https://github.com/iden3/circomlib/blob/master/circuits/poseidon.circom

TER :

B9 AT sk REXNMTFLHEMA pkin]l FHEREE, pkinl PFRLXHEETFRE— group

signal input sk: %A 1 7FAHE sk

signal input pk[n]:%A 14EAEEEE pkinl, n BEFEH, RANEARALNPNH=E

signal input m: FHRBZRZAVER

component computePk = SecretToPublic(): EFHIERENT, AFITEMB sk ML pk

computePk.sk <== sk:JFMIANRITATE sk EBAITHEITEAG computePk

computePk.pk <== sk: FASASINEIATE (TEER)

signal zeroChecker[n+1]: FEIZEHRAE, SKATREHTELNLHARTSRET LHAA pkin]

zeroChecker[0] <== 1:3¥§ zeroChecker[0] BUEIREN 1 , EMUF— flag Fris

pkl[i]l - computePk.pk : WNRFAFH sk XIRZAYZNEA computePk.pk FERXDEAED, MIZITELERN 0, M TF—AIM zeroChecker

MEWICEA 0 ; ZIMGASWEIETE , BEIEHER

zeroChecker[n] === 0: MBEREBRIIREAL
WRRIMA 1, REBAEFEA Group FRBE[M—1 PK 8E51ZF058 sk BONAICES , LERTFERRS Assert IREE ;
WRIZARENLN O, %P8 Group FEE— PK' 5 sk WAHRE , BXSZnEAER T TF;

REBIENS -
include "circomlib/poseidon.circom";

template 0 A
signal input sk;
signal output pk;

component poseidon = {al) g
poseidon.inputs[0] <== sk;
pk <== poseidon.out;

template (n) {
signal input sk;
signal input pklInl;

signal input m;

component computePk = ();
computePk.sk <== sk;

signal zeroChecker[n+1];
zeroChecker[0] <== 1;
for (var i = 0; i < n; i++) {
zeroChecker[i+1] <== zeroChecker[i]l x (pk[i] - computePk.pk);
¥

zeroChecker[n] === 0;

component main { public [ pk, m ] } = (5);

Larger groups (with Merkle Trees)

LENEZEZARFTEZHANMBOLBRENBN, WTIEEROBAFRGREH].



&/ Merkle Tree (BRFE/RH), MRAFEMMEBEPBMA log(n) NTRENEERRRRE
include "circomlib/poseidon.circom";

// if s == @ returns [in[@], in[1]]
// if s == 1 returns [in[1], in[0]]
template DualMux() {

signal input in[2];

signal input s;

signal output out[2];

s x (1 - s) === 0;
out[@] <== (in[1] - in[@])*s + in[0];
out[1] <== (in[@] - in[1])*s + in[1];

template MerkleTreeInclusionProof(nLevels) {
signal input leaf;
signal input pathIndices[nLevels];
signal input siblings[nLevels];
signal input root;

component mux[nLevels];
component poseidons[nLevels];

signal hashes[nLevels+1];
hashes[0] <== leaf;

for (var i = 0; i < nLevels; i++) {
mux[i] = DualMux();
mux[i]l.in[@] <== hashes[il;
mux[i].in[1] <== siblings[il;
mux[i].s <== pathIndices[il;

poseidons[i] = Poseidon(2);
poseidons[i].inputs[@] <== mux[il.out[@];
poseidons[i].inputs[1] <== mux[i].out[1];
hashes[i+1] <== poseidons[il.out;

root === hashes[nLevels];

component main { public [ leaf, root 1 } = MerkleTreeInclusionProof(15);

/% INPUT = {

"root": "12890874683796057475982638126021753466203617277177808903147539631297044918772",

"leaf": "1355224352695827483975080807178260403365748530407",

"siblings": [
nqn
"'217234377348884654691879377518794323857294947151490278790710809376325639809",
"'18624361856574916496058203820366795950790078780687078257641649903530959943449",
"'19831903348221211061287449275113949495274937755341117892716020320428427983768",
"5101361658164783800162950277964947086522384365207151283079909745362546177817",
"11552819453851113656956689238827707323483753486799384854128595967739676085386",
"'10483540708739576660440356112223782712680507694971046950485797346645134034053",
"'7389929564247907165221817742923803467566552273918071630442219344496852141897",
"6373467404037422198696850591961270197948259393735756505350173302460761391561",
"14340012938942512497418634250250812329499499250184704496617019030530171289909",
"10566235887680695760439252521824446945750533956882759130656396012316506290852",
"14058207238811178801861080665931986752520779251556785412233046706263822020051",



RIS HAINEEERAT

Root hach: 128908 —= hasgheglnlevele]

—= hagheg[2]

leaf hach:( )—= hashesl0]

TEHEIIR—BE—EBRERB
DualMux

DualMux 2— IREFEFRE, ATLMEREZESIEE (path index selector) , BFEEMTMRANESHN—T

Hep, BAIRO inle] f in[1] 23EEMIMHAGES, EFES s ATEAERBERP—THAGES, BHES outlo]

out [1] ARVEEIHBIEPAES.
EREMRET

WME s == 0, M return [in[0], in[1]1]
W8 s == 1, M return [in[1], in[0]]

template 0 A{
signal input in[2];
signal input s;
signal output out[2];



s x (1 - s) === 0;
out[0] <== (in[1] - in[@])*s + in[0@];
out[1] <== (in[@] - in[1])*s + in[1];

MerkleTreelnclusionProof
BOTEENX :

N ANIES: leaf. pathIndices[]. siblings[] ] root .
leaf RGN FTR;
pathIndices[nLevels] B—HTR-IRES|
MIAFRIAEER, pathIndices(] = [1,1,1, .., 11 M [0, 1] ¥, [0, 1] RAEZBTEREFHREREF
TR, B, pathIndices[0] == 0 RMMBTHREIE—BHAREEF TR, pathIndices[1] == 0 RIRME—EZIE
_ENEERTAEFIR ...
EARBINEAFR, BFFRE pathIndices PHITRERE 1, XEFREMET R FTRMNEE ERIEEFETANF TS,
X7 Merkle i —FeE]gERYIER, EA Merkle SR BERRMNLEM, FLEEIERAREN .
siblings[nLevels] RNEEELHABETR
root RFIZMHIRTI R,
nLevels EWNEE
component mux[nLevels] :
EX mux SNEREFARIEA, BUEPEDTEEBEEEERN 11 dbualMux HE, Hlength & nLevels, RWHSE,
DualMux AHRIEARIRE KEZsIE XEBRFEFELF TR, UMETET—RNEFE

RIDTRAR

signal hashes[nLevels+1]; AREIGATENLE, ARMFHANITERNT S Hash , R EEITNET R, iTt&E 1% TR Hash 2%
%TF Root T 549 Hash ;
BN for ¥, A@EMTEL(M Leaf [@ Root ) i&HKNE—ZE :
mux[i] BYHIAN O hashes[il, #IA 15 siblings[il, s A pathIndices[i] - EFEEMT S
poseidons[i] = Poseidon(2) RR¥IAL—DIES 2 1 input B9 Hash FEL, 2ARYE mux[i] B9EE O A& 1 o 3IMER
poseidons[i] R9%IAN O F#AN 1, REIE poseidons[il BUMIEIESN hashes[i+1]
hashes[i] BN 2 DMFT R TRIEEE, #HA next loop ...
RELBWTEIIRINET SV, URZTRITELMN Hash 5% F Root TR Hash : MMRBFENFTELE, WRAE, HBFIZ
TRAZE Merkle $#9—8R %), FBBE& Assert Error !
BET, X1 for BHFNERRHAMEIRERITE Merkle MIRE, MUME Merkle MNTEEMAREZIITI— AT
FHRELRETZ Merkle 1,

template (nLevels) {
signal input leaf;
signal input pathIndices[nLevels];
signal input siblings[nLevels];
signal input root;

component mux[nLevels];
component poseidons[nLevels];

signal hashes[nLevels+1];
hashes[0] <== leaf;

for (var i = 0; i < nLevels; i++) {
mux[i] ();
mux[i].in[@] <== hashes[i];
mux[il.in[1] <== siblings[il;
mux[i].s <== pathIndices[i];

poseidons[i] = (2);
poseidons[i].inputs[@] <== mux[il.out[0];
poseidons[i].inputs[1] <== mux[i].out[1];



hashes[i+1] <== poseidons[il.out;

¥
root === hashes[nLevels];
¥
RIBERD

poseidon.circom / poseidon hash:

» https://github.com/OxPARC/zkrepl/blob/eddb8a84ada7eb6242933f08d3ce36596fb1al6f/src/data/example.circom

https://github.com/OxPARC/circom-starter/tree/master/circuits :

» division.circom
o hash.circom
o simple-polynomial.circom



https://github.com/0xPARC/zkrepl/blob/eddb8a84ada7eb6242933f08d3ce36596fb1a16f/src/data/example.circom
https://github.com/0xPARC/circom-starter/tree/master/circuits
https://github.com/0xPARC/circom-starter/blob/master/circuits/division.circom
https://github.com/0xPARC/circom-starter/blob/master/circuits/hash.circom
https://github.com/0xPARC/circom-starter/blob/master/circuits/simple-polynomial.circom

