Circom (zkpl)

Circom syntax

Circom BIIEAZKAN javascript 1 C, RH—LEBEARNEIRLREFIRIE, FIW0 for. while. >> array F,

KEEF

signal: (ESLE, ERBRNABRNTE, AILARE private 5 public
template : iR, AFREVENX, ™MK IS/ Solidity FEY function
component : AHTE, JMUEAHTERRMNR, MESTEEN RN ARG

Circom gt 7 — iR ER A TIRIEESTE:

, > RERERGHESEEME, BRFERAIREH
=== ! XTRIERFAREXIR
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<==, ==>! XM MEERETERESTE, BRNEXAR
<== means <—— + ===, B @& + EXA%

== B—IPERIZET, BTZIESHERNAHNEE, ERTEEZME output EEFAM

rust

1

2
3 in ==> myComponent.in;
4 myComponent.out ==> out;

oxPARC github

https://github.com/OxPARC/circom-ecdsa/tree/master/circuits

pragma circom 2.1.2;

include "circomlib/poseidon.circom";

template 0 {
signal input inj;
signal input bo;
signal input b1l;
signal input b2;
signal input b3;

in === 8%b3 + 4xb2 + 2xbl + bO;
=== b0 x (b0 - 1);
=== bl *x (b1l - 1);
=== b2 x (b2 - 1);
=== b3 *x (b3 - 1);
I
component main { public [ b@, bl, b2, b3 ] } = 0);

M - 1EH array # for loop

o 3 A

575 U

O/ input £ :


https://github.com/0xPARC/circom-ecdsa/tree/master/circuits

template (nBits) {
signal input inj;
signal input b[nBits];

var accum Q;
for(var 1 = 0; i < nBits; i++){
accum += (2 %k i) * b[il;

i

in === accum;

for(var i = 0; i < nBits; i++){
0 === b[i] * (b[i] - 1);

component main { public [ b ] } = (3D 7

Constraint & assignment :

template 0 {
signal input x1;
signal input x2;
signal input x3;
signal input x4;
signal y1;
signal y2;

signal output out;
yl <== x1 + Xx2;

y2 <== yl % Xx3;
out <== y2 - x4;

component main = ();

i

OUTPUT:
‘out = 43°

Last feature :

INgE -
Num2Bits J§E{F Num (%0 11) ¥t Bits Z#HIf0 @0 e1011 , 4R b[] K [1,1,0,1,0] (EHRIRM):
(1129 %2=1; (11/2YY%2=5%2=1; (11/2%)%2=2%2=0.....
Main template M¥% input signal in {&3#%5 Num2Bits 1T iHIEER, FHI§ Num2Bits BUEIHIES bl A9 bl1] FIEE
3 HEIERREES out,
BE:

b[i] <== (in \ 2 ** i) % 2 :



“in” BEE—TMEEIHFIENESR.
N2 ek 1 IETHHIBERI 2 89 1 kA, XESFTEITHRAIBER i ).
“s2” BIENRR 2 HORE, HEITREBITHBIBNRE L,
accum FOFERE @ accum TWEIGTHHIEA b(] FREXNAEL, MEBRANGES in 5 accum #ITEELRUMRIEIZMIE
Hatk
0 === b[i] * (b[i] - 1) :
X—HARERNTHREZHBIBNENS U REER 051
W
WA in A 11, E 5 AIT#HHIRTA 01011
bl1] === 1, b[1]+3 === 4 , FRLABIER 4;

pragma circom 2.1.2;
include "circomlib/poseidon.circom";
template (nBits) {

signal input inj;

signal output b[nBits];

for(var i = 0; i < nBits; i++) {

b[l] S== (in \ 2 kk l) % 2;

var accum 0;

for(var i = 0; i < nBits; i++){
accum += (2 *x i) * b[i];

¥

in === accum;

for(var i = 0; i < nBits; i++){

0 === b[i] * (b[i] - 1);
s
}
template ) {
signal input inj;
signal output out;
component bitifier = (3D
bitifier.in <== in;
out <== bitifier.b[1] + 3;
}
component main = 0);

circom AR REXEARBRNAR,

FRABELARMLIRA A+ B + C = 0 B, HP A, BH C BESHNEMAES.

EXBNNE—TRE, EREERMIANGESERATE—TRLES
pragma circom 2.0.0;

template 0 {



signal input aj;
signal input b;
signal output c;
C <== a *x b;

B, pragma IBLRTIBERFSR[MA (EMTF solidity) . XRBRATHRBIES pragna ELENEIZFRRIRS. TN, &
ERIMEES,

KEEF template RESGHTERIRAIAZIR, 7 Multiplier2,

EXIES signal , signal AJA a, b, ¢ FIRRFwHR

XNEBEE 2 private HAES, B8R a Ml b, EBE—THRLEES . BANBLER « SERHITXE.

£ circom 1, <== EHEMFMAGE., —2ERES. Z2HEMAR.

ARG, BAUER <== 18 c EEE a M b, B c ARK a « b WE, BIRBRENSEBEZILEEES ¢ H axb KIE.

HRIZERER
FTEEXTIY Multiplier2 K template FEEE,
BEFRAIEEEE, HAILMEIEL template BI—PSEH] ((ERRN main HAEMHZEILE)

component main = ();

... —EERRSITIRME  MEBIRNE— AR snark BB (Circom2) - EHHXMNXE - 21F
https://zhuanlan.zhihu.com/p/556765252

BARBER: FAMTERZO

FAREFNEMEFNTIAR—F. B, REFRNEDAFERECASIN, BH—SRAMBE. flf, SHRx® +x+57
AR TR RS

sym_1 = x * X
sym_2 = sym_1 * X
y = sym_2 + X
~out =y + 5

Circom fRiFas 5 BN LR, BERMNIAFEA ST EMBRE.
MRFBFE-TEFRBERRE, AIMUTE circomlib(—1 JS B) %3,

Generate/Verify Proofs

We need to create a trusted setup before running zkp programs.

| 72 Run zk I2E 28, BEM—LEAE setup HBIE

The creation of a trusted setup requires circuits and some random numbers.

| FI15 setup MBIZ T AEE U R —LEREHLE

Once the setup is finished, a proving key(iEBAZ4R) and a verification key (3&iF2%8) will be generated.

As the name implies, one is required for generating proofs, and the other is required for verification. (These two keys are
different from public/private keys in ECC).

MREX, — P ERTERIERE, B—METFRIE. (XM125E5 ECC(Elliptic-curve cryptography iR #HZ& 22035) 92 58/FA
#HAE) .

circuit

l

k: Proving ke
r Setup RO e

: Verification key

—BAI# 7T proving key(GERBZ24R) 1 verification key (3&3F2550), #EILAZLAY proofs (JEAR) T'!


https://zhuanlan.zhihu.com/p/556765252
https://link.zhihu.com/?target=https%3A//github.com/iden3/circomlib

There are two kinds of inputs, public and private :

tban A #0kes B BERIEMERE, B2 A WREFE private input, tHOY witness ,
public input AJIAE A 1 B B address %Mk amount , XEURTFEiXiZ1T.

A&, Provers @d proving key. public input I witness 4 RXiERR.
P.k B —

s
X

Proof System ——— proof

BE—%E verification I&IF
Verifiers verify the proof by public inputs, the proof and the verification key.

| Verifiers @33 public inputs, the proof and the verification key 3383 Proof

Accept
X 2 Verification <
Reject

proof

Public input, witness(private input), proving key, verification key, circuits(E{&), proof and their relations are the thing you
need to know!

Exercise

Num2Bits

Parameters: nBits
Input signal(s): in
Output signal(s): b[nBits]

The output signals should be an array of bits of length nBits equivalent to the binary representation of in. b[0] is the least
significant bit. ( b[0] R&REBAL)

Solution :

template (n) {
signal input in;
signal output out[n];
var 1cl1=0;

var e2=1;

for (var 1 = 0; i<n; i++) {
out[i] <— (in >> 1) & 1;
out[i] * (out[i] -1 ) === 0;
1cl += out[i] * e2;
e2 = e2+e2;

b
lcl === in;
¥
template 0 {

signal input inj;
signal output out[254];

component aliasCheck = 0);
component n2b = (254);
in ==> n2b.in;



for (var 1=0; i<254; i++)
n2b.out[i] ==> out[i];
n2b.out[i] ==> aliasCheck.in[i];

IsZero

Parameters: none
Input signal(s): in
Output signal(s): out

Specification: If in is zero, out should be 1. If in is nonzero, out should be 0. This one is a little tricky!
TERBAITARAER? FAERTESHENE RIS, Bl EA—1 input signal WEIECRIREER B NE,

BT ESHAIEESEFIIRE, AR TEERLIRESESSETE. Ak, —MEAENHEERERAGSHANESER
FERHBK.

AT, FERERT, TAEZEMRS GUZRE, £ <= 1 - OWURELRIRE, B2 — M < "),
B in WEBAEEE, TLOBGREBRRPHIIRMU 0 IR,
&G, inkout === 0 NERERMAGSHNALESUOARERUFIER—ITIHE, ITEHENTHERRLESERMNESHERHE
HE,
template () {
signal input inj;
signal output out;
signal inv;
inv <—— in!=0 ? 1/in : 0;
out <== —-inxinv +1;

inkxout === 0;

https://github.com/Antalpha-Labs/zkp-co-learn/discussions/21 :

RE <== [ === | == T 2RI RENARASE

<—— M—LHMITE, R 7 HERE input A% prove RN, EMEREXLITE, prover FaiEHRKEIRZE proving T8
A A,
ZAINEIREREMNITENRE, REIWMT "prover™MERIER T AERIBinputit EH IEFRNE", HAEER L HEMprover B
RMEETverify”, RAXLEEGBEHENRENARE,

inv TN
var SR EEBIEE linear combanation

S58inverse BRE1/5HF? Nt ARBXRAKRKEFIE?
8755297148735710088898562298102910035419345760166413737479281674630323

| ENREREBN-1R
IsEqual

Input signal(s): in[2]
Output signal(s): out

Specification: If in[@] is equal to in[1], out should be 1. Otherwise, out should be 0.
template (0 {

signal input in[2];
signal output out;


https://github.com/Antalpha-Labs/zkp-co-learn/discussions/21

component isz = 0);
in[1] - in[@] ==> isz.in;

isz.out ==> out;

LessThan

Input signal(s): in[2]. Assume that it is known ahead of time that these are at most 2252-12252-1.

Output signal(s): out
Specification: If in[0] is strictly less than in[1], out should be 1. Otherwise, out should be 0.

| W% inle] PH#/NF inl1] , out Mi%E 1. B, out Mi%E 0.

template (n) {
(n <= 252);
signal input in[2];
signal output out;
component n2b = (n+1);

n2b.in <== in[@]+ (1<<n) - in[1];

out <== 1-n2b.out[n];

circom install
ZOTEZF Rust RERY circom 4Ri¥ss.

tutorial for install circom/snarkjs

component main { publiclout] } = 0);

ZK Rebel allows you to test your circuit very rapidly on inputs in comment JSON format :

pragma circom 2.1.2;

include "circomlib/poseidon.circom";

template 0 {
signal input aj;
signal input b;
signal output c;

var unused = 4;
C <== a x b;

(a > 2);

component hash = (2);


https://iden3.io/blog/circom-and-snarkjs-tutorial2.html

hash.inputs[0] <== a;
hash.inputs[1] <== b;

("hash", hash.out);

component main { public [ a ] } = ();

HEIE: circom RARIFEN > SMAAR:
EERETEN LS, TENBLBLNRE+F*, SHEOM2RTUBEESMITEN.,
RIEREEIET BT LLEcircom, ESSrAER— T HENENEES

Ref :

https://medium.com/coinmonks/hands-on-your-first-zk-application-70fe3a0c0d82

zk-snarkFTFENIIEFE [circom/snarkjs] - SCEMBIXE - #1F https://zhuanlan.zhihu.com/p/143519030
MRRIIE—DEHIR snark BBE& (Circom2) - ZpEttXHISCE - &N https://zhuanlan.zhihu.com/p/556765252



https://medium.com/coinmonks/hands-on-your-first-zk-application-70fe3a0c0d82
https://zhuanlan.zhihu.com/p/143519030
https://zhuanlan.zhihu.com/p/556765252

