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Modern SNARKSs consist of two components: an information-theoretic interactive oracle proof (IOP) [1]; and a compatible
cryptographic commitment scheme, which “compiles" the IOP into an argument system [5].
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Q) #BWBEBEE(connitnent) FE, T I0P “GRiF” l—MEIERS (argument system)

This note introduces several commonly used commitment schemes.
| ABEBNBMERINESE comitnent HE,

An IOP is “information-theoretic" in that it provides soundness and zero-knowledge guarantees even when the prover and
verifier are computationally unbounded. To make this possible, the proof system makes the idealised assumption of “oracle
access": in other words, the verifier can only access the prover's messages through random queries.

IOPZET (F8it NREMIIN, METIHHENENNRIR. BMELRAENRIIERTMPTERRENITE, BEA Bk &
ME MBES.
Ak, EARAFTEML T RSN EEARIR: ROER, WIEEREEIENESHEIIRENHER.

The commitment scheme instantiates this oracle access using cryptographic primitives (e.g. a one-way function): as a
consequence, the resulting argument system is only secure with respect to a computationally bounded prover and/or verifier.
To realise a succinct argument system, the chosen commitment scheme must provide low communication complexity relative
to the computation being proven.

A& (commitment) 5 RERABIBRIE (cryptographic primitives) (FIMIERMEREL, ex: Hash() ) SEHIMELL oracle Th(E]:
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FURMEEX FHRIERAITEM S BIRBEE 2.

IHfi# commitment

B HRE "commitment” AIMIER XL EAEZRAABTHRR T, FAERARE-LES. BEKE, commitment JBAILR
ERRENRE. BRREMBEGE E— TR ERPRESS, FEXITRERERBERS . BRASEMEHNENIE, TEIX
ZINSHRIE, HBERETTIRBNXERHTEL,

— commitment BEBESTWNLE: commitment FYERF] reveal PHEX.

£ commitment BEX, RIEFRER— commitment (ERKFMH), AJMARRRELEHEIER, BREEFTREELIRN
PIRIES.
£ reveal MEX, REAEBXMOBIEHES, HEBRKATUMERZBIM commitnent RIMEXLEHIBEFEERES

commitment FTEZ,

ERBEESD, commitment I—MELERETT—TER, ABEHEFE—TEHE, ARREHRES—TA. BTAERTEREER
B, AIBUTAHESHIIEEREGIE.

—LER7F commitmen B9 =B EEEIHE:

EBFR, AEHERRATHRES, MUBAESFMEERERTHEAER.
HEELE&RZH, FERLENBER (URZEZH. HitF) , MBRESERZTHRAIRE,
EBRNED, NAFLUEE commitment FRFTFEE— TR, HEEENBAERTERE, MRREHANZEM.

Pedersen commitment

Commitment Schema TEHHZRME “HNWANEGEEERAR", BIRBXRERBEREEME.
Pedersen Commitment th R~ ffl5h, BAREFEEIFEIEH R, HB T BEEXEERAZMANRGZEHEE—ERNE
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BRI Alice 45 Bob BKEEI n, AFEMFEWAEHMERX (FIKMEE) ., Pedersen Commitment BERIFS 5N A &
(FREE R IEHAEIE) , EREMATIBENERT, SERIEAX (HEIKNEE) 2 Alice FiFIERAX,

% Pedersen commitment 41T :
1. Setup:
receiver chooses...

Large primes p and q such that q divides p-1 : K&# p 1 q BfEE q (BE) BRI p-1
Generator g of the order-q subgroup of Z, * : Z, = {0,1,2,...,p — 1} B9 q B FEEMILEMT ¢
Random secret a from Z,
h =g* mod p

Values p, q, g, h are public, a is secret

2. Commit
to commit to some message m, sender chooses random reZqg and sends
c=g"h" mod p
to receiver
This is simply
g™ (g*)" = g™ mod p
3. Reveal

to open the commitment, sender reveals m and r, receiver verifies that

c=g"h"

| Reference: https://course.ece.cmu.edu/~ece734/fall2015/recitations/7-18734R-Commitments.pdf
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RI% Alice 45 Bob ®BMIKEEI n, AFEFNIRWARIERX (FBKMNEE) M, Pedersen Commitment BERIFSSWAEE (7
BEAE RN IERRYAEGE) , BEREMATHMENERT, AEIIERAX (BEKNEE) =2 Alice FREBIIBAX.

&Ri% Alice £5 Bob #MKEE n , £ X pedersen FEBWT:
C=n-G+r-H

Hep n BRKEM (RAENRE EMTEAGN n) , r BECETF BIENEK) , G HHZHEME LN AFR. REA,
n-G M r HEBZZWEHE L, U o - AHEOLHA, Er- G HENTELRE 7.

B4, Alice £ ECHIFAIENT:
Ctice =1 G + T Alice + H
| e 2 Alice HIRWEHRET.
Bob ZEUEREE:
Cob =n-G+1poy - H
WA AL BCHEE C , RERADFERE:

Cptice = CBob = Ctice =N G+ Tatice =1+ G —rpoy - H

(TAlice - TBob) -H (_H\TJ_%EEIZEEXXHEE"JE$EIE|E“J n

WHERAMRETEME, MRTEHF, BAMERILE n 2EFNERSHINE.
RZMREERZTEE, EHARERNSE—HREREEHRNER.
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ERIBZH Pedersen commitment A, BESA m &7E reveal My ER#IEEELS Verifier, B84 Prover BERBHEER 2T AR ?
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https://course.ece.cmu.edu/~ece734/fall2015/recitations/7-18734R-Commitments.pdf

£ commitment &, BEfA reveal MMERSIE r KiETE, —FFIATE commitment B ERFRIE r OB X2 AIE? 15Z451i%EE

ERBZEH commitment F, [REHENE r WERNZEN TEHLEIEFMIRERT (selective disclosure attack) FlFEREKE

(commitment revocation attack) .

EE8N Pedersen ((RZES) commitment AE, 1ZH REA B QBMRRIFFBRENZEME., € commitment MEL, AlicelTiFmD
BEALEr s, HITEEAEEBE C =g «h* (HF g M r BA DTG NENERLTT) . AF, Alice § C kKix4 Bob, 7E reveal it
E%, Alice &%§ r Ml s &i%%5 Bob, DAfit Bob il C RUIEHM., TEiZAEF, FRE r WERIETELLE Bob £ commitment B B3t
Wil s BOME, FMMmIERTL C KA.

Eitb, FefE r AJBAEE YR EE, BIERIETR.

7 Pedersen FiE A RD, WRFAsHRE T, BARGEEILETITE C = ¢" « b FIEMTHFEE C 9E. AL, 7%
commitment M EXAPRETE r B9 B RITETFRA LI G & R L #AEE C E.

SR, 1x reveal fER®, Alice 218 r # s 898, MM FBobIIEFIE{EIEMIE. —BBobIkE T rilshfE, fhaIbAitTEY
C'=g +he, Hh s 2 Alice £ reveal B EIBRA0 s BB, #A/S, Bob TLAE C A ¢ #{TLEE, BAIIE ¢ BFZT ¢/, MM
IIEFIAE S AIIERRE

Eit, 7 PedersenFiEL R, REMIBNETRIPAGRENZ MY, ME reveal NERPIBR r 1l s B9E, WEATAFRIEE
WIEAGRERIERE .

FAGERIERGES, L& UEMIMERNE r, BRFAEEFMMNIFIE, RAEREEIERS—TEIE ", MNER
HERISENES .. WRENE r FATTH, BhHETURRMERMIAER™ME, MMNFREEHTRE. BIREENE T,
AEE R AR IR E HATRMEEIT A

Fitt, [REBENE r RN, TTUABEBRERFGENINEENTEM, 7 reveal MER, REEATBENE r IZFMME, DMERIE
AETEM,

why hash 78t & Pedeson

ERRBEFEPERANEBIES RN, ERIAMHE., HFEEE,

REARLERT, BERBAIUBTHERESE, FIAERMerkleERAE, BRERRFEREREN PedersenFit 2 HY
8, BARARBTERAPedersenFIEFENRBEY, A ERIERREFAGENEENHROENZ M,

hash function-based commitments have some limitations compared to Pedersen commitments. One limitation is that hash
functions are not homomorphic(F=&EZAY), which means that it is not possible to add or subtract hash function outputs in a
meaningful way (XEIRE AT B XA IR % R Hm L) .

In contrast, Pedersen commitments are homomorphic and allow for linear combinations of commitments to be computed
efficiently (R FERHITE commitments & MAHS. ).

Additionally, hash functions are vulnerable to preimage attacks(R{&X i), whereas Pedersen commitments are computationally
binding and hiding assuming the discrete logarithm problem is hard in the underlying group.

Ftt, RERFRBERLER TUUATFEEREAR, BERESERIBENERT, PedersenFiBEREREMNEESHEE,
2. Hash commitment

Hash commitment B—HMETFIEZE R IR commitment 5E, BERIMRTEHAKENIIBEIGER., BgERNE—1EIE m, FEA1AIUE
FAMTARAR Hash commitment :

c=H(m|lr)

Hip, H B2—TWRERE, || RAHHEIRME, r E— TN, REHRE c RESEWS, BNRE » (EATVERER. 7 reveal R,
RIEFHER r Mm , RSN

¢ = H(m||r)
MR c= ¢/, MER commitment IIFE,

XERBHEHTRMERNG T, IhEEBBZHPEERZEMERNcommitment53E, FIRSA commitment, Merkle
commitment®, XEFRNAXNARESEMES, BEENWEBcommitmentfiExfreveal N ERRIE AR,



IOP Versus IP
{EEEIERE T Oracle Proof (IOP) FXEIIERA (Interactive proof) A5E&tEME :

RENIEA (Interactive proof) RIE—NMRENANERIMNY, HEAR—MIERE (FRAERE) TEES—PITE (RAKIEE) iF
PRENSEMNESY, BEE—HREEEYIEMTERENE, [AEEIEREIETEMIIELE—RIEE (FIUEHE. X
AFHELER) , HETFTRIEERLEMNIGNRMEMIIAER, RENERETES R MIEICHZBEPEE 2N,
EEBILRE Oracle iEBF (I0P) NMIR—M4FAERIR G RIEAR, EAiEREFIIEE S5 — MR Interactive Oracle H955=
FEERE, Interactive Oracle B— P EEREF, AIMCE—EAFENEN, HINEEEMRMAFFENEMIE LNFHEMT2
(REELWE intro B IRWEIEMRE © ) , £ IOP i, iFBAEFIITE LA Interactive OracleRiXEH), HET Oracle 19
i 2 >R 44 E A4 TR IEBR

Eit, IOPRRENIERM—FEHRIZN, ERSIANT —TEIMIEEBHSAE (RER Oracle) RiNENIEIRERE,

ERTZEZWMNFEDR, RRE—TZIR f(z) I—THENE r. RESATNETESZIR f(o) FABENE r (ERBN, TEE—TFE
C, HREREHLERKT . #iE C AIMBMANZIN f(2) RN r WRHE, EAIMRLIEMQTNEE, MARMRREG SN
(59

BWARTUERIES IR f(o) FFENE r BOIERT, WIS C AR, MRREABEAFZIEN f(z) MBENE r, BRI
BEIEFE C FAIAHNZI f(o) MR r REEENIEHEE, MMIGESHHNTEEN -,

PLEZMNAEE (Single-Variable Polynomial Commitment, A TFEFRPCommit) R—MEBE[RIE, SERE—FL 2 HAIKIEN
ARRFEETETEZMANE, RRMRIPERIMNSZEMY,

RIZAlICeBELE—NZIR f(z) WFELBob, FEXMERER, AliceRIRILBobHMIEBZIMN f(z) WEME, BittFHEBobRERRE
I f(z) BOEMSE R A RE T RAIE.

PCommit NEARBRBERZIR f(z) HRA—TWREBZER RN H N\, HFiTEERHEC
(MRS HENEF") . RS, AliceBBobRERHKE c 1EAZIMA MRS,

H(f(z),r), EF r 2— BN

EXNEER, AliceRHFE[BobMESZIN f(2) MEAME, AANRHFRY H 2HREARMY BIFATEN) MEHEREN, XERERIE
Bob#ZE f(z) MEMME, TMMTTENGHE ¢ HESH f(o) EEAES. Fit, BobREEERFRIL f(=) MERSSKHAE c Tk, ™
THEMIEFRE c PIRGEAEMEXRZHN f(z) BOER.

NTH—SEFEPCommit T2 MM AT, BERRIN—LMMEY, H:

BEITEFEZ R, ST f(z) DIHEREISENARSEM.,
ERE r WMERENERN, HETEES MREZEESER.
B ERFTAIRIERA (Zero-Knowledge Proof, DATEFRZKP) SRIEEABobE LR IEMMIGIE T 2N f(<) KIME.

BT IXLEHENE, PCommitB] AR AR RIPEETEM, EFBobrIMERRRIEZHN f(z) MERSHEHFE, MAFTME
ZIR f(o) WEMME, XEHFPCommitEEMZ K. TAIRIER. XRENHHLRAETLPSE T IZNNA,

ERTESZMAFETD, KRR Alice BXRERT —TSZIR f(2) HANEIITEE, BESTR f(z) BETR zo BE f(zo) HITRHIN
BERIESEIRIEE C. I BOB BEMIEXMREESIENR, BNNILFAEE C REXNNT 2 f(z) BE f(0).

TENME—METRERAMNIIIESE:

BOB FE#LIGEE— 1 r FARIELS Alice,

Alice STzt f(z) FIEGEE C L34 BOB,

BOB itE S f(r) MME, HIEITEER y= f(r) KR Alice,

Alice 10E r BB 5FEE C PHIRIERSE, MREE, WEIHIBEYT, [NELRIE.

Alice ¥ 2Nz f(z) R r BIE f(r) HEHXR, FRIHTEER y = f(r) RKi%% BOB,

BOBHE y BRSZRIECITEN y = f(r) EEF, NWRBEF, WERWIERET, SMELEIL,



R Alice 8= HRIE BOB, ENE—MERNZ A E HIRAFIEERIEL BOB, BAMFEEFTUN BOB SEFEM R r HATIIE, FHae
BAEZRGITTELEIRERRY BOB, B2, BT BOB FJINMEHILERE r, ESERIRHIMRRN.
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