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‘What do you mean I have to update?’



Whois: Anthony Tippy       
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● Audio Visual Support Technician 

● 4 years o AV/ IT experience

● IACD student at EMU

● Breaker of things / DIY

● sloth and cat enthusiast 



Why the talk?

AV Devices are…

● Designed, Installed, and 

forgotten……………...….until it breaks

● Often not considered in securing 

organizations

● Often Riddled with security vulnerabilities



Agenda

1. AV/ IOT Vulnerability Report

2. What are  ‘AV Conferencing Solutions’?

3. Shodan

4. Audio Conferencing 

5. Video Conferencing

6. Control Systems

7. Misc. Hardware

8. Projectors

9. Other 

10. Most Vulnerable Orgs

11. How to Secure?



IOT Malware Samples 



2018 IOT Malware

● devices grew three-fold in 

2018 (Kaspersky Labs)

● Brute force attacks made 

up 93% of attacks



Default Passwords

● 15% of devices have default 

passwords

● Top 5 username/passwords get 

access to 10% of devices

● “63% of data breaches use a 

weak, default, or stolen 

password.” (Verizon 2016)



Close your ports!



There’s a lot of open ports



What are A/V  Conferencing Solutions?

● Professional Displays/ Digital 

Signage
○ Samsung

○ LG

○ NEC

● Control Systems
○ Touch Panels

○ Master Controllers

● Phones
○ Desk Phones

○ Conference phones

○ Digital Signal Processors

● Video Conferencing Systems
○ Cisco

○ Polycom

● Misc Hardware Devices
○ Switchers/ scalers

○ Transmitters/ Receivers

○ Misc Processors







HTTP Status Codes

200 ----------------- Successful Connection

301 ----------------- Moved Permanently

400 ----------------- Bad Request

401 ----------------- Unauthorized

404 ----------------- Not Found



Down the rabbit hole!



Average 60,287 Audio 

Visual Devices Online
*Queried 09/14/18 - Current



Not all data is the same…



Audio Conferencing- VOIP 

VoIP Services

● ATA - Analogue Telephone Adapter

● IP Phones

● PC - to - PC 

Popular VoIP Protocols

● Session Initiation Protocol (SIP)

● H.248 - control of switched networks

● T.38 - Fax

● Real-Time Transport Protocol (RTP)

● Skype Protocol 



Popular VOIP Attacks

● Eavesdropping
○ External actors could listen in on voip communications

● DDOS
○ Greatest threat to enterprise systems

○ Widespread disruption of VOIP systems

● Masquerading
○ Impersonate user, device, or service to gain access

● Toll fraud
○ Actor accesses phone system to make fraudulent calls

● Spoofing
○ Caller ID spoofing to appear to be a legitimate number or 

source





DDOS Your Conference!  (CVE 2018-0325)

● Cisco 7800, 8800, and 8821 series phones

● SIP vulnerability

● No patch as of Aug 2018

● 8800 Series phones could allow an unauthenticated, remote attacker to 

cause a denial of service (DoS) condition on an affected phone

● Stop all the productivity!



IP-Phone-Web GUI’s



Phones, Phones, Phones…





Video Conferencing- Cisco TelePresence

● Video Conference systems for all size 

organizations

● Managed with Cisco’s - Device 

Management platform (CUCM)





CVE-2018-5391- FragmentStack (Linux DDOS)

● Linux 3.9 vulnerability
● Linux kernel  is affected by the IP Fragment 

Reassembly Denial of Service

Affected Devices

● Cisco EX series
● Cisco Integrator C Series
● MX Series
● Profile Series
● SX80 codec
● WebEx Roomkit SX80

Profile SeriesWebEx Kit

MX Series

EX Series C Series











Tandberg Video Codec- 3000 MXP





Polycom Audio Video Call Systems



Control Systems

● Used in..
○ Universities

○ Enterprises

○ Home Automation

○ Hotels

○ Airports

Popular Vendors

● AMX

● Cisco

● Crestron

● Extron



Crestron Touch Panels (TSW Series) 

● Hotels/ Conference Centers

● Universities

● Airports

● Home Automation
○ Lights

○ Home Security

○ Music/ Video

● Conference room control panel
○ Inputs

○ Audio Conference/ Video

● Conference Room Scheduler
○ Integrates with Exchange. Office 365, 

G Suite..etc

● Built in Camera/ Mic



CVE-2018-10630 - Passwords!

● Crestron TSW-X60 Series

○ Models Affected

■ TSW- 1060

■ TSW- 560

■ TSW- 760

■ And MC3 Controller

● RCE/ Low skill level

● Shipped with No Authentication (CTP)

● ALL versions prior to 2.001.0037.001 

affected

● Credit to: Jackson Thuraisamy & Ricky 

Lawshae for initial discovery







UPDATE YOUR DEVICES PLS

33/313 devices safe = 10.5%  :(





Lets see what we can find!

● FTP, SSH, HTTP, HTTPS, SIP wide open

● Crestron Default Port = 41794



Make your own rules!



Newer TSW-760- Fully Unauthenticated!



*Jaw Drop*



Crestron TSW telnet commands



Take Screenshot



TSW DEMO - DEF CON 26 - Ricky HeadlessZeke Lawshae



Crestron MC3 Controller

Vulnerabilities

● Authentication disabled by default

● Can decipher super user passwords

● Firmware older than 1.502.0047.001



3,057 Devices (67%)



MC3 Demo- DEF CON 26 - Ricky ‘HeadlessZeke’ Lawshae





AMX Systems



Past Vulnerabilities

CVE-2015-8362
● Back Door account access

● “The usernames "1MB@tMaN" 

and “BlackWidow" were hard-

coded in the firmware and allow 

for remote login in debug mode, 

granting the attacker access to 

tools not provided to 

administrators such as packet 

sniffing.”



CVE-2015-8362- BackDoors
● elevated privileges to configure 

user interfaces, change device 

settings, upload files, and 

download file

● Break all the things!



CVE-2015-8362- Hardcoded password

● Fully unauthenticated

● Web Interface pretty buggy

● Appears to be a “Smart Home”



AMX Web Control- Unauthenticated



Change all the things!





Misc Hardware Devices



Extron IN1608 Switcher ● No authentication Required
● Logs in as Admin

● Extron IN1608 SA- 8 Input switcher/ scaler



Oh boy...



Extron Controllers- Extron TLP 350MV











Crestron Air Media



Crestron Air Media Data



Past Vulnerabilities

● CVE-2016-5640 (AM-100/101)

○ Directory Traversal /RCE

○ Firmware < 1.2.1

● CVE-2017-16709 (AM-100/101) 

○ RCE Vulnerability

○ Firmware <  1.6.0 / 2.7.0

● CVE-2017-16710 (AM-100/101) 

○ XSS Vulnerability

○ Firmware < 1.6.0 / 2.7.0

● 83% Vulnerable



Crestron Air Media

● Default Open Ports 80, 443, 161, 515, 5353 

● Default passwords



Shenanigans!



192.168.1.1 Code:1234



Even further....

1. Air Media authenticates users with 

4 digit code

2. Disable code

3. Hack the planet





Projectors



Network Projector DATA



Sony Projectors



Epson Projector Web Control

● Power On/Off projector

● Change input

● Change projector settings

● Admin control



Wi-fi Settings!



Most Vulnerable Orgs

● Universities

● Small Businesses

● Understaffed/ 

Inexperienced AV/ 

IT Teams

● Legacy equipment







UPnP – Automatic Port Forwarding

● Universal Plug n Play (UPnP) 

settings will often automatically 

forward ports on your network 

to the open internet

How To Mitigate

1. Select “Disable UPnP” in router 

settings/ devices

2. Disable Port Forwarding on your 

router

3. Routinely audit UPnP 

connections



How do we secure our orgs? -Users

Basic Security Hygiene

1. STOP PUTTING DEVICES ONLINE
a. Don’t connect it at all!

b. Does it REALLY need to be on your network/the net

2. Authentication
a. Default password/ easy password?

3. Security as a standard
a. Security integrated into the development process

b. Consistent and continual firmware upgrades/checks

4. Disable UPnP

5. Subnet your stuff
a. Data over there, A/V tech over here 

6. Physically secure technology in locked rack

7. Enable Audit logs



AV/IT Security by Design

● Vet products as part of design 

process

● Consider AV equipment within 

your threat model and risk 

assessment

● If it connects to the network, its 

probably a risk you should 

consider



Phones/ Communication

● Diligent monitoring through RMS

○ Firmware upgrades

● Minimize open ports/ services

● VLAN to separate voice traffic from data

● End to end encryption

● PATCH PATCH PATCH PATCH!



Video Conferencing

● Enable encryption on calls

● Disable broadcast streaming

● Disable far end camera control

● Disable auto-answer feature

● Monitor technology with management 

software

○ AMX RMS,  Cisco UCMS

○ Has audit logs for events/incidents



What can you do?- Manufacturers

Security by default/Design

● No more  default passwords for devices

○ California is enacting this to law by 2020

● Disable unnecessary ports by default

● Web interfaces need passwords

● Automatic firmware updates (need network)

● Triggered alerts

○ Upon outage, or error

● Audit logs

● Properly Designed UPnP usage



Top Strategies to Secure Your Organization

1. Your firewall should NOT be open (Check UPnP)

2. Device management software for ALL networked 

A/V devices

3. Robust passwords for maintenance/ Service

4. Include A/V devices within your IPS/IDS system

5. Vet A/V products for security issues/ 

vulnerabilities before design / installation

6. Encryption on communications

7. Lock/ restrict access to physical equipment



Thank You’s

● MiSec Community

● Shodan

● GrrCon Community

● Inspiration from Dan Tentler’s talks on Shodan

○ “115 batshit stupid things you can put on the 

internet in as fast as I can go”

○ “Drinking from the caffeine firehose we know as 

shodan”

● Ricky ‘HeadlessZeke’ Lawshae - “Who Controls the 

Controllers Hacking Crestron”



BONUS: Crestron Smart Home!?- PYNG-HUB

Can Control:

-Lights

-doors

-thermostat

-TV’s/ Media sources

-Touch Panels



PYNG-HUB Query









FIN


