
Pi-Hole
Block All The Things!
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-IACD student @ EMU

-Audio Visual Technician

-Breaker of things/ DIY project nut

-Cat and Sloth lover

AnthonyTippy.github.io



Pie-Hole?  Whole PIE?  PIE?!

A Pi-Hole is:

-Raspberry Pi powered

-Network Wide ad blocking tool

-Not actual pie :(     

But it is VERY useful



What can I do?

● Block ads across 

entire network

● Block unwanted sites

● Protect your 

network

● increase 

performance



Features



What is DNS?



How does it work?  DNS level blocking

● Pi-hole acts as your router's DNS 

server

● Advertisements do not get a chance 

to load



Caveats and Downfalls
1. Certain sites deploy anti-ad-blocking 

software

2. Pi-Hole can step on other ports in your 

network services

3. Does not block ads that aren’t served 

via DNS (Youtube, HULU...etc)

4. Any AD link you may click on will not 

load….since it’s an ad…

5. Possible increased latency (online  

games)



Parts

● Raspberry Pi 3b+ CanaKit ($54.99)

● SanDisk Ultra 32GB microSDHC UHS-I card 

($7.23)

● RJ45 Cat-6 Ethernet Patch Internet Cable - 10 

Feet ($6.29)

Total: $68.51  or  (Rpi Zero W $34.22)
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DEMO TIME!



How to install?
1. Download OS from 

https://www.raspberrypi.org/downlo

ads/raspbian/

2. Install raspbian stretch (or 

stretch lite)

● Pi Hole is supported on 

all rpi models

2. Burn IMG to micro SD card 

with Balena (Etcher) or similar 

software

https://www.raspberrypi.org/downloads/raspbian/
https://www.raspberrypi.org/downloads/raspbian/


Burn IMG to SD Card



Burn IMG to SD Card



Plug Everything Into 
Your Pi





Change your password

1. Default Credentials

Username: pi

Password: raspberry

2. Change your password

Sudo raspi-config

Change User /Password



Pi-Hole One-Line Install Command

3. “curl -sSL 

https://install.pi-

hole.net | bash”

4. Follow Prompts



Router Configuration

● Go to DNS Settings

● Set Pi-Hole IP address as your 

new dedicated DNS

● Per Device / Network wide



Add Custom Blocklists

https://github.com/StevenBlack/hosts

● Block gambling sites, adult content, 

malware,adware...etc

https://github.com/StevenBlack/hosts


Integrate ALL THE THINGS!
Compatible with:

— PiVPN (Raspberry Pi based VPN)

— Plex Media Server (to access all your media over 

your network)

— Samba File Server (to back up and store files)

— And many many more!

http://www.pivpn.io/
https://thepi.io/how-to-set-up-a-raspberry-pi-plex-server/
https://www.raspberrypi.org/magpi/samba-file-server/
https://projects.raspberrypi.org/en/


IfConfig











Before 
Pi-Hole



After 
Pi-Hole



FIN

Pi-Hole - https://pi-hole.net/

Video Tutorial -https://www.youtube.com/watch?v=_rZhCLh3WyY

Block Hulu - 
https://www.reddit.com/r/pihole/comments/9esp0y/hulu_ye
s_another_one/

https://pi-hole.net/
https://www.youtube.com/watch?v=_rZhCLh3WyY
https://www.reddit.com/r/pihole/comments/9esp0y/hulu_yes_another_one/
https://www.reddit.com/r/pihole/comments/9esp0y/hulu_yes_another_one/

