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Azure Landing Zones
27th April 2023 - External Community Call

This month’s presenters:



This meeting is being recorded



Agenda

• New Docs Published 

• Multi-Tenant Guidance Released

• Policy Refresh Launched

• Subscription Vending Updates

• Azure Monitor Updates – Baseline, AMA & Diagnostic Settings

• ALZ TF Updates

• ALZ Bicep Updates

• CARML Updates

• Microsoft Build 

• Q & A



Before we get started...

At any point, if you have a question please put it 

in the chat! 
(we have members of the team here to help 😎)

Also we may stop and discuss your 

question/point at that time, we want this to be 

an open discussion with all of you 🙂



ALZ What’s New?

https://aka.ms/ALZ/WhatsNew

Single place to 

stay up-to-

date

https://aka.ms/ALZ/WhatsNew


New AAC Content

aka.ms/ALZ/AAC

https://aka.ms/ALZ/AAC


New CAF Doc

aka.ms/ALZ/IaC

https://aka.ms/ALZ/IaC


New CAF Doc

SANDBOX

Next Month 👍



ALZ Multi-Tenant Updates



New CAF docs are live🥳

aka.ms/ALZ/MultiTenant

https://aka.ms/ALZ/MultiTenant


ALZ Policy Refresh Update



ALZ Policy Refresh
Objective

• Review current policy/initiative assignments and validate relevance

• New best practice guardrails for core services (e.g., Key Vault) and specialized landing zones 

(Decommissioned/Sandbox)

• "Remove" or replace deprecated policies/initiatives

• Remove default workload specific assignments no longer in scope for ALZ (e.g., Databricks, Machine Learning)

• Update assignments to leverage built-in policies (instead of custom ALZ policies) where possible

Update

• Code complete - preparing for merge into ‘main’ ALZ branch

• Summary of changes:

• Added 13 net new policy and initiative default assignments, which includes:

• Added 46 new policies, 8 new initiatives

• Updated 11 initiatives

• Retired 4 policies

• Portal Accelerator RI updated



ALZ Policy Refresh
Ask

• Submit Azure Policy suggestions on GitHub

• These must be policies that all customers across all industries/countries/verticals would benefit from

Next Steps

• Next review cycle of policy/initiative assignments for ALZ

• Update Terraform and Bicep RIs to support new policies/initiatives

Going Forward

• Quarterly reviews of policy/initiative assignments and regular release of policy/initiative and 

assignment updates

Relevant Links

• Official Release: aka.ms/alz/whatsnew and aka.ms/alz/policies 

https://github.com/Azure/Enterprise-Scale/issues
https://aka.ms/alz/whatsnew
https://aka.ms/alz/policies


Subscription Vending Updates



Blog 📰

aka.ms/sub-vending/blog

https://aka.ms/sub-vending/blog


New Azure Enablement Show Video 📽️📺

aka.ms/sub-vending/aes

https://aka.ms/sub-vending/aes


Community Call Out! 📢📢📢

Checkout Ståle Johnsen’s 
Example Repo Here

https://github.com/stalejohnsen/lzvendingipam
https://github.com/stalejohnsen/lzvendingipam


ALZ Azure Monitor Baseline 



Azure Monitor Baseline Alerts

• What is it and what does it 

contain?

1. Detailed table of alerts / metrics and the 
recommended values working 

2. Azure Policies and Policy Initiatives both in Bicep 
and json format

3. Extensible and flexible – chose what you deploy

4. Comprehensive deployment guidance and scripts 
for ALZ / (Brownfield) non-ALZ customers Sample 
GitHub Pipeline (ADO Pipeline on its way)

• We’re currently in preview! Please 

test and give your feedback (raise 

issues) https://aka.ms/alz/monitor/repo

https://github.com/Azure/alz-monitor/issues
https://aka.ms/alz/monitor/repo


ALZ Migration to AMA Update



Added to FAQ

Read in FAQ here

https://github.com/Azure/Enterprise-Scale/wiki/FAQ#why-hasnt-azure-landing-zones-migrated-to-the-azure-monitor-agent-yet


Azure Monitor Audit Diagnostic 

Policies



Built-in Policies have been released!

• Built-in Audit Diagnostic Policies Generally available: New Azure 

Monitor audit logging policy released | Azure updates | Microsoft 

Azure 

• Contains policies for sending to:

• Storage account

• Log Analytics Workspace

• Event Hub

• 33 Policies per initiative/destination!

• Not in ALZ yet!

• What are we doing about ALZ integration ☺?

https://azure.microsoft.com/en-in/updates/generally-available-new-azure-monitor-audit-logging-policy-released/
https://azure.microsoft.com/en-in/updates/generally-available-new-azure-monitor-audit-logging-policy-released/
https://azure.microsoft.com/en-in/updates/generally-available-new-azure-monitor-audit-logging-policy-released/


ALZ Terraform Updates



v4.0 of ALZ Terraform ETA May 2023 👀

Azure Firewall Basic

Policy Refresh

Enforcement mode



Classified as Microsoft Confidential

Current state 🍇

>1,200 unique customers

>7,000 deployments for core module

>2,900 deployments for connectivity



Classified as Microsoft Confidential

Evidence 📋

 GH issue comments - Request for feedback: future direction for this 

module ⏫ · Issue #630 · Azure/terraform-azurerm-caf-enterprise-

scale (github.com)

 Customer & partner interviews
 Nobody said keep it as it is

https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/issues/630
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/issues/630
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/issues/630
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/issues/630
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/issues/630
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/issues/630
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/issues/630


Classified as Microsoft Confidential

🔝 asks



Classified as Microsoft Confidential

Proposed v.next architecture 🤓

ALZ Module

ALZ 

Connectivity 

H&S / vWAN

res

Customer 

root 

module

Sub-modules that were 

previously part of the ALZ 

module, will become 

independent.

All to become TFVM

ALZ 

Management res

res

ALZ Module
ALZ Module res

res



Classified as Microsoft Confidential

Other stuff… 🤷♂️

 Provider
 Written in go

 Allows more advanced data processing

 Can debug, set breakpoints

 Testing is 1st class feature

 Massively simplifies Terraform code

 Still uses ‘standard’ Azure providers to deploy resources via a module

 Migration
 SxS for MGs and Policy

 State migrate for networking/mgmt resources

 Support current module with policy updates



ALZ Bicep Updates



ALZ Bicep Updates

v0.14.0
ETA 1st May 2023

Policies

Latest from 

Upstream ALZ 

Repo Refresh

New Policy 

Assignment 

Exclusion 

Parameter for 

ALZ Defaults

ALZ Bicep Accelerator
Beta release

Uses New 

PowerShell 

Module (available 

from PowerShell 

Gallery)

Bootstrap your 

GitHub repo with 

actions/workflows 

to deploy ALZ

Guidance on 

branching 

strategy and how 

to stay up-to-

date with ALZ 

Bicep releases

Will become 

recommended 

way to deploy 

and manage your 

ALZ Bicep 

deployment

Platform 

Management 

Group 

Flexibility

Same as available 

in Landing Zones 

Management 

Group

Private DNS 

Zone Linking 

Support in 

Hub Peered 

Spoke 

Module



Common Azure Resource 
Modules Library (CARML)
Release v0.10.0



Release v0.10.0 highlights

• 516          (+13%)

• 351 forks (+ 8%)

• 200+ unique visitors daily

• 129 merged PRs

• 34 contributors (6 new / 82 total) 

• Modules

• 21 new modules including 7 top-level services such as 

• Microsoft.Insights/dataCollectionRules

• Microsoft.Purview/accounts

• Microsoft.DBforMySQL/flexibleServers

        alongside other features & new test cases

• Addressed several PS-Rule checks

• Optimized input parameters (e.g., vaultSku to sku)

• CI Environment

• Implemented the GitHub reusable 

workflows feature to reduce code 

duplication & and make 

maintenance easier

• Introduced runtime parameters 

to both GitHub and Azure DevOps



Outlook

• Implementing User-Defined Types

• Alignment with the Public Bicep Registry (PBR)
• Adjusting folder & files names 

• e.g., Microsoft.Network/virtualNetworks → network/virtual-networks

• e.g., deploy.bicep → main.bicep

• Adding PBR files such as the metadata.json

• Enhancing the BRM tool with the capabilities 

CARML’s `Set-ModuleReadme.ps1` script

• Publish top-level modules into the PBR



We are hosting a roundtable at…



Next Community Call will be on 25th September 🥳

Back to a US friendly time slot for this occurrence and then the 

one after will be back to this time slot 👍

Stay tuned to issue #1287 (ALZ/ESLZ Repo)

Recordings will be available at 
aka.ms/ALZ/Community

https://github.com/Azure/Enterprise-Scale/issues/1287
https://aka.ms/ALZ/Community


Q & A



Thank You! 👋

Stay up-to-date:
https://aka.ms/ALZ/WhatsNew   

https://aka.ms/ALZ/WhatsNew
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