
Azure Landing Zones
2nd May 2022 - Community Call



This meeting is being recorded



Agenda

• Welcome

• What’s New?

• ALZ-Bicep Update

• ALZ Terraform Module Update

• Q & A



Before we get started...

At any point, if you have a question please put it 

in the chat! 
(we have some of team here to help 😎)

Also we may stop and discuss your 

question/point at that time, we want this to be 

an open discussion with all of you 🙂



ALZ What’s New?

https://aka.ms/ALZ/WhatsNew

Single place to 

stay up-to-

date

https://aka.ms/ALZ/WhatsNew


Plan for VM 

Remote Access

https://aka.ms/ALZ/WhatsNew

New CAF doc

https://docs.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/azure-best-practices/plan-for-virtual-machine-remote-access
https://aka.ms/ALZ/WhatsNew


Independent software 

vendor (ISV) 

considerations for Azure 

landing zones

https://aka.ms/ALZ/WhatsNew

New CAF doc

https://docs.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/isv-landing-zone?tabs=mg-env-no%2Cminimal
https://aka.ms/ALZ/WhatsNew


Adopt policy-

driven guardrails

https://aka.ms/ALZ/WhatsNew

N
e
w

 C
A

F
 d

o
c

https://docs.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/enterprise-scale/dine-guidance
https://aka.ms/ALZ/WhatsNew


Tailor the Azure 

landing zone 

architecture

https://aka.ms/ALZ/WhatsNew

New CAF doc

https://docs.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/tailoring-alz
https://aka.ms/ALZ/WhatsNew


Deploy Azure 

landing zones by 

using Terraform

https://aka.ms/ALZ/WhatsNew
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https://docs.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/deploy-landing-zones-with-terraform
https://aka.ms/ALZ/WhatsNew


Azure Landing Zones Terraform Module – v2.0.0
Virtual WAN support is now available in v2.0.0🥳🥳

 Also, a ton of bug fixes, improvements and enhancements 🏋️

 20 issues closed out with release ✅

 Check the release notes & Upgrade Guide for all the information you need

 New features, upgrade notes, breaking changes, etc.

 Rename from ESLZ to ALZ starting also 👍

https://aka.ms/ALZ/TF

https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/releases/tag/v2.0.0
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/wiki/%5BUser-Guide%5D-Upgrade-from-v1.1.4-to-v2.0.0
https://aka.ms/ALZ/TF


Updated & New 

FAQ pages

Enterprise-scale FAQ - Cloud 
Adoption Framework | 
Microsoft Docs –
Architecture

FAQ · Azure/Enterprise-Scale 
Wiki (github.com) –
Implementation 

Dev/Test/Prod 

Approach Guidance

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://github.com/Azure/Enterprise-Scale/wiki/FAQ
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq#how-do-we-handle-devtestproduction-workload-landing-zones-in-enterprise-scale-architecture


ALZ Accelerator Update (Portal Experience)

• Added telemetry to help us see usage patterns

• Can be disabled, see docs

• Increased the “preparingToLaunch” artificial ARM delay to improve 

policy assignment success – helping issue #902

• Added warning messages to use different dedicated subscriptions for 

platform subscriptions

https://github.com/Azure/Enterprise-Scale/wiki/Deploying-Enterprise-Scale-CustomerUsage
https://github.com/Azure/Enterprise-Scale/issues/902


ALZ Accelerator Update (Portal Experience)

• Updated to deploy an Azure Firewall Policy Premium SKU instead of 

Standard when Premium is selected for the Azure Firewall in a Hub & 

Spoke VNet Connectivity model.

• Updated to deploy an Azure Firewall Policy for customers using the 

Virtual WAN connectivity model.



ALZ Policy Updates

• Replaced ‘Deploy-Default-Udr’ policy with ‘Deploy-Custom-Route-Table’ that allows deploying 

custom route tables with an arbitrary set of UDRs (including a 0/0 default route if needed). See 

here for usage details

• Updated ‘Deploy-Budget’ policy, to v1.1.0, adding new parameter of ‘budgetName’ that defaults 

to: ‘budget-set-by-policy’

• Added ‘AuditEvent’ to ‘Deploy-Diagnostics-AA’

• Renamed ‘Deploy-ASCDF-Config’ to ‘Deploy-MDFC-Config’ and updated version to 3.0.0

• Aligning to renaming changes in platform

• Updated ‘Deny-Subnet-Without-Nsg’ & ‘Deny-Subnet-Without-Udr’ to version 2.0.0

• Covering all scenarios/ways that subnets can be created to ensure they are captured

• Added new custom policy definition called ‘Deny vNet peering to non-approved vNets’

• Useful in scenarios where you only want to allow vNet peering to say a central hub vNet and not allow 

other vNet peerings between landing zones to be enabled.

https://github.com/Azure/Enterprise-Scale/blob/main/docs/Deploy/deploy-policy-driven-routing.md


ALZ Policy Updates – AzAdvertizer Integration
• Started integration with AzAdvertizer

• Covering Policy Definitions & Initiatives

• Use type column filtering to ‘ESLZ’ (working on rename to ALZ)

https://www.azadvertizer.net/


We Want You!
To contribute to ALZ

 Create issues, bugs and feature requests on any of our repos

 Tell us where we can improve existing guidance or provide new guidance

https://aka.ms/ALZ/Repo

Create an issue/feature request:

Update docs/wiki:

https://aka.ms/ALZ/Repo


ALZ Bicep Update
• Public Preview launched at start of February 🥳

• Lots of activity and usage seen across customers, partners and 

others 👍

• 214 stars ✨

• Good number of contributions from external contributors 

• Complete coverage for the ALZ required resources

• Currently v0.6.1

• Using GitHub releases to help everyone keep track of updates 

and changes etc. 

• Especially any breaking changes

• Modules are ready for usage in production, they are just normal 

supported Bicep templates/modules 👍

• Added a Consumer Guide to help with usage patterns/scenarios

• Upcoming “Schooled in ALZ Bicep” episode with JohnnyChipz

(MVP) – stay tuned here

https://github.com/Azure/ALZ-Bicep/releases/tag/v0.6.1
https://github.com/Azure/ALZ-Bicep/wiki/ConsumerGuide
https://www.youtube.com/playlist?list=PLmgo6B6JMlA0FDip2Z2nwNk-dt8NZVudi


ALZ Bicep Modules High Level

Management Groups

Custom Policy Definitions

Policy Assignments

Subscription Placement

Logging & Automation
VWAN 

(Contoso)

Modules Orchestration Templates

Hub Network - Traditional

No Hybrid 

Connectivity
(Wingtip)

Users can choose an 

orchestration 

template

Hub & 

Spoke
(Adventure 

Works)

Hub Network - VWAN

Custom Role Definitions

RBAC Role Assignments

GA Goal

OR

OR

Simplest Path

GA Goal

https://github.com/Azure/bicep/issues/

5371

Now fixed which enables this for us. 

We are testing currently

https://github.com/Azure/bicep/issues/5371


ALZ Bicep Modules High Level

Management Groups

Custom Policy Definitions

Policy Assignments

Subscription Placement

Logging & Automation

Modules

Hub Network - Traditional

Or users can choose 

to use individual 

modules (with 

sequencing 

guidance)

Hub Network - VWAN

Custom Role Definitions

RBAC Role Assignments

Flexibility Option 1



ALZ Bicep Modules High Level

Management Groups

Custom Policy Definitions

Policy Assignments

Subscription Placement

Logging & Automation

Modules

Hub Network - Traditional

Or users can choose 

to build their own 

orchestration 

module/s using 

individual modules 

(with sequencing 

guidance)

Hub Network - VWAN

Custom Role Definitions

RBAC Role Assignments

Flexibility Option 2

OR

AND



ALZ Bicep Modules High Level

Management Groups

Custom Policy Definitions

Policy Assignments

Subscription Placement

Logging & Automation

Modules

Hub Network - Traditional

Or users can choose 

to build their own 

orchestration 

module/s using 

individual modules 

(with sequencing 

guidance)

Hub Network - VWAN

Custom Role Definitions

RBAC Role Assignments

Flexibility Option 3

OR



What does “evergreen” mean to you?
Let us know in the feedback survey – Question 2

https://aka.ms/ALZCommunitySurvey

https://aka.ms/ALZCommunitySurvey


Q & A



Thank You!

https://aka.ms/ALZCommunitySurvey

Stay up-to-date:
https://aka.ms/ALZ/WhatsNew

https://aka.ms/ALZCommunitySurvey
https://aka.ms/ALZ/WhatsNew

