
Azure Landing Zones
25th September 2023 - External Community Call

Registration:

https://aka.ms/ALZ/CommunityCallRegister

Agenda (please add suggestions):

https://aka.ms/ALZ/CommunityCallAgenda

This month’s presenters:

https://aka.ms/ALZ/CommunityCallRegister
https://aka.ms/ALZ/CommunityCallAgenda


This meeting is being recorded



Before we get started...

At any point, if you have a question please put it 

in the chat! 
(we have members of the team here to help 😎)

Also we may stop and discuss your 

question/point at that time, we want this to be 

an open discussion with all of you 🙂
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Agenda

• Public Roadmap

• New CAF Docs & Updates

• Policy Refresh Updates

• AzAdvertizer & AzGovViz Updates

• AMBA Updates

• ALZ Bicep Accelerator Updates

• ALZ Terraform v.next & Accelerator Updates

• Sub Vending Updates

• Azure Verified Modules Intro

• Questions from the Field



Implementation Options & Accelerators 🏗️🏎️



Accelerators 🏗️🏎️

aka.ms/ALZ/AAC

https://aka.ms/ALZ/AAC


ALZ Public 

Roadmap

aka.ms/ALZ/

Roadmap

https://aka.ms/ALZ/Roadmap
https://aka.ms/ALZ/Roadmap


ALZ What’s New?

https://aka.ms/ALZ/WhatsNew

Single place to 

stay up-to-

date

https://aka.ms/ALZ/WhatsNew


Ready – Overview 

CAF Doc Refresh

https://learn.microsoft.com/azure/cloud-adoption-framework/ready/


Readying your landing 

zone for migration

New CAF Doc

https://learn.microsoft.com/azure/cloud-adoption-framework/migrate/azure-migration-guide/ready-alz
https://learn.microsoft.com/azure/cloud-adoption-framework/migrate/azure-migration-guide/ready-alz


Landing Zone 

Regions

New CAF doc

https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/considerations/regions
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/considerations/regions


Landing zone sandbox 

environments

New CAF doc

https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/considerations/sandbox-environments
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/considerations/sandbox-environments


Networking – 

Corp & Online

New Section in CAF



Networking – 

Corp & Online

New Section in CAF



More Brownfield 

Guidance
Coming soon to CAF



ALZ Policy Refresh Latest



ALZ Policy Refresh
Update

• Focus for this quarter has been quality, security and stability

• Policy Testing Framework established (quality and regression)

• Pipeline tests for all assigned DENY policies – using Pester

• Remediating policies and assignments using `Owner` RBAC role as far as possible to 

least privilege (3 policies and 7 assignments)

• Some security related policies require `Owner` 

• Policy improvements and bug fixes:

• E.g., adding evaluation delay for SQL MI TLS policy because the resource takes 4 hours to deploy

• Coverage:

• Key Vault Guardrails assignment added to Platform Management Group as well

• Documentation enhancements

Planning to merge the changes this week into the ALZ portal – Bicep & TF will follow in October



ALZ Policy Refresh
Looking Forward

• Planning for large policy updates - diagnostic settings v2, versioning, 

Defender for Cloud, Azure Monitor Baseline Alerts

Ask

• Submit Azure Policy suggestions and issues on GitHub

• These must be policies that all customers across all industries/countries/verticals would 

benefit from

Relevant Links

• Official Release: aka.ms/alz/whatsnew and aka.ms/alz/policies 

https://github.com/Azure/Enterprise-Scale/issues
https://aka.ms/alz/whatsnew
https://aka.ms/alz/policies


AzAdvertizer Updates



AMBA Updates

https://aka.ms/alz/monitor/repo → https://aka.ms/amba/alz

https://aka.ms/alz/monitor/repo
https://aka.ms/amba/alz


Azure Monitor Baseline Alerts (AMBA) – GA very 

soon…
Updates:
• We are moving to https://aka.ms/amba ~ Sept/Oct 

2023
• Portal integration into ALZ coming soon (TF and 

Bicep to follow)
• CAF Documentation is out 

https://aka.ms/amba/alz/docs  
• New detailed and downloadable AMBA Visio 

diagram
• We are part of https://learn.microsoft.com/en-

us/training/technical-support/intro-to-azure-
incident-readiness/

• We have released a YouTube Azure Enablement 
Show video https://aka.ms/alz/monitor/video

• Working closely with Service Health team regarding 
enhancements to alerting at scale

https://aka.ms/alz/monitor/repo → https://aka.ms/amba/alz

https://aka.ms/amba
https://aka.ms/amba/alz/docs
https://github.com/Azure/alz-monitor/raw/main/media/AMBA-Diagramsv2.vsdx
https://learn.microsoft.com/en-us/training/technical-support/intro-to-azure-incident-readiness/
https://learn.microsoft.com/en-us/training/technical-support/intro-to-azure-incident-readiness/
https://learn.microsoft.com/en-us/training/technical-support/intro-to-azure-incident-readiness/
https://aka.ms/alz/monitor/video
https://aka.ms/alz/monitor/repo
https://aka.ms/amba/alz


ALZ Bicep Updates



ALZ Bicep Updates

V0.16.3
NOW LIVE!

Policies

Latest from Upstream 

ALZ Repo Refresh

ALZ Bicep Accelerator

What-If now 

enabled on PR 

workflows

Pipelines for 

Management 

Group Diagnostic 

Settings, now 

registers required 

RP

Exposed line 

endings function in 

ALZ PowerShell 

module for use in 

customizing 

policies

Other enhancements

Bastion

Bastion NSG now 

only deploys 

when Bastion is 

deployed 🪲

Bastion Native 

Client/Tunnelling 

Now Supported

Virtual WAN

VWAN Routing 

Intent now 

supported

VWAN 

‘enableInternetSe

curity’ property 

now able to be 

set

Now able to 

customize name 

of VWAN Hub 

Connections

Simplified linting 

rules config 

(bicepconfig.json)

Migrated to new 

Sentinel simplified 

pricing tier

https://github.com/Azure/ALZ-Bicep/wiki/Accelerator


ALZ Terraform Updates



Modules, modules, modules

 Hub networking - Azure/hubnetworking/azurerm | Terraform 

Registry

 Vnet gateway - Azure/vnet-gateway/azurerm | Terraform Registry

 VWAN - https://github.com/Azure/terraform-azurerm-vwan

 ALZ Management - Azure/alz-management/azurerm | Terraform 

Registry

https://registry.terraform.io/modules/Azure/hubnetworking/azurerm/latest
https://registry.terraform.io/modules/Azure/hubnetworking/azurerm/latest
https://registry.terraform.io/modules/Azure/vnet-gateway/azurerm/latest
https://github.com/Azure/terraform-azurerm-vwan
https://registry.terraform.io/modules/Azure/alz-management/azurerm/latest
https://registry.terraform.io/modules/Azure/alz-management/azurerm/latest


provider "alz" {}



https://aka.ms/alz/terraform/accelerator

WARNING

v0.0.X!

• Opinionated bootstrapping of 

the ALZ Terraform Module

• Supports GitHub and Azure 

DevOps

• PowerShell module prompts for 

inputs

• Initially 2 starter module choices

• Advanced scenarios and 

subscription vending on the 

roadmap

Call to Action
---

Try it out and give 

us feedback in the 

issues section

https://aka.ms/alz/terraform/accelerator


Get in the (Landing) Zone with Terraform on Azure
(thanks Luke Taylor for the title!)



Subscription Vending Updates



Subscription Vending Updates

Terraform

User Assigned 

Managed 

Identity & 

OIDC support 

added

Ability to 

register RPs 

and features 

added

VWAN Routing 

Intent support 

added

Manage 

Network 

Watcher RG

Coming Soon:

Create 

subscription 

directly under 

target MG

One-way VNET 

peering

Bicep

Reduced RBAC 

requirements 

for 

“deployments” 

at “/” scope – 

only require on 

MG scope now

Metadata 

changes made 

to support 

BRM changes

Added 2 

optional 

parameters for 

MCA Multi-

Tenant 

scenarios



Azure Verified Modules (AVM)
IaC Module Strategy across Microsoft
for Bicep & Terraform 



Problem Statement from our Customers

Customer 

operates 

cloud with 

ClickOps

Customer 

starts 

adopting 

basic IaC and 

DevOps 

practices

Proliferation 

of code, lots 

of repeated 

lines

Customer 

tries to 

decouple 

repeated code 

& rationalize

Customer 

looks for 

open-source 

IaC repos



Problem Statement Continued...

There are many 

IaC repos with 

their own 

standards

Customer picks 

(randomly)

Customer finds 

out the repo is 

not officially 

supported by 

Microsoft, or the 

repo gets 

abandoned over 

time

Bad reflections 

on Microsoft; 

Trust issues

Solution: 

introduce the 

official 

One Microsoft 

approach, Azure 

Verified Modules 

(AVM)



What is our mission?

Provide common IP for 

our Customers, Partners 

and Microsoft

“Our mission is to deliver a comprehensive Azure Verified Modules 

library in multiple IaC languages, serving as the trusted Microsoft 

source of truth. 

Supported by Microsoft, AVM will standardize and accelerate the 

deployment of Azure resources and architectural patterns, 

empowering every person and organization on the planet on their IaC 

journey.”



https://aka.ms/AVM

https://aka.ms/AVM


Asks from the field



Questions from the field

• How do I make ALZ for my customer meet their regulatory compliance controls (e.g. 

PCI,-DSS etc.)?

• Security control mapping with Azure landing zones

• Tailor the Azure landing zone architecture

• Review built-in initiatives also review MDFC regulatory compliance (uses policy)

• Remember that ALZ already assigns MCSB (ASB) to the Intermediate Root MG

• What resource providers need to be registered for ALZ subscriptions?

• We are working on a user story, this month, to publish this info to the wiki for guidance per subscription (e.g. 

Management, Connectivity, Identity, and LZ subs etc.) ✍️

https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/control-mapping/security-control-mapping
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/tailoring-alz
https://learn.microsoft.com/azure/governance/policy/samples/built-in-initiatives#regulatory-compliance
https://learn.microsoft.com/en-us/azure/defender-for-cloud/update-regulatory-compliance-packages


Questions to the field

• Enable DDoS on vNets Policy RBAC Challenges

• Are you being asked about multi-region ALZ support by your customers/partners?

• If so, what are they asking for specifically?

• Do we have gaps in tooling?

• Something else?



Q & A



Next Community Call will be in December 👍

Back to an APAC/EMEA friendly time slot for this occurrence 

and then the one after will be back to this time slot 👍

Stay tuned to issue #1431 (ALZ/ESLZ Repo)

Recordings will be available at: 
aka.ms/ALZ/Community

https://github.com/Azure/Enterprise-Scale/issues/1431
https://aka.ms/ALZ/Community


Thank You! 👋

Stay up-to-date:
https://aka.ms/ALZ/WhatsNew   

This month’s presenters:

https://aka.ms/ALZ/WhatsNew
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