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Check the serial numbers used in 

 cryptographicMaterialContainer 
 machine readable code 
 for the A-SIT-Tool the serial number is case sensitive 

 

 

Does the certificate info in cryptographicMaterialContainer contain the public key which 
matches the private key used for signing? 
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Take header and payload 

Do BASE64URL coding 

Concatenate them with „.“ 

Result ist input for hash 

 

 

Calc the Hash with SHA-256, Output is 32 bytes 
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Check signature process: 

Signature generation is done by JWS standard. The result is R and S. This is wrong if DER 
coded! Result is a byte array with 64 bytes. Concatenation of R and S is normally done by 
the signature unit. 

If the result is DER coded it has to be converted. Fast check: if length = 64 then it normally 
will be R and S coded. 

It depends on the format of the result – check smartcard interface documentation, program 
language etc. 

The signature process itself always needs the hash value, not the plain data. In some card 
interfaces the API simplifies this and requests instead the plain data (and does the hash 
internally) – check smartcard interface documentation! 
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Process for machine readable code: 

Convert signature result (R and S) to BASE64 value. 

Add as last element to the machine readable code. 

 

 

For the DEP export use BASE64URL coding of the signature value! 
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In the DEP export format the character „=“ is not allowed – remove any of them. 

 


