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Testing Standards

Unit and integration tests were run on all important functional elements of the
system. Git Guardian is used for security testing and exposure testing for secrets. To
keep the private keys used, secret.

We made use of a singular testing framework from Microsoft MS Test. This was a
part of the Visual Studio suite and was chosen for its ease of use and compatibility
with the system.

The REST API is tested using that framework.

Integration testing is carried out by injecting a service and using that service to call
the functions. We Assert to check if objects are not null and their function response
is the same as the expected results.

These tests are integrated with our Github using ci/cd, and it is automated. New
code is only merged when the test pass.
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https://www.gitguardian.com/
https://learn.microsoft.com/en-us/dotnet/core/testing/unit-testing-with-mstest

Examples of unit tests:

sk TestGatUser(:ﬂ v ask TestApproveTransaction()

userld = "aaa";

s): res = _userDataService.approveTransaction(userId, index);

i
IsInstanceOfType(res, (G rt.IsNotNull(res);

G
AreEqual(res.ReturnValuel.Id, userId rt.IsInstanceOfT. C ));
rt AreEqual(res,

ask TestDeclineTransaction()

_userDataService.declineTransaction(userld, index);
IsNotNull(res);
rt.IsInstance0f C 0);
rt . AreEqual(res, "s

Non-functional Requirements testing was done on Azure since the hosting for the
system was on Microsoft Azure.

The metrics below are a summary of failed requests, server response time, server
requests and availability of the system from Azure Monitor (Application Insights).
Application insights allows us to see all this data in different time frames and inspect
each issue or failed request into detail.
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https://azure.microsoft.com/en-gb/products/monitor/?&ef_id=CjwKCAjwzNOaBhAcEiwAD7Tb6F4g6_HHjKRMeuci_rGUuH2fqMcTFhSC9LezWcNwaxJcJKeT45RGDBoC1V0QAvD_BwE:G:s&OCID=AIDcmmck5pq7og_SEM_CjwKCAjwzNOaBhAcEiwAD7Tb6F4g6_HHjKRMeuci_rGUuH2fqMcTFhSC9LezWcNwaxJcJKeT45RGDBoC1V0QAvD_BwE:G:s

