# KO SURPRISES 22 USER CONTROL

B nffrucr My NEdtw

% LIBITED DATA

STOP COVID-19 Kot

HACKATH®O

PRESENTED BY

CONSENSYS* - v—
HEALTH

s arise

-]
e e T ]

Quantifying
transmissic

= Private Location Tracking %

SCIENOS =G

The newly emel e e T l bel - = J 17828

i . telecom-data-of-all-belgians-to-stop-i , _ . u? The typical

s resulting in high fatality rates and £ g B Social Media Today - 4 min Vi
coronavirus/ : oly “a whole

As more nations struggle to contain the

COVID-19 outbreak, could digital surveillance

https://science.sciencemag.org/content/early ! w

/2020/04/09/science.abb6936 )-geo-

https://www.socialmediatoday.com/news/mo
re-nations-are-looking-to-use-cell-nhone-data-
to-track-the- cowd-19 outbr/5 74695/

F =



https://science.sciencemag.org/content/early/2020/04/09/science.abb6936
https://www.archyde.com/lets-use-the-telecom-data-of-all-belgians-to-stop-the-coronavirus/
https://euobserver.com/coronavirus/147828
https://www.infosecurity-magazine.com/opinions/covid19-geo-tracking-privacy/
https://www.socialmediatoday.com/news/more-nations-are-looking-to-use-cell-phone-data-to-track-the-covid-19-outbr/574695/

2020-04-20

2020-04-20

2020-04-20

[oce e | e | g

2020:04-20 10:05 37,4171  -122,1130

2020-04-20 10:10 37,7256 -122,1280
“ 2020-04-20  10:15 37,4258  -122,1470

10:05 37,4171 -122,1130 4 J N

10:10 37,7256 -122,1280 >

10:15 37,4258 -122,1470

Latitude | Longitude

2020-04-20  10:05 35,4552  -121,4547

2020-04-20  10:10 35,7256  -122,1282

2020-04-20  10:15 37,4258  -122,1470




Strathcona
Park

¢ S 2

2 g
% 3
A @
o 2

False£reek

k
ElstAve
s Gavder
2
&
=5
ypork @ 7). B
7]
=g
anville E12th Ave
Park
(s
; 2
Heather
Park
0
»
5 Park

@

ing Edward Ave WKing Edward Ave

Braemar :
Park 2
HAUGHNESSY %
1 W z
g Children's & Women's Mot Bailey e = 3
3 Health Centre Of Stadium 1 s
3 British Columbia  Bloedel Floral 3 3
o e Conservatory & Grays park )
=2 33¢d Ave o s %
& - E33dAve - £33rd Ave




Privacy Guard #1

1. LOCATIONS FILTER

Locations record Filtered Locations record

2020-04-20 10:05 37,4171 2020-04-20 10:05 37,4171 -122,1130

37,7256  -122,1280 MQ—Z,—}ESG
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Privacy Guard #2

Filtered Locations record O—n
| Dste | Time | Lattude | Longitude |

2020-04-20 10:05 37,4171 -122,1130

Encrypted Locations record

CypherData
D14?7C408 FE2E4AADS5 1B8DOSHFE S4FLDY58
2020-04-20  16:386 3747256 122,280 9E435B&4 S5AA8D384 BLAF320F 7BU?L5AC

2020-04-20 10:15 37,4258  -122,1470




Privacy Guard #3

Was There Someone
Infected at

Encrypted Locations record Bloom Filter .
o 0| Coordinates (X,Y)
D1u?CH408 F2E4AADS 1ADD5YFA SUFLDUHSA :._ . at Time T ?

=)
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Global Infection Recor

Bloom Filter

Privacy Guard #4

4. DATA MERGING



Infection Risk Check

Global Infection Record

Locations record
[ Date [ Time | Latitude | Longitude |

2020-04-20  10:05 35,455
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LOCATIONS FILTER

PUBLISH LOCATION RECORD

CHECK INFECTION STATUS



Outcomes

PRIVACY vs FEATURES

Privacy-protection maximalist solution:
- Users can still decide to remove locations from their published data
- Very limited data analysis potential:

- Number of locations infected each day

- Number of infected people each day

CENTRALIZATION

Not a fully-decentralized solution (yet)
Centralized service still required to merge the individual data.
Full-decentralized approach (smart contracts): transparent transactions/data, reducing privacy protection level

Potential solution: using secret contract “"J GﬂlC)mQ

(Enigma layer 2 platform)
[8] SECRET CONTRACTS
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