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Context

A draft version 3 of the Consumer Data Right (CDR) Rules (draft v3 rules) was published for consultation from 1 July — 30 July 2021. This Noting Paper
considers potential data standards changes using the draft v3 rules as reference.

The purpose of this Noting Paper is to consult on the scope and intent of the anticipated data standards changes by reference to the draft v3 rules that
were published for consultation.

This paper includes anticipated changes to the Consumer Data Standards relating to Consumer Experience, Information Security, Technical API Standards
and the CDR Register to support alighnment with the proposed draft v3 rules.

The major areas include:

Sponsored Accreditation

The CDR Representative Model
Unaccredited OSPs

Trusted Advisers

CDR Insights

Joint Accounts

Direct to Consumer

© NV WN e

ADR Representation
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Targeted decision proposal consultations will occur separately to this Noting Paper for the specific areas listed in this document, in light of the final rules
made by the Minister. The DSB invites the community to provide feedback on timings, content, and obligations.

The draft v3 rules published for consultation are subject to change. If, or where, the rules change from the draft version 3 of the CDR Rules, impacts to
anticipated changes will be addressed as part of ongoing consultation. Standards not currently authorised in the rules cannot be made. As such, the
creation of v3 rules-dependent standards will necessarily follow the making of the final rules.

Decision To Be Made

Decide the scope and intent of the changes to the Data Standards based on the draft v3 rules. While a Noting Paper is not part of a formal decision proposal
consultation, the DSB strongly encourages feedback to help inform data standards development in relation to these key items.

|dentified Options

This Noting Paper contains a brief description of the anticipated standards changes in relation to specific topics. Each change discussed in this paper will be
consulted on separately, where necessary, but CDR participants should use this consultation to raise any concerns or impacts. Suggestions for alternatives
for any topics are welcome and should be raised in the consultation process.

The structure of this section aligns with the headings in the draft v3 rules explanatory materials.

Each section contains a table with descriptions of the expected obligations and timing for Accredited Data Recipients (ADR, also referred to as Accredited
Persons) and Data Holders (DH).
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Sponsored Accreditation

The sponsored level of accreditation is for persons with or who intend to have an arrangement with an unrestricted accredited person who is willing to act
as their sponsor in the CDR regime. A person accredited to the sponsored level and in a sponsorship arrangement would be known as an affiliate of its
sponsor. An affiliate is an accredited person and is required to fulfil the obligations of an accredited person in the CDR regime.

Affiliate
(ADR)

Sponsor

Consumer (ADR)

Data Holder

Register

Further analysis and consultation needs to be conducted to understand if/how an affiliate may appear to the consumer throughout the consent model,
particularly in the DH’s authorisation flow and authorisation management dashboard.
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Table 1. Sponsored Accreditation

#

Issue

Entity

Rules

Proposed
Obligation

Standards description

Standards made:

Comply:

ADR representation in
DH authorisation flow
and dashboards

ADR
DH

1.14(3)(ha)
1.15(ba) and
(bb)

4.23(2)

ADR: MAY
DH: MUST

The DSB will consult on additional consent-related fields to
determine if or how these fields could support more
complex accreditation models. Additional details on this
proposal can be found in the Table 8. ADR Representation
issue.

Further analysis will need to be conducted to understand
how affiliates will or will not surface in DH authorisation
flows and dashboards.

This issue is reflected in:
Table 2. CDR Representative Model
Table 8. ADR Representation

Purpose: Achieve comprehensible and contextually
appropriate presentation of ADRs during authentication,
authorisation, and on consumer dashboards.

TBD

TBD

Consumer Data
Standards (CX)

N/A

N/A

N/A

No additional CX Data Standards are anticipated for this
item.

N/A

N/A

Consumer Data
Standards (Technical)

N/A

N/A

N/A

No technical standards are currently anticipated for this
specific item.

However, the outcome of the ADR representation issue may
require technical standards. This will be consulted on in a
separate consultation.

The rules allow for the transfer of CDR data between ADRs
as long as appropriate consent is obtained. While the rules
define obligations that ADRs must meet in order to make

N/A

N/A
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Table 1. Sponsored Accreditation

#

Issue

Entity

Rules

Proposed
Obligation

Standards description

Standards made:

Comply:

these transfers there is no requirement for the DSB to make
standards for this transfer. The DSB has not sought to
impose technical standards on the transfer of data between
accredited persons.

CDR Register Standards
(Technical)

N/A

N/A

N/A

No technical standards are currently anticipated for this
specific item.

However, the outcome of the ADR representation issue may
require technical standards. This will be consulted on in a
separate consultation.

The CDR Register APIs are designed for trusted information
sharing between Accredited Data Recipients and Data
Holders. Affiliates collect CDR data through a sponsor rather
than directly connecting to Data holders. Since the sponsor is
themselves an existing ADR, the CDR Register APIs contain
the necessary metadata to facilitate the trusted connection
of the sponsor to the Data Holder.

N/A

N/A

CDR Register (Participant
Portal)

ADR

N/A

N/A

The rule changes associated with the introduction of
Sponsored Accreditation and Sponsorship arrangements will
require additional functions to be added to the CDR
Participant Portal and additional accreditation onboarding
requirements. These functions will enable:

e  Prospective accredited persons to:

o Apply for accreditation and be assessed
against the criteria at the sponsored level

e Unrestricted accredited data recipients to:

TBD

TBD
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Table 1. Sponsored Accreditation

#

Issue

Entity

Rules

Proposed
Obligation

Standards description

Standards made:

Comply:

o Notify the Data Recipient Accreditor when
a sponsorship arrangement has been
established;

o Manage the status of these arrangements
by providing updated information as
needed.

Sponsored accredited persons will appear on the find-a-
provider page. Where sponsorship arrangements exist,
details of the relationships between sponsors and affiliates
will be available.
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The CDR Representative Model

The CDR representative model enables unaccredited persons to provide goods and services to consumers using CDR data in circumstances where they are in a CDR
representative arrangement with an unrestricted accredited person who is liable for them.

An unaccredited person who is in a CDR representative arrangement would be known as the CDR representative of the principal accredited person.

Representative

Consumer
(unaccredited)

Principal
(ADR)

Data Holder

Register
Table 2. CDR Representative Model
# Issue Entity Rules Proposed Standards description Standards Comply:
Obligation made:
6. ADR representation ADR 1.14(3)(ha) ADR: MAY The DSB will consult on additional consent-related fields to TBD TBD
in DH authorisation DH 1.15(ba) and DH: MUST determine if or how these fields could support more complex
flow and dashboards (bb) accreditation models. Additional details on this proposal can

4.23(2)

be found in the Table 8. ADR Representation issue.

Further analysis will need to be conducted to understand
how CDR Representatives will or will not surface in DH
authorisation flows and dashboards.

This issue is reflected in:
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Table 2. CDR Representative Model

# Issue

Entity

Rules

Proposed
Obligation

Standards description

Standards
made:

Comply:

Table 1. Sponsored Accreditation
Table 8. ADR Representation

Purpose: Achieve comprehensible and contextually
appropriate presentation of ADRs during authentication,
authorisation, and on consumer dashboards.

7. Consumer Data
Standards (CX)

N/A

N/A

N/A

No additional CX Data Standards are anticipated for this
item.

N/A

N/A

8. Consumer Data
Standards (Technical)

N/A

N/A

N/A

No technical standards are currently anticipated for this
specific item.

However, the outcome of the ADR representation issue may
require technical standards. This will be consulted onin a
separate consultation.

The rules allow for the transfer of CDR data between ADRs as
long as appropriate consent is obtained. While the rules
define obligations that ADRs must meet in order to make
these transfers there is no requirement for the DSB to make
standards for this transfer. The DSB has not sought to impose
technical standards on the transfer of data between
accredited persons.

N/A

N/A

9. CDR Register
Standards (Technical)

N/A

N/A

N/A

No technical standards are currently anticipated for this
specific item.

A principal may enter into many arrangements with separate
CDR representatives (representatives). In this situation, the
representatives provide goods or services to consumers, at
least in part, using CDR data. It is possible that a principal
may represent:

N/A

N/A
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Table 2. CDR Representative Model

#

Issue

Entity

Rules

Proposed
Obligation

Standards description

Standards
made:

Comply:

(a)
(b)

these arrangements under a common brand and
software product of the principal, or

each arrangement under separate software products
and/ or data recipient brands.

The CDR Register GetDataRecipients APl supports the
disclosure of the representative arrangement using existing
metadata where the accredited persons that have entered
into the representative arrangement make it known to the
consumer. This can be achieved in one of two ways:

(a)

The brand of the principal would be used in a
brandName of the data recipient. The software
product of the principal would be used in the
softwareProductName of the data recipient. The
software product would be onboarded by the
principal. An example may include an online
accounting platform that provides its own
marketplace of vendors that offer additional goods
and services. The brand and software product
presented during the consent flow would be the
brand and software product of the accounting
platform. The consumer would see consent
arrangements in their data holder dashboard under
the brand and software product of the accounting
platform.

The brand of the representative may be used in the
brandName of the data recipient. The software
product of the representative would be used in the
softwareProductName. The software product may
be on-boarded for the representative by the
principal operating under the representative
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Table 2. CDR Representative Model

#

Issue

Entity

Rules

Proposed
Obligation

Standards description

Standards
made:

Comply:

arrangement. An example may include a large
mortgage broker utilising a bank's common
mortgage broking platform. The consumer may be
more familiar with or seek to do business with a
particular mortgage broker firm but the platform is
offered by the bank. The brand name may include
something like a "powered by" label in the brand
name, software product name or software product
description.

The draft rules do not require additional metadata to be held
or exposed via the CDR Register APls.

10.

CDR Register
(Participant Portal)

ADR

Sch. 1, clause
2.3(2) and
2.3(3)
5.15(a)(vi)
5.24(bc)

N/A

Participant Portal changes are required.

The rule changes associated to the introduction of CDR
Representative Arrangements will require additional
functions to be added to the CDR Participant Portal. These
functions will enable the principal (accredited person) to:

notify the Data Recipient Accreditor when a CDR
representative arrangement has been established;
and

manage these arrangements by providing updated
information as needed.

The details of these CDR Representative arrangements will
also be made available on the public CDR Register via links

from the find-a-provider page.

TBD

TBD
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Unaccredited OSPs

In December 2020, the Act was amended to allow the CDR Rules to authorise the collection of CDR data by parties who are not accredited on behalf of an
accredited person. It is now possible for the CDR Rules to allow unaccredited intermediaries to collect CDR data on behalf of an ADR.

Outsourced
Service Provider
! (unaccredited)

Principal
(ADR)

Consumer Data Holder

Register

CDR

Table 3. Unaccredited OSPs

# Issue Entity | Rules Proposed Standards description Standards Comply:
Obligation made:
11. Consumer Data Standards | N/A N/A N/A No additional CX Data Standards are anticipated for this item. | N/A N/A
(CX)
12. Consumer Data Standards N/A N/A N/A No technical standards changes required. N/A N/A

(Technical)

The draft rules changes allow for unaccredited OSPs to collect
data on behalf of their accredited principal. Where the OSP
collects data on behalf of the principal, in continues to do so in
accordance with the existing technical standards. The OSP is
not known to the consumer and does not have a consumer-
facing relationship it simply provides the technical integration
between the principal and the data holder.
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Table 3. Unaccredited OSPs

# Issue Entity | Rules Proposed Standards description Standards Comply:
Obligation made:
13. CDR Register Standards N/A N/A N/A No technical standards changes required. N/A N/A
(Technical)
The OSP is not an accredited person but instead acts under the
principal's accreditation held by the CDR Register. The Register
APIs currently expose all data related to the accredited person
(the principal) to facilitate registration and integration with the
Data Holder.
14. CDR Register (Participant ADR N/A N/A Accreditation changes required. TBD TBD

Portal)

The collection arrangement question in the accreditation
application form will become redundant when this rule change
is made and, accordingly, it will be removed. Additionally,
features introduced to establish a relationship between a
provider’s Brand and a principal’s Software Product during on-
boarding will also become redundant and will be removed.
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Trusted Advisers

Schedule 3 amends the CDR Rules to allow a consumer to consent to an accredited person disclosing a consumer’s CDR data to a person within a specified class
(referred to as ‘trusted advisers’). The intention is to facilitate current consumer practices of sharing their data with trusted third parties in order to receive advice
or a service, and increase convenience and control for consumers by enabling them to use the CDR to share their data with their chosen trusted advisers. The
accredited person cannot make the nomination of a trusted adviser or the giving of a TA disclosure consent a condition for the supply of goods and services
requested by the CDR consumer.

(
! Trusted Advisor :

Consumer : (unaccredited) | ADR Data Holder

CDR
Register

Given the importance of CDR consumers understanding the effect of consenting to the disclosure of their CDR data to non-accredited persons, disclosures are
subject to CX standards to be made by the Data Standards Body (rule 8.11(1)). This will ensure the CDR consumer is provided with adequate information to give
informed consent, for example, information that the use of the data by the recipient will not be covered by the CDR regime and the recipient may not have
obligations under the Privacy Act 1988.

Rule 7.5A(2) provides that disclosure of CDR data under a TA disclosure consent is not a permitted use or disclosure until the earlier of a date to be determined or

when the Data Standards Chair makes consumer experience data standards for disclosure of CDR data to trusted advisers. The specified date is expected to be
three months after the commencement of the rules.
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Table 4. Trusted Advisers

# | Issue Entity | Rules Proposed | Standards description Standards made: | Comply:
Obligation
15.| TA Disclosure ADR 8.11(1)(c)(iv) | MUST CX standards are proposed that would require ADRs to ensure that TBD in accordance | TBD in accordance
consent: CDR consumers are able to make informed decisions about the with the date with the date
Disclosure disclosure of data outside the CDR system. specified in the specified in rules,
notification rules, which is which is expected
This item will feature alongside the equivalent insight disclosure expected to be to be three
notification in an overall ‘disclosure to non-accredited persons’ three months after | months after the
standard. the commencement
commencement of | of the rules
the rules
16.| Disclosure ADR 4.10(1)(a)(i) | MUST The existing CX standards for disclosure consent are expected to The existing The existing
consent: SHOULD apply to TA disclosures. standards were standards were
Collection source made in June 2021. | made in June
An amendment to the standards is proposed to clarify this Timing of 2021. Timing of
application. clarification TBD in | clarification TBD in
accordance with accordance with
the rules. the rules.
17.| Disclosure ADR 4.10(1)(a)(i) | MUST The existing CX standards for disclosure consent are expected to The existing The existing
consent: apply to TA disclosures. standards were standards were
Descriptions of made in June 2021. | made in June
data to be An amendment to the standards is proposed to clarify this Timing of 2021. Timing of
collected and application. clarification TBD in | clarification TBD in
disclosed accordance with accordance with
the rules. the rules.
18.| Withdrawal: ADR 4.10(1)(a)(i) | MUST The existing CX withdrawal standard for disclosure consent is The existing The existing
Disclosure expected to apply to TA disclosures. standards were standards were
consent made in June 2021. | made in June

An amendment to the standards is proposed to clarify this
application.

Timing of
clarification TBD in
accordance with
the rules.

2021. Timing of
clarification TBD in
accordance with
the rules.
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Table 4. Trusted Advisers

#

Issue

Entity

Rules

Proposed
Obligation

Standards description

Standards made:

Comply:

19.

Consumer Data
Standards (CX)

N/A

N/A

N/A

No additional CX standards are anticipated in relation to this item.

N/A

N/A

20.

Consumer Data
Standards
(Technical)

N/A

N/A

TBD

Technical changes may be required.

No data standards changes are required where consumers consent
to share data with an ADR they have a direct relationship with.
Disclosure of data to a trusted advisor is done so at the discretion of
the ADR through services offered by the ADR. For example, a small
business consumer performs regular account reconciliation with an
online accounting solution but uses an accountant for end of year
financial statement. The accounting software is an ADR and the
small business is the eligible consumer that has a customer
relationship with the ADR. The ADR discloses the consumer’s data to
the trusted advisor through a mechanism provided by the ADR.

Where the consumer does not have a direct relationship with the
ADR but instead only has a relationship with the trusted advisor, a
separate consultation will be developed to consider the streamlined
secure sharing of data using an ADR and onward disclosure of data
to the trusted advisor under a consumer's full consent. For example,
an individual who at tax return time engages an accountant (the
trusted advisor) to perform all account reconciliation and tax return
activities on their behalf using an online accounting software (the
ADR), who is not themselves required to be a customer of the ADR.

TBD

TBD

21.

CDR Register
Standards
(Technical)

N/A

N/A

N/A

No technical standards changes required.

The draft v3 rules do not require additional metadata to be held or
exposed via the CDR Register APIs.

N/A

N/A
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Table 4. Trusted Advisers

# | Issue Entity | Rules Proposed | Standards description Standards made: | Comply:
Obligation
22.| CDR Register ADR N/A N/A Reporting changes required. TBD TBD
(Participant
Portal) The draft v3 rules change Reporting obligations under Rule 9.4.
These additional reporting obligations require the collection of
additional values in the CDR Participant Portal Rule 9.4 Report
function.
CDR Insights

Rule 1.10A(3) defines an insight disclosure consent as a consent given by a CDR consumer for an accredited data recipient to disclose particular CDR data (the CDR
insight: see rule 1.7(1)) to a specified person for a specified purpose, which are to:

identify the consumer

verify the consumer’s account balance
verify the consumer’s income, or
verify the consumer’s expenses

For these purposes, ‘verify’ means to confirm, deny or provide some simple information about the consumer’s identity, account balance, income or expenditure
based on their CDR data. These CDR insights would allow consumers to securely provide and confirm relevant factual information about themselves, while giving
the recipient comfort in its authenticity and accuracy. These purposes are intended to support the sharing of information that the consumer could themselves

confirm and understand.
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ADRs would be responsible for ensuring that the CDR insights they disclose align with the purpose consented to by the consumer. For example, CDR insights could
be used to:

e confirm with a ‘yes’ or ‘no’ that the personal information provided in an application matches the information held by a bank
e confirm with a ‘yes’ or ‘no’ that the consumer’s account balance is or is not sufficient to meet a particular payment

e provide a consumer’s actual account balance at a specific point in time

e provide an alert to a merchant if a direct debit payment will fail, or

e provide the consumer’s average income over a specific period of time

Rule 4.11(3)(ca) requires an accredited person to give an explanation of the CDR insight to the CDR consumer when seeking the insight disclosure consent that will

make it clear what the CDR insight would reveal or describe. The CDR Rules do not require a CDR insight to be shown to a consumer prior to it being disclosed.
However, where practical, this step could be taken to assist the consumer’s understanding of what the CDR insight would reveal or describe and help meet the

accredited person’s obligation under rule 4.11

Rule 7.5A(4) provides that disclosure of CDR data under an insight disclosure consent is not a permitted use or disclosure until the earlier of a date to be
determined in the rules or when the Data Standards Chair makes consumer experience data standards for disclosure of CDR insights.

Rule 8.11(1A) states that the standards that relate to obtaining insight disclosure consents must include provisions that cover the following:

(a) how the accredited person can meet the requirement to explain a CDR insight in accordance with paragraph 4.11(3)(ca);
(b) ensuring that the CDR consumer is made aware that their data will leave the CDR system when it is disclosed.
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Rule 8.11(1)(c)(v) contains new requirements for data standards to be made about disclosure and security of CDR data that is disclosed in a CDR insight, and the
processes by which insight disclosure consents are obtained, including ensuring the consumer understands their data will leave the CDR system and explaining the
CDR insight in accordance with rule 4.11 (rule 8.11(1A).

Table 5. Insight Disclosure

Collection source

An amendment to the standards is proposed to clarify this
application.

2021. Timing of
clarification TBD in
accordance with the
rules.

# | Issue Entity | Rules Proposed | Standards description Standards made: Comply:
Obligation
23.| Insight Disclosure | ADR 1.14(3)(ea), | MUST Standards are proposed that will cover how accredited persons TBD in accordance TBD in accordance
consent: Insight 4.11(3)(ca), can meet the requirement to explain a CDR insight in with the date with the date
descriptions 7.9(4), accordance with rule 4.11(3)(ca). specified in the rules, specified in rules,
8.11(1A) which is expected to which is expected
This is expected to include requirements in relation to how to be three months after | to be three months
make clear to the CDR consumer what the CDR insight would the commencement after the
reveal or describe. of the rules commencement of
the rules
It is expected that this requirement will need to be reflected on
the dashboard.
24.| Insight Disclosure | ADR 8.11(1A) MUST Standards are proposed that would ensure that CDR consumers | TBD in accordance TBD in accordance
consent: are able to make informed decisions about the disclosure of with the date with the date
Disclosure data outside the CDR system when it is disclosed. specified in the rules, specified in rules,
notification which is expected to which is expected
This item will feature alongside the equivalent TA disclosure be three months after | to be three months
notification in an overall ‘disclosure to non-accredited persons’ the commencement after the
standard. of the rules commencement of
the rules
25.| Disclosure ADR 4.10(1)(a)(i) | MUST The existing standards for disclosure consent are expected to The existing standards | The existing
consent: SHOULD apply to insight disclosures. were made in June standards were

made in June 2021.
Timing of
clarification TBD in
accordance with
the rules.
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Table 5. Insight Disclosure

# | Issue Entity | Rules Proposed | Standards description Standards made: Comply:
Obligation
26.| Disclosure ADR 4.10(1)(a)(i) | MUST The existing standards for disclosure consent are expected to The existing standards | The existing
consent: apply to insight disclosures. were made in June standards were
Descriptions of 2021. Timing of made in June 2021.
data to be An amendment to the standards is proposed to clarify this clarification TBD in Timing of
collected and application. accordance with the clarification TBD in
disclosed rules. accordance with
the rules.
27.| Withdrawal: ADR 4.10(1)(a)(i) | MUST The existing withdrawal standard for disclosure consent is The existing standards | The existing
Disclosure consent expected to apply to insight disclosures. were made in June standards were
2021. Timing of made in June 2021.
An amendment to the standards is proposed to clarify this clarification TBD in Timing of
application. accordance with the clarification TBD in
rules. accordance with
the rules.
28.| Consumer Data N/A N/A N/A No additional CX standards are anticipated in relation to this N/A N/A
Standards (CX) item.
29.| Consumer Data N/A N/A N/A No technical standards changes required. N/A N/A

Standards
(Technical)

The technical standards do not currently control the transfer of
data between an accredited person to other persons.

The rules allow for the transfer of CDR insights data between an
accredited person (ADR) and other persons as long as
appropriate consent is obtained. While the rules define
obligations that ADRs must meet in order to make these
transfers there is no requirement for the DSB to make technical
standards for this transfer.
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Table 5. Insight Disclosure

# | Issue Entity | Rules Proposed | Standards description Standards made: Comply:
Obligation
30.| CDR Register N/A N/A N/A No technical standards changes required. N/A N/A
(Technical
Standards) The rules do not require additional metadata to be held or

exposed via the CDR Register APIs.

31.| CDR Register ADR N/A N/A Reporting changes required. TBD in accordance TBD in accordance
(Participant Portal) with the date with the date
The draft rules change Reporting obligations under Rule 9.4. specified in the rules, specified in the
These additional reporting obligations require the collection of which is expected to rules, which is
additional values in the CDR Participant Portal Rule 9.4 Report be three months after | expected to be
function. the commencement three months after
of the rules the
commencement of
the rules

Joint Accounts

The proposed draft v3 rules include a change to a ‘single consent’ model for joint accounts. CDR data that relates to a joint account can be disclosed under the Rules
only in accordance with the disclosure option that applies to the account. Division 4A.2A sets out:
o the three disclosure options, with the default option being the pre-approval option;
e an obligation for data holders to provide a disclosure option management service (DOMS) for all joint accounts through which joint account holders can
change the disclosure option that applies to the account, or propose a change to the other account holders;
e when one joint account holder proposes to change the disclosure option—a process by which the other joint account holders can either agree with or reject
the proposal; and
e some associated notification requirements.
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Data holders must offer the pre-approval option and non-disclosure option on joint accounts, and may offer the co-approval option on an optional basis (rules
4A.4(2) and (3)). If the pre-approval option applies, any joint account holder can choose that the co-approval option will apply.

Consumer A

is owned by
Bank Account

is owned by

Consumer B

A change from the non-disclosure option to another option, or a change from the co-approval option to the pre-approval option (if offered by the data holder),
requires the agreement of all the joint account holders.

If the co-approval option is offered by the data holder and applies to the joint account—the data holder must ask the requesting account holder to authorise the
disclosure of the requested data, seek the other account holders’ approval for the disclosure, then disclose the data in accordance with the request.

On 30 April 2021, Treasury announced that requirements for banks to implement the joint account requirements that would have applied from November 2021
would be deferred, with new compliance dates to be set following consultation. The draft v3 rules amend the commencement table in rule 6.6 of Schedule 3 to the
CDR Rules and set 1 April 2022 as the new compliance date for joint account data sharing in the banking sector.

Draft v3 rule 4A.6 requires data holders to notify joint account holders of the following matters in relation to the account (for new accounts, when the account is

opened, or for existing accounts, at least 7 days prior to joint accounts being in scope for sharing under the Rules). This notification must be made, in accordance
with any data standards and via the ordinary method for contacting each joint account holder.
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Draft v3 rule 4A.16 requires data holders to allow joint account holders to set certain notification preferences. If data standards are in place, this must be done in
line with those standards. This would allow consumers to set preferences such that they would not receive certain notifications that data holders would otherwise

be required to provide.

The draft v3 rules also include transitional provisions that:

require relevant data holders to continue to comply with the former joint account transitional provisions until 1 April 2022, when they must begin to
comply with the draft v3 rules;
require data holders to notify consumers with joint accounts of the change to the default setting to share at least a week before the commencement date;

and

provide that joint accounts that are currently set to the ‘no disclosure option’ are not switched to the pre-approval option on the commencement date.

The joint account items below have been informed by the Consumer Policy Research Centre’s recent community sector engagement on joint accounts, CX research,
a public workshop on joint accounts, and issues highlighted by the CDR community. The use of the term ‘requestor’ in this section aligns with Division 4.3, rule

4.9(a), meaning the person on whose behalf the consumer data request is being made.

Table 6. Joint Accounts
# | Issue Entity | Rules Proposed | Standards description Standards made: | Comply:
Obligation
32.| Notification DH 4A.6(3) TBD Standards will be consulted on in relation to Rule 4A.6, where joint account | Expected in Q4 Expected to be 1
standard: Pre- holders will be notified about matters relating to joint account sharing 2021 to allow fora | April 2021. Actual
sharing notice when a new joint account is opened or, for existing accounts, 7 days prior 6-month date TBD in
for joint to joint accounts being in scope for sharing. implementation accordance with
accounts timeframe. Actual the finalised rules.
date TBD in
accordance with
the date the rules
are made.
33.| Notification DH 4A.16(3) TBD Standards will be consulted on to allow notification preferences to be set Expected in Q4 Expected to be 1
standard: Joint based on consumer preference. This would allow consumers to choose to 2021 to allow fora | April 2021. Actual
account not receive certain notifications and could consider the granularity of 6-month date TBD in
notification preference controls. implementation
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https://consumerdatastandards.gov.au/wp-content/uploads/2020/12/20201216_CPRC_Report-2.pdf
https://consumerdatastandards.gov.au/engagement/reports/reports-cx/phase-3-cx-reports/
https://miro.com/app/board/o9J_lUYrBKU=/

Table 6. Joint Accounts

# | Issue Entity | Rules Proposed | Standards description Standards made: | Comply:
Obligation
notification timeframe. Actual accordance with
management Purpose: Allow consumers to manage and set notifications related to joint | date TBD in the finalised rules.
accounts based on their preferences. accordance with
the date the rules
are made.
34.| Notification DH 4A.5(8), MUST Standards will be proposed to require DHs to alert a joint account holder Expected in Q4 Expected to be 1
standard: Alerts existing when they are about to take an action that will result in a notification being | 2021 to allow fora | April 2021. Actual
sent to other the rules sent to the other joint account holder(s). 6-month date TBD in
joint account 1.15(1)(ba), implementation accordance with
holder(s) 4.22(a) For example, when changing a disclosure option via DOMS; when removing | timeframe. Actual the finalised rules.
an approval related to a specific authorisation; or during the authorisation date TBD in
flow when selecting to share data from a joint account. accordance with
the date the rules
Purpose: Facilitate safe and informed joint account sharing and are made.
management.
35.| Notification Existing SHOULD This item will propose that, where DHs treat a joint account like an Expected in Q4 Expected to be 1
standard: Joint rule 4.22(a) individual account to prevent physical or financial harm or abuse, DHs 2021 to allow fora | April 2021. Actual
account holders should notify that joint account holder (the ‘requestor’) that the other 6-month date TBD in
flagged as account holder(s) will not be alerted when that authorisation is initiated. implementation accordance with
vulnerable timeframe. Actual the finalised rules.
Purpose: Reduce cognitive barriers to data sharing for consumers date TBD in
experiencing vulnerability accordance with
the date the rules
are made.
36. | Notification Existing MUST/SHO | DHs may indicate that a joint account is ‘pending’ further approval in the Expected in Q4 Expected to be 1
standard: rule 4.22(a) | ULD authorisation flow and include explanatory information about what this 2021 to allow fora | April 2021. Actual

Pending approval
status

means. This could apply where a ‘co-approval’ option has been chosen by
the joint account holder(s) to indicate that the requestor’s authorisation
will not result in the disclosure of data from that joint account until the
other joint account holder(s) approve.

6-month
implementation
timeframe. Actual
date TBD in
accordance with

date TBD in
accordance with
the finalised rules.
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Table 6. Joint Accounts

# | Issue Entity | Rules Proposed | Standards description Standards made: | Comply:
Obligation
This standard will be considered for broader application, such that data the date the rules
holders can introduce additional information of this nature to the are made.
authorisation flow for other account types where required.
Purpose: Increase system status visibility to help users understand when
further action is needed to successfully share data.
37.| Withdrawal: DH 4A.13(2); MUST This will propose that DHs advise joint account holders of the Expected in Q4 Expected to be 1
Joint accounts 4A.15(1)(d) consequences of the withdrawal. 2021 to allow fora | April 2021. Actual
(v) 6-month date TBD in
This is expected to approval to the removal of a disclosure option, i.e. implementation accordance with
changing to a non-disclosure option, and the removal of an approval. timeframe. Actual the finalised rules.
date TBD in
accordance with
the date the rules
are made.
38.| Consumer Data N/A N/A N/A No additional CX Data Standards are anticipated for this item. N/A N/A
Standards (CX)
39.| Consumer Data N/A N/A N/A No technical standards changes required. N/A N/A
Standards
(Technical) The rules change the disclosure options for joint account data.

However, the technical standards do not define obligations that Data
Holders must meet to obtain the disclosure consent of secondary account
holders. The proposed draft v3 rules change the way in which consent is
provided for joint accounts but does not include requirements for technical
standards. Similar to the Joint Account Management Service, the way in
which Data Holders implement these proposed draft v3 rules is left to the
implementation Data Holders. Joint Accounts continue to be shareable
through the existing standards framework for selection of accounts to be
associated with the consumer's authorised consent that is held by the data
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Table 6. Joint Accounts

# | Issue Entity | Rules Proposed | Standards description Standards made: | Comply:
Obligation
holder. Further, joint account data is currently covered by the existing
technical APIs.
40.| CDR Register N/A N/A N/A No technical standards changes required. N/A N/A
(Technical
Standards) The draft v3 rules do not require additional metadata to be held or
exposed via the CDR Register APIs.
41.| CDR Register ADR, 9.4 N/A Reporting changes required. TBD in accordance TBD in accordance
(Participant DH with the date with the date

Portal)

The draft v3 rules change Reporting obligations. These additional reporting
obligations require the collection of additional values in the CDR Participant
Portal Rule 9.4 Report function.

specified in the
rules

specified in the
rules
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Direct to Consumer Request Service

Under Part 3 of the CDR Rules, data holders are required to implement an online service that allows consumers to directly request their CDR data in a human
readable form and in accordance with the data standards.

In order to allow further consultation about the way in which direct to consumer obligations should be provided for and in machine-readable form via APIs (and the
way in which the data standards should provide for this), the Rules amend clause 6.6 of Schedule 3 to remove the compliance date for the Part 3 obligations in the

banking sector.

Table 7. Direct to Consumer

issue and any technical standards consultation will be deferred in line with the
rules.

If Direct To Consumer obligations are re-introduced at a later date, options for
standards will be considered at that time.

# | Issue Entity | Rules Proposed | Standards description Standards | Comply:
Obligation made:
42.| General N/A Part 3 N/A As proposed in DP089 and DP167, no CX Data Standards are anticipated for this N/A N/A
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https://github.com/ConsumerDataStandardsAustralia/standards/issues/89
https://github.com/ConsumerDataStandardsAustralia/standards/issues/167

ADR Representation

This topic covers the presentation of ADRs by DHs in the authorisation flow and DH dashboard. The genesis of this issue can be found in issue 222, where a range of
possibilities were raised to achieve consistent and comprehensible presentation of ADRs in DH spaces. The proposal outlined in the below table progresses this
thinking and proposes a new field to accommodate concurrent consents and the newly proposed access arrangement models, such as affiliates and CDR

representatives.

Table 8. ADR Representation

This issue relates to the provision of CX standards to support consistent ADR
presentation in dashboards, authentication, and authorisation spaces.

ADRs are currently represented inconsistently, and the current requirement to
display an ADR’s legal entity name in the authorisation flow may not correspond
with the entity the consumer interacts with as the CDR begins to see more complex
accreditation models.

This consultation will propose that DHs display the ADR’s brand name in
authentication and authorisation related artefacts where appropriate. This proposal
will rely on the existing rules requiring DHs to display specified information that the
Register holds in relation to an accredited person.

This consultation will also explore if these same fields should be required on
dashboards, including DH dashboards and ADR dashboards in relation to AP
disclosures.

The proposal will also query if additional consent-related fields are warranted for
concurrent consents and complex sharing models, such as affiliates and CDR
representatives. Consultation will be conducted to determine if or how these fields

# | Issue Entity | Rules Proposed | Standards description Standards | Comply:
Obligation made:
43.| ADR representation ADR 1.15(ba) ADR: MAY | This issue is reflected in: TBD TBD
in DH authorisation DH and (bb), DH: MUST Table 1. Sponsored Accreditation
flow and dashboards 4.23(2) Table 2. CDR Representative Model

27|Page



https://github.com/ConsumerDataStandardsAustralia/standards-maintenance/issues/222

Table 8. ADR Representation

# | Issue Entity | Rules Proposed | Standards description Standards | Comply:
Obligation made:
could be facilitated through technical standards — such as the authorisation request
—or the Register.
Purpose: Achieve comprehensible and contextually appropriate presentation of
ADRs during authentication, authorisation, and on consumer dashboards.
44.| Consumer Data N/A 1.15(ba) N/A Changes may be required. N/A N/A
Standards (Technical) and (bb),
4.23(2) If the disclosure of additional data relating to the representation of ADR
relationships is required to be communicated through the authorisation flow and on
consumer dashboards, changes to the authorisation request may be required to
facilitate this.
45.| CDR Register N/A 1.15(ba) N/A Changes may be required. N/A N/A
(Technical Standards) and (bb),
4.23(2) If the disclosure of additional data relating to the representation of ADR
relationships is required to be communicated through the authorisation flow and on
consumer dashboards, changes to the authorisation request may be required to
facilitate this.
46. | CDR Register ADR 9.4 N/A Changes may be required. TBD in TBD in
(Participant Portal) accordance accordance
If CDR Register (Technical Standards) are required, as mentioned in point Error! with the with the
Reference source not found. it will flow on to the Participant Portal in order for date date
ADRs to provide additional details during the on-boarding process. specified in specified in
the rules the rules
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Implementation Considerations

The specific items raised in this paper will be consulted on separately, along with the implementation considerations. CDR participants are encouraged to raise any

concerns or impacts ahead of those targeted consultations.

While a Noting Paper is not part of a formal decision proposal consultation, the DSB strongly encourages CDR participants to provide feedback to help inform data
standards development in relation to these key areas of work.
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