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Who are we?

What and why compliance?
The challenge
Implementation




Whois Lunar?






100+
Employees

25%
Engineers
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Facts

150k
Users

1M+
TX pr month

~100
u services

3
K8S clusters



What and why
compliance?
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Building a
scratch
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Building a
scratch
IS HARD
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Looking back
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Stay safe
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Be compliant ‘




No manual tasks
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Stay productive
Keep moving
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Functional
requirements

e Create databases

e Create roles for application access

e Create roles for developer access

e Granular access to individual databases
e AWS IAM authentication
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Implementation
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"Operators are software
extensions to Kubernetes that
make use of custom resources

to manage applications and
their components.”

https://kubernetesio/docs/concepts/extend-kubernetes/operator/
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O

Explore

Topics Trending Collections Events GitHub Sponsors

# operator * Star

Here are 381 public repositories matching this topic...

Language: All = Sort: Best match ~
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Controllers

Reconciles state
Interacts with k8s API

Operators

Reconciles state
Interacts with k8s API
APl extension (CRD)
More domain logic (?)



Reconciliation

—
Desired state - Controller < Current state

Deployment controller-manager Environment
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% postgresql-controller

Kubernetes cluster Database
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Creates a PR is review by a Cl verifies the
PR on audit- peer and configuration
access repository merged to
master
> > >
Developer Database Access Peer Cl Jenkins

Git Repository

Audit: All changes is registred
in the git commit log, both
which delevoper and who
reviewed

(@Bjorn_Sorensen

Changes are flux detects postgresql-controller sees
ST

push to the the changes the change and update
Config and applies database

> - —1- f postgrasql-controller

Repository

Config Repository Kubernetes cluster Database
Audit: All changes is Audit: All changes to the Audit: All changes to the
registered in the git commit kubernetes environment is postgresql database is audit
log, and which admin has audit logged and sent to logged and sent to
approved Humio CloudWatch



aws ;
Ny oo melole

) SSO
G Suite |«

GoogleDevlLogin

>

ReadAccess

Get STS Token -~
/‘/.//
/'/"/
X
8 % aws rds generate-db-auth-token
& < password TTL: 15 min
psql --username xx --password temp
Developers
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TODO: implement
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OPERATOR
SDK

https://github.com/operator-framework/operator-sdk
Developed by CoreOS

High level APIs and abstractions

Tools for scaffolding and code generation to bootstrap
Uses kubernetes-sigs/controller-runtime

Supports Go, Ansible and Helm implementations
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https://github.com/operator-framework/operator-sdk

kubernetes-sigs / kubebuilder

https://github.com/kubernetes-sigs/kubebuilder
Developed by Kubernetes' sig-apimachinery

e Tools for scaffolding and code generation to bootstrap

e Implement reconcile loops in controllers and watch additional
resources

e Uses kubernetes-sigs/controller-runtime
e Admission and CRD conversion webhooks
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https://github.com/kubernetes-sigs/kubebuilder

] kubernetes / sample-controller

https://github.com/kubernetes/sample-controller
Developed by Kubernetes' sig-apimachinery

e Sample project for copying
e Used as a baseline for kubernetes controllers
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custom
Resource
Defmltlon
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Version: lunarway.com/vlalphal
PostgreSQLDatabase

tadata:

>: cloud-native-nordics

cloudnativenordics
value: postgres.cloudnativenordics.com
password:
valueFrom:
secretKeyRef:
db.password
cloud-native-nordics

1 ~
2
30
4
5
6
7
3
9
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LVersion: lunarway.com/vlalphal
ostgreSQLUser

: developer-bso

ases: true

13
2
2
4
E i
6
7
38
9

=
(<=,

postgres.cloudnativenordics.com
I got a good reason, trust me!

=
[
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type PostgreSQLUserSpec struct {
Name string " json:"name"®

Read []AccessSpec “json:"read"®

coNNOUTESE WN =

(o)

10 Write []AccessSpec "json:"write"®

11 }

1L

13 type AccessSpec struct {

14 Host ResourceVar "json:"host"®

15

16 AllDatabases bool "json:"allDatabases""
17

18 Database ResourceVar " json:"database"®
19

20 Schema ResourceVar "json:"schema"®

21 Reason string “json:"reason""

22

23 Start metavl.Time " json:"start""

24

25 Stop metavl.Time " json:"stop""

26 }

(@Bjorn_Sorensen



1 func (r *ReconcilePostgreSQLUser) Reconcile(request reconcile.Request)
(reconcile.Result, error) {

var user lunarwayvlalphal.PostgreSQLUser

err := r.client.Get(context.TODO( ), request.NamespacedName, &user)
if err !'= nil {

if errors.IsNotFound(err) {

reqLogger.Info("Object not found")
return reconcile.Result{}, nil

¥

return reconcile.Result{}, err

err = r.ensurePostgreSQLRoles(reqlLogger, user.Spec.Name, accesses, hosts)
if err !'= nil {

return reconcile.Result{}, fmt.Errorf("ensure postgresql roles: %w", err)

}

return reconcile.Result{}, nil







lunarway (watch)
321

Every 2.0s: kubectl get po,postgresqldatabase,postgresqluser Bjrns-MBP-3: Wed Feb 19 20:49:06 2020

error: the server doesn't have a resource type "postgresqldatabase"



lunarway (watch)
®1

Every 2.0s: kubectl get po,postgresgldatabase,postgresqluser Bjrns-MBP-3: Wed Feb 19 20:49:53 2020

NAME READY  STATUS RESTARTS  AGE
pod/postgresql-68bc6c8fc8-f4xfl 0/1 ContainerCreating 0 8s



lunarway (watch) e w1 2sh %2
[: @ © 20:56:48 = postgresql-controller
cat demo/database.yaml
apiVersion: lunarway.com/vlalphal
kind: PostgreSQLDatabase

metadata:
name: cloud-native—-aarhus
spec:
name: cloudnative
host:
value: 'postgresql:5432'
password:

value: 'password'
P, 0. 20:56:50 e

kubectl apply —-f demo/database.yaml
postgresgldatabase. lunarway.com/cloud-native—-aarhus created
PR 2 20:56:57 JENEEEEEEHE S

® %3

kubect!



lunarway (watch)

¥

Every 2.0s: kubectl get po,postgresqldatabase,postgresqluser Bjrns-MBP-3: Wed Feb 19 20:51:09 2020

NAME READY  STATUS RESTARTS  AGE
pod/postgresql-68bc6c8fc8-Tf4xfl 1/1 Running 0 84s
NAME DATABASE STATUS  UPDATED  HOST

postgresqgldatabase. lunarway.com/cloud—-native—aarhus cloudnative



lunarway (watch)

[: @ © 20:54:36 = postgresgl-controller

OPERATOR_NAME=postgresql-controller WATCH_NAMESPACE=default go run cmd/manager/main.go \

——user—-roles= \

——user—role-prefix= \
—host-credentials—user=postgresql:5432=iam_creator: \
——host-credentials—-database=postgresql:5432=iam_creator: \
——zap—-devel \

--all-databases—enabled-read=truef]



lunarway (watch)

lunarway (watch) zsh

Every 2.0s: kubectl get po,postgresqldatabase,postgresqluser

381

%2 main ® %3

Bjrns-MBP-3: Wed Feb 19 20:55:20 2020

NAME READY  STATUS RESTARTS  AGE
pod/postgresql-68bc6c8fc8-f4xfl 171l Running 0 5m35s
NAME DATABASE STATUS UPDATED  HOST

postgresgldatabase. lunarway.com/cloud-native—-aarhus cloudnative

Running 11s postgresql:5432



lunarway (watch) 53 kubect!

spec:
name: bso
read:
- host:
value: postgresql:5432
allDatabases: true
reason: Cloud Native Aarhus should see this

write:
- host:
value: postgresql:5432
database:
value: cloudnative
schema:

value: cloudnative
reason: I got the best of reasons

[: @ © 20:57:24 = postgresql-controller
ku

bectl apply —f demo/user.yaml
postgresqluser. lunarway.com/bso created

[: @ © 20:57:28 = postgresql-controller




lunarway (watch)

lunarway (watch) 32 kubect!

Every 2.0s: kubectl get po,postgresqldatabase,postgresqluser Bjrns-MBP-3: Wed Feb 19 20:57:50 2020

NAME READY  STATUS RESTARTS  AGE
pod/postgresql-68bc6c8fc8-f4xfl 1/1 Running (0 8mb6s
NAME DATABASE STATUS UPDATED HOST

postgresqldatabase. lunarway.com/cloud—-native—aarhus cloudnative

NAME AGE
postgresqluser. lunarway.com/bso 23s



lunarway (watch)

Sem

[: @ © 20:58:27 = postgresql-controller
psql —-hlocalhost cloudnative bso

Pager usage is off.

psql (12.1, server 9.6.5)

Type "help" for help.

cloudnative=> \du

List of roles

kubect!

Role name Attributes Member of
bso | | {cloudnative_read, cloudna
tive_readwrite}
cloudnative | Password valid until infinity | {}
cloudnative_read | Cannot login |
cloudnative_readwrite | Cannot login | {}
iam_creator | Superuser | {}
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS | {}

cloudnative=> [j



Thank You!

https://tech.lunarway.com/blog/

https://techlunarway.com/talks/

https://techlunarway.com/opensource/

https://go.lunarway.com/postgresgl-controller
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https://tech.lunarway.com/blog/
https://tech.lunarway.com/talks/
https://tech.lunarway.com/opensource/
https://go.lunarway.com/postgresql-controller

We are hiring!
jobs.lunarway.com



