
Open-Source Vulnerability Report for CumulusDS
Tue Dec 05 2023

sts-torque-reporter
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

sts-control-center
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

cma
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (24d)

sts-plant
    CVE-2017-16137       MODERATE Regular Expression Denial of Service in debug (64d)

sts-edge
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

sts-exceptions-ticketer
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

sts-leaderboard
    CVE-2017-16137       MODERATE Regular Expression Denial of Service in debug (64d)
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

sts-gql
    CVE-2017-16137       MODERATE Regular Expression Denial of Service in debug (64d)

sts-productivity
    CVE-2017-16137       MODERATE Regular Expression Denial of Service in debug (64d)
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

sts-scripts
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

sts-historian
    CVE-2017-16137       MODERATE Regular Expression Denial of Service in debug (64d)
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (20d)

sts-workflow-builder
    CVE-2023-44270       MODERATE PostCSS line return parsing error (61d)
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

sts-inventory
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

magnito
    CVE-2017-16137       MODERATE Regular Expression Denial of Service in debug (64d)
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

serverless-version
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

sts-bifrost
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

captain-hook
    CVE-2017-16137       MODERATE Regular Expression Denial of Service in debug (64d)
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

katamari
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

aws-cfn-provider-proxy
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)



arbiter
    CVE-2017-16137       MODERATE Regular Expression Denial of Service in debug (64d)

teleporter
    CVE-2023-26136       MODERATE tough-cookie Prototype Pollution vulnerability (150d)
    CVE-2023-28155       MODERATE Server-Side Request Forgery in Request (264d)
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

entity-status-tag
    CVE-2023-48631       MODERATE @adobe/css-tools Improper Input Validation and Inefficient Regular Expression Complexity 
(4d)

clark-kent
    CVE-2023-45857       MODERATE Axios Cross-Site Request Forgery Vulnerability (25d)

celeste
    CVE-2023-48631       MODERATE @adobe/css-tools Improper Input Validation and Inefficient Regular Expression Complexity 
(4d)

flowgen
    Vulnerability alerts are disabled

Summary for all 110 repositories
    1 skipped
    109 scanned: 24 vulnerable, 85 clean


