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ANDROID STATIC ANALYSIS REPORT

# Allsafe (1.4)



File Name:

Package Name:

Scan Date:

App Security Score:

Grade:

allsafe.apk
infosecadventures.allsafe

Dec. 11, 2023, 9:40 a.m.

48/100 (MEDIUM RISK)



& FINDINGS SEVERITY

% HIGH

12

s FILE INFORMATION

File Name: allsafe.apk

Size: 7.54MB

MD5: ceOfb160ee2319389ca636d18cddc569

SHA1: a71d040ea97b200f44a0ed4a810c9363c5eca77e

SHA256: 73fab11c3d736e9d416e6f0cdd55139d0f55763242ddfe8c4c6c54aa51a080cd

1 APP INFORMATION

App Name: Allsafe

Package Name: infosecadventures.allsafe

Main Activity: infosecadventures.allsafe.MainActivity
Target SDK: 30

Min SDK: 23

Max SDK:

Android Version Name: 1.4

Android Version Code: 4

v/ SECURE

@ HOTSPOT




== APP COMPONENTS

Activities: 4
Services: 2
Receivers: 1
Providers: 3
Exported Activities: 2
Exported Services: 1
Exported Receivers: 1
Exported Providers: 1

#% CERTIFICATE INFORMATION

APK is signed

v1 signature: True

V2 signature: True

v3 signature: False

Found 1 unique certificates

Subject: CN=Android Debug, O=Android, C=US

Signature Algorithm: rsassa_pkcs1v15

Valid From: 2020-09-28 19:11:04+00:00

Valid To: 2050-09-21 19:11:04+00:00

Issuer: CN=Android Debug, O=Android, C=US

Serial Number: Ox1

Hash Algorithm: sha1

md5: 11031a648c4a722dac659762386a7a5c¢

shal: dc21ede0661a43b7d3f513dae852860f7cf5bd92

sha256: 9e31896caeffb7c54d5c60f8752402671b67ac376d996404206868beb87fe636
sha512: 7d3560293ccac12188eed2a96436d8a6ea3882f05761bd617251e93d47f0d0566aa48965f2595965c73adff5ebb63833a72a3a56af3¢10c8dc2d10da84c15e51
PublicKey Algorithm: rsa

Bit Size: 2048

Fingerprint: e51efc601f22b201e4ac733d568613804a1e3e002ebc4d6798568c4b1ef95200

:= APPLICATION PERMISSIONS



PERMISSION STATUS | INFO DESCRIPTION
android.permission.INTERNET normal full Internet access Allows an application to create network sockets.
android.permission.ACCESS_NETWORK_STATE normal view network status Allows an application to view the status of all networks.
android.permission.RECORD_AUDIO dangerous record audio Allows application to access the audio record path.
android.permission.READ_EXTERNAL_STORAGE dangerous read external storage contents Allows an application to read from external storage.

) o read/modify/delete external . )
android.permission.WRITE_EXTERNAL_STORAGE dangerous Allows an application to write to external storage.

storage contents

) o Allows query of any normal app on the device, regardless of

android.permission.QUERY_ALL_PACKAGES normal

manifest declarations.

4 APKID ANALYSIS

FILE DETAILS




FILE DETAILS
FINDINGS DETAILS
Build.FINGERPRINT check
Build.MODEL check
classes.dex Build.MANUFACTURER check
Build.PRODUCT check
Build.TAGS check
possible ro.secure check
Compiler r8
FINDINGS DETAILS
classes2.dex
Compiler r8
FINDINGS DETAILS
classes3.dex
Compiler r8 without marker (suspicious)

(8 BROWSABLE AC

IVITIES

ACTIVITY

INTENT




ACTIVITY INTENT
Schemes: allsafe://, https://,
infosecadventures.allsafe.challenges.DeepLinkTask Hosts: infosecadventures,

Path Prefixes: /congrats,

& NETWORK SECURITY

0 | INFO: 0 | SECURE: 0

HIGH: 1 |

NO

SCOPE

SEVERITY DESCRIPTION

infosecadventures.io

high

Domain config is insecurely configured to permit clear text traffic to these domains in scope.

B CERTIFICATE ANALYSIS

HIGH: 1 | 2 | INFO:1

TITLE SEVERITY | DESCRIPTION
Signed Application info Application is signed with a code signing certificate

— Application is signed with v1 signature scheme, making it vulnerable to Janus vulnerability on Android 5.0-8.0, if
Application vulnerable to . ) ) oo . . . . .

. signed only with v1 signature scheme. Applications running on Android 5.0-7.0 signed with v1, and v2/v3 scheme is
Janus Vulnerability
also vulnerable.
Application signed with . L ) ) - . — . ) .
high Application signed with a debug certificate. Production application must not be shipped with a debug certificate.

debug certificate




TITLE

SEVERITY | DESCRIPTION

collision

Certificate algorithm might
be vulnerable to hash

Application is signed with SHATwithRSA. SHA1 hash algorithm is known to have collision issues. The manifest file
indicates SHA256withRSA is in use.

Q, MANIFEST ANALYSIS

HIGH: 1 | 3 | INFO: 0 | SUPPRESSED: 0
NO | ISSUE SEVERITY | DESCRIPTION
App can be installed on a vulnerable Android version This appl.lcatlon .can be |nsta||§<?l .on an older version ofandrqld that
1 [minsdk=23] has multiple unfixed vulnerabilities. Support an Android version > 8,
API 26 to receive reasonable security updates.
The Network Security Configuration feature lets apps customize their
5 App has a Network Security Configuration info network security settings in a safe, declarative configuration file
[android:networkSecurityConfig=@xml/network_security_config] without modifying app code. These settings can be configured for
specific domains and for a specific app.
Debug Enabled For App . Debyggmg was enabled on the app Whlch makes it ea.5|er for reverse
3 . high engineers to hook a debugger to it. This allows dumping a stack trace
[android:debuggable=true] . )
and accessing debugging helper classes.
Application Data can be Backed up This flag allows anyone to backup your appli.cation data via a.db.' It
4 ) allows users who have enabled USB debugging to copy application
[android:allowBackup=true] .
data off of the device.
Activity (infosecadventures.allsafe.challenges.DeepLinkTask) is An Activity Is f(?unFi o be s.hared with other apps orlw the device .
therefore leaving it accessible to any other application on the device.
5 not Protected. . S L .
) ) i The presence of intent-filter indicates that the Activity is explicitly
An intent-filter exists.
exported.




<[> CODE ANALYSIS

HIGH: 1 | 6 | INFO: 2 | SECURE: 2 | SUPPRESSED: 0
NO | ISSUE SEVERITY | STANDARDS FILES
com/scottyab/rootbeer/RootBeer .ja
va
com/scottyab/rootbeer/RootBeerN
ative.java
com/scottyab/rootbeer/util/QLog.ja
va
infosecadventures/allsafe/challenge
s/CertificatePinning.java
. . . CWE: CWE-532: Insertion of Sensitive Information into |nfoseca.dventur.es/alIsafe/challenge
The App logs information. Sensitive . . s/DeeplLinkTask.java
1 information should never be logged. nfo Log File infosecadventures/allsafe/challenge
OWASP MASVS: MSTG-STORAGE-3 o
s/InsecurelLogging.java
infosecadventures/allsafe/challenge
s/NoteReceiver.java
infosecadventures/allsafe/challenge
s/ObjectSerialization.java
infosecadventures/allsafe/challenge
s/RecorderService.java
infosecadventures/allsafe/challenge
s/WeakCryptography.java
App can read/write to External CWE: CWE-276: Incorrect Default Permissions |nfos.ecadve.n?urers/alI.safe/challenge
2 Storage. Any App can read data OWASP Top 10: M2: Insecure Data Storage tS/O jectserialization.java
written to External Storage. OWASP MASVS: MSTG-STORAGE-2 Infosecadventures/allsafe/challenge
s/RecorderService.java
. . CWE: CWE-312: Cleartext Storage of Sensitive infosecadventures/allsafe/challenge
Files may contain hardcoded ) . o
o L Information s/ObjectSerialization.java
3 sensitive information like usernames,

passwords, keys etc.

OWASP Top 10: M9: Reverse Engineering
OWASP MASVS: MSTG-STORAGE-14

infosecadventures/allsafe/challenge
s/WeakCryptography.java



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#logs
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#external-storage
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#checking-memory-for-sensitive-data-mstg-storage-10

NO | ISSUE SEVERITY | STANDARDS FILES
) CWE: CWE-330: Use of Insufficiently Random Values )
The App uses an insecure Random - infosecadventures/allsafe/challenge
4 NUmber Generator OWASP Top 10: M5: Insufficient Cryptography </WeakCrvbtogranhy.iava
: OWASP MASVS: MSTG-CRYPTO-6 yprography
The App uses ECB mode in
b2 ) ) ) CWE: CWE-327: Use of a Broken or Risky Cryptographic
Cryptographic encryption algorithm. ) .
5 ECB mode is known to be weak as it hich Algorithm infosecadventures/allsafe/challenge
results in the same ciphertext for & OWASP Top 10: M5: Insufficient Cryptography s/WeakCryptography.java
. : P OWASP MASVS: MSTG-CRYPTO-2
identical blocks of plaintext.
CWE: CWE-327: Use of a Broken or Risky Cryptographic infosecadventures/allsafe/challenge
6 MD5 is a weak hash known to have Algorithm s/SQLlInjection.java
hash collisions. OWASP Top 10: M5: Insufficient Cryptography infosecadventures/allsafe/challenge
OWASP MASVS: MSTG-CRYPTO-4 s/WeakCryptography.java
This App uses SSL certificate pinning .
7 to detect or prevent MITM attacks in secure infosecadventures/allsafe/challenge
L OWASP MASVS: MSTG-NETWORK-4 s/CertificatePinning.java
secure communication channel.
8 This App may have root detection cocure com/scottyab/rootbeer/RootBeer .ja
capabilities. OWASP MASVS: MSTG-RESILIENCE-1 va
App uses SQLite Database and
execute raw SQL query. Untrusted L . infosecadventures/allsafe/challenge
) ) ) CWE: CWE-89: Improper Neutralization of Special ) &
user input in raw SQL gueries can . L s/NoteDatabaseHelper.java
9 . " Elements used in an SQL Command ('SQL Injection’) )
cause SQL Injection. Also sensitive . ) infosecadventures/allsafe/challenge
) ] OWASP Top 10: M7: Client Code Quality o
information should be encrypted and s/SQLInjection.java
written to the database.
This App may request root (Super CWE: CWE-250: Execution with Unnecessary Privileges )
10 com/scottyab/rootbeer/Const.java

User) privileges.

OWASP MASVS: MSTG-RESILIENCE-1



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#weak-random-number-generators
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#weak-block-cipher-mode
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#identifying-insecure-andor-deprecated-cryptographic-algorithms-mstg-crypto-4
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05g-Testing-Network-Communication.md#testing-custom-certificate-stores-and-certificate-pinning-mstg-network-4
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05j-Testing-Resiliency-Against-Reverse-Engineering.md#testing-root-detection-mstg-resilience-1
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04h-Testing-Code-Quality.md#injection-flaws-mstg-arch-2-and-mstg-platform-2
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05j-Testing-Resiliency-Against-Reverse-Engineering.md#testing-root-detection-mstg-resilience-1

NO | ISSUE SEVERITY | STANDARDS FILES
This App copies data to clipboard.
1 Sensitive data should not be copied info infosecadventures/allsafe/utils/Clip
to clipboard as other applications can OWASP MASVS: MSTG-STORAGE-10 Util.java
access it.
SYMBOLS
NO | SHARED OBJECT NX STACK CANARY RPATH | RUNPATH | FORTIFY
STRIPPED
True True None None True True
info info info info info info
The shared This shared object has a The The shared The shared object has Symbols are
object has NX stack canary value added shared object does the following fortified stripped.
bit set. This to the stack so that it will object not have functions:
marks a be overwritten by a stack does not RUNPATH [__memcpy_chk']
1 lib/x86/libnative library.so memory page buffer that OVEI’ﬂOYVS the have. set.
non- return address. This run-time
executable allows detection of search
making overflows by verifying path or
attacker the integrity of the RPATH
injected canary before function set.
shellcode non- return.
executable.



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04b-Mobile-App-Security-Testing.md#clipboard

SYMBOLS

NO | SHARED OBJECT NX STACK CANARY RPATH | RUNPATH | FORTIFY
STRIPPED
True True None None False True
info info info info info
The shared This shared object has a The The shared The shared object does Symbols are
object has NX stack canary value added shared object does not have any fortified stripped.
bit set. This to the stack so that it will object not have functions. Fortified
marks a be overwritten by a stack does not RUNPATH functions provides
) lib/x86/libtool-checker so memory page buffer that OVEI’ﬂOYVS the have. set. buffer ov?rflow checks
non- return address. This run-time against glibc's commons
executable allows detection of search insecure functions like
making overflows by verifying path or strcpy, gets etc. Use the
attacker the integrity of the RPATH compiler option -
injected canary before function set. D_FORTIFY_SOURCE=2
shellcode non- return. to fortify functions.
executable.
True False None None False True
info high info info info
The shared This shared object does The The shared The shared object does Symbols are
object has NX not have a stack canary shared object does not have any fortified stripped.
bit set. This value added to the stack. object not have functions. Fortified
marks a Stack canaries are used does not RUNPATH functions provides
3 lib/x86_64/libtool-checker.so memory page to det.ect and prevenF . have. set. buffer ovgrflow checks
non- exploits from overwriting run-time against glibc's commons
executable return address. Use the search insecure functions like
making option -fstack-protector- path or strcpy, gets etc. Use the
attacker all to enable stack RPATH compiler option -
injected canaries. set. D_FORTIFY_SOURCE=2

shellcode non-
executable.

to fortify functions.




SYMBOLS

shellcode non-
executable.

return.

NO | SHARED OBJECT NX STACK CANARY RPATH | RUNPATH | FORTIFY
STRIPPED

True True None None True True
info info info info info info
The shared This shared object has a The The shared The shared object has Symbols are
object has NX stack canary value added shared object does the following fortified stripped.
bit set. This to the stack so that it will object not have functions:
marks a be overwritten by a stack does not RUNPATH [__memcpy_chk’,

4 lib/x86_64/libnative_library.so memory page buffer that OVEI’ﬂOYVS the have. set. '_memmove_chk’,
non- return address. This run-time ' _strlen_chk’,
executable allows detection of search '_vsnprintf_chk']
making overflows by verifying path or
attacker the integrity of the RPATH
injected canary before function set.
shellcode non- return.
executable.
True True None None True True
info info info info info info
The shared This shared object has a The The shared The shared object has Symbols are
object has NX stack canary value added shared object does the following fortified stripped.
bit set. This to the stack so that it will object not have functions:
marks a be overwritten by a stack does not RUNPATH ['__vsnprintf_chk’,

5 lib/arm64- memory page buffer that overflows the have set. '_strlen_chk’,

v8a/libnative_library.so non- return address. This run-time '_memcpy_chk’,

executable allows detection of search ' _memmove_chk']
making overflows by verifying path or
attacker the integrity of the RPATH
injected canary before function set.




SYMBOLS

shellcode non-
executable.

return.

NO | SHARED OBJECT NX STACK CANARY RPATH | RUNPATH | FORTIFY
STRIPPED

True False None None False True
info high info info info
The shared This shared object does The The shared The shared object does Symbols are
object has NX not have a stack canary shared object does not have any fortified stripped.
bit set. This value added to the stack. object not have functions. Fortified
marks a Stack canaries are used does not RUNPATH functions provides

6 lib/arm64-v8a/libtool- memory page to detect and prevent have set. buffer overflow checks

checker.so non- exploits from overwriting run-time against glibc's commons

executable return address. Use the search insecure functions like
making option -fstack-protector- path or strcpy, gets etc. Use the
attacker all to enable stack RPATH compiler option -
injected canaries. set. D_FORTIFY_SOURCE=2
shellcode non- to fortify functions.
executable.
True True None None True True
info info info info info info
The shared This shared object has a The The shared The shared object has Symbols are
object has NX stack canary value added shared object does the following fortified stripped.
bit set. This to the stack so that it will object not have functions:
marks a be overwritten by a stack does not RUNPATH [__memcpy_chk']

4 lib/armeabi- memory page buffer that overflows the have set.

v7a/libnative_library.so non- return address. This run-time

executable allows detection of search
making overflows by verifying path or
attacker the integrity of the RPATH
injected canary before function set.




NO | SHARED OBJECT NX STACK CANARY RPATH | RUNPATH | FORTIFY >YMBOLS
STRIPPED

True True None None False True
info info info info info
The shared This shared object has a The The shared The shared object does Symbols are
object has NX stack canary value added shared object does not have any fortified stripped.
bit set. This to the stack so that it will object not have functions. Fortified
marks a be overwritten by a stack does not RUNPATH functions provides

8 lib/armeabi-v7a/libtool- memory page buffer that overflows the have set. buffer overflow checks

checker.so non- return address. This run-time against glibc's commons
executable allows detection of search insecure functions like
making overflows by verifying path or strcpy, gets etc. Use the
attacker the integrity of the RPATH compiler option -
injected canary before function set. D_FORTIFY_SOURCE=2
shellcode non- return. to fortify functions.
executable.
B NIAP ANALYSIS v1.3
NO | IDENTIFIER REQUIREMENT | FEATURE DESCRIPTION
1 FCS RBG EXT.1.1 Security Functional Random Bit The application invoke platform-provided DRBG functionality for
- - Requirements Generation Services its cryptographic operations.
5 Secur.ity Functional Storage of Credentials The application does not store any credentials to non-volatile
Requirements memory.
3 FCS_CKM_EXT.1.1 Secur.lty Functional Cryptographlc Kgy The application implement asymmetric key generation.
Requirements Generation Services




NO

IDENTIFIER

REQUIREMENT

FEATURE

DESCRIPTION

Security Functional

Access to Platform

The application has access to ['network connectivity’,

4 FDP_DEC_EXT.1.1 . .
Requirements Resources 'microphone'l.
Security Functional Access to Platform The application has access to no sensitive information
5 FDP_DEC_EXT.1.2 . o
Requirements Resources repositories.
Security Functional Network The application has user/application initiated network
6 FDP_NET_EXT.1.1 . . s
Requirements Communications communications.
Encryption Of
Security Functional yp L The application implement functionality to encrypt sensitive data
7 FDP_DAR_EXT.1.1 , Sensitive Application . ,
Requirements in non-volatile memory.
Data
) ) Supported o )
Security Functional ) ) The application invoke the mechanisms recommended by the
8 FMT_MEC_EXT.1.1 ) Configuration . i i ) ’
Requirements . platform vendor for storing and setting configuration options.
Mechanism
9 FTP DIT EXT 1.1 Security Functional Protection of Data in The application does encrypt some transmitted data with
- Requirements Transit HTTPS/TLS/SSH between itself and another trusted IT product.
The application perform all deterministic random bit generation
(DRBG) services in accordance with NIST Special Publication 800-
) ) 90A using Hash_DRBG. The deterministic RBG is seeded by an
Selection-Based Random Bit
) i ) entropy source that accumulates entropy from a platform-based
10 FCS_RBG_EXT.2.1,FCS_RBG_EXT.2.2 Security Functional Generation from . . -
) S DRBG and a software-based noise source, with a minimum of 256
Requirements Application

bits of entropy at least equal to the greatest security strength
(according to NIST SP 800-57) of the keys and hashes that it will
generate.

11

FCS_CKM.1.1(1)

Selection-Based
Security Functional
Requirements

Cryptographic
Asymmetric Key
Generation

The application generate asymmetric cryptographic keys not in
accordance with FCS_CKM.1.1(1) using key generation algorithm
RSA schemes and cryptographic key sizes of 1024-bit or lower.




NO

IDENTIFIER

REQUIREMENT

FEATURE

DESCRIPTION

Selection-Based

Cryptographic

The application perform encryption/decryption not in accordance

12 FCS_COP.1.1(1 Security Functional Operation -
- M ) y P . . with FCS_COP.1.1(1), AES-ECB mode is being used.
Requirements Encryption/Decryption
Selection-Based Crvotographic The application perform cryptographic hashing services not in
13 FCS_COP.1.1(2) Security Functional yp g P . accordance with FCS_COP.1.1(2) and uses the cryptographic
) Operation - Hashing )
Requirements algorithm RC2/RC4/MD4/MDS5.
Selection-Based . The appl.ication perf_qrm .cryp.tographic signat.ure servic.e.s
) i Cryptographic (generation and verification) in accordance with a specified
14 FCS_COP.1.1(3) Security Functional - L . . . )
) Operation - Signing cryptographic algorithm RSA schemes using cryptographic key
Requirements . .
sizes of 2048-bit or greater.
Selection-Based
) i The application implement the HTTPS protocol that complies with
15 FCS_HTTPS_EXT.1.1 Security Functional HTTPS Protocol
. RFC 2818.
Requirements
Selection-Based
16 FCS_HTTPS_EXT.1.2 Security Functional HTTPS Protocol The application implement HTTPS using TLS.
Requirements
Selection-Based The application notify the user and not establish the connection
17 FCS_HTTPS_EXT.1.3 Security Functional HTTPS Protocol or request application authorization to establish the connection if
Requirements the peer certificate is deemed invalid.
Selection-Based . — . .
. ) X.509 Certificate The application use X.509v3 certificates as defined by RFC 5280 to
18 FIA_X509_EXT.2.1 Security Functional . .
. Authentication support authentication for HTTPS , TLS.
Requirements
Selection-Based Integrity for
) i g y The application shall be distributed using the format of the
19 FPT _TUD_EXT.2.1 Security Functional Installation and
) platform-supported package manager.
Requirements Update




NO | IDENTIFIER

REQUIREMENT

FEATURE

DESCRIPTION

20 FCS_CKM.1.1(2)

Optional Security
Functional
Requirements

Cryptographic
Symmetric Key
Generation

The application shall generate symmetric cryptographic keys
using a Random Bit Generator as specified in FCS_RBG_EXT.1 and
specified cryptographic key sizes 128 bit or 256 bit.

@ DOMAIN MALWARE CHECK

DOMAIN

STATUS

GEOLOCATION

siebel.com

ok

IP:23.48.203.75

Country: Australia

Region: New South Wales
Gity: Sydney
Latitude:-33.867851
Longitude: 151.207321

View: Google Map

httpbin.org

ok

IP:75.101.131.185

Country: United States of America
Region: Virginia

City: Ashburn

Latitude: 39.043720

Longitude: -77.487488

View: Google Map

dev.infosecadventures.com

ok

No Geolocation information available.



http://maps.google.com/maps?q=-33.867851,151.207321
http://maps.google.com/maps?q=39.043720,-77.487488

DOMAIN

STATUS

GEOLOCATION

medium.com

ok

IP:162.159.152.4

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.775700

Longitude: -122.395203

View: Google Map

www.twitter.com

ok

IP: 104.244.42.129

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.773968

Longitude: -122.410446

View: Google Map

schemas.xmlsoap.org

ok

IP:13.107.213.40

Country: United States of America
Region: Washington

City: Redmond

Latitude: 47.682899

Longitude: -122.120903

View: Google Map

allsafe-8cef0.firebaseio.com

ok

IP:34.120.160.131

Country: United States of America
Region: Missouri

City: Kansas City

Latitude: 39.099731

Longitude: -94.578568

View: Google Map



http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=37.773968,-122.410446
http://maps.google.com/maps?q=47.682899,-122.120903
http://maps.google.com/maps?q=39.099731,-94.578568

DOMAIN STATUS GEOLOCATION
IP: 140.82.113.3
Country: United States of America
Region: California
www.github.com ok Gity: San Francisco

Latitude: 37.775700
Longitude: -122.395203

View: Google Map

= FIREBASE DATABASES

FIREBASE URL

DETAILS

https://allsafe-8cef0.firebaseio.com/.json

high
Firebase DB is exposed publicly.

% EMAILS

EMAIL

FILE

password123@dev.infosecadv

Android String Resource

& HARDCODED SECRETS



http://maps.google.com/maps?q=37.775700,-122.395203

POSSIBLE SECRETS

"firebase_database_url" : "https://allsafe-8cef0.firebaseio.com"

"google_api_key" : "AlzaSyDjteCQO-EIkfBxVZIZmBfCSPNEYUYcK1g"

"google_crash_reporting_api_key" : "AlzaSyDjteCQO-EIkfBxVZIZmBfCSPNEYUYcK1g"

"key" : "ebfb7ff0-b2f6-41c8-bef3-4fbal7be410c"
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