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high-level FHE 
code

limited set of 
targets
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Input code “is” already a circuit1

Parameters are to be found by hand2

See what happens, hoping for the best3

developer = cryptographer who tries to do bestThe (poor) reality
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PARAMOUNT

if we want to see FHE

being used routinely
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What we are 
building at Zama
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Programmable Bootstrapping

(PBS)

Bootstrapping



Homomorphic Inference: Leveled HE

Activation layers: polynomial approximation

No bootstrapping: way too slow!
1
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Homomorphic Inference: Fully HE

Bootstrapping (but super slow)
1

2

Activation layers: polynomial approximation



Homomorphic Inference: The “Zama way”

Activation layers: programmable bootstrapping

1+2

PBS is super fast: ~20 ms
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f (x1, x2, …, xn) =
2n+1

∑
i=1

gi

n

∑
j=1

fij (xj)

univariate

f(x1, …, xn) ≈
r

∑
i=1

gi

n

∑
j=1

aij ⋅ xj

Ridge decomposition 
or approximation

1957

univariate aij ∈ ℤ



A new computational paradigm
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The Concrete Compiler
(and a glance at the whole Concrete stack)



Exact vs. approximate computing with TFHE

exact  
paradigm

plaintexts

approximate  
paradigm

discretized torus 

encoding

noisy discretized

torus

encrypted domain

m ∈ ℤp

x ∈ [x−, x+] ⊂ ℝ

p odd
p even

μ ∈ ℤ232

μ = ⌈ 232

p ⌋ m mod 232

μ ∈ ℤ232

μ = ⌈ x − x−

x+ − x−
⋅ 232⌋ mod 232

μ + ε ∈ ℤ232

𝗉𝖽𝖿 ( ε
232 ) ≈ 𝒩(0,σ)

𝖫𝖶𝖤sk (μ + ε)

∈ ℤn+1
232

𝗉𝖽𝖿(x) ≈ 𝒩(x, σx)

Pr [x ∉ [x−, x+]] = 0

continuous torus 

encoding

μ ∈ ℝ/ℤ

μ =
m
p

mod 1

μ ∈ ℝ/ℤ

μ =
x − x−

x+ − x−
mod 1



Modular TFHE circuits
exact  

paradigm
M

T

= multisum

= lookup table

T

I

O

= input

= output

M

G = grab

- concatenation

- splits

- reshape

I G TM O

TM M O

M

T

cost = ∑
i

|ai |
2
p

budget = max value for cost

execution time

size of subkey

complex parametrization

m ∈ ℤp
|a |p = min (a, p − a)

circuit variables are tensors 

of LWE ciphertexts

load 

input

store 

output



Multi-modular TFHE circuits
exact  

paradigm

p = 23

TM

I G TM O

TM M O

M

T

p = 5

M

T

p = 23

budget

running time

subkey size

budget

running time

subkey size

p = 5

≠

Circuits typically switch back and forth

between several moduli p1, …, pk

m ∈ ℤp

automated generation of optimal 

parameters from circuit topology



The Concrete Compiler (CC)
Plaintext DAG



The Concrete Compiler (CC)
Plaintext DAG

plaintext DAG 

(MLIR)



The Concrete Compiler (CC)

Topological Transforms

Plaintext DAG
plaintext DAG 


(MLIR)



The Concrete Compiler (CC)

Topological Transforms

Plaintext DAG
plaintext DAG 


(MLIR)



The Concrete Compiler (CC)

Topological Transforms

Plaintext DAG

TFHE DAG

(MLIR)

plaintext DAG 

(MLIR)



The Concrete Compiler (CC)

Optimizer

Topological Transforms

Plaintext DAG

TFHE DAG

(MLIR)

plaintext DAG 

(MLIR)



The Concrete Compiler (CC)

Optimizer

Topological Transforms

Memory + Parallelism + 
Orchestration

Plaintext DAG

TFHE DAG

(MLIR)

plaintext DAG 

(MLIR)



The Concrete Compiler (CC)

Optimizer

Topological Transforms

Memory + Parallelism + 
Orchestration

Plaintext DAG

TFHE DAG

(MLIR)

plaintext DAG 

(MLIR)

Concrete Core

x86

crypto-native, low-level
homomorphic operators



The Concrete Compiler (CC)

Optimizer

Topological Transforms

Memory + Parallelism + 
Orchestration

Plaintext DAG

TFHE DAG

(MLIR)

plaintext DAG 

(MLIR)

Concrete Core

x86

Concrete Lib

crypto-native, low-level
homomorphic operators

high-level extensions for
booleans, short ints and ints
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The Concrete Compiler (CC)

Optimizer

Topological Transforms

LLVM-based  
Code Generation

x86 arm64 GPU FPGA ASIC etc.wasm

Plaintext DAG

hackable design to target 

any specific hardware or VM

Cost model

homomorphic app
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h/w
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Client Crypto 
Front-end

config

file

+ TFHE.rs
(for handmade circuits)
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for data scientists
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The Concrete stack is a versatile framework 

Concrete Compiler

Plaintext DAG

target

homomorphic app

Client Crypto 
Front-end

config

file

Concrete Numpy

Python code Concrete ML

Your own 
Torch model

ONNX export

Decision tree

Generalized 
linear model

(quantized)

Full-precision model

Post-training

Quantization

Quantization-

aware Training

Training with 
Brevitas

Dataset



Check it out! 
Homomorphic


Everything

Clone from https://github.com/zama-ai and get support on  https://discord.fhe.org/   #concrete(               channel)

https://discord.fhe.org/

