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e Handling multiple users securely and efficiently for privacy preserving protocol is
important for real world applications.
@ Two main approaches for multiple users: Multikey (MKHE) and Multiparty (MPHE)

o State of the art FHE schemes such as BGV, B/FV and CKKS are already efficiently
extended to their MPHE version, but there is no concrete such extension of TFHE.

Scheme MKHE MPHE

BGV [CZW17] [Par21]

B/FV [CDKS19, KLSW21] | [AJLAT12, MTPBH21, Par21, KLSW21]
TFHE [CCS19, LP19] This work, [LMK™23]

CKKS [CDKS19] [Par21]

Table: Main MKHE and MPHE extensions of the most well-known FHE schemes
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Thank you to Chiara Marcolla for providing the figure. Extracted from [MSM+23].
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© A bird's-eye view of MKHE and MPHE
@ Recap on Homomorphic Encryption
o Multikey HE
o Multiparty HE

© Our TFHE-based MPHE scheme
@ Bootstrapping of Joye and Paillier's [JP22]
@ Homomorphic Indicator

© Some benchmarks

Sergi Rovira (UPF) Multiparty TFHE June 1, 2023



© A bird's-eye view of MKHE and MPHE
@ Recap on Homomorphic Encryption
o Multikey HE
o Multiparty HE
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Homomorphic Encryption: Delegation of computation

PC Supercomputer
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Homomorphic Encryption: Delegation of computation

PC Supercomputer
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Homomorphic Encryption: Delegation of computation

Supercomputer
PC — Encek(m) ——— > P P
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Homomorphic Encryption: Delegation of computation

Supercomputer
PC Encok(m) —— > P P

A
(o]

Properties:

Correctness: Decg(c) = f(m)
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Homomorphic Encryption: Delegation of computation

Supercomputer
PC Encok(m) —— > P P

A
(o]

Properties:

Correctness: Decg(c) = f(m)
Compactness: The size of ¢ is independent of f
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Multikey HE: Machine Learning based diagnosis

Hospital A
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Multikey HE: Machine Learning based diagnosis
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Multikey HE: Machine Learning based diagnosis
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Multikey HE: Machine Learning based diagnosis

Hospital A
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Multikey HE: Machine Learning based diagnosis
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Multikey HE: Machine Learning based diagnosis
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Multikey HE: Machine Learning based diagnosis

Hom. evaluate Encp, () on ciphertext Ency,(ma)

\

000 (5 Encpky,prs(ma) = Encpr, (Encoiz (ma))

0ooo
\ Supercomputer

Hospital A

(Pka, ska)

- _—

(pks, skg) oo Encpig (mg)

Sergi Rovira (UPF) Multiparty TFHE June 1, 2023



Multikey HE: Machine Learning based diagnosis
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Multikey HE: Machine Learning based diagnosis

Hom. evaluate Encp, () on ciphertext Ency,(ma)
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Main problems with the MKHE approach

@ Problem 1: Most constructions require an expensive ciphertext expansion
mechanism.

@ Problem 2: The size of the expanded ciphertexts grows linearly or quadratically on
the number of parties.
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Multiparty HE to the rescue
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Multiparty HE to the rescue

PKGiobal = pka + pks

Hospital A

\

EnCPkGIobal (mA)

\ Supercomputer

/

(Pka, ska)

(pks, sks) oo

- )/'

En CpKGiobal ( ms

Sergi Rovira (UPF) Multiparty TFHE June 1, 2023



Multikey vs Multiparty HE

o MKHE
o Pros

@ Parties can join the protocol at any time
o Faster key generation than MPHE

e Cons

@ Requires ciphertext expansion
@ The size of ciphertexts grows with the number of parties involved

o MPHE
o Pros
@ Similar performance to single-key HE schemes
@ No ciphertext expansion
o Cons

o Fix set of users during setup phase
@ No other parties can join the protocol afterwards
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© Our TFHE-based MPHE scheme
@ Bootstrapping of Joye and Paillier's [JP22]
@ Homomorphic Indicator
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Blind rotation

@ The core operation of TFHE bootstrapping is blind rotation.
o By rotation, we mean:
P(X)=ao+aiX + -+ a1 X pa Xt -+ ay XV eR,

P(X)-X"H =ay,+a, 1 X+ Fay  XVr o goxN—r .5, 1 XVleR,
o By blind, we mean that we convert a LWEs(u) = (a1, ..., an, b) into a RLWE
encryption of X~ - v, where v is a test polynomial and

n
—pu~—b+ Zsjaj, with s = (s1,...,sn) € {0,1}"
j=1

o In the binary case, we require n bootstrapping keys, computed as bsk[j] < RGSW (s;).

Algorithm 1 Blind rotation in the binary case
acc <+ (0,...,0,X7%.v)

. for j=1to ndo

acc + acc + bsk[j] & ((X%¥ — 1) - acc)

: end for

. return_acc
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Blind rotation

@ Assume that we have a secret key space S = {0,..., k}.
o We can write

k k

X35 =3 1{i = )XW = 3 1{i = g}(X"Y — 1)

i=0 i=1

@ Therefore, we can compute acc by setting bsk[k(j — 1) + i] <+~ RGSW(1{i = s;})
and iterating

acc < acc + (i(x’"af — 1)bsk[k(j — 1) + 1]) O acc

i=1
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Blind rotation

@ Let us consider S = {0, 1,2, 3,4} the secret key s = (1,2,3,4).
o Recall that bsk[k(j — 1) + i] + RGSW(1{i = s;})
o Define RGSW(m) := m, then:

Sergi Rovira (UPF) Multiparty TFHE June 1, 2023



Blind rotation

@ Let us consider § = {0, 1,2, 3,4} the secret key s = (1,2,3,4).
o Recall that bsk[k(j — 1) + i] + RGSW(1{i = s;})
o Define RGSW(m) := m, then:

(j=1,i=1) bsk[1] =1
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Blind rotation

@ Let us consider § = {0, 1,2, 3,4} the secret key s = (1,2,3,4).
o Recall that bsk[k(j — 1) + i] + RGSW(1{i = s;})
o Define RGSW(m) := m, then:

(j=1,i=1) bsk[1]=1
(j=1,i=2) bsk[2] =0
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Blind rotation

@ Let us consider § = {0, 1,2, 3,4} the secret key s = (1,2,3,4).
o Recall that bsk[k(j — 1) + i] + RGSW(1{i = s;})
o Define RGSW(m) := m, then:

(j=1,i=1) bsk[1]=1
(j=1,i=2) bsk[2] =0
(j=1,i=3) bsk[3]=0
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Blind rotation

@ Let us consider § = {0, 1,2, 3,4} the secret key s = (1,2,3,4).
o Recall that bsk[k(j — 1) + i] + RGSW(1{i = s;})
o Define RGSW(m) := m, then:

(j=1,i=1) bsk[1]=1
(j=1,i=2) bsk[2] =0
(j=1,i=3) bsk[3]=0
(j=1,i=4) bsk[4] =0
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Blind rotation

@ Let us consider § = {0, 1,2, 3,4} the secret key s = (1,2,3,4).
o Recall that bsk[k(j — 1) + i] + RGSW(1{i = s;})
o Define RGSW(m) := m, then:

(j=1,i=1) bsk[1]=1 (j=2,i=1) bsk[5] =0
(j=1,i=2) bsk[2] =0 (j=2,i=2) bsk[6] =1
(j=1,i=3) bsk[3]=0 (j=2,i=3) bsk[7] =0
(j=1,i=4) bsk[4] =0 (j=2,i=4) bsk[8] =0
(j=3,i=1) bsk[9] =0 (j=4,i=1) bsk[13] =0
(j=3,i=2) bsk[10] =0 (j=4,i=2) bsk[14]=10
(j=3,i=3) bsk[11] =1 (j=4,i=3) bsk[15]=10
(j=3,i=4) bsk[12] =0 (j=4,i=4) bsk[16] =1
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Blind rotation

Consider a set of parties P1,..., Pa. Notation RGSW(m) := m
Each party i has a secret key s; € {0,1}".

For example, assume that 511 = 1,51 =1,531 = 1,51 =0.

In our MPHE scheme, the global LWE secret key sg will have sg1 = 3.
o In this example, we also have S ={0,1,2,3,4}.

Therefore, the global bootstrapping key bskg will start with

(j=1,i=1) bskg[l] =0
(j=1,i=2) bskg[2] =0
(j=1,i=3) bskc[3] =1
(j=1,i=4) bskc[4] =0

Problem: the server only has encryptions of the secret keys

@ We need a way to go from (31,1,%,1,3%3,1,51,1) to (0,0,1,0)
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Homomorphic Indicator (k = 4)

Arold

Anew
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e For all j =0 set

A™"[0] « 0

A" [0] ¢ A%[0]

ifctr=1

o Forall je{1,...,k} set

Anewl-j] P AOIdU _ 1]

Anewl-j] — AoIdU]

S1,1 = 1752’1 = 1,53,1 = 1,54,1 =0
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otherwise

if ctr=1

otherwise




Homomorphic Indicator (k = 4)

Arold

Anew

cr=1
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e For all j =0 set
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otherwise

if ctr=1

otherwise




Homomorphic Indicator (k = 4)

Avold - Armew @ For all j =0 set
: N A™[0] +- 0 if ctr =1
- - A™[0] + A°7[0] otherwise
0 0 e Forall je{1,...,k} set
0 0 A" — A —1]  ifctr=1
ar=1 A™[] + A"’dU] otherwise

cr=1,s1=1s1=15:=0
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Homomorphic Indicator (k = 4)
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Homomorphic Indicator (k = 4)

Arold Anew
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Homomorphic Indicator (k = 4)
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Homomorphic Indicator (k = 4)

Arold Anew

e For all j =0 set
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Homomorphic Indicator (k = 4)
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Homomorphic Indicator (k = 4)

Arold Anew

e For all j =0 set
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Homomorphic Indicator (k = 4)

Arold Anew
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Homomorphic Indicator (k = 4)

Arold Anew

e For all j =0 set
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Homomorphic Indicator (k = 4)

Arold Anew
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Homomorphic Indicator (k = 4)

Arold A’new

e For all j =0 set
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Homomorphic Indicator (k = 4)

fro e @ For all j =0 set
1 0 0 0 0
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Homomorphic Indicator (k = 4)

Arold A’new

e For all j =0 set

][] A" [0] - 0 if ctr =1

NN
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or=1 =1 or=1  cr=0 A" <—A°’dU] otherwise

sit=1lLs1=1s51=1cr=20
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Homomorphic Indicator

Algorithm 2 Homomorphic Indicator (Hom.Indicator)

Require: {Ci}ic[m, A™" and A%
Ensure: A%,

1: for i < 1 to k do

2. forj<1to k do

3 A™¥[j] := CMUXg(C;, A°[j], A%[j — 1])
4 end for
5 A™[0] := A°M[0] X (1 - C;)
6: for j< 0to k do
7 AoIdU] = Anew[j]
8 end for
9: end for
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Bootstrapping Keys Generation

Algorithm 3 Global bootstrapping key generation

Require: {bsk;}cpq, A" and A%,
Ensure: b/s\k
1: fort < 0ton—1do
2. for i<+ 1to k do
3: Parse C;: := bsk;[t]
4:  end for
5: A := Hom.Indicator({Cj¢}icpq, A", A°)
6
7
8

bsk[] := [A[L], ..., A[K]]
. Refresh A™ and A°“
. end for
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Some benchmarks

K N n ogqg | 16Q | opwe(= 0 | e B T ] Time (in seconds) | Bootstrapping noise | _Bsk noise
s [ [ | 2 | @ [amos | LIl i® CHh——
4 2048 495 32 64 1.85 - 242 217 171 ; g?gg Z’g:;; 846.-!1327)) gg:gg
N N Tl . s 1 1
A I S Il s o . e e 4 e

Table: Parameter sets recommended achieving at least 110-bit security based on LWE estimator
for different number parties k.The last three columns correspond to the average of 500 NAND
operations, each performed with a freshly encrypted LWE ciphertext.
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