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• LWE/RLWE ciphertexts are much larger than 
the underlying plaintext, i.e., have a large 
expansion factor.

• Additive ciphertexts have a much smaller 
expansion factor. 

• The client provides an additive encryption of 
the (R)LWE secret key.

• The server computes the first step of the 
decryption and return a smaller, additive 
ciphertext to the client.

FHE Ciphertexts are huge!

Example: Regev ciphertexts are 5KB per byte

Fresh ciphertexts can be compressed by sending the 
seed.
Processed ciphertexts are much harder to compress!

Problem Statement

LWE Encryption

• Smaller HE ciphertexts are possible!
• LWE ciphertexts can be compressed 

up to 95%
• RLWE ciphertext coefficients can be 

compressed up to 97%

Check out our paper on arxiv!

RLWE Encryption

RLWE Compression
The kth coefficient of the plaintext can be calculated as follows, 
which is linear in the secret key!

Conclusion

Plainte
xt

Scheme Switching
Similar concept but never used for compression

Used for reducing circuit depth for bootstrapping [GH11]
Switching between scheme to utilize capabilities [BGGJ20]

Modulus Switching Reduce ciphertext modulus size, limited size reduction
Key Switching Switches key, but not the scheme

Coefficient Extraction Converts RLWE to LWE [CGGI16]

Related Concepts

Linear in sk Linear in S(X)

Evaluation and Results

The first step of (R)LWE 
decryption is linear.   

So, it can be done using 
an additive HE scheme

Intuition

• Tested and benchmarked on simple 
implementation of LWE and RLWE 
ciphertexts in Python with Paillier as the 
additive encryption system

• Applied to the CGGI encryption scheme 
implemented in OpenFHE using Intel Paillier
Cryptosystem Library (IPCL) as the additive 
HE scheme 

• Integration with BGV/BFV/CKKS coming soon!


