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Fully Homomorphic Encryption "Holy Grail of Cryptography"

Fully homomorphic encryption (FHE) enables the computation of arbitrary
functions to be performed on encrypted data without decryption

) (1) C = Encyg(m) C

R e —————— e —

(3) f(m) = Decyg(C") (2) C" = Evals(C)

Drawbacks of FHE application:
® Slow evaluation: Eval,

€ Ciphertext size expansion: LWE(O0(n logq)), RLWE(0(logq)) | C




Hybrid Homomorphic Encryption (HHE)

Client Server

rk —| HE p—— HE(rk)

m—| & —— &E(m)

f(m) «—— HE(f(m)) Evaluate f | ¢———HE(m)| = Evalg—l(HE(E(m)),HE(rk))

HHE(aka, Transciphering)[ NLV11] can reduce the transmission communication cost between the client and
the server by integrating a symmetric encryption scheme (&)




Hybrid Homomorphic Encryption (HHE)

Client Server

rk —| HE p—— HE(rk)

m—| & I &E(m)

O I
[ ® FHE scheme
® Symmetric cipher

f(m) «—— HE(f(m))

Evaluate f | ¢———HE(m)

HHE(aka, Transciphering)[ NLV11] can reduce the transmission communication cost between the client and
the server by integrating a symmetric encryption scheme (&)




Overview of FHE and HHE
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FHE and Ciphers in HHE

FHE-friendly ciphers: (1) low multiplicative complexity (2) low multiplicative depth (3) secure




Some Attacks about FHE-friendly Ciphers
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Motivation: Focus on Standarlized Cipher AES
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AES-128 specification

By By Bg Bi2
B, Bs By Bis
By Bg Byo B
B3 Br B11 Bis

Co Oy Cg Ch2
C1C5 Cy Cr3
Cy Cs Cro Cra
C3 C7 C11 Cs

Ag Ay Ag Aro
1 Al AS A9 A13 16
eF
State matrix As As Ao A 19
Az A7 Aq1 Ass
S(Ag) S(Ag) S(As) S(Ai2) By By Bs B By By Bg B
S(Al) S(A5) S(Ag) S(A];),) Bl BS BQ BIB — B5 BQ BIS Bl
S(AQ) S(Aa) S(Alo) S(AM) BZ B6 BlO Bl4 BlO Bl4 B2 BG
S(A3) S(A7) S(A11) S(As) B3 B7 B Bis Bis B3 B7 B
02 03 01 01 By B, Bs Bis Ao Ay Ag Aro Co Cy Cg Ch2 rkio rkia Tkig Tki12
01 0203 01 Bs By B3 B Ay As Ag Ags _ C1Cs Cy Ci3 n rki1 rkis Tkio Tki3
01 01 02 03 Bio B14 By Bg Aoy Ag A1o Avg Cy Cs Cio C14 rkio Tkie Tki 10 ki 14
03010102 Bys Bs B; Bqy A3 A7 Ayy Asgs C3 C7 C11 C15 rki 3 rki7 Tki11 rkis

» Linear function: ShiftRows, MixColumns, AddRoundKey

» Nonlinear function: SubBytes(S-box)




The state-of-the-art

Different methods —

—

TFHE: bit(s)-wise encryption [TCBS23]

SubBytes: S-box lookup table(Functional bootstrapping)
RowShifts: free

MixColumns: Mulx2 and Mulx3 table(Functional bootstrapping)
AddRoundKey: 4-by-4-bit XOR table (Functional bootstrapping)

YRR



The TFHE cryptosystem

1. Ciphertext type 2. Building blocks
] » External Multiplication [[]: TRGSW x TRLWE —» TRLWE
TLWE
—‘ ’—‘ » CMux gate CMUX(C, dl,do) = C B (d1 - do) + do
TRIWE | | \ | | | » SampleExtraction:
* TRLWE-to-TLWE
wesw | || > KeySwitching:

* TLWE-to-TLWE. TLWE-to-TRLWE. TRLWE-to-TRLWE
» BlindRotation:
* Rotate the test polynomial blindly using encrypted numbers.

» |dentity bootstrapping
+ Keep the message still while refreshing the noise
» Gate bootstrapping
+ Perform gate operations while refreshing noise
» Functional bootstrapping or Programmable bootstrapping
+ Evaluate arbitrary function lookup table while refreshing noise
» Multi-value bootstrapping
+ Evaluate multiple functions at the same time using just one bootstrapping
» Circuit bootstrapping
+ TLWE-to-TRGSW ciphertext conversion




Our observation

Message Encoding and Evaluation Strategy are very important in FHE

» Linear function: ShiftRows, MixColumns, AddRoundKey

bob1b2b3b4b5bs b7 EEN bob1b2b3babsbsby
bob1babsbabsbsby == brbobybabsbabsbe @ 0bz0b7b7000

bob1b2b3bsbsbsbry Xletl), bob1bab3bsbsbsbr @ bbby babsbabsbg @ 0b70b7b7000

» Nonlinear function: SubBytes(S-box)



Our observation

Message Encoding and Evaluation Strategy are very important in FHE

» Linear function: ShiftRows, MixColumns, AddRoundKey

bob1b2b3b4b5bs b7 EEN bob1b2b3babsbsby
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» Nonlinear function: SubBytes(S-box)
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S-box LUT via CMux gate and mixed packing

Suppose the dimension of the ring polynomial is N = 1024

Lo X7 Jo J7
0 0 00,0 00,7
1 0 01.0 O1,7
0 0 02.0 02,7
1 0 0'3,0 0'3,7
0 L ||o252,0 0252,7
1 1 0253.0 0253,7
0 1 0254.0 0254,7
1 I |[o255.0 02557

X7
00,0 00,7
01,0 01,7
020 027
03,0 03,7
TO

Note that selector ciphertext must be TRGSW, output ciphertext is TLWE



Detailed Algorithm

Algorithm 1. LUTMixedPacking

Input: Eight TRGSW ciphertexts Cop,--- ,C7
Input: Two TRLWE ciphertexts used for packing S-box do, d1
Output: Eight TLWE ciphertexts co, - - ,c7
1: ACC «— CMUX(C%7,d1,do)
for 1 =0 to 6 do .
ACC «— CMUX(C;, X 82" (med 2N) - ACC, ACC)
end for
for . =0to 7 do
¢; +— SampleExtract(ACC, 1)
¢i — KeySwitch(c;)
end for
return co,---,cy




Circuit Bootstrapping(TLWE-to-TRGSW)

How?
TLWE(m) — e e e e e e e e e e m e m— - - - »  TRGSW(m)
[ |/ @) b)) 1/B, 0
TRLWE(=s -m - B,”) |— az(x)  by(x) 1/B2 0

= ae) bee) [4me|1/BE 0
ag+1(z)  bega(z) 0 1/B,

TRLWE(m - B,”) | 7

a2e.(37) b2e'(517) / 0 1/35




Circuit Bootstrapping(TLWE-to-TRGSW)

TLWE(m)

TLWE(mn)

PBSmanyLUT

v

TLWE(m - B,”)

PrivateKeySwitching

TRLWE(—s - m - B, ”)

TRLWE(m - B,”)

\l

TRGSW(m)
ay(x) bi(x) \ 1/B, 0
as(x) ba(x) 1/33 0
(Ig(.’l:) bg(.iL‘) +m - 1/35 0
ag+1(x)  begr(2) 0 1/By
ase()  bae(a) 0 1/B!

A new test polynomial that satisfies negacyclic property for PBSmanyLUT [CLOT21]:

-1 901

P(X)= ) Z(—1)~%X2"'i+j+ > Z%X?”j
—~

i=-_ 5=0

2P .2




Fregata: Faster Homomorphic Evaluation of AES via TFHE

Level 2

Level 1

Level O

noise

A

PBSmanyLUT

Message Encoding: {0,1} — {0,%} over the Torus

TRGSW I SubBytes l TRLWE SampleExtract»

TLWE N,S

TLWE N, S

F____

KeySwitch

IAddRoundKey, ShiftRows,

TLWE [«

I MixColumns.

TLWE n, S

bit shifting and bitwise XOR

ShiftRows, AddRoundKey and MixColumns can be performed at Level 0, while SubBytes would be performed in Level 1



Scalability: Homomorphic Evaluation of SM4

SM4 is a Chinese block cipher standard used for protecting wireless networks and was released publicly in 2006. Now it has
become the international standard of ISO/IEC.The structure of SM4 is similar to the AES algorithm, but it uses generalized
Feistel structure. And its encryption computation requires up to 32 rounds.

i=0,---,31
i noise
Xi+1 ® Xir2 ® Xijy3 ® ki ¢ A
PBSmanyLUT _ —
A Level 2 TLWE N, S
itch
ot KeySWItC
Sbox | Sbox | Sbox | Shox /
B Level 1 TRGSW evaluate Sbox TRLWE SampleExtract | TLWE N, S
B®B 3220 B k33 100 B «33 180 B 33 24 e : KeySwitch
1 Linear
C key ! bIdentity : tranformation 7
addition ' ootstrap 1 XOR
Level 0 TLWE TLWE TLWE TLWE | =n, s
1
Xita ; i
|

C@Xl ! 1

-

SM4 cipher Homomorphic Evaluation of SM4 via Fregata



Recent Improvement (FHE.org2024)

Implementation Methods of AES

(1)Using four basic functions

SubBytes, RowShifts, MixColumns and AddRoundKey
(2)Using LUT-based implementation

Merge SubBytes, RowShifts and MixColumns three functions into 8-to-32-bit
LUT, as follows. We present faster evaluation of AES using this implementation
based on leveled TFHE.

Message AddRoundKey

|

8-to-32-bit LUT AddRoundKey

9 rounds

last round SubBytes »  ShiftRows AddRoundKey Ciphertext
8-to-8-bit LUT




Efficient 8-to-32-bit lookup table

Lo L7 fo f31

0 0 70,0 00,31
1 0 01,0 01,31
0 0 02,0 02,31
1 0 03.0 03,31
0 1 | 02520 09252,31
1 L | 02530 09253,31
0 1 | 02540 09254,31
1 1 0255,0 0255,31

X0, X1, X2, X3, X4

X7
To— 0| T,
T, —1
T,—0] T,
T, —1
T, — 0| T,
Ts —11
Te — 0| T
T; — 1

Lookup table using CMUX and mixed packing

BR SE

TRLWE TRLWE TLWE



Efficient Circuit Bootstrapping(TLWE-to-TRGSW)

TLWE(m)

TRLWE(—s - m - B, ”)

TLWE(m)

TLWE(m - B,”)

v

PBSmanyLUT

Accelerate the Second Step

(1)The second ¢ rows of TRGSW can be constructed by PublicKeySwitch:

1

TRLWE(m - B,”)

TLWE(m) — TRLWE (m : Bé})] =10
(2)The first £ rows of TRGSW can be constructed by EvalSquareMult [KLD+23] :

1

TRLWE (m—_) — TRLWE (—s-m-%),j =1, ¢

B~J

TRGSW(m)
ay(x) bi(x) \ 1/B, 0
as(x) ba(x) 1/33 0
(lg(.ﬁl)') bg(é) +m 1/35 0
ag+1(x)  begr(2) 0 1/By
agg.(il)) bgg'(il?) 0 1/B§

(a KeySwitch)




New evaluation framework

Efficient AES evaluation framework based on leveled TFHE

PBSmanyLUT — =
» TLWE N,S
“+ching
ouplickeySHte
TLWE » TRLWE | TRGSW |——» TRLWE —»1 TLWE N,S
| EvalSquareMult & 8-to-32(8)-bit LUT Sample
L J' Extraction | KeySwitch
ShiftRows
TLWE TLWE n, s
AddRoundKey

Level 2

Level 1

Level O



Performance

Experimental environment

a single core of Intel(R) Core(TM) 15-11500 CPU @ 2.70GHz and 32 GB RAM, running the Ubuntu 20.04 operating
system. We used a public available FHE library TFHEpp.
Implementation result

Leveled[GHS12] 4 mins
Bootstrapping[GHS12] 18 mins 6s
CKKS Bootstrapping[ADE+23] 31mins 56.7 ms*

Functional bootstrapping[SMK22] 4.2 mins 4.2 mins*

Functional bootstrapping[TCBS23] 270's 270's
TFHE
Functional bootstrapping[BPR23] 211s 211s
Ours(Leveled) 865(46 3) 865(46 3)

Table: Comparison of AES-128 evaluation latency based on different schemes


https://github.com/virtualsecureplatform/TFHEpp
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