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Go Beyond with Al
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Senior Solutions Architect, Okta
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Safe harbor

This presentation contains “forward-looking statements” within the
meaning of the “safe harbor” provisions of the Private Securities Litigation
Reform Act of 1995, including but not limited to, statements regarding our
financial outlook, long-term financial plans, product development,
business strategy and plans, market trends and market size, opportunities
and positioning. These forward-looking statements are based on current
expectations, estimates, forecasts and projections. Words such as
“expect,” “anticipate,” “should,” “believe,” “hope,” “target,” “project,” “goals,
“estimate,” “potentia predict,” “may,” “wil might,” “could,” “intend,”
“shall” and variations of these terms and similar expressions are intended
to identify these forward-looking statements, although not all
forward-looking  statements contain these identifying  words.
Forward-looking statements are subject to a number of risks and
uncertainties, many of which involve factors or circumstances that are
beyond our control. For example, the market for our products may develop
more slowly than expected or than it has in the past; there may be
significant fluctuations in our results of operations and cash flows related
to our revenue recognition or otherwise; we may fail to successfully
integrate any new business, including AuthO, Inc.; we may be unable to
retain key personnel; global economic conditions could worsen;
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a network or data security incident that allows unauthorized access to our
network or data or our customers’ data could damage our reputation and
cause us to incur significant costs; we could experience interruptions or
performance problems associated with our technology, including a service
outage; and we may not be able to pay off our convertible senior notes
when due. Further information on potential factors that could affect our
financial results is included in our most recent Quarterly Report on Form
10-Q and our other filings with the Securities and Exchange Commission.
The forward-looking statements included in this presentation represent
our views only as of the date of this presentation and we assume no
obligation and do not intend to update these forward-looking statements.

Any unreleased products, features or functionality referenced in this
presentation are not currently available and may not be delivered on time
or at all. Product roadmaps do not represent a commitment, obligation or
promise to deliver any product, feature or functionality, and you should
not rely on them to make your purchase decisions.
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Source: Garthér ”Idéntity and Access Intelligence Innovation With wfe Al” by Homan Farahmand
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Lots of Al
buzzwords, but
what does
It all mean?
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Benefits of Al
for Identity

98% of security
professionals believe Al will
help improve identity
security

In your opinion, what types of identity-related use cases would benefit from artificial
intelligence or machine learning (Al/ML) capabilities?
Choose all that apply.

Identifying outlier behaviors (I ININIEIGIGINGEEEEEE 50
Evaluating alert severity in the SOC (IIINNINGTGTININGEGEGEGEGEEEEEEEEEEE -
More efficient administration, onboarding, and offboarding (GGG 52
Assist with access approval decisions (I IIIEIGIGNGGEGEGEGEGENEGEGEEEEEEEEEEEEES
Helping make better access review decisions ([ NEGTTIINGNGEGEGEGEGEEEEEEEEES 2
Apply controls in niche environments (GGG 400

Al/ML will not be beneficial for identities = 2%

o] 20% 40% 60% 80%

Copyright © 2023, IDSA

Source: Identity Defined Security Alliance, “2023 Trends in Securing Digital Identities”
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Organizations

Proactive security
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Contextual & dynamic
policies

Continuous risk
assessment throughout
active sessions

Detection and mitigation
of fraudulent behaviour

Shared Signals
Framework
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Extended workforce

Efficient workflow High quality governance Operationalize identity
automation analysis system logs

Optimize security Reduce risk by
outcomes while reducing identifying behavioural
employee friction outliers
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Developers

Build apps faster
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Guided workflows and
tailored quickstarts

Al generated actions
available via plain
language searches

Recommendations to
optimize customer
journey

=
=

a4

\ S - B |
N——————

Analyzing identity data
to enhance UX
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Adaptive MFA with less Better UX and increased
friction satisfaction
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Customers

Frictionless user
experience

Faster for the customer Assurance their Pll is
and the organization safe
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The Al-powered threat landscape
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Canadian Concerns around Al and Identity

Okta Angus Reid Survey Results Dec. 19-21, 2023

o : : o :
75% of Canadians fear Only 20% are confident in 35% of Canadians have

identity theft driven by they can recognize experienced identity
) Al-generated identity theft or know someone
advances in Al
attacks who has

Canada’s Identity Theft Worries Mount with Al
Progression, Okta Survey Finds

March 26, 2024
With low confidence in detecting Al-driven identity theft attempts,
Okta research underscores the need for increased Al education and

better security measures for businesses and individuals.

Over 30% are concerned

Only 25% of Canadians with Pﬁrsor:jafl bankmgtor 70% of Canadians say
are educating soclal media accounts being cautious about
themselves about sharing Pll is their primary

. Only 5% are concerned )
Al-driven threats y ot defense against threats

with work credentials
and email
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Al Enabled Attacks

“CFOs must stay vigilant about the increased use
of fraud in this manner, as cyber fraud hit 83% of
organizations in some manner last year,
according to a recent report.”

Source: CFO.com, “Finance Employee
Defrauded for $25M by Deepfake CFO”
Andy Burt, Feb. 5, 2024

e,
my

© Okta and/or its affiliates. All rights reserved. Confidential Information of Okta — For Recipient’s Internal Use Only.

K securREwORLD

=

O

By Drew Todd

NEWS WEBCASY

ONLINE SCAMS

Hong Kong Clerk Defrauded of $25 Million in
Sophisticated Deepfake Scam

TUE | FEB 13, 2024 | 4:27 AM PST

As artificial intelligence continues advancing at a rapid pace, criminals are
increasingly using Al capabilities to carry out sophisticated scams and
attacks. Technologies that synthesize realistic fake media, known as

deepfakes, are among the newest tools being deployed to enable fraud.

A finance clerk working at a Hong Kong branch of a large multinational
corporation recently fell victim to an elaborate scam utilizing deepfake
technology to impersonate senior executives and swindle more than $25
million, according to reports.
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World / Asia

Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’

) By Heather Chen and Kathleen Magramo, CNN
® 2 minute read - Published 2:31 AM EST, Sun February 4, 2024

CFO Opinion Library Events Press Releases

Corporate Finance ~ Human Capital People  Regulation & Compliance ~ Risk  Strategy

Finance Employee Defrauded for
$25M by Deepfake CFO

The Hong Kong-based worker was tricked by a multi-person video conference where

everyone else was fake.

Published Feb. 5, 2024
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2024 GLOBAL THREAT REPORT

As organizations plan for potential threats emerging in 2024, two
potential disruption drivers come to the forefront: generative Al and
2024 global government elections.

Generative Al Use Within
the Threat Landscape

Generative Al enabling identity fraud at scale:
Au10tix report

@ Mar 12,2024, 11:32 am EDT | Chris Burt

704% increase in face swap attacks reported as use of deepfakes

skyrockets O iProos
o Threat Intelligence
Key Findings: Report
. . The Impact of Generative Al ) 1 -
® 704% increase in face swap, a form of deepfake, attacks from H1 to H2 2023 o Nommete Manthy ic s - -
* 353% increase in threat actors using emulators, a form of video injection attack, from H1 to H2 2023
® 255% increase in digital injection attacks against mobile web platforms from H1 to H2 2023 _ B

¢ Almost half (47%) of the information exchange groups identified by iProov’s analysts were created in 2023
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A Growing Attack Vector

“Generative Al has massively democratized
computing to improve adversary operations. It
can also potentially lower the entry barrier to the
threat landscape for less sophisticated threat
actors.”

Source: CrowdStrike, “2024 Global Threat Report”
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ldentity Al - Practical Example

Data
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Threats} [ Usage } [ Policy

Actions

Developer Actions

Risk signals } [ Integrations J

Users } [Customers} [Partners
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Security Actions

Policy and Auth Actions
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Al Enabled Identity Protection

Example of a cohesive approach to integrate security across the diverse components of an organization’s tech stack
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Questions?
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Thank you!
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