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 Black Hills Information 
 Security

 IdentifyAttack Surface  perspective 

 External
 Unauthenticated

 Attacking public resources 

 Internal ( Resource Access )  Testing internal cloud resources from 
 another resources such as a VM

 Internal ( API Access )
 Authenticated

 Identify vulnerabilites via API calls & 
 Configuration analysis 

 already compromised perspective

 Azure RM vs Microsoft 365

 Azure RM

 relies on subscription access to hit any of 
 the internal resources 

 Subscriptions & Resources 

 VMs

 Databases

 Serverless

 Microsoft 365

 we can access subscription-based 
 resources by authenticating to o365 instead

 Productivity

 outlook

 sharepoint

 Teams

 which means that if we can't access 
 internal cloud resources using azure 

 RM due to a non-subscription 
 account, we can perform our enum 

 using o365 api calls 

 Recon & External Attacks

 Cloud Asset Discovery

 Identify  Microsoft 365 Usage  https://login.microsoftonline.com/getuserrealm.srf?login=username@COMPANY.onmicrosoft.com&xml=1  if 

 if they are using ADFS, a link will be 
 displayed to redirect you to their ADFS 
 endpoint 

 if the NameSpaceType is Managed, then 
 they are using o365

 retrieve tenant ID  https://login.microsoftonline.com/companydomain/v2.0/.well-known/openid-configuration

 Data in public Azure  Blobs

 predictable URL's at core.windows.net

 web.core.windows.net

 file.core.windows.net

 blob.core.windows.net

 queue.core.windows.net

 Tools  cloud_enum
 https://github.com/initstring/cloud_enum

 cloud_enum -k <keyword> -k <keyword> -k <keyword> -k <keyword>  -t 60 --disable-aws --disable-gc

 policy
 Blob  anyone can anonymously  read blobs, but 

 can't list the blobs in the container 

 Container  allow for listing containers & blobs

 User Enumeration 

 https://login.microsoft.com/common/oauth2/token

 https://github.com/nyxgeek/onedrive_user_enum  python onedrive_enum.py -U users.lst -d domain.com 2> /dev/null

 how it works  https://domain-my.sharepoint.com/personal/user_domain_com/  status code results 
 403  user exists and has logged on to onedrive

 404  user either does not exits, or haven't logged on to onedrive yet

 what it does  enumerate valid users 

 https://github.com/dafthack/MSOLSpray  Invoke-MSOLSpray -UserList C:\Users\noman\Desktop\emails.txt -Password "password"

 what it does

 enumerate valid users 

 enumerate valid credentials 

 detect if MFA is enabled for a user

 check if a tenant doesn't exists 

 check if the account is disabled

 check if the account is locked

 check if the password is expired or disabled

 it can also rotate source IP addresses on 
 authentication requests using firefox

 how it works  by hitting the following endpoint ( https://graph.windows.net ) 

 Password Attacks  Password Spraying  https://github.com/dafthack/MSOLSpray  Invoke-MSOLSpray -UserList C:\Users\noman\Desktop\emails.txt -Password "password"

 what it does

 enumerate valid users 

 enumerate valid credentials 

 detect if MFA is enabled for a user

 check if a tenant doesn't exists 

 check if the account is disabled

 check if the account is locked

 check if the password is disabled

 it can also rotate source IP addresses on 
 authentication requests using firefox

 how it works  by hitting the following endpoint ( https://graph.windows.net ) 

 Password Protection  & Smart Lockout

 Azure  password protection  what it does 
 prevent users from picking passwords with 
 certian words like  seasons, company name, 
 etc.

 Azure smart lockout
 what is does  lock out authentication attempts whenever 

 brute force or spray  attempts  are detected 

 how to bypass  by using MSOLSpray + FireProx  https://github.com/ustayready/fireprox

 Key Takeaways

 Reconnaissance is key to understanding 
 cloud asset usage

 Cloud attack surface enables multiple ways 
 to gain access

 configuration of cloud resources is a wild 
 west and changes daily

 key Methods for gaining a foothold 

 key disclosures in repos

 passwords attacks

 phishing

 Remote Code Execution ( RCE )

 situation awareness wil help drive decisions post-compromise

 attack applicable today may be a 
 waste of time tommorow

 Scanning tools

 scoutsuite  https://github.com/nccgroup/ScoutSuite

 ROADTools  https://github.com/dirkjanm/ROADtools

 PowerZure  https://github.com/hausec/PowerZure

 MicroBurst  https://github.com/NetSPI/MicroBurst

 StormSpotter  https://github.com/Azure/Stormspotter

 AzureHound  https://github.com/BloodHoundAD/
 AzureHound/blob/master/AzureHound.ps1

 Post Compromise Recon

 Questions to ask

 what subscription you are in ?

 what do we have access to ?

 what roles do we have ?

 is MFA enabled ?

 what can we access ?

 who are the admins ?

 how are we going to escalate to admin ?

 is there any security proctections in place ( ATP, GuardDuty, etc ) ?

 Defensive notes Lock down users from viewing Azure info  set-MsolCompanySettings -UserPermissionToReadOtherUsersEnabled $false

 Command Line Access

 Powershell Modules

 AZ

 AzureAD

 MSOnline

 Azure cross-platform az cli

 cloudpentest cheatsheet https://github.com/dafthack/
 CloudPentestCheatsheets

 Roles built-in azure subscription roles

 Owner

 Contributor

 Reader

 User Access administrator

 Resource specific issues serverless environment variables

 secrets should be called from key vaults

 sometimes plaintext get added as environment vars or within source code as connection strings

 Reader level access to functions allows viewing

 Instance Metadata services
 169.254.169.254 examples http://169.254.169.254/metadata/identity/oauth2/token?api-version=2018-02-01&resource=https://

 management.azure.com/

 contains  access/secret keys

 Azure AD user attributes credentials are often found in description or 
 comment fields 

 $users = Get-MsolUser; foreach($user in $users){$props = @();$user | Get-Member | 
 foreach-object{$props+=$_.Name}; foreach($prop in $props){if($user.$prop -like "*
 password*"){Write-Output ("[*]" + $user.UserPrincipalName + "[" + $prop + "]" + " : " + $
 user.$prop)}}} 

 Service Principal hijacking

 over 200 default service principals in an 
 o365 tenant

 none of them are listed in the azure GUI 
 portal

 they all have varying levels of permissions 
 through microsoft Graph

 An application administrator can change 
 passwords and certificates for service 
 principals ... even the default ones

 Key Vaults

 by default only the owner of the key vault 
 can access this keys

 contributors over  key vault resources can 
 themselves acces

 Microsoft 365 compliance search

 must be a member of eDiscovery Manager

 scan & report across all microsoft 365 
 services

 Exchange mail

 skybe foe business

 Teams messages

 sharepoint sites

 onedrive Accounts

 https://protection.office.com/

 Authentication

 Azure Authentication

 more ways to authenticate to cloud providers than just username & password

 API's, Certificates & more

 Multi-Factor may differ for things like service accounts or those that authenticate with certs

 sometimes keys get posted publicly with 
 code to repos 

 finding authentication points is a key first step

 Cloud Authentication Methods 

 Password Hash Synchronization credentials are on-prem & on azure

 Pass through Authentication credentials are only stored on-prem 

 ADFS credentials are only stored on-prem 
 for password attacks we would have 
 to authenticate to the On-prem ADFS

 Certificate-based auth

 Conditional access policies

 Long-term access tokens

 Legacy Authentication portal

 SMTP

 IMAP

 EAS

 EWS

 POP3

 examples Outlook for MAC

 end of life pushed back to 2nd half 
 of 2021

 built around different scenarios 

 location

 device

 real-time risk level

 MFA Options

 Microsoft Authenticator APP

 OAUTH Hardware token

 SMS

 Voice Calls

 Security Defaults  what it does  helps protect accounts by

 requires all users to use an MFA

 Blocks Legacy auth protocols ( EWS, IMAP )

 requires MFA  auth when necessary

 protects privileged  activites like access to 
 azure portal

 Bypassing MFA

 By changing the user-agent to an android 
 OR IOS user-agent

 using MFASweep

 what is does find inconsistencies in Microsoft MFA 
 deployments

 Microsoft Graph API

 Azure Service management API

 Microsoft 365 Exchange Web Services

 Microsoft 365 Web Portal

 Microsoft 365 Web Portal using a mobile 
 user agent

 Microsoft 365 ActiveSync

 ADFS

 if the password is incorrect, the 
 account may lock out due to multiple 

 failing attempts 

 link https://github.com/dafthack/MFASweep

 usage Invoke-MFASweep -Username user@domain.com -Password "pa$$w0rd"
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