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@Joget
Prerequisites

* General understanding of all major Joget components (i.e.
Process, Form, List and Userview)



Content
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Application Permission Control



@Joget
Introduction

* Permission Control is used to exert control and manage
access to various components in a developed Joget App.



@Joget

Reviewing Various Components With Potential Access Control

* How would a user access the app?
* What can a user do after accessing the app?

* List down what the user can explicitly do within the app.

PURCHASE REQUISITION PORTAL
o # Home > Purchase Requisition > Submit New Request

=¥ admin

PURCHASE REQUEST PROCESS - SUBMIT REQUEST

Welcome

Purchase Requisition ) Request Details
bmit Name
* Request Date MM/DDIYYYY
) Category Stationery
Items
[
Click to edit Click to edit

Add Row




4 Categories

* Process
 Form
e Userview

o Datalist



8 Permission Layers

* Process

— Process Start Whitelist
* Form

— Form

— Form Section

— Form Element
e Datalist

— Action/Column/Filter Element

* Userview

— Userview

— Userview Category

— Userview Menu



Process Start Whitelist

e Controls on who can start/run the Process.

* Available in each Process

S»ystem
ID : system Add/Edit Mapping
P_rocess St{:lrt White List
ID : processStartWhiteList Add/Edit Mapping
Type Role
Value Everyone (Including Anonymous)

By default, this whitelist is set to admin role only, for safety purposes.

Remember to map a participant / role before publishing to production.




Form

e Controls on who can see the form.

Advanced

Permission

E | ©oe:  FORM BUILDER Purchase Requisition v1: 1-Submit Request (Published)
DESIGN FORM PROPERTIES ! PREVIEW SAVE

I Permission

‘I

Unauthorized Message

Post Form Submission Processing

Run a tool after a form is submitted. Only applicable foj

Post Processing Tool

Run Tool on

=

o ————————————————————}

Is Anonymous

Bean Shell Script

Department

Group

Logged In User

Organization

Controlled By Manage Permission Menu

User
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Form Section

e Controls on who can see the form section.

Request Details

Name
Request Date *
Category

ltems
Name
Click to edit

Add Row
Remarks

Advanced Options

Permission

Edit Section > Data Binder > Advanced Options

I Permission

Show as readonly when
no permission?

Development

Comment

‘ p v

Is Admin

Is Anonymous

Bean Shell Script

Department

Group

Logged In User

Organization

Controlled By Manage Permission Menu

User

CUSTOM HTML

[><
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Form Advanced Tools Permission

@ Joget

* Manages form and form section permission on Default

permission.

ADVANCED TOOLS

& Permission

<+ Add Permission

i Tree Viewer

i Usages EB Table

oE 18N

© Tooltip

28 Diff Checker

<[> JSON Definition

B e..

DESIGN FORM PREVIEW

PROPERTIES

Advanced

Permission

I Permission

Unauthorized Message

o . Is Anonymous
Post Form Submission Processing
Bean Shell Script

Dnly applicable fol Department

Group
Post Processing Tool Logged In User
Organization
Run Tool on

User

Controlled By Manage Permission Menu

Request Date *
Category

ltems
Name
Click to edit

Add Row
Remarks

Edit Section >

Permission

inder > Advanced Options

AUTHORIZED UNAUTHORIZED
Request Details section1
Default \EIl:{E= READONLY | HIDDEN
No Plugin I Permission: No Plugin (&
Name name VISIBLE NSl @) HIDDEN
FORM BUILDER Ppurchase | =quisition v1: 1-Submit Request (Published) .
2pP@O®

Edit

I Permission

no permission?

Development

Comment

Show as readonly when

Is Anonymous

Bean Shell Script

Department

Group

Logged In User

Organization

Controlled By Manage Permission Menu

User

ection

X

CUSTOM HTML
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Form Advanced Tools Permission

* Fine grain control over each form element.

ADVANCED TOOLS
5 Tree Viewer & lkermission i Usages FB Table 0o (18N © Tooltip 24 Diff Checker </> JSON Definition
+ Add Permission AUTHORIZED UNAUTHORIZED
fault Request Details section
Defe & V-l READONLY = HIDDEN
No Plugin Permission: No Plugin (&

Name name VISIBLE HIDDEN
Request Date from READONLY = HIDDEN
Category room READONLY = HIDDEN
ltems field5 READONLY ' HIDDEN

Additional section2
\USICINS READONLY  HIDDEN = [e NN HIDDEN
Permission: Bean Shell Script (£

Remarks reason \GISINS READONLY |~ HIDDEN READONLY [zllsls}]




Form Advanced Tools Permission

* When form section permission is set, unauthorized
section will be enabled.

ADVANCED TOOLS
5 Tree Viewer & lkermission i Usages FB Table 0o (18N © Tooltip 24 Diff Checker </> JSON Definition

AUTHORIZED UNAUTHORIZED
Request Details section1 READORLE | HiDDE
No Plugin Permission: No Plugin (&
Name name VISIBLE HIDDEN
Request Date from READONLY &= HIDDEN
Category room READONLY = HIDDEN
ltems field5 READONLY = HIDDEN

Additional section2
AUEICIN READONLY HIDDEN = slo MA@l HIDDEN
Permission: Bean Shell Script (£

'
i

Remarks reason \GISINS READONLY |~ HIDDEN = s[e NN g HIDDEN




Form Advanced Tools Permission

@Joget

* This is same as Form Section > Edit > Show as Readonly

when No Permission? but wit

n granular field level control.

Additional & @ O@O) g )

v
Permissi

Permission Bean Shell Script

Show as Readonly When No v

Permission?

24 Diff Checker <[> JSON Definition

AUTHORIZED

\UEICINS READONLY  HIDDEN

VISIBLE HIDDEN
READONLY = HIDDEN
READONLY | HIDDEN
READONLY = HIDDEN

UNAUTHORIZED

@ READONLY = HIDDEN

READONLY mzissl}

L lol R aN HIDDEN
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Form Advanced Tools Permission

e Additional permissions can be set too.

ADVANCED TOOLS
5 Tree Viewer ﬂjF’ermission #4 Usages FB Table

Manager Request Details section?

Group Permission: No Plugin (&

Normal Staff Name name

Logged In User

Default Request Date from

No Plugin
Category room

ltems field5

Additional section2

Permission: Bean Shell Script (&

Remarks reason

o 118N

© Tooltip

>4 Diff Checker

<[> JSON Definition

VISIBLE

VISIBLE

VISIBLE

VISIBLE

VISIBLE

VISIBLE

VISIBLE

AUTHORIZED

READONLY

READONLY

READONLY

READONLY

READONLY

READONLY

READONLY

HIDDEN

HIDDEN

HIDDEN

HIDDEN

HIDDEN

HIDDEN

HIDDEN

UNAUTHORIZED

READONLY

READONLY

HIDDEN

HIDDEN
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@Joget
Form Advanced Tools Permission

e Each with its set of form, form section, and form element
configurations.

ADVANCED TOOLS ‘
i Tree Viewer ﬁjF’ermission i1 Usages BB Table o 118N © Tooltip 24 Diff Checker <[> JSON Definition
AUTHORIZED UNAUTHORIZED
M Request Details section?
e o \UEICINS READONLY ~ HIDDEN

Group Permission: No Plugin (&

Morsmal; Slalt Name name VS0l READONLY = HIDDEN

Logged In User

Default Request Date from (WISl READONLY = HIDDEN

No Plugin

Category room \V[SI-IRS READONLY = HIDDEN

ltems field5 \VUSI-INS READONLY =~ HIDDEN

Additional section2
VSIS READONLY =~ HIDDEN (= lelNRgN HIDDEN
Permission: Bean Shell Script (&

Remarks reason VISR READONLY  HIDDEN [N \elol NGl HIDDEN
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Form Advanced Tools Permission

* Permission with highest privilege should be set first as
the first matching permission will be applied.

ADVANCED TOOLS
% Tree Viewer ﬁ};ermission

Manager

Group

Normal Staff
Logged In User

Default
No Plugin

#1 Usag EB Table 0B 118N © Tooltip >4 Diff Checker <[> JSON Definition
AUTHORIZED UNAUTHORIZED
Request Detail
o’ Example:
Nam me|
Clark belongs to “Manager” group.
Request Dat|
We want Clark to be matched to the “Manager” permission instead of
caegon o “Normal Staff” permission.
ltems field5 READONLY = HIDDEN
Additional section2
READONLY = HIDDEN HIDDEN
Permission: Bean Shell Script (&
Remarks reason READONLY = HIDDEN HIDDEN
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@Joget
Datalist Advanced Tools Permission

e Controls on who can see the datalist column, datalis filter
and datalist action elements.

* Permission with highest privilege should be set first as
the first matching permission will be applied.

ADVANCED TOOLS

EEEEEE

NNNNNNNN

SSSSSS

< < < < < < <

@ @ @ @ @ @ @

@ @ @ @ @ @ @

£ ) ! o ) ! o) e { o)

m m m m m m m E
m

= = = x == x == 2

o o o o o o o

o o o o o o { o |

m m m m m m m

eeeeee

19




Userview

e Controls on who can access the userview.

DESIGN USERVIEW » SETTINGS PREVIEW

Configure Permission

USERVIEW BUILDER Ppurchase Requisition v1: Purchase Requisition Portal (Published)

Configure Layout > Theme (DX Progressive Theme)l Configure Permission I

Hide this Userview in App Center?

Permission Type

Temporarily disable permission checking for
testing?

Is Admin

13

Is Anonymous

Bean Shell Script

Department

Group

Logged In User

Organization

Controlled By Manage Permission Menu
Is Sub Level Userview

User N
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Userview Category

e Controls on who can see the userview category.

DESIGN USERVIEW

£/ Form

fisl| HTML Page

i) | Inbox

ia]| Link

fidl | List

@m| Run Process
i | Universal Inbox

i) | User Profile

&l cruD

i calendar

idl| chart

[i8)| Dashboard
i@ | Datalist Inbox
fig] Import Menu
[aa] JasperReports

fig] Manage Permission

[i8]| Process Status

USERVIEW BUILDER Ppurchase Requisition v1: Purchase Requisition Portal (Published)

SETTINGS PREVIEW

Purchase Requisition Portal
Click to edit

#date EEE, d MMM yyyy#

Menu

<i class="fa fa-home'></i> Home

Welcome

Purchase Requisition @)@ &) (e)

Permission

Submit New Request

Inbox

Powered by Joget

SAVE O Undo | € Redo  Advanced Tools

Property Editor

Edit Category @

Label * Purchase Requisition

Permission Setting

Hide From Menu

Permission Type A
Q

Development

Comment Is Anonymous

Bean Shell Script

Department

Group

Logged In User

Organization

Controlled By Manage Permission Menu
Is Sub Level Userview

User i
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@ Joget

Userview Advanced Tools Permission

* Manages userview and userview category permission on

Default permission.

ADVANCED TOOLS

L
&5 Tree Viewer & Permission 0E 118N 4 Diff Checker

<+ Add Perm

Default <i class="fa fa-home'></i> Home

Logged In User IPermission: No Plugin (&

Welcome welcome

<[> JSON Definition

(ofoi=CHll- IR HIDDEN ~ DENY ACCESS
(o{ol 11 TH-l HIDDEN | DENY ACCESS

AUTHORIZED

USERVIEW BUIL R Purchase Requisition v1: Purchase Requisition Portal (Published)

DESIGN USERVIEW SETTING: PREVIEW

Configure Permission

Configure Layout > Theme (DX Progressive Theme)

\
} configure Permission

Hide this Userview in App Center?

Permission Type - I
Q
Temporarily disable permission checking for
Is Anonymous

Bean Shell Script

Department

Group

Logged In User

Organization

Controlled By Manage Permission Menu
Is Sub Level Userview

User i

_ USERVIEW BUILDER purchase Requisition v1: Purchase Requisition Portal (Published)
DESIGN USERVIEW SETTINGS PREVIEW SAVE

:

Bl/Form

8] HTML Page

D Undo | & Redo # Advanced Tools

| Process Status

i Inbox Edit Category ©
Menu

| Link
&l List <i class="a fa-home'></i> Home Label * Purchase Requisition
8l|Run Process R Permission Setting
8| Universal Inbox

Hide From Menu
8 User Profie Purchase Requisition @@@E,

S ETISSIOn TYPe. . |

48l CRUD
i@l calendar Comment Is Anonymous
Bl crart Bean Shell Script
= Department
#s| Dashboard Group
i@l Datalist Inbox Rowared by logel Logged In User
58]/ import Menu Organization
~ Controlled By Manage Permission Menu
us)| JasperReports Is Sub Level Userview
i@ Manage Permission User v
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@Joget
Userview Advanced Tools Permission

* Fine grain control over each userview menu.

ADVANCED TOOLS c
&5 Tree Viewer fiay Per%ission i1 Usages 0o 18N >4 Diff Checker <[> JSON Definition
+ Add Permission AUTHORIZED
Default <i class="fa fa-home'></i> Home
5 pleloi o[- 1N HIDDEN  DENY ACCESS
Logged In User Permission: No Plugin (&
Welcome welcome Fleloi SRS IR HIDDEN | DENY ACCESS

<i class='fa fa-users'></i> Request Approval Process
plelol oSN HIDDEN ~ DENY ACCESS

Permission: No Plugin (&

Inbox request_inbox FXoloi 1IN HIDDEN =~ DENY ACCESS

Submit Quick Request el DRl HIDDEN | DENY ACCESS

Submit Regular Request request_submit el =] C IR HIDDEN | DENY ACCESS

Submit Purchase Order Foloi =SR] IRS HIDDEN | DENY ACCESS
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@Joget
Userview Advanced Tools Permission

e Additional permissions can be set with its own set of
userview, userview category, and userview menu
configurations.

* Permission with highest privilege should be set first as
the first matching permission will be applied.

ADVANCED TOOkLS ¢

i Tree Viewer & Permission i\ Usages og 18N 24 Diff Checker </> JSON Definition

AUTHORIZED

<i class="fa fa-home'></i> Home

Permission: No Plugin [&

lelol iRl HIDDEN |~ DENY ACCESS

Normal Staff Welceime welcdme PYelol=-1 (Il HIDDEN = DENY ACCESS

Logged In User

<i class="fa fa-users'></i> Request Approval Process
Permission: No Plugin [&

Default ploloi=Cii IR HIDDEN |~ DENY ACCESS

Logged In User

Inbox request_inbox ytelol=oi]CINS HIDDEN = DENY ACCESS
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@Joget
Typical Permission Control Precedence

1. Userview (top)
2. Userview Category

3. Userview Menu (i.e. Datalist, Run Process, Form)

1. Datalist Column / Action / Filter

\ 1. Run Process
\ 1. Form
2

. Form Section
3. Form Element

25




O Joget

Typical Permission Control Precedence

Example: Form Menu

Example: Run Process
Menu

Example: List / CRUD Menu

Userview Level

Userview Category Level

Userview Menu Level Form Run Process Datalist
Process Start Whitelist | Datalist Column / Action /
Filter
Form Level Form Form Form

Form Section Level

Form Section

Form Section

Form Section

Form Element Level

Form Element

Form Element

Form Element
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Exercise 1

* Modify your App in such a way that:-

— Anonymous user will not be able to see anything except
for the landing page “Home”.

— Only users from the “Managers” group can see the “List
All” menu item.

Tip: A group may / may not belong to an organization.
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@Joget
Discussion

 What would you want anonymous users to see when they
visit the App Center?
Should all the apps be made secure at the first place?
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More..

* Visit...
http://dev.joget.org/community/display/DX7/Permission+Control

...for list of permission plugins and up-to-date documentation.
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http://dev.joget.org/community/display/DX7/Permission+Control

Module Review

1. Application Permission Control
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Stay Connected With Joget

www.joget.org
community.joget.org
twitter.com/jogetworkflow
facebook.com/jogetworkflow

youtube.com/jogetworkflow
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