Interlanguage Test Report - Python | Nodejs

1. Creating Key Pairs in Java and verifying if the shared keys generated in both

environments are the same.

e Creating a set of keypairs in Java:

DHKeyPair keyPairl = KeyUtil.generateKeyPair () ;

out .println ("Key Pair 1 ==> "+ keyPairl.toString())

ceyPair?2 Y Jjtil.generateKeyPair () ;

Pair 2 ==> "+ keyPair2.toString())

Key Pair 1 ==> DHKeyPair [publicKey=MCowBQYDK2VuAyEAx4C8YJ4HFeyn3xgqaiggb2wzj/EpuHhNA91L80
DhFTzw=, privateKey=MC4CAQAwWBQYDK2VuBCIEIE3ks5ncglyyTsgPaENupalAE3CGUIKtnilmfzgfOwXI]
Key Pair 2 ==> DHKeyPair [publicKey=MCowBQYDK2VuAyEAsUsihdnQihvE6v2Dsy4zTNDHFDY rvV3U6zJUtX
7wb4Ws=, privateKey=MC4CAQAwWBQYDK2VuBCIEIMWmoHoC/0I/YyNNCh8sJIJBOUvecm7DctxzAis6HSIVH]

e Generating Shared Keys for the above keypairs in Java:

String sharedKeyl = KeyUtil.generateSharedKey (keyPairl.getPrivateKey (),
keyPair2.getPublicKey()) ;

m.out.println ("SharedKeyl ==> "+ sharedKeyl) ;

String sharedKey2 = KeyUtil.generateSharedKey (keyPair2.getPrivateKey (),

keyPairl.getPublicKey()) ;

tem.out.println ("SharedKey2 ==> "+ sharedKey?2) ;




e Output:
SharedKeyl ==> 3e+FNtzeoAF57nB7vr16f2tqHgyDNV2Ff29b9QWIuRo=

SharedKey2 ==> 3e+FNtzeoAF57nB7vr16f2tqHgyDNV2Ff29b9QWIuRo=

e Generating Shared keys for the same key pairs in Python:

const sharedKeyl = generateSharedKey

console.log ("SharedKeyl ==> " + sharedKeyl) ;

e Output:

shared_keyl: 3e+FNtzeoAF57nB7vr16f2tqHgyDNV2Ff29b9QWIuRo=
shared_key2: 3e+FNtzeoAF57nB7vrl6f2tqHgyDNV2Ff29b9QWIuRo=

Observation:

Shared keys generated from both utilities for the same set of keypairs generated from the Java

utility are the same.



2. Encrypting the text in Java and decrypting in Nodejs (Using above-shared keys)

e Encrypting the text in Java

String rawData = "Hello This is ONDC Test Data";

String encryptedData = EncryptionUtil.encryptData (sharedKeyl, rawData);

m.out.println ("Encrypted Dat - " + encryptedData) ;

Encrypted Data ===> eyJub25jZSI6I1A4M2VIVOXFVK5IMjUxb1QiLCJ1bmNyeXBOZWRfZGFAYSI6IMS0ZTFGT
mhnaDZQZUFzUCOVWWXKWThQWLhWSTJ3dkpZNVVsZnh3XHUWMDNKXHUWMDNKI iwiaG1lhYyI6I INRMEIrc2p5UkFSQX
JLc20vS21KSkFcdTAWM2RcdTAWM2QifQ==

e Decrypting the above text in nodejs:
const encryptedData
"eyJub2! SI6I1AL V FGTmhna
HUWMDNkXHUwWMDNkIiwiaGlhYyI6I1INRMEIrc2p5UKES
const sharedKey = "3e+FNtzeoAF57nB7vrl16f2tgHgyDNV2Ff29b90WIuRo="";
const decryptedData = decryptData (sharedKey, encryptedData) ;

console.log(decryptedData) ;

e Output:

decrypted Data ===> Hello This is ONDC Test Data




Observation:

Data encrypted in Java utility was decrypted successfully in Node.js Ultility.



3. Generating Key Pairs in Node.js and verifying whether the shared keys generated

in both environments are the same:

e Generating a set of Key pairs in Python:

const keyPairl = ();

console. ("Key Pair 1 ==> ", keyPairl);

const keyPair2 = ()

console. ("Key Pair 2 ==> ", keyPair2);

e Output:

Key Pair 1 ==> {
publicKey: 'MCowBQYDK2VUuAyEAKSH2C3vjjelykXKzhZGISY4Z5AhBX1F5pXTyxglgkkU=",
privateKey: 'MC4CAQAwWBQYDK2VuBCIEIIiE2k@kYcVjTbQIBSWXbdtXQsWxRX+Er8aPxspif3xL'
}
Key Pair 2 ==> {
publicKey: 'MCowBQYDK2VUAyEAT4SFqEYYCop97r6XFo4g7bIgMps@9mwdfyjMghb460s=",
privateKey: 'MC4CAQAwWBQYDK2VuBCIEIAimThnpMhx@QitdopYVb+W4jcd@dIhlpRFVM8xTBbIT'
}

e Generating Shared key in Python:

const sharedKeyl = (keyPairl.privateKey, keyPair2.publicKey) ;

console. ("SharedKeyl ==> " + sharedKeyl) ;

const sharedKey2 = (keyPair2.privateKey, keyPairl.publicKey) ;

console. ("SharedKey2 ==> " + sharedKey2) ;

e Output:
SharedKeyl ==> q6F5Fwb508bxptR811G65eu4jSqlgLFjNg6EsZVuAWc=

SharedKey2 ==> q6F5Fwb508bxptR811G65eu4jSqlgLFjNg6EsZVuAWc=



Generating shared key in Java for the above key pairs:

String privateKeyl =

BCIEIIiEZ2

ing publicKey2 =
SFQEYYCop97r6X yjMghb460s=";

privateKey2 =

BCIEIAimThnpMhx0QitdopYV OdIhlpRFv TBbJT";

sharedKeyl = K Jtil.generateSharedKey (privateKeyl, publicKey2) ;

out.println ("SharedKeyl ==> "+ sharedKeyl) ;

String sharedKey2 = KeyUtil.generateSharedKey (privateKey2, publicKeyl) ;

tem.out.println ("SharedKey2 ==> "+ sharedKey2) ;

Output:

SharedKeyl ==> q6F5Fwb508bxptR81iG65eu4jSqlgLFjNg6ESZVuAWc=

SharedKey2 ==> q6F5Fwb508bxptR81iG65eudjSqlgLFjNg6ESZVuAWc=

Observation:

The shared keys generated for both the utilities with the same set of keypairs generated from

nodejs utility are the same.



4. Encrypting the text in Python utility and decrypting it in Java utility:

e Encrypting in Python utility:

const MESSAGE DATA = "Hello This is ONDC Tes

st encryptedData = (sharedKeyl, MESSAGE DATA) ;

console. ("Encrypted Data ===> " + encryptedData);

e Output:

Encrypted Data ===> eyJ]1lbmNyeXBOZWRfZGFOYSI6ImE3Q00o3QWITMDBSN1BFUXZIVC81WmFsRUh60W44VkolY2
ImcWtBPT@iLCJobWFjIjoibFBChTQxWFB4ZzBIeC8ydzNhcW1HZz@91iwibmOuY2Ui0iJLTTZWbOM5YmNtb2Fzb3Qw
In@=

e Decrypting the above text in Java utility:

TMDBSN1BFUXZJVC8

9TiwibmOuY2UiOiJLTTZWL

Util.decryptData (sharedKey2, encryptedData);

=> " + decryptedData) ;

Decrypted Data ===> Hello This is ONDC Test Data

Observation:

Text encrypted in the Node.js utility was decrypted successfully in the Java utility.



