Interlanguage Test Report - Python | Nodejs

1. Creating Key Pairs in Python and verifying if the shared keys generated in both

environments are the same.

e Creating a set of keypairs in Python:

keypairl=key util.generate key pair ()

keypair2=key util.generate key pair ()

println ("ke r ==> prix e key: keypairl.private key,
keypairl.public key)
println ("} - 2 > pri : keypair2.private key,

keypair2.public ke

e Output:

keypair 1 ==> private_key: MC4CAQAwBQYDK2VuBCIEIDCP340GU48EkotsOwwpPf1xZRdklzrm+J9RY/h/0I1] public_key: MCowBQYDK2VuAyEAwb/2qbAF4noVnT4g3NWTkIsUyn
0BQv6gtTnS+hGIohU=
keypair 2 ==> private_key: MC4CAQAwBQYDK2VuBCIEIEBQwOWHZtwR4SXSvvkm5BK7cG4WOZhHnNg2gAj4HIZy public_key: MCowBQYDK2VuAyEAz05JWcZLP1f6LEogIV8RdsXsmf
Kse@vt5mGGb8Kfamw=

e Generating Shared Keys for the above keypairs in Python:

shared keyl=key util.generate shared key(keypairl.private key,

keypair2.public key)

shared key2=key util.generate shared key(keypair2.private key,

keypairl.public key)

println ("she /1:", shared keyl)

println ("sha 2:",shared key2)




e Output:
shared_keyl: XNVqdlgM7swar+Sr0jitIafPTEaYmCnakYRGEsd2aXY=

shared_key2: XNVqdlgM7swar+Sr0jitIafPTEaYmCnakYRGEsd2aXY=

e Generating Shared keys for the same key pairs in NodeJS:

"SharedKeyl ==> " + sharedKeyl) ;

const sharedKey2 =
CIEIEBQwWOWHztwR 7'vkmS5BK7cG4A4WOZhHNNg2gAj4HIZy"
)/ 2qbAF4noVnT4g3NWTkIsUyn0BQvegt

("SharedKey2 ==> " + sharedKey?2) ;

=> XNVqdlgM7swar+Sr0jitIafPTEa¥YmCna
SharedKeyZ => XNqulqM?swar+SrOJ1tIafPTEaYanakYRGEstaXY-

Observation:
Shared keys generated from both utilities for the same set of keypairs generated from the

Python utility are the same.



2. Encrypting the text in Python and decrypting in Nodejs (Using above-shared keys)

e Encrypting the text in Python
raw_data = "Hello Th

println ("

encrypted data=e on util.encrypt data(shared keyl,raw data)

println ("Encrypted Data > ", encrypted data)

println ("

Encrypted Data ===> eyJub25jZSI6ICIraGZNNE1GamJDRDhzSXg5IiwgImVuY3J5cHR1ZFIKYXRhIjogInk3c@FySGxiZmYyZXEVRXdTNkdBYVFtZU9wSTU4YzIpQkF2c1pBPTOiLCAia
G1hYyI6ICI1VFhIVNNSTDc2aGI3d3JwWWFYR2InPTOifQ==

e Decrypting the above text in nodejs:

5IiwgImVuY3J5cHR1ZF9l RhIjogImk3cO0FySGxiZm

PBPTOiLCAiaGlhYyI6ICI1VFhJ

OjitIafPTEaYmCnakYRG
st decryptedData = (sharedKey, encryptedData) ;

console. (decryptedData) ;

e Output:

decrypted Data ===> Hello This is ONDC Test Data




Observation:

Data encrypted in Python utility was decrypted successfully in Node.js Utility.



3. Generating Key Pairs in Node.js and verifying whether the shared keys generated

in both environments are the same:

e Generating a set of Key pairs in Nodejs:

const keyPairl = ();

console. ("Key Pair 1 ==> ", keyPairl);

const keyPair2 = ()

console. ("Key Pair 2 ==> ", keyPair2);

e Output:

Key Pair 1 ==> {
publicKey: 'MCowBQYDK2VUuAyEAKSH2C3vjjelykXKzhZGISY4Z5AhBX1F5pXTyxglgkkU=",
privateKey: 'MC4CAQAwWBQYDK2VuBCIEIIiE2k@kYcVjTbQIBSWXbdtXQsWxRX+Er8aPxspif3xL'
}
Key Pair 2 ==> {
publicKey: 'MCowBQYDK2VUAyEAT4SFqEYYCop97r6XFo4g7bIgMps@9mwdfyjMghb460s=",
privateKey: 'MC4CAQAwWBQYDK2VuBCIEIAimThnpMhx@QitdopYVb+W4jcd@dIhlpRFVM8xTBbIT'
}

e Generating Shared key in Nodejs:

const sharedKeyl = (keyPairl.privateKey, keyPair2.publicKey) ;

console. ("SharedKeyl ==> " + sharedKeyl) ;

const sharedKey2 = (keyPair2.privateKey, keyPairl.publicKey) ;

console. ("SharedKey2 ==> " + sharedKey2) ;

e Output:
SharedKeyl ==> q6F5Fwb508bxptR811G65eu4jSqlgLFjNg6EsZVuAWc=

SharedKey2 ==> q6F5Fwb508bxptR811G65eu4jSqlgLFjNg6EsZVuAWc=



e Generating shared key in Python for the above key pairs:

keypair2=key util.DHKeyPair ('MC

hlpREFVM8xTBbLJT', 'V

y:",keypairl.private key,

println ("ke 11 2 > private key:",keypair2.private key,"public key:",

keypair2.public key)

shared keyl=key util.generate shared key(keypairl.private key,

keypair2.public key)

shared key2=key util.generate shared key(keypair2.private key,

keypairl.public key)

println ("share 1:",shared keyl)

println ("shared 2y2:",shared key?2)

e Output:
shared_keyl: q6F5Fwb508bxptR811G65eu4jSqlgLFjNg6EsZVuAWc=

shared_key2: q6F5Fwb508bxptR811G65eu4jSqlgLFjNg6ESZVuAWc=

Observation:
The shared keys generated for both the utilities with the same set of keypairs generated from

nodejs utility are the same.



4. Encrypting the text in Nodejs utility and decrypting it in Python utility:

e Encrypting in Nodejs utility:

const MESSAGE DATA = "Hello This is ONDC Test Data";

st encryptedData = encryptData (sharedKeyl, MESSAGE DATA) ;

console.log ("Encrypted Data ===> " + encryptedData) ;

e Output:

Encrypted Data ===> eyJ]1lbmNyeXBOZWRfZGFOYSI6ImE3Q00o3QWITMDBSN1BFUXZIVC81WmFsRUh60W44VkolY2
ImcWtBPT@iLCJobWFjIjoibFBChTQxWFB4ZzBIeC8ydzNhcW1HZz@91iwibmOuY2Ui0iJLTTZWbOM5YmNtb2Fzb3Qw
In@=

e Decrypting the above text in python utility:

4VkolY21mcWtBPTO1iLC!

MNtb2Fzb:

decrypted data=e ion util.decrypt data(shared key2,encrypted data)
println ("decrypted Data ===> ",decrypted data)

println ("

Decrypted Data

Observation:

Text encrypted in the Node.js utility was decrypted successfully in the Python utility.



