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About the

respondents

Type of organisation

Identity
Provider
17%

Publisher
11%

Database
Supplier

Subscription

Agent
2%

Intermediary
4%

16
14
12
10

o NN O

Attitutde towards adopting new technologies

Innovator

Early adopter ~ Adopt w hen next Wait for demandto  Only consider

development cycle become

permits established products/services

new
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he State of Federated Access Management

Service Providers

Are you planning to employ Federated
Access Management?

|dentity Providers

Current status of Federated Access
Management Deployments

Operational
for selected
services

Currently
implementing
22%

Status of Federated Access Management
deployment

Planned
8%

Not planned
0%
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Questioning Service Providers
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Risks and consequences

Mainly it is reputation
that is at stake
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Distribution of impact
o

Percentage of organisations having
carried out a Risk Assessment

Not sure
19%

No plans
19%

Perceived impact of risks

1 st
2l O A
U Low
3rd 4t B Medium
o

5th High

Damage to Financial loss Harmto Unauthorised Personal Potential for

reputation or potential systems, release of safety or legal action

legal liability assets or sensitive security
public interests  information
Risk category

Those not sure or not planning to adopt FAM all

indicated medium to high perceived risks
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The importance of identity

14
12
10

o D A~ O

Direct authentication: the required level of confidence in

clients' identities

Perceived impact of risks for those Service Providers requiring the highest LoA

Not important Some High level of
confidence of confidence
identity

Very high
level of
confidence

8
74
61 |
5 1 —— [ONA
n OLow
B Medium
21
14 L
0 T
| Damage to Financial loss Harm to Unauthorised Personal safety ~ Potential for
reputation or potential systems, release of or security legal action
legal liability ~ assets or public sensitive
— interests information
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3" party authentication info

Third party authentication: the required information about
the authentication process
20
18
16
14
12
10
8
6
4
2
0
Don't care How The assurance The reliability Not sure
authentication) level of the of the
took place / authentication  attributes
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Gu

idelines and governance

Preferred level of governance
Non Not sure
4%

18
16
14
12
10
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Willingness to adhere to guidelines

Strongly
Agree

Agree Not sure Disagree Strongly
disagree
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Multiple authentication methods

Use of multiple athentication methods for
differing categories of resource

18
16 O Only one category
14 7
12 1 O Same authentication
10 - Not sure
8 B Same authentication
6 - No
4 O Same authentication
5 ] -Yes
Yes No Not sure

Management of resources with
different sensitivity levels

Should an external user be
idendified with stronger
authentication methods?

14

12

10

1

o N O

Strongly Agree Notsure Disagree Strongly

Agree f f disagree

[

Split interests
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Multiple authentication methods

Should an external user be
idendified with stronger
authentication methods?

AN

/ AN

\

/

S

Not sure \Pisagree Strong
disagyfe

Type of organisation agreeing that external
users should be authenticated more strong

Certification entity
Authority Provider
0% 12%

Registration
Authority
12%

Database
Supplier
17%

Publisher
23%

Intermediary
12%

\

Subscription
__— — Agent
0%

TyNe of organisation disagreeing that external
usey's should be authenticated more strongly

ldentity
Provider
16%

Subscription
Agent
4%

Publisher \
8%

Database
Supplier

Intermediary
0%
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Do valuable resources need stronger authentication

Stronger authentication for more
valuable resources

12

10

Strongly Agree  Not sure Disagree Strongly
Agree disagree
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LoA drives willingness to join a federation

Reluctance to place data or services
into a federation until there are
more formal LoA procedures

16
14
12

o~ O

Strongly Agree Notsure Disagree Strongly
Agree disagree
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Questioning Identity Providers
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Where assertions go

Who consumes your authentication assertions?

14

12

10

[ ]

One service Same domain Same Same country External External External External
services federation services commercial academic  governmental health
services services services services services
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Authenticating more than one way

Do you allow individuals to Who decides about
authenticate using multiple authentication method
mechanisms
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ldentifying your own

Use of different authentication
methods for users in and outside an
administrative domain

Not sure
0%

Authentication assertions for on and
off-site users

Off-site
only
0%

Use of same authentication method
for on and off-site users

Different
methods
required
0%

Not sure
0%




MAN CHFRTER

The use of PKI

Do you make use of a PKI for Who provides your PKI
identifying your users?

Not sure
0%

O = N W OO N
L

Externally PKl operated PKl operated Our own FKI
operated PKls  within the same w ithin the same
federation as administrative
the IdP domain of the
ldP

Do you delegate the identity vetting to
Registration Authorities?

Not sure
0%
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Reqistering with the PKI

In-person registration

12
10
8 O Verified
6 B Not Verified
4 | |@NA
= nll ;
o ‘ ‘

No Fulllegal  Date & Home  Previous Photo ID Other
verification name place of address credential
birth

Remote registration

« valid matriculation card

numbers,

« telephone communication with

the individual

« trusted departments (e.g.

payroll) to assert user attribute

None Full legal name Previous Postal address  Telephone Other
verified credential verified verified
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Registration records

Do you preserve user
registration records?

How long do you retain
registration records for?

At least
1072
years
25%

\

At least
72
years

8%

NIST SP 800-63 requires records to be kept for 72 years for LoA 2
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About user passwords

Imposing password validity period Imposing rules by which
passwords may be chosen
12
10
H No
8
O Yes - Not Answ ered
6 O Yes - Other
Yes
4 OYes - 12 months 58%
O Yes - 6 Months
2
Types of rules imposed when choosing
0 ‘ passwords
Yes No
6
5
Account lockouts after a 4
number of failed attempts 3
2
1
0
Minimumof 8  Includes upper No common Other
printable chars low er and dictinary w ords
punctuation

No respondents meet the lowest NIST LoA level: 1




MANCHESTER

1824

Revocation

Types of revocation facilities for PKI

7

6

5

4

3

2

1

0
On-line  Revoked Revoked No Credentials Credentials Credentials Credentials  Other
validation 24h after 72h after revocation expire expire expire expire
server notification notification after 24h  after 72h  after 1y  after 18

months
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Which security protocols

Types of authentication protocols in use by IdPs
12
10
8
6
4
2
0
Unencrypted Password Password Full Kerberos  Browser Other
passwords  challenge- over SSL Kerberos
response
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Willingness to follow guidelines

Willingness to follow technical
guidance for e-authentication

Not sure

No 17%

Willingness to know about LoA
and risk-based authentication

Not sure
0%
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Questioning the Grid Community
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Grid resources

Services types exposed via grid
mechanisms

Resource Credential

Colla}boratlve broker translation
environment 500, 0%

Other
7%

Databases

7% Data storage
Computer 7%
application

15%

Computer
terminal
access

7%

Levels of sensitivity of data users can

access through grid services Not

sensitive
0%

Highly
Sensitive
20%

Somew hat
sensitive
30%




Types of risk

Can users run their own code on your
grid?

\Not sure

0%

Do you provide access to large
compute resources via your grid?

\

Not sure
0%

Current grid middleware provide
adequate user identification?

Not sure
0%
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Types of identification

e 90% are able to use PKls
(with CAs)

« 80% are able to use direct
key exchange (without
CAs)

« 10% can use community
portals

Current grid middleware provide
adequate user identification?

Not sure
0%

Yes
80%
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CAs and policy documents

CAsrequired to publish a
CP/CPS?

Not sure
17%

CA required to adhere to their
CP/CPS?

)

CP/CPS?

How do you enforce adherence to

4.5

3.5

2.5

1.5

0.5

We audit Cas

Third party
acredits CAs

We trust CAs to
run according to
their CP/CPS




PKI Certificates

Imposing a maximum length on a
certificate chain?

Not sure
42%

"Meaningful names" in the
commonName field required?

Well-defined Namespace required?

What drives this
requirement?

No answ er
24%

Not sure
17%

Imposing restrictions on elements
allowed in Distinguished Name?

Not sure
25%
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Controlling access

Access control to grid services

By Org

By VO By DN
lookup

By x509
lookup

By
external
rule

Other

Ability to use authorisation attributes
embedded within an entity’s
authentication credential

Not sure
0%

Is VO required to be associated with a
legal entity?

Not sure
25%

\Yes

0%
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GSI Proxies

Do your services accept GSI proxy
credentials?

Not sure

0%

3.5

25

1.5

0.5

How do you distinguish between GSI proxy
certificates?

Lifetime Path length  Type restriction Other
restrictions restriction
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Topics for Group
Discussions
« A) what are the limitations of existing
access control systems?

« B) suggest some benefits/practical
applications of an LoA model?

« C) what are the barriers to successful
introduction of LoA compliant systems?

- D) what funded work would be most
effective in aiding the adoption of LoA?



