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The State of Federated Access Management 
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Questioning Service Providers



   

Risks and consequences
Perceived impact of risks
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The importance of identity

Direct authentication: the required level of confidence in 
clients' identities
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3rd party authentication info
Third party authentication: the required information about 

the authentication process
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Guidelines and governance

Willingness to adhere to guidelines

0
2
4
6
8

10
12
14
16
18

Strongly
Agree

Agree Not sure Disagree Strongly
disagree

Preferred level of governance
Non
4%

Not sure
4%

Low
12%

Medium
49%

High
31%



   

Multiple authentication methods

Use of multiple athentication methods for 
differing categories of resource
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Multiple authentication methods

Type of organisation agreeing that external 
users should be authenticated more strongly
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Do valuable resources need stronger authentication

Stronger authentication for more 
valuable resources
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LoA drives willingness to join a federation
Reluctance to place data or services 

into a federation until there are 
more formal LoA procedures
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Questioning Identity Providers



   

Where assertions go

Who consumes your authentication assertions?
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Authenticating more than one way

Do you allow individuals to 
authenticate using multiple 

mechanisms
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Identifying your own

Use of different authentication 
methods for users in and outside an 
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The use of PKI
Do you make use of a PKI for 

identifying your users?
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Registering with the PKI
Inperson registration
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Registration records
Do you preserve user 
registration records?

Other
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About user passwords
Imposing password validity period
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Revocation
Types of revocation facilities for PKI
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Which security protocols
Types of authentication protocols in use by IdPs
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Willingness to follow guidelines

Willingness to follow technical 
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Questioning the Grid Community



   

Grid resources

Services types exposed via grid 
mechanisms
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Types of risk
Can users run their own code on your 

grid?
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Types of identification

Current grid middleware provide 
adequate user identification?
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• 90% are able to use PKIs 
(with CAs)

• 80% are able to use direct 
key exchange (without 
CAs)

• 10% can use community 
portals



   

CAs and policy documents
CAs required to publish a 

CP/CPS?
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PKI Certificates
Imposing a maximum length on a 

certificate chain? 
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Controlling access
Access control to grid services

0

1

2

3

4

By Org By VO By DN
lookup

By x509
lookup

By
external

rule

Other

Is VO required to be associated with a 
legal entity?

Not sure
25%

No
75%

Yes
0%

Ability to use authorisation attributes 
embedded within an entity’s 

authentication credential
Not sure

0%

No
64%

Yes
36%



   

GSI Proxies

Do your services accept GSI proxy 
credentials?
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Topics for Group 
Discussions

• A) what are the limitations of existing 
access control systems?

• B) suggest some benefits/practical 
applications of an LoA model?

• C) what are the barriers to successful 
introduction of LoA compliant systems?

• D) what funded work would be most 
effective in aiding the adoption of LoA?


