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1 Abstract

The exchange of network measurement and performance dateoimmon problem for communities that
rely on distributed computing methods such as the Grid anmdalyc provisioning of network circuits.
Work produced in related efforts, such as the Network Meaments Working GroupNM-WG) [5], has
provided an extensible mechanism for tlepresentatiorof these data sets but does not provide guidance
for collection storage or exchange

The Network Measurement Control Working GroupM C-WG) [3] has taken the task of designing
flexible protocolsto be implemented by software systems that are interestedriking with network mea-
surements as encoded by b -WG standards. These protocols provide the basic communicedimm-
mendations that a service should implement. The recomnienddrought forward in this work should not
reflect any one implementation: these protocols are keptrgéand are extensible to many use cases and
potential software systems.
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2 Introduction

This document describespotocol designed to manage the interaction between systems focustte
collection storage and eventuaéxchangeof network performance information. This protocol becomes
relevant in an incarnation of a performance measurememiefrark; said construct consists of a set of ser-
vices, each acting as an intermediate layer, between tl@mance measurement tools and the diagnostic
or visualization applications all within a federated eomiment. The proposed architecti8id OUL D make
this functionality available vi&Veb Servicef/NS) and to use a service-oriented design style, implyiatjadh
set of elementary functions has been isolated and can hedliby potentially different software entities.
In this model, all serviceM UST communicate using well-defined protocols.

The work presented here builds upon the output of other wgrifoups focused on the accurate descrip-
tion of network measurements [5] and topological represtamnt of network elements [4]. When applicable,
we will directly cite terminology and ideas from these wagkigroups. We do not describe a particular sys-
tem currently in use, although several prototypes exidtithplement messaging similar to this work.

3 Motivation

A common message exchange pattern for web services in g§@aRequestollowed by aResponseThis
particular communication pattern is important and invelto actors for the general case. Consider the
example in Figure 1 of elientapplication interacting with sonmaeasurement servige search of data. This
exchange assumes that both the client and the service speaknaon dialect of communication protocol.

Measurement Service

e

Request

Response
Client Application

Figure 1: Simple two way exchange between a client and a service.

It becomes the burden of both the service developer and thiet developer to document what an
exchange consists of as well as how it takes place (albait €fifferent points of view). A second example
pictured in Figure 2 involves different actors but is exatile same as the previous.

Response

Measurement Service

Measurement Service \_f

Request

Figure 2. Simple two way exchange between two services.
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A less common interaction is the notion ofSaibscription Notification or other form of “one-sided”
exchange. Services may use this to perform tasks such asribig to status updates from a service,
or otherwise alerting a service or client about the exigtesicsome key piece of information. Figure 3
describes this exchange in detalil.

Measurement Service

Measurement Service .%’

Subscription
Notification

Client Application %~’

Measurement Service

Figure 3: One way exchange where a client subscribes to a service.r €ghdces may
already receive notifications.

The acts of sendingequestsreceivingresponsesand being able to discern success or failure are com-
mon across many specific interactions. One aim of this doouieé¢o prevent the following redundancies:

e Duplicate Schemata - MessageSHAL L differ from service to service, but the overarching consept
SHALL NOT; we present some of the common features MatST be present in every exchange
and describe how extension is possible.

e Duplicate Semantic Principals - Concepts used in services designed in the BE#L L carry over
into future iterations. Identifying and describing comnpractices will save time in the documenta-
tion of common features.

e Duplicate Error Conditions - Some errorSHALL occur across services aMiUST NOT be de-
fined repeatedly (e.dJnknown Message Type

e Duplication of Common Exchanges - Common protocol$ UST be the same among services in a
framework. For example being able to retrieve the “statdis meighbor or wrapping your communi-
cation in a secure channel are communication patterns tHatondoubt be required everywhere. A
commonEchoprotocol is presented in this document as an example.

With a set design and format to this base functionality, fiassible to define protocol extensions on a
“type by type” basis instead of a “service by service” apptoar his also allows for a sufficient reduction in
documentation due to service types implementing the samherlymgformatof messages (e.g. services that
store measurements may implement the same message typemwible exceptions and data differences).
It is expected that the following extensions to this baseiduwnt will be prepared to describe specific service
interactions:

e Measurement Coallection - Describes the process of communicating with servicespgbdbrm and
gather measurements

e Measurement Storage - Describes communication with services that archive measents

nmc-wg@ogf.org 5



GWD-R May 27, 2009
e Information Location - Interacting with services that index and locate servicesdata

e Service Authentication - Describes communication within secure data channels @derated envi-
ronment

4 Messages

As described in Section 3, the communication protocol igprand based on the notionReéquesandRe-
sponsamessages. The construction of thessagéself takes advantage of work produced in el -WG

by re-using several key constructs. Both message typesiadarhentally the same: a seriesnoétadata
anddataunits linked via identifying attributes (e.@d andidRef attribute values). These concepts, shown
in [9, 12], observe the same rules with regards to splittioth neasurement and communication.

4.1 Preliminary Example

To cement an early understanding of how the messages warkides this rudimentary query for some data
from a service:

<message type="request">
<netadata id="ml">
<!-- sone partial netadata the service may or may not understand -->
</ met adat a>
<data i d="d1" netadat!|dRef="nl" />

</ message>
There are some important things to note about this query:

e Message Type - EverymessagéM UST contain atype these facilitate the semantic intentions of the
internal data

e Message Structure - ThereM AY be metadataand/ordataelements in each message, and thé@keY
NOT need to be a matching data for every metadata (&hgining see Section 5)

e Metadata - SHOULD contain measurement data, identifying information abosérmice, or even
information meant to serve as a modifier (see see Section &g that we still loosely observe the
static rule of thumb

e Data - Serves a dual role: in request messagesNiwsY be empty (e.g. this is data trigger, it
lets the service know we need action on the accompanyingdaiaia or itMAY contain dynamic
measurement data or even other metadata elements

Simply stated, we are sending a request (either partialmoptate) to a capable service to perform some
interactive behavior. We are interested in having the serverify that itMAY or MAY NOT be able to
service our request. We are interested in either settingtoieving information on this target data set -
subsequent operations may be required. When the servieeasdhis request it will check for several
things:

e Syntax - Does the request parse correctly? Incorrect syntax wglyér error routines
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e Message Type - Can this service accept and act on this kind of message? éxpented message
MUST be rejected outright.

e Structure - Is there at least a single metadata and data pair that ibleapabeing acted on? A
service that cannot determine if there is actionable caitethe request wiltejectthe message with
anerror routine

e Semantics- Does the request make sense according to the schematiccatethe metadata be acted
upon; are the chains resolved properly? Handling of semamiés are the discretion of the service:
error routinesare possible or perhaps some fornpahic parsingmay result in partial completion of
a request.

The service has two options at this point: acting on the ngesgag. returning data) or reporting some
other form of “status” (e.g. aarror message). We will explore the first option initially:

<nessage type="response">
<netadata id="ml">
<!-- specific nmetadata that matched -->
</ met adat a>
<data i d="d1" netadat|dRef="nl">
<!-- data, or perhaps a pointer (key) to data -->
</ dat a>

</ message>

Note this message is similar to the response in many waysimHj@r differences:

e Message Type - This becomes the foil of the previous request; it is comngitply replace the
word “Request” with “Response”.

e Message Structure - All valid metadata and data pairinddUST be acted on, chained itenMAY
be truncated

e Metadata - MAY be completed if it was not this way in the request

e Data - MUST contain information, especially if it was empty in the ialtrequest

The second situation is not very different, but is indicatdf something occurring that was not expected.
We don't explicitly use the term “error” to describe thisugition because many paths that lead to this are
notwrong Some examples of status may be:

e Message Syntax/Structure/Semantics - The serviceM UST be able to understand the request, if it
cannot be parsed on either the syntactic or semantic ldwelstatussHOUL D reflect this.

e Metadata/Data Search - The backend storadd AY simply be devoid of references to what a request
is interested in, thiMAY be expressed by returning nothing in the response or havirexglicit
message to do so.

e Catastrophic Events- Internal event® AY trigger some sort of panic in the service; note that not all
eventsM AY be recovered from and are not the fault of the service itbel$t{machine failures, etc.).

The general format of a status message is as follows, plarbiéwveen the previous response as well as
the request can easily be drawn.
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<message type="response">
<netadata id="ml">
<!-- sone (nachine level) status information -->
</ met adat a>
<data i d="d1" netadat!|dRef="ml">
<!-- some human readabl e status information -->
</ dat a>

</ message>

4.2 Message Actions

The examples from Section 4.1 characterizes many of the arauntions services perform on receipt of
a request message. A more formal description of this intieracs described in Figure 4. Note that this is
a generalized attempt, arl@HOULD NOT directly reflect the actions of any particular service. Bcot
extensionsViUST provide a description where this example is lacking.

Service Message Generate Response

Success

Parse Request Return Response

Generate Status Response

Figure 4: Typical programmatic flow of a messages through a measurteseerice.

The example illustrates that any stage of processing a selyU&Y trigger entry into the status routine.
Specifics regarding available status mess&OUL D be categorized by service type aBd ALL appear
in the protocol extensions; specifics based on a particatioraa serviceM AY take, based on internal
conditions,SHALL appear in the service documentation.

4.3 Request Message

The Request Message a container for submitting communication to capable ises/ Enclosed in this
simple envelopdM UST be a series ometadataand data pairs containing various instructions to act out.
We first present a very simple schema in Section 4.3.1 alotigamianalysis of the elements in Section 4.3.2.
We conclude with examples in Section 4.3.3.

431 Request Message Schema

The following schema is a native description of the requebema as in the RELAX-NGJ8] language.
Through the use of tools such as Trang[10] and MSV|[2] it issgale to convert this to other widely accepted
formats such as XSDJ[11].

# Begin Schena

nanmespace nmvg = "http://ggf.org/ ns/ nnng/ base/ 2. 0/ "
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start =
el enent nmng: nessage {
Identifier? &
Messagel dRef ? &
attribute type { "Request" } &
Paranmeters? &

Met adat a |
Dat a
)+
}

Paraneters =
el ement nmng: paraneters {
Identifier &
Par amet er +

}

Par aneter =
el enent nmng: par aneter {
attribute nane { xsd:string } &

(

attribute value { xsd:string } |

anyEl enent |
text
)
)
}

Met adata =
el ement nmng: net adat a {
Identifier &
Met adat al dentifierRef? &
anyEl enent «

}
Data =
el enent nmng: data {
Identifier &

Met adat al denti fierRef &
anyEl ement *

}

Identifier =
attribute id { xsd:string }

Messagel dRef =
attribute messagel dRef { xsd:string }

Met adat al denti fierRef =
attribute nmetadatal dRef { xsd:string }

anyEl ement =
elenent * {
anyThi ng

}

anyAttribute =
attribute » { text }

anyThing =
anyEl enent |
anyAttribute |
text

) *

# End Schema

4.3.2 Request Message Analysis

The following is a breakdown of the elements featured in tiema. Note that services in gendvlUST
NOT implement or attempt to understand this, it is provided a®ktb aid in the development of extensions.
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4321 Message

<nmng: nessage xm ns: nmwg="http://ggf. org/ ns/ nnwg/ base/ 2. 0/ "
i d="nmessagel"
type="Request ">
<nmng: par anmeters />
<nnmwg: et adata />

<nmwg: data />

</ nmng: nessage>

Table 1. Message Element Specifics

Message Element
localname message
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, messageldRef, type
nested elements || parameters, metadata, data
required yes

The message construct is meant to serve as a container risptndingrequeststo capable services.
The message element itself is unremarkable, it featattebutesto aid in the identification of messages
(e.g.ids) and contains elements with measurement or instruct@mraent. We first examine the available
attributes:

e id - Identifier thatM AY be used to track state between messages and services

e messageldRef - OPTIONAL identifier thatMAY be used to track state to previous message ex-
changes.

e type- MUST designate the message to a particular type; fully enuntenateach protocol extension
There are three major elements tNaAY be contained in the message element:
e Parameters - Described in Section 4.3.2.2

e Metadata - Described in Section 4.3.2.4

e Data - Described in Section 4.3.2.8

4.3.2.2 Parameters

<nmng: par amet ers xm ns: nmwg="htt p://ggf.org/ ns/ nmng/ base/ 2. 0/ " i d="paranetersl">
<nnwg: par aneter />

</ nmng: par anet er s>

The parameters element encloses a series of parametemédetimatM AY be used to adjust variable
aspects of this schema. This element serves as a contairtbe farameter(see Section 4.3.2.3) elements
thatSHOUL D populate it. The single available attribute is describest:fir

nmc-wg@ogf.org 10



GWD-R May 27, 2009

Table 2: Parameters Element Specifics

Parameters Element
localname parameters
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id
nested elements || parameter
required no

e id - Identifying attribute thaM AY be used to track state.
The element (only one possible in this case) is describet nex
e Parameter - Described in Section 4.3.2.3

Note that the use of this element (in this particular loagtis OPTIONAL. Services are not required
to understand this element and in some cadésY view inclusion as an error. Please consult service
documentation before proceeding.

4.3.2.3 Parameter

<nmng: par amet er xm ns: nmwg="htt p://ggf. org/ ns/ nnwg/ base/ 2. 0/ "
nanme="NAME" >VALUE</ nmng: par anet er >

<l-- OR-->
<nnwg: par anet er xnl ns: nnwg="ht t p: / / ggf . or g/ ns/ nnng/ base/ 2. 0/ "
name="NAME" val ue="VALUE" />
Table 3: Parameter Element Specifics
Parameter Element

localname parameter

namespaces http://ggf.org/ns/inmwg/base/2.0/

attributes name, value

nested elements || text, undefined

required yes

The parameter element features a generic structure tbatsadlasy adaptation to the needs of a particular
schema. Possible names and valSesALL NOT be enumerated here, bBHALL be done both at the
protocol extension and service level.

e name- MUST specify the name of some variable value
e value- MAY be used instead a text element (or enclosed element) toesedlite of thename

In lieu of thevalueattribute, aext(or unspecifieccomple) element may be used for the same purpose.
It is RECOMMENDED that protocol extensions adopt a single method for all u§ési®element. The
other possibility for element containment is left unspecifi We do not rule out that “alternate” elements
would be useful in this case, but the exact use is left up teratktensions.
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4324 Metadata

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ "
i d="net adat a2" net adat al dRef =" net adat al" >

<!-- Possible Values Include: -->
<nmng: subj ect />

<nmng: key />

<nmwg: event Type />

<nnwg: par aneters />

</ nmng: net adat a>

Table 4: Metadata Element Specifics
Metadata Element

localname metadata
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, metadataldRef

nested elements || undefined, gubject key, eventTypeandparametersare common)
required yes

The metadata element normally contains the static parteasorements, arfHAL L differ from ser-
vice to service. Besides measurement data it is possibleno sther items such a&grvice descriptions
The schema description itself of what is possible insidehts €lement uses vague language that allows
for anyreasonable XML to be contained within. The most common elgsihat are included ai®ubject
(see Section 4.3.2.5Key (see Section 4.3.2.6EventTypdsee Section 4.3.2.7), afthrametergsee Sec-
tion 4.3.2.2). We will present only a brief discussion ofghavithin this document; a more exact definition
MAY be found in specific measurement documentation.

There are two attributes possible. Th&AY be used to both track state and perform the various forms
of chaining (e.g.operator or mergg that a request messa@®AY require. A detailed description of this
element follows:

e id - Identifying attribute thaM AY be used to track state.

e metadatal dRef - Identifying attribute thaM AY be used to track state or fohainingprocedures.

4325 Subject

<nmng: subj ect xm ns: nmwg="http://ggf. org/ ns/ nnwg/ base/ 2. 0/ "
i d="subj ect 1" net adat al dRef =" net adat al" />

The subject element normally contatogologicalspecifications that relate directly to a measurement or
MAY refer to a specific service. We leave a full description of tiement up to individual implementations
but mention it here due to common use. There areRECOM M ENDED attributes, these are used to both
track state and perform a specific typecbhining(e.g. subjectchaining) thatMl AY be required in a request
message. A detailed description follows:

e id - Identifying attribute thaM AY be used to track state.
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Table 5: Subject Element Specifics

Subject Element
localname subject
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, metadataldRef
nested elements || undefined, (topology elements are commaon)
required N/A

e metadatal dRef - Identifying attribute thaM AY be used to track state or useccimaining

4326 Key

<nmg: key xnins: nmag="http://ggf.org/ ns/ nmng/ base/ 2. 0/ ">

<nmng: par anmeters />

</ nmng: key>
Table 6: Key Element Specifics
Key Element
localname key
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id
nested elements || parameters
required N/A

The key structureSHALL used to convey sensitive or private information to and fromdgervice. For
this reason the contents of the KBBOUL D be viewed as “opaque”, afd UST NOT be dissected. The
key SHOUL D contain aParametergsee Section 4.3.2.2) element. There is only one attritpgssible:id.
ThisMAY used to track state. A detailed description follows:

e id - Identifying attribute thaM AY be used to track state.

4327 EventType

<nmng: event Type xm ns: nmwg="htt p: //ggf. org/ ns/ nmng/ base/ 2. 0/ " >TEXT</ nnwg: event Type>

The eventType elemer8HOULD used to describe a measurement’s specific data type (e.gelglo
matching the definitions from thEM-WG's “Characteristic” document) oM AY be used to trigger an
internal event within the service. This element containattributes, andl UST only contain text, normally
in the form of aURI. ThereM AY bemanyeventType elements in a single metadata.
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Table 7: EventType Element Specifics

EventType Element
localname eventType
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes N/A
nested elements || text
required N/A
4.3.2.8 Data

<nmng: data xm ns: nmwg="ht t p: / / ggf . or g/ ns/ nmng/ base/ 2. 0/ "
i d="dat a2" net adat al dRef =" et adat a2" />

Table 8: Data Element Specifics

Data Element
localname data
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, metadataldRef
nested elements || undefined
required yes

The data elemerBHOUL D contain the dynamic parts of measurements, SiHd\L L differ from ser-
vice to service. Besides collected measurements the datdfigY also be populated with query data, or
even other other metadata information in certain appbtoati We leave the description of what is possible
inside ofdatablank, and use vague schema language that allonanfppreasonable content to be contained
within.

There are two attributes possible. Th&sAY used to track state inside of a request message. A detailed
description follows:

e id - Identifying attribute thaM AY be used to track state.

e metadataldRef - MUST be used to link data to metadata.

4.3.3 Request M essage Example

The following examples demonstrate some of the possible aise layouts of request messages in the base
protocol. These examples are not an attempt to be exhaustiveather some examples of ways to perform
common tasks. Note that these messages are not indicatvpasficular service.

The first example demonstrates the most common use casegla sietadata and data pair. This
message represents the layouts of most request messaggsnieree measurement framework.

<l-- Begin XML -->

<nessage xm ns:nmwg="http://ggf.org/ ns/ nnnwg/ base/ 2. 0/ "
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type="request"
i d="nmessagel" >

<netadata id="ml">
<!-- netadata -->
</ met adat a>
<data i d="d1" netadat!|dRef="nl" />

</ nessage>

<l-- End XML -->

The second example is similar, but incorporates a parambteck thatM AY be populated witltOP-
TIONAL behaviors of a service.

<!-- Begin XML -->
<message xml ns: nmwg="http://ggf.org/ ns/ nnng/ base/ 2. 0/ "
type="request"
i d="nessage2" >
<nmng: par anmet ers i d="paraentersil">
<nmng: par amet er nane="sonet hi ng" >sonet hi ng el se</ nmng: par anet er >
</ nnmwg: par anet er s>
<met adata id="nil">
<l-- netadata -->
</ met adat a>
<data i d="d1" netadat!|dRef="nl" />

</ nessage>

<l-- End XML -->

The third example is also similar to the first, but shows itdsgible to ask for multiple pairs of metadata
and data in a single message. Note that there are two emgtytriggers to signify that each message be
acted upon.

<l-- Begin XML -->
<nessage xm ns:nnmwg="http://ggf.org/ ns/ nnng/ base/ 2. 0/ "
type="request"
i d="nessage3" >
<met adata id="nil">
<!-- netadata -->
</ met adat a>
<data i d="d1" netadat!|dRef="nl" />
<netadata id="nR">
<!-- another netadata -->
</ met adat a>
<data i d="d2" netadat|dRef="n2" />
</ message>

<l-- End XML -->
This example features merge chaining. Note there is onlydata trigger, and it is at the tail of the
chain. A service would perform the necessary chaining finsty act on the result of this operation.

<l-- Begin XML -->

<nessage xm ns:nmwg="http://ggf.org/ ns/ nnng/ base/ 2. 0/ "
type="request"
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i d="nessage4" >
<netadata id="ml">
<!-- netadata -->
</ met adat a>
<netadata id="nR" netadatal dRef ="nl">
<!-- nore netadata -->
</ met adat a>
<data i d="d1" netadat!|dRef="n2" />
</ message>

<l-- End XML -->

The final example is an invalid case where the metadata dadswe an appropriate data trigger.

<l-- Begin XML -->
<nessage xm ns:nmwg="http://ggf.org/ ns/ nnng/ base/ 2. 0/ "
type="request"
i d="nessage5" >
<met adata id="nil">
<!-- netadata -->
</ met adat a>
<data i d="d1" netadat!|dRef="n2" />

</ nessage>

<l-- End XML -->

4.4 Response Message

The response message is a container filled with the resulidRefquest Messageom a capable service.
Enclosed in this simple envelo@@HALL be a series of metadata and data pairs containing the regults
actions performed by a service. We first present a very sisgiema in Section 4.4.1 along with an analysis
of the elements in Section 4.4.2. We conclude with exampl&ection 4.4.3.

44.1 Response Message Schema

The following schema is a native description of the requebesia as in the RELAX-NGJ8] language.
Through the use of tools such as Trang[10] and MSV|[2] it issae to convert this to other widely accepted
formats such as XSD[11].

# Begin Schena
nanespace nmwg = "http://ggf.org/ ns/ nmng/ base/ 2.0/ "

start =
el ement nmng: nessage {
Identifier? &
attribute messagel dRef { xsd:string }? &
attribute type { "Response" } &
Paranmeters? &

Met adat a |
Dat a
)+

}

Paraneters =
el ement nmwg: paraneters {
Identifier &
Par amet er +

}
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Par aneter =
el enent nmng: par aneter {
attribute nane { xsd:string } &

(

attribute value { xsd:string } |

(
anyEl enent |
text
)
)
}

Met adata =
el ement nmng: net adat a {
Identifier &
Met adat al denti fierRef? &
anyEl enent «

}
Data =
el enent nmng: data {
Identifier &
Met adat al denti fierRef &
anyEl ement *

}

Identifier =
attribute id { xsd:string }

Met adat al denti fierRef =
attribute nmetadatal dRef { xsd:string }

anyEl enent =
el ement * {
anyThi ng

}

anyAttribute =
attribute » { text }

anyThing =
(
anyEl ement |
anyAttribute |
text

) *

# End Schema

4.4.2 Response Message Analysis

The following is a breakdown of the elements featured in theema. Note that services in gendvdUST
NOT implement or attempt to understand this, it is provided a®kto aid in the development of extensions.

4421 Message

<nmng: message xm ns: nmwg="http://ggf.org/ ns/ nnng/ base/ 2. 0/ "
i d="nmessage2"
nessagel dRef =" messagel”
type="Response" >
<nnwg: par aneters />
<nmng: net adata />
<nmng: data />

</ nmng: nessage>

The message element, like it's counterpart seen in Sect®B.4 serves as a container for transporting
responses from capable services. The message itself imarkable, it features attributes to aid in the iden-
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Table9: Message Element Specifics

Message Element
localname message
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, type, messageldRef
nested elements || parameters, metadata, data
required yes

tification of messages and contains elements with measuatesnénstructional content. We first examine
the available attributes:

e id - Identifier thatM AY be used to track state between messages and services

e type- MUST designate the message to a particular type; fully enuntenateach protocol extension
e messagel dRef - Identifier thatM AY be used to track state between messages and services
There are three major elements that may be contained in theage element:

e Parameters - Described in Section 4.4.2.2

e Metadata - Described in Section 4.4.2.4

e Data - Described in Section 4.4.2.5

4422 Parameters

<nmwg: paranmeters xnml ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/" i d="paranetersi">
<nnwg: par aneter />

</ nmng: par anet er s>

Table 10: Parameters Element Specifics

Parameters Element
localname parameters
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id
nested elements || parameter
required no

The parameters eleme®t OUL D only be present in the message element if there was a con@isigo
element in theRequest Messadsee Section 4.3.2.1). MAY also be used by services to relay back other
forms of information. As in Section 4.3.2.2, it encloses r@eseof parameterelements. This element serves
merely as a container for the Parameter elements (see $dctid.3) that will populate it. The single
available attribute is described first:
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e id - Identifying attribute thaM AY be used to track state.

There is only one available element, althougkli&Y be used multiple times

e Parameter - Described in Section 4.4.2.3

4423 Parameter

<nmwg: par amet er xnml ns: nmng="http://ggf. org/ ns/ nmng/ base/ 2. 0/ "
name="NAME" >VALUE</ nnwg: par anet er >

<l-- OR-->

<nmwg: par amet er xnml ns: nmng="http://ggf. org/ ns/ nmng/ base/ 2. 0/ "
nanme="NAME" val ue="VALUE" />

Table 11: Parameter Element Specifics

Parameter Element
localname parameter
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes name, value
nested elements || text, undefined
required yes

The parameter element features a generic structure tbatsail to easily adapt to the needs of a partic-
ular schema. Possible names and valdid®\LL NOT be enumerated here, bBBHALL be done both at
the protocol extension and service level.

e name- MUST generically specify the name of some variable value

e value- MAY be used instead a text element to set the value afidinee

In lieu of thevalueattribute, a text elemem AY be used for the same purpose. IRECOMMENDED
that protocol extensions adopt a single method for all utdgelement. The other possibility for element
containment is left unspecified. We do not rule out that mdesnents would be useful in this case, but the
exact use is left up to other extensions.

4424 Metadata
<nmg: et adat a xnl ns: nmwg="http://ggf.org/ ns/ nnwg/ base/ 2. 0/
i d="net adat a2" net adat al dRef =" et adat al" >
<!-- These elenents are commonly used: -->
<nwny: subj ect />
<nmng: key />
<nmwg: event Type />
<nmag: par aneters />

</ nmng: net adat a>
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Table 12: Metadata Element Specifics
Metadata Element

localname metadata
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, metadataldRef

nested elements || undefined, (subject, key, eventType, and parameters arsoaqijn
required yes

The metadata element in the response is normally an exagt @abfhe sentMetadata(see Sec-
tion 4.3.2.4). We leave the description of what is possib#éde of a metadata blank, and use vague schema
language that allows for any reasonable XML to be containiinv

There are two attributes possible. Th&AY be used to track state, possibly back to the déstadata
A detailed description follows:

e id - Identifying attribute thaM AY be used to track state.

e metadatal dRef - Identifying attribute thaM AY be used to track state.

4425 Data
<nmng: data xml ns: nmamg="ht t p: // ggf . or g/ ns/ nnwg/ base/ 2. 0/ "
i d="dat a2" netadat al dRef =" et adat a2" >
<nnmwg: datum />
<nmng: key />

<nmng: net adata />

</ nnwg: dat a>
Table 13: Data Element Specifics
Data Element
localname data
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, metadataldRef
nested elements || undefined, (datum, key, and metadata are common)
required yes

The data element will contain results and is usually not napty like the trigger that is used Data
(see Section 4.3.2.8). We leave the description of what $sipte inside of a data blank, and use vague
schema language that allows for any reasonable XML to beagwed within.

There are two attributes possible. Thé$AY be used to both track state inside of a response message.
A detailed description follows:

e id - Identifying attribute thaM AY be used to track state.

e metadatal dRef - MUST be used to link data to metadata.
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4426 Key

<nmng: key xni ns: nmag="ht tp://ggf.org/ns/ nmng/ base/ 2. 0/ ">

<nmng: parameters />

</ nmng: key>
Table 14: Key Element Specifics
Key Element
localname key
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id
nested elements || parameters
required no

The key structurésHOUL D be used to convey sensitive or private information to anthftioe service.
For this reason the contents of the KefOUL D be viewed as opaque, and generally not be dissected. The
key SHOUL D contain theParametergsee Section 4.4.2.2) element. There is only one attritpdssible:
id. ThisMAY be used to track state. A detailed description follows:

e id - Identifying attribute thaM AY be used to track state.

44,27 Datum
<nmng: dat um xm ns: nnwg="ht t p: // ggf . or g/ ns/ nnwg/ base/ 2. 0/ " />
Table 15: Datum Element Specifics
Datum Element
localname datum
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes undefined
nested elements || undefined
required no

The datum elemerBHOULD be used to relay information. Common uses are to return measumt
observations (e.g. time and value pairs) or even status éergr messages). We leave the attributes and
nested elements purposely undefined as Méy differ in various profiles of this document.

4.4.3 Response Message Example

The following examples demonstrate some of the possibke arseé layouts of response messages in the base
protocol. These examples are not an attempt to be exhaastizare not indicative of a particular service.

The first example is the most common form of response messamaining a single metadata and data
pair. This would be indicative of success.
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<l-- Begin XML -->

<message xml ns: nmwg="http://ggf.org/ ns/ nnng/ base/ 2. 0/ "
type="response"
i d="nmessagel"
nmessagel dRef =" soneot her nessage"” >

<netadata id="ml">
<!-- netadata -->
</ net adat a>
<data i d="d1" netadat|dRef="nl">
<!-- datumstuffs -->
</ dat a>
</ message>

<l-- End XML -->

The second example is similar, although it features twaspair

<l-- Begin XML -->

<message xnl ns: nmwg="http://ggf.org/ ns/ nnng/ base/ 2. 0/ "
type="response"
i d="nessagel"
nessagel dRef =" soneot her message" >

<met adata id="nil">
<l-- netadata -->

</ net adat a>

<data i d="d1" netadat|dRef="nl">
<!-- datumstuffs -->

</ dat a>

<netadata id="nR">
<!-- another netadata -->

</ met adat a>

<data i d="d2" netadat!|dRef="n2">
<!-- datumstuffs -->

</ dat a>

</ message>

<l-- End XML -->

The final example demonstrates an error condition. NotetkiigtM AY contain multiple pairs if sent,
and itMAY be possible to have success for some, and errors for others.

<l-- Begin XML -->

<nessage xm ns:nmwg="http://ggf.org/ ns/ nnng/ base/ 2. 0/ "
type="response"
i d="nessagel"
nessagel dRef =" soneot her message" >

<met adata id="nil">
<l-- sone error -->
</ met adat a>
<data i d="d1" netadat!|dRef="nl">
<!-- sone error nessage -->
</ dat a>
</ nessage>

<l-- End XML -->
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5 Information Chaining

Since inception a key goal has been extension. The authottseobriginal schemata realized that not
every situation could easily be described though the bamsistoucts; extending the basic building blocks
to complex situation$1UST be paramount. Uncharted concepts could be representedhavitly created
constructs each time a foreign abstraction came to lightekiension and backwards compatibilMUST

be favored over quick and easy solutions. Therefore, basimsion mechanisms, known as chaining, are
the recognized procedure to extend metadata constructslkssvexpress other operations on the underlying
data.

This section presents the major uses of chaining; note tigitidual service implementatiord AY
choose to strictly or loosely interpret these guidelinegte sake of performance or protection. The protocol
itself offers no specific guidance on these issues in faveimply describing the structural composition of
both the input data and the resulting output.

Chaining itself has taken on two major fornmerge chaininglescribed in Section 5.1 affitter chaining
described in Section 5.2. These two instances will be desdrirst in broad terms that explain the logic
and reasoning of why each operation makes sense, and in wigixt theySHOUL D be employed. The
specific syntax and transformation steps will be presemtéie next section.

5.1 Merge Chaining

As the name implies, we intend tonergeor combine metadata elements through this structure. Tdrere
many things weVl AY consider when describing this operation:

e Which elements armergeabl@
e How muchrecursionis needed for merge-able elements?
e WhenSHOUL D we duplicateelements?

e WhenSHOULD wereplaceelements in the course of merging?

As stated previously, the schemata itself does not offersaiggestions as to what isg@od mergevs.
abad merge There are no rules regarding whitfpesof dataSHOUL D andSHOULD NOT be merged.
There is no guidance on when \8elOUL D duplicate or replace elements.

We RECOMMEND some very simple and succinct guidelines that services majeiment for this
particular style of merging. The@HALL always be exceptions to rules, therefore the reader is eaged
to think carefully about what a specific servigBAY need when implementing this recommendation.
511 Mergeable Elementsand Recursion

When merging w&HOUL D first look at thetop-levelelements; namely subject, eventType, and parameters.
When faced with two metadata blocks to be merged, we only teisombine:

e Like Elements (e.g. sharing the same localname)
e Elements in the same namespace

e Elements sharing the same (or “similar”) eventType
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When this first criteria is met, weHOUL D recurse downward and keep trying until we reach the bottom
of the structure. How far should we venture into the XML stase looking for similarities or differences?
This question does not have a definite answer sudtagsat the grandchild of the current elemekihile
thisMAY be frustrating, domain knowledd@AY help you make a passable decision especially with regards
to topology based elements.

Like elements that do not share a common names@hlk&L L require special rules thal AY differ
from service to service. Depending on the level of protectio speed we wish to attain, these ruléay
vary. Service and protocol documentati®HALL fill in details beyond the scope of this work.

5.1.2 Duplication, Augmentation, and Replacement

When are faced witlike elements thaM AY NOT share a common namespace, S$t#OULD NOT com-
bine. WeMAY try to find theleast significanhamespace and work from there. Additionally Me\Y run
into items that arexactlythe same (such as certggarametersor eventTypégs In some cases weHOUL D
take care t@ddall of these together to make duplicates; other ch68Y dictate total replacement. Specific
rule such as these are best left to a service designer.

As an example of extreme cases, consider taking a very spfeagh to the combining of elements (i.e.
not mergingike elements with different namespaces). This approach wslienthat we protect the schema
differences buMAY result in many morevrong answers when it comes to searching. The converse is a
very dangerous approach where we merge items that couldfbeadi on the inside. ThisIAY result in
an approach similar tbknow what you meardnd could yield a more robust query mechanism (providing
intuitive answers when something may not completely matejecting outright things that do not make
sense).

5.1.3 Merge Chaining Examples

A classic example of merge chaining is to partially specifnetadata (leaving out perhaps one unspec-
ified element) and then constructing new elements from thggnal. This example does not feature any
overwriting of duplicate elements.

Take for example a physicbhyer 3interface used to measure SNMP data. If we wanted to spdwfy t
two commondirections(in andout) we could construct a chain similar to the below example.

<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<netutil:subject xm ns:netutil="http://ggf.org/ns/ nmwg/ characteristic/utilization/2.0/" id="s1">
<nmwgt : i nterface xnm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmwgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : capaci t y>1000000000</ nmwgt : capaci ty>
</nmwgt ;i nterface>
</ netutil:subject>
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: event Type>
<nmng: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmng: paranmeters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anmet er >
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nnmwg: par anet er s>
</ nmng: et adat a>

<nmng: et adat a xnl ns: nmwg="http://ggf.org/ ns/ nnwg/ base/ 2. 0/" id="nR" netadatal dRef ="nml">
<netutil:subject xm ns:netutil="http://ggf.org/ns/ nnwg/ characteristic/utilization/2.0/" id="s2">
<nmwgt : i nterface xm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : di rection>i n</ nmngt : direction>
</nmagt ;i nterface>
</netutil:subject>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf. or g/ ns/ nmng/ base/ 2. 0/ " i d="n8" net adat al dRef =" niL" >
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<netutil:subject xmns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s3">
<nmwgt : i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : di recti on>out </ nmwgt : di recti on>
</nmagt ;i nterface>
</netutil:subject>
</ nmng: net adat a>

Note that the chaining is performed via the use ofrietadataldRefag in the metadata element. This
is a signal for services (specifically the SNMP MA or RRD MA)Kkeep looking deeper in an effort to
resolve the chains. The Figure 5 demonstrates the linkihgdesn the metadata elements. The resulting
XML structure after chaining is also listed below.

Metadata 1

Metadata 2

Metadata 3

Figure 5: Graphical representation of chaining.

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " id="ml">
<netutil:subject xmns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s1">
<nmmgt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmngt : host Nane>
<nmwgt : i f Nane>et hO</ nmwgt : i f Name>
<nmwgt : i f I ndex>2</ nmngt @i f I ndex>
<nmagt : capaci t y>1000000000</ nnwgt : capaci ty>
</nmagt ;i nterface>
</netutil:subject>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: event Type>
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: paraneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p: // ggf. or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >
<nnwg: par amet er name="support edEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p:// ggf. org/ ns/ nmng/ base/ 2. 0/ " i d="nR" net adat al dRef =" ni" >
<netutil:subject xmns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf. org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
<nmwgt : i f Nane>et hO</ nmwgt : i f Name>
<nmwgt : i f I ndex>2</ nmngt @i f I ndex>
<nmagt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmwgt : di rection>i n</ nmwgt : di rection>
</nmagt ;i nterface>
</netutil:subject>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: event Type>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: paraneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >
<nnmwg: par amet er name="support edEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmwg: paranet er >
</ nmwg: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf. or g/ ns/ nmng/ base/ 2. 0/ " i d="n8" net adat al dRef =" niL" >
<netutil:subject xmns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s1">
<nmmgt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmngt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
<nmwgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmagt : capaci t y>1000000000</ nmwgt : capaci ty>
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<nmgt : di recti on>out </ nmagt : di rection>

</nmagt ;i nterface>
</netutil:subject>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnng: event Type>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: paraneters id="pl">

<nnmwg: par amet er name="support edEvent Type" >htt p: // ggf. or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >

<nnmwg: par anmet er name="support edEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmg: par anet er >
</ nmng: par anet er s>

</ nmng: net adat a>

For continuity, this example has not attempted to modifyrttetadataldRehttribute. Implementations
MAY choose to do so if they feel the need. Because eventTyiges be repeated (either as tbeentType
element or aparametery we MUST take special care when merging them. The next example &satur
multiple eventType merging. This example also features eafleddouble chainwhere the results of the
first chaining operatiolfHALL feed into the process for the second. This is a common ocmerend
SHOULD be supported in services.

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmng: subj ect id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmngt : host Nane>l ocal host </ nmagt : host Nane>
<nmgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmwgt : di rection>i n</ nmwgt : di rection>
</ nmwgt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: event Type>
<nnwg: paranmeters id="pl">
<nnmwg: par anet er name="support edEvent Type" >htt p: //ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p:// ggf. org/ ns/ nmng/ base/ 2. 0/ " i d="nR" net adat al dRef =" niL" >
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: par anet ers id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmwg: par anet er s>
</ nmng: net adat a>

<nmwg: et adat a xnl ns: nmwg="http://ggf.org/ ns/ nnwg/ base/ 2. 0/" id="n8" netadatal dRef ="n2">
<nmg: event Type>htt p: // ggf . or g/ ns/ nmng/ characteristic/errors/2.0</ nnwg: event Type>
<nnwg: paraneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p: // ggf. org/ ns/ nmwg/ characteristic/errors/ 2. 0</ nnng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

The resulting output and cartoon are pictured below. We aké two major issues into consideration:
multiple parametersandeventTypelements that did conflict, and the double chaining. Seswicat do not
support multiple eventTypes (or simply wish to not implemamaive form of chainingsgHOULD NOT
worry about special cases such as Figure 6.

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmng: subj ect id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmngt : host Nane>l ocal host </ nmngt : host Nane>
<nmwgt : i f Nane>et hO</ nmgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmagt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmwgt : di rection>i n</ nmwgt : di rection>
</nmwgt ;i nterface>
</ nmng: subj ect >
<nmng: event Type>ht t p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: event Type>
<nnwg: paraneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anmet er >
</ nnmwg: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " i d="n2" net adat al dRef =" niL" >
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Figure 6: Alternate graphical representation of chaining.

<nmwg: subj ect id="s1">
<nmwgt @i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
<nmwgt : i f Nane>et hO</ nmwgt : i f Name>
<nmwgt : i f I ndex>2</ nmwgt @i f I ndex>
<nmwgt : capaci t y>1000000000</ nnwgt : capaci ty>
<nmwgt : di rection>i n</ nmagt : di recti on>
</nmngt :interface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmwg: event Type>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: par anmeters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p: // ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >
<nnmwg: par amet er name="support edEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmwg: paranet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmwg: et adat a xnl ns: nmwg="http://ggf.org/ ns/ nnwg/ base/ 2. 0/" id="n8" netadatal dRef ="n2">
<nmwg: subj ect id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
<nmwgt : i f Nane>et hO</ nmwgt : i f Name>
<nmwgt : i f I ndex>2</ nmngt : i f I ndex>
<nmwgt : capaci t y>1000000000</ nnwgt : capaci ty>
<nmwgt : di rection>i n</ nmagt : di recti on>
</nmngt :interface>
</ nmng: subj ect >
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnng: event Type>
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmg: event Type>htt p: // ggf . or g/ ns/ nmng/ characteristic/errors/2.0</ nnwg: event Type>
<nnwg: par aneters id="pl">
<nnwg: par amet er name="support edEvent Type" >htt p: // ggf. or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >
<nnmwg: par amet er name="supportedEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmg: par anet er >
<nnmwg: par amet er name="supportedEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/errors/2.0</ nmng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

ServicesM AY treat particular elements (such as eventTypes and panamétk certaimameattributes)
in a special way. The service is careful not to overwrite selany information and will onlgddthese items
together. This is not the case for any element though, cengti@ following example.

<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmwg: subj ect id="s1">
<nmwgt @i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmwgt : i f I ndex>2</ nmngt : i f I ndex>
<nmwgt : capaci t y>1000000000</ nnwgt : capaci ty>
<nmwgt : di rection>i n</ nmagt : di recti on>
</nmwgt :interface>
</ nmng: subj ect >
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<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: event Type>
<nnwg: paraneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmg: et adat a xnl ns: nmwg="http://ggf.org/ ns/ nnwg/ base/ 2. 0/" id="nR" netadatal dRef ="nl">
<nmng: subj ect id="s1">
<nmwgt @i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmgt : i f Nane>et h1</ nmwgt : i f Nane>
<nmwgt : di recti on>out </ nmwgt : di rection>
</nmngt :interface>
</ nmng: subj ect >
</ nmng: net adat a>

Note that we probably wanted to change the direction for phigicular interface, not necessarily the
ifNameelement. The output of this chain is shown below.

<nmng: net adat a xni ns: nmag="ht t p: // ggf. org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmwg: subj ect id="s1">
<nmwgt @i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmwgt : di rection>i n</ nmwgt : di rection>
</nmagt ;i nterface>
</ nmng: subj ect >
<nmng: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " i d="n2" net adat al dRef =" niL" >
<nmwg: subj ect id="s1">
<nmwgt : i nterface xnm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmwgt : i f Nane>et h1</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmwgt @i f I ndex>
<nmagt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmgt : di recti on>out </ nmwgt : di recti on>
</ nmagt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: event Type>
<nmng: paranmeters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anet er >
</ nnwg: par anet er s>
</ nmng: net adat a>

This example shows that it is very easy to introduce semantérs when designing a chain instance.
It also shows that the servidd AY NOT be interested in protecting a poorly designed chain fromdei
accepted. Itis possible to build in different rules instefldst seen valusuch agdirst seenoriginal, or other
combinations. It is imperative that services describertbain implementations of chaining, particularly
when interoperability becomes an issue.

A final example comes when we deal with items with the sdocalname but perhaps a different
namespaceThere are several approaches that can be taken to deatmthisitype of situation. The SNMP
example follows a safe approach of simply adding all of thmm&ints in question and not attempting to
internally merge at all. This causaareadablemetadata in many cases, but does not pedatia pollution

<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmwg: subj ect id="s1">
<nmwgt : i nterface xnm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmngt : host Nane>
<nmwgt : i f Nane>et hO</ nmwgt : i f Name>
</nmagt :interface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf . org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
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<nmwg: par aneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: et adat a xnl ns: nmwg="htt p: // ggf . or g/ ns/ nnwg/ base/ 2. 0/ " i d="nR" netadat al dRef ="1">
<netutil:subject xm ns:netutil="http://ggf.org/ns/ nnwg/ characteristic/utilization/2.0/" id="s2">
<nmwgt @i nterface xm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : di rection>i n</ nmwgt : di rection>
<nmwgt : capaci t y>1000000000</ nnwgt : capaci ty>
</nmngt :interface>
</ netutil:subject>
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

There are three approaches that | will illustrate hesafe yet stupiddangerous yet intelligentand
finally slow and steady The last approach is sometimes used in practice; findingrbger balance will
require some thought (depending on how sensing or accursgevice wishes to become. Approach one
yields output similar to the below example.

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmng: subj ect id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmwgt : i f Nane>et hO</ nmgt : i f Nane>
</nmgt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: paraneters id="pl">
<nnmwg: par amet er name="supportedEvent Type">http://ggf.org/ ns/ nnwg/ characteristic/utilization/2.0</nmwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " i d="n2" net adat al dRef ="1">
<netutil:subject xmns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s2">
<nmmgt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f I ndex>2</ nmngt : i f I ndex>
<nmwgt : di rection>i n</ nmagt : di recti on>
<nmwgt : capaci t y>1000000000</ nnwgt : capaci ty>
</nmagt :interface>
</netutil:subject>
<nmwg: subj ect id="s1">
<nmwgt @i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmwgt : i f Nane>et hO</ nmwgt : i f Nane>
</nmwgt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nnmwg: par anet er s>
</ nmng: net adat a>

Note that this is not schema valid, and presumably would etoirn results from the backend storage.
This is rather ironic given that we are trying to preservedityl on the schema side, yet still generate a
clearly invalid result. The other end of the spectrum givessallt such as the example below.

<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmwg: subj ect id="s1">
<nmwgt : i nterface xnm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmwgt : i f Nane>et hO</ nmwgt : i f Nane>
</nmwgt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf . org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nnmwg: par anet er s>
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</ nmng: net adat a>

<nmng: et adat a xnl ns: nmag="htt p: // ggf. org/ ns/ nnwg/ base/ 2. 0/ " id="nR" netadatal dRef ="1">
<netutil:subject xm ns:netutil="http://ggf.org/ns/ nmwg/ characteristic/utilization/2.0/" id="s2">
<nmwgt @i nterface xml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : di rection>i n</ nmngt : di rection>
<nmwgt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmwgt : i f Nane>et hO</ nmwgt : i f Name>
</nmngt :interface>
</ netutil:subject>
<nmwg: event Type>htt p: // ggf . org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmwg: par anet er s>
</ nmng: net adat a>

Thestupidpart of this comes from not caring abcmmespacesand only merging based éocalname
Because the source metadata featuredhétetil namespace it remains and all other items are added to it.

The approach taken by some services is to have adittheainknowledge before making a quick judge-
ment. Knowing full well thahnmwgis a more general namespace timatutil, the service tries to guess the
intent and goes with the most general namespace in ordeppmsia richer query set. Internally anything
that utilizes thenmwgnamespace receives a wild card when performing searchesn Wé are faced with
a choice between specific and general, the service errs @idb®f general. An example of this merge is
below.

<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmwg: subj ect id="s1">
<nmwgt ;i nterface xnm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmwgt : i f Nane>et hO</ nmwgt : i f Nane>
</nmwgt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nnmwg: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " i d="n2" net adat al dRef ="1">
<nmng: subj ect id="s1">
<nmwgt @i nterface xnm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nane>et hO</ nmagt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : di rection>i n</ nmwgt : di rection>
<nmagt : capaci t y>1000000000</ nmwgt : capaci ty>
</nmgt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmng: paranmeters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

A final question remains: what happens if you are dealing with very specific namespaces such as
this example.

<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">

<neterr:subject xnm ns:neterr="http://ggf.org/ ns/ nmng/ characteristic/errors/2.0/" id="s1">

<nmwgt : i nterface xm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">

<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>

</nmagt ;i nterface>
</ neterr:subject>
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/errors/2.0</ nnng: event Type>
<nmwg: par aneters id="pl">

<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ characteri stic/errors/2.0</ nmng: par anet er >
</ nmwg: par anet er s>
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</ nmng: net adat a>

<nmng: et adat a xnl ns: nmag="htt p: // ggf. org/ ns/ nnwg/ base/ 2. 0/ " id="nR" netadatal dRef ="1">
<netutil:subject xm ns:netutil="http://ggf.org/ns/ nmwg/ characteristic/utilization/2.0/" id="s2">
<nmwgt @i nterface xml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : host Name>| ocal host </ nmngt : host Name>
</nmagt ;i nterface>
</netutil:subject>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: paranmeters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

Some services will still guess “general” and convert torthevgnamespace. The resulting data set will
take on an interesting look:

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " id="ml">
<neterr:subject xm ns:neterr="http://ggf.org/ns/nmwg/ characteristic/errors/2.0/" id="s1">
<nmmgt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
</nmngt :interface>
</ neterr:subject>
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ characteristic/errors/2.0</ nnwg: event Type>
<nnwg: paraneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p: //ggf.org/ ns/ nmwg/ characteristic/errors/2.0</ nmng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>
<nmng: et adat a xnl ns: nmwg="htt p: // ggf.org/ ns/ nnwg/ base/ 2. 0/ " id="nR" netadatal dRef ="1">
<nmwg: subj ect id="s2">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
</nmngt :interface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ characteri stic/errors/ 2. 0</ nnng: event Type>
<nmng: paranmeters id="pl">
<nnmwg: par amet er name="supportedEvent Type">http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmg: par anet er >
<nnmwg: par amet er name="support edEvent Type" >htt p: //ggf. org/ ns/ nmwg/ characteristic/errors/2.0</ nmng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

Clearly the two eventTypes (for utilization and errok$AY NOT appear in the same metadata descrip-
tion, but again the service can try to help out a bit. evergTgiescriptions are interpreted @soperations
when performing a query. Therefore even if our chain wasttocied poorly, our final results will be rather
robust (perhaps a bit more robust than needed). The seregigrebrs will no doubt settle on an approach
that fits well for the data they are exposing.

5.2 Filter Chaining

Filter chaining involves the application offdter (or function) to the underlying dataset that a particular
metadata describes. We can think of this much like a datatyzsmtion, where the first metadata is used to
select a broad range of data, and subsequent metadata &dharare chained in this manner are used to
slowly whittle down the dataset to a very specific range.

Figure 7 illustrates the distinction between the variousrafors of a filter chain. The circles themselves
represent the actual metadata description of a datasen(fetm the universe of all data). The intersection
of these two metadata descriptions becomes the data setdlat interested in.

It is important to note that even though we are manipulativggdata through this form of chaining, we
SHOULD not be harming it, or the related metadata elements. Clwpinigeneral is a non-destructive
operation, although it is very possible that when impleradnoorly response data corruptibbAY occur.

Filter operations themselves can vary from time range 8efeto aggregations such as performing a
cumulative distribution function (CDF). Describing allgsible operators is well beyond the scope of this
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Figure 7: Diagram showing the intersection of information sets.

work. Current experience has named most statistical arabds¢ operations as candidates for filtering,
although new uses being devised.

5.2.1 Operator Chaining Examples

Filter chaining is an easier concept to manage than mergeicbapartially because there are less rules and
nuances to grasp. As stated above, it is easy to think of ttaselafor the source metadata toibput to

a function that is named by the metadata utilizing the filteais. Consider Figure 8 as an example of the
internal process of resolving a filter chain.

Metadata 1 Metadata 2

datum ...

datum ... datum ...

datum ... datum ... Fiter Operation datum ...
datum ... datum ... d datum ... datum ...

Figure 8: Graphical results of a filtering step on a dataset.

The syntax of filter chaining is similar to that of merge chagn(by usingmetadataldRe#ttributes) but
the placement is a bit different. Consider this example.

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " id="ml">
<netutil:subject xm ns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
<nmwgt : i f Nane>et hO</ nmwgt : i f Name>
<nmwgt : i f I ndex>2</ nmngt : i f I ndex>
<nmwgt : di rection>i n</ nmagt : di rection>
<nmagt : capaci t y>1000000000</ nmwgt : capaci ty>
</nmagt ;i nterface>
</netutil:subject>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: event Type>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: par aneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p: //ggf. or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >
<nnmwg: par amet er name="supportedEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmg: paranet er >
</ nnmwg: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf. org/ ns/ nmng/ base/ 2. 0/ " id="nR">
<sel ect:subject id="s2" netadatal dRef="nll" xnins:sel ect="http://ggf.org/ns/ nmng/ ops/ sel ect/2.0/"/>
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<sel ect: paraneters i d="paranRc" xm ns:sel ect="http://ggf.org/ns/ nnwg/ ops/ sel ect/2.0/">
<nnwg: par amet er name="start Ti me">1121472000</ nnwg: par anet er >
<nnmwg: par anet er name="endTi ne" >1121904000</ nnng: par anet er >
<nmng: par amet er nanme="consol i dati onFuncti on">AVERAGE</ nmwg: par anet er >
<nnmwg: par anet er name="resol uti on">60</ nmng: par anet er >

</ sel ect: paranet er s>

<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ ops/ sel ect/ 2. 0</ nmng: event Type>

</ nmng: net adat a>

The reference is placed in tlseibjectelement in this case, as in merge chaining this is a signdieo t
service that filter chainin@HALL be required. This indicates that thmput is the data pointed to by the
first metadata and theutputwill be a subset of this. For the sake of these exampleSkiL L be dealing
with the selectnamespace as our filter of choice due to an abundance of ezsai@pd its common goal of
filtering based on time. Other filter exampleid OUL D work in the same manner.

Because the operations of a filter chain are esseniiaiynal we do not present what resultant XML
should look like. Currently services ignore many of the stédpat may go into reforming the XML for
response messages in favor of simply returninglthekendrepresentation of metadata. While quick and
easy, this does lead to information loss (specifically wheadidg with the various ways to implement merge
chaining). Client applications may have no reason to seetigéeal filter information, and therefore are
built not to need it.

6 Result Codes

There are currently two hierarchical systems taY be used to return status information about services.
Each of these approaches takes into account the facts tiratdhe many diverse services as well as dif-
ferent status messages thaAY be returned. The later system also allows for versioning kmawkwards
compatibility that the original attempt did not consideither system will accomplish the goal of providing
a scalable and readable result code tree. It is recommehdethe latter approach be adopted as it contains
superior features.

The original idea for result codes comes from the perfSONARBmMework and is explained in [7].
This approach relies on a static tree of status informati@t is branched first by general features (i.e.
success, error) and later by more specific characterisiicls as service and error type. This hierarchy is
missing the ability to offer versions of different codesttbauld become forward or backwards compatible
(seen now in theventTypeystem that takes the form OfRI strings).

success.
Is.
something
somethingelse
error.
Is.
something
ma.
something

somethingelse
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The most recent description of this status paradigm folltves URI syntax already in use by other
eventTypes and does allow version numbers to be assignée teatious messages. TIBSHALL allow
services to pick and choose which versions they may suppane neadily.

http://schemas.perfsonar.net/status/

success/
Is/
something/
1.0
somethingelse/
1.0
11
ma/
something/
1.0
error/
ma/
something/
1.0
11
somethingelse/
1.0

7 Extension

This documentMUST become the basis for all extension protocols. As a demdiwsirave include a
protocol thatSHOULD be implemented by all measurement services: Ebbo Protocal This protocol
will incorporate the preceding work to eliminate duplicatias much as possible, only specifying parts that
are necessary for clarification. Each protocol extension Ineetreated as a separate work, and will include
the necessary schema, analysis, and example sections.

7.1 Echo Protocol

The sole purpose of certain services, in a measurementyrarkgis to aid in the discovery and protection
of the enterprise. The tasks undertaken by these criticalpooents also require sound communication
protocols based on the same formats used to exchange aadreasurement data as defined byNi¢-
WG [5].
The Echo Protocolcan be used by client applications as well as other servicasdertain théiveness
of a given service. A well formatteBchoRequest message, when sent to a service, should trigger a similar
EchoResponse. This interaction allows a client or service to gauge theaoesiveness of a service; the
potential to learn more information is also available fav&aes who wish to implement more functionality.
The core functionality of th&cho Protocois to provide a simpleequestandresponseapable of deliv-
ering rudimentary status information. This protocol focleange is similar to other types of communication,
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notablyping. While this protocol may seem to be a reinvention of existowing, the extension possibility
far outweighs the duplication of functionality.

We present an overview of the messages used in this protoctiding both schematic designs and
examples for theRequest Messag@ee Section 7.1.2) andesponse Messadgeee Section 7.1.3). We
conclude with a brief description of where extensions arssiite followed by some current examples
in Protocol Extensiorfsee Section 7.1.5).

7.1.1 Architecture

To ensure availability, each servitdUST be able to respond to simple queries regarding status. ¢gsrvi
that fail to answer a direct questidAY be experiencing difficulty, and therefodAY NOT be able to
complete interaction with interested parties. Client eygpions, services, or external monitoring toblg\Y
use this simple method to quickly come to conclusions raggrilamework availability.

All servicesMUST contain the ability to respond to the most basidcoho Protocolmessages as de-
scribed by this document. The minimum requirement oEaho Protocolexchange is simply responding
to a properly encoded requeg&icho ProtocolextensiondMAY be built from this general protocol to elicit
additional functionality on a service by service basis toadixs such as test the capabilities of the service, re-
ceive statistics, or monitor erroneous behavior. The assat of these other tasks within BehoRequest
message is valid provided that the basic structure is nopoomised.

7.1.2 Request Message

TheEchoRequest message can be initiated by a client application or servargivg to know the availability

of some other service. The format of this message is mininithl K@spect to other protocol messages as
the input is rather simple. The basic format described mwurk for measurements has been adapted as a
template for use in service communication as well, keegiegconcept of metadata and data intact.

7.1.2.1 Request Message Schema

The following schema is a native description of the requebesia as in the RELAX-NGJ8] language.
Through the use of tools such as Trang[10] and MSV|[2] it issae to convert this to other widely accepted
formats such as XSD[11]. The following describes thehoRequest schema. Note that this will only
validateEchoRequest messages.

# Begin Schema
nanespace nmag="http://ggf.org/ ns/ nmng/ base/ 2. 0/ "

start =
el ement nmwg: nessage {
attribute id { xsd:string } &
attribute messagel dRef { xsd:string }? &
attribute type {
"EchoRequest " |
"http://schemas. perfsonar. net/ messages/ EchoRequest/ 1. 0"
} &
el enent nmng: net adat a {
attribute id { xsd:string } &
el ement nmng: event Type {
“http://schenas. perfsonar.net/tool s/adm n/echo/ 2. 0"
}
} &
el ement nmwg: data {
attribute id { xsd:string } &
attribute nmetadatal dRef { xsd:string }
}
}
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# End Schema

7.1.2.2 Request Message Analysis

The following is a breakdown of the elements featured in tema.

71221 Message

<nmnwg: nessage xni ns: nmag="http://ggf. org/ ns/ nmng/ base/ 2. 0/ "
type="EchoRequest "
i d="STRI NG' >
<nmwg: net adata />
<nmng: data />

</ nmng: nessage>

Table 16: Message Element Specifics

Message Element
localname message
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, type
nested elements | metadata, data
required yes

This appears the same was as it does in Section 4.3.2.1, liheaiable exception is a requirement that
thetypeattribute contain the valuéchoRequest or http://schemas.perfsonar.net/messagesEchoRequest/1.0.

7.1.2.2.2 Metadata

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " i d="STRI NG' >
<nmwg: event Type />

</ nmng: net adat a>

Table 17: Metadata Element Specifics

Metadata Element
localname metadata
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, MetadataldRef
nested elements | eventType
required yes

This appears the same was as it does in Section 4.3.2.4, ihexaeption is specifying thd&ventType
can be theonly child.
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7.1.2.2.3 EventType

<nmng: event Type xml ns: nmwg="htt p://ggf. org/ ns/ nmng/ base/ 2. 0/ ">
http://schenas. perfsonar. net/tool s/ admi n/ echo/ 2. 0
</ nmng: event Type>

Table 18: EventType Element Specifics

EventType Element
localname eventType
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes N/A
nested elements | text
required yes

TheeventTypeelement is normally used to specify an action for a servicmeasurement. We utilize
it for this role in theEcho Protocolby specifying the action of responding to BohoRequest. There are
no attributes permitted for this element, and only text carubed as a child, specifically text reporting
http://schemas.perfsonar.net/tools/admin/echo/2.0

Because this element is currently well defined into a spewifie and purpose, the eventType is non-
negotiable. Extensions, as discussed in Section 7.1.5, may be employed on a seryiserbice basis to
expand this basic specification, as long as the role is preder

7.1.2.24 Data

<nmng: data xm ns: nmwg="htt p: / / ggf . or g/ ns/ nnwg/ base/ 2. 0/ "
i d="STRI NG'
net adat al dRef =" STRI NG' />

Table 19: Data Element Specifics

Data Element
localname data
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, metadataldRef
nested elements | N/A
required yes

This appears the same was as it does in Section 4.3.2.8.

7.1.2.3 Request Message Example

The first example shows a correct configuration foEghoRequest message.

<l-- Begin XML -->

<nessage xm ns:nnmwg="http://ggf.org/ ns/ nnnwg/ base/ 2. 0/ "
type="EchoRequest"
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i d="nessagel" >
<netadata id="ml">
<nmng: event Type>
http://schemas. perfsonar. net/tool s/adm n/ echo/ 2.0
</ nmng: event Type>
</ met adat a>
<data i d="d1" netadat!|dRef="nl" />
</ message>

<l-- End XML -->

The final example shows two incorrect items: the messggeand eventTypeare both wrong. This
MUST be rejected by a service.

<l-- Begin XML -->
<message xm ns: nmwg="http://ggf.org/ ns/ nnng/ base/ 2. 0/ "
type="EchoRequest "
i d="nessage2" >
<netadata id="ml">
<nmng: event Type>
echo
</ nmng: event Type>
</ net adat a>
<data i d="d1" netadat!|dRef="nml" />
</ message>

<l-- End XML -->

7.1.3 Response M essage

TheEchoResponse message is areply to a giveichoRequest message from a client application or service.
The format of this message is minimal with respect to othetqmol messages as the input is rather simple.
The basic format described in this work for measurementbbas adapted as a template for use in service
communication as well, keeping the concept of metadata atadidtact.

7.1.3.1 Response Message Schema

The following schema is a native description of the requekema as in the RELAX-NGJ8] language.
Through the use of tools such as Trang[10] and MSV|[2] it issgale to convert this to other widely accepted
formats such as XSDJ[11]. The following describes thehoRequest schema. Note that this will only
validateEchoRequest messages.

# Begin Schena

nanespace nmag="http://ggf.org/ ns/ nmng/ base/ 2. 0/ "
nanespace nmagr ="http://ggf.org/ns/nnwg/result/2.0/"

start =
el enent nmng: nessage {
attribute id { xsd:string } &
attribute nessagel dRef { xsd:string }? &
attribute type {
"EchoResponse" |
"http://schenas. perfsonar. net/ messages/ EchoResponse/ 1. 0"
} &
el ement nmg: net adat a {
attribute id { xsd:string } &
el enent nmng: event Type {
xsd: string
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}
} &
el ement nmng: data {
attribute id { xsd:string } &
attribute netadatal dRef { xsd:string } &
el enent nmngr: dat um {
xsd:string |
attribute value { xsd:string }
I
el ement nmng: dat um {
xsd:string |
attribute value { xsd:string }
I
}
}

# End Schema

7.1.3.2 Response Message Analysis

The following is a breakdown of the elements featured in tema.

7.1.3.21 Message

<nmng: nessage xni ns: nmag="http://ggf. or g/ ns/ nmng/ base/ 2. 0/ "
type="EchoResponse"
i d="STRI NG' >
<nnwg: net adata />
<nmwg: data />

</ nmng: nessage>

Table 20: Message Element Specifics

Message Element
localname message
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, type
nested elements | metadata, data
required yes

This appears the same was as it does in Se@rthe only exception is a requirement that tigpe
attribute contain the valudschoResponse or http://schemas.perfsonar.net/messages/EchoResponse/1.0.

7.1.3.2.2 Metadata

<nmnwg: net adat a xni ns: nmag="ht t p: // ggf. or g/ ns/ nmng/ base/ 2. 0/ " i d="STRI NG' >
<nmng: event Type />

</ nmng: net adat a>

This appears the same was as it does in Section 4.4.2.4, shexaeption is specifying thd&ventType
can be theonly child.

nmc-wg@ogf.org 39



GWD-R May 27, 2009

Table 21: Metadata Element Specifics

Metadata Element
localname metadata
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, metadataldRef
nested elements || eventType
required yes

7.1.3.2.3 EventType

<nmng: event Type xml ns: nmwg="htt p://ggf. org/ ns/ nmng/ base/ 2. 0/ ">
http://schenmas. perfsonar. net/tool s/ admi n/ echo/ 2. 0
</ nmng: event Type>

or
<nmwg: event Type xnl ns: nmng="htt p://ggf. org/ ns/ nnnwg/ base/ 2. 0/ " >

http://schenas. perfsonar. net/status/success/echo/1.0
</ nmng: event Type>

Table 22: EventType Element Specifics

EventType Element
localname eventType
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes N/A
nested elements || text
required yes

The eventTypeslement is normally used to specify aation for a service or measurement. We utilize
it for this role in theEcho Protocolby specifying the action of a response tolErhoRequest. There are
no attributes permitted for this element, and only text camged as a child, specifically text reporting the
statusof the transaction. A complete list of available statusgsiis available in Section 7.1.4.

7.1.3.24 Data

<nmng: data xm ns: nmwg="htt p: / / ggf . or g/ ns/ nmng/ base/ 2. 0/ "
i d="STRI NG'
net adat al dRef =" STRI NG' />

This appears the same was as it does in Section 4.4.2.5 wittxtieption of allowind>atum as a child
element.

7.1.3.25 Datum

<nmagr : dat um xm ns: nmwgr ="ht t p: // ggf . or g/ ns/ nmng/ resul t/ 2. 0" >
TEXT
</ nmwgr : dat une
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Table 23 Data Element Specifics

Data Element
localname data
namespaces http://ggf.org/ns/inmwg/base/2.0/
attributes id, metadataldRef
nested elements | datum
required yes
<o OR-->

<nmng: dat um xm ns: nmwg="ht t p: / / ggf . or g/ ns/ nmng/ base/ 2. 0/ " >
TEXT
</ nnmwg: dat une

Table 24: Datum Element Specifics
Datum Element

localname datum

namespaces http://ggf.org/ns/inmwg/result/2.0/, http://ggf.org/lnmwg/base/2.0
attributes value

nested elements || text

required yes

Thedatumelement describes measurements in most circumstancestaghein theEcho Protocols to
report back a human readalsimtusmessage. There is only one possible attribute acceptelisaglement,
valug and it may be used in place of an enclosed text element. khedald be any message the service
wishes to return.

7.1.3.3 Response Message Example

The first example shows a correct configuration foEahoResponse message.

<l-- Begin XML -->

<nmwg: nessage xm ns: nmwg="http://ggf.org/ ns/ nmng/ base/ 2. 0/ "
xm ns: nnmwgr ="htt p: // ggf.org/ ns/ nmwg/ resul t/2.0/"
type="EchoResponse"
i d="nmessage3"
nessagel dRef =" nessagel" >

<met adata id="nil">
<nmng: event Type>success. echo</ nmng: event Type>
</ net adat a>
<data i d="d1" netadat|dRef="nl">
<nmngr : dat unThe echo request has passed. </ nmwgr: dat un»
</ dat a>
</ nmng: nessage>

<l-- End XML -->

The final example shows the result of a failechoRequest.
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<l-- Begin XML -->
<nmwg: nessage xm ns: nmwg="http://ggf.org/ ns/ nnng/ base/ 2. 0/ "
xm ns: nnmwgr ="htt p: // ggf . org/ ns/ nnwg/ resul t/2.0/"
type="EchoResponse" id="nessage4" nessagel dRef ="nessage2">
<netadata id="ml">
<nmng: event Type>error. echo</ nmng: event Type>
</ met adat a>
<data i d="d1" netadat|dRef="nl">
<nmwgr : dat un>The echo request has fail ed. </ nmwgr: dat un>
</ dat a>
</ nnwg: nessage>

<l-- End XML -->

7.1.4 Result Codes

The following new result codes can be incorporated into ttteeprotocol based on Section 6. We will
introduce these into both styles to allow for backwards catibpity. The original style is presented first:

success.
echo
error.
echo
We can express the same information using the new URI style:

http://schemas.perfsonar.net/status/
success/
echo/
1.0
error/
echo/
1.0

Note that it is possible to add more specific error conditemthe functionality of this protocol increases.
For example, if we are testing database connectivig§ AY make sense to add acho.db.range of status.
This is left as an exercise for extensions to this protocol.

7.1.5 Protocol Extension

There are two avenues for extension within Eeho Protocolas described in this document. It is possi-
ble to manipulate the values contained within thentTypeo advance functionality, or througtchema
modificationit is possible to add additional elements capable of hagddirwider range of actions. Ex-
tensions that modify the schema for a given sen8eBOUL D NOT change the themes presented in this
protocol specification. It is imperative that all servicespect the basic functionality in their quest to add
new features.
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7.15.1 eventType Extension

The current accepted eventType for Beho Protocds EchoRequest message ibttp://schemas.per fsonar.net/tools/ad
ThisactionMUST be accepted by all services. By adding additional eventSyyth the same format it is
possible to extract additional information via a service.

Consider simple service X. The designer of this service @ggb create a special behaviour for specific
eventTypes. The following new eventTypes are added to heiceecode (and to her implementation of the
schema):

e http://schemas.perfsonar.net/tools/admin/echo/X/2.0 - Allows service contact information to be re-
turned vianmwgr:datum

e http://schemas.perfsonar.net/tools/admin/echo/X/contact/2.0 - Allows service contact information
to be returned vimamwgr:datum

e http://schemas.perfsonar.net/tools/admin/echo/X/stats/2.0 - Allows service usage statistics to be
returned vienmwgr:datum

e http://schemas.perfsonar.net/toolsadmin/echo/X/db/2.0 - Allows a basic database test to be per-
formed, the results of which are returned wimwgr:datum

By simply allow some additional string matching to occurhie eventType it is now possible to receive
additional data to check the health and status of the system.

7.1.5.2 Other Extensions

Similar to the above approach, it is possible to extend thers@ by adding additional elements to increase
functionality. Individuals pursuing this route should mmdortable with schema design in general and the
layout of theNM-WG andNM C-WG schema descriptions specifically.

A simple extension involves allowing the commonly used pagers structure to reside in tMeessage
of the EchoRequest message. This modification is presented below.

# Begin Schema
nanmespace nmag="http://ggf.org/ ns/ nnwg/ base/ 2. 0/ "

start =
el enent nmng: nessage {
attribute id { xsd:string } &
attribute nessagel dRef { xsd:string }? &
attribute type {
"EchoRequest " |
"http://schemas. perfsonar. net/ nessages/ EchoRequest/ 1. 0"
} &
el ement nmg: net adat a {
attribute id { xsd:string } &
el enent nmng: event Type {
"http://schemas. perfsonar.net/tool s/adm n/ echo/ 2. 0"
} &
el ement nmng: paraneters {
el ement nmng: par aneter {
attribute nane { xsd:string }
}
}?
} &
el ement nmwg: data {
attribute id { xsd:string } &
attribute nmetadatal dRef { xsd:string }
}
}
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# End Schema

Building on the example in Section 7.1.5.1, the followingueple message shows how to ask for similar
information as previously described.

<nmng: nessage type="http://schenms. perfsonar. net/nessages/ EchoRequest/ 1. 0"
i d="nmessage. 96587"
xm ns: nmwg="htt p://ggf.org/ ns/ nmng/ base/ 2. 0/ ">
<nmng: net adat a i d="net adat a. 21324" >
<nmng: event Type>
http://schenas. perfsonar. net/tool s/adnin/echo/ 2.0
</ nmng: event Type>
<nmng: par anet er s>
<nmwg: par amet er nane="status" />
</ nnmwg: par anet er s>
</ nmng: net adat a>
<nmng: dat a i d="dat a. 54365" net adat al dRef =" net adat a. 21324"/ >

</ nnwg: nessage>

While this method does require some additional schema neatldin, the result produced is the same as
described in Section 7.1.5.1. An important consideratiahe inclusion oparametersn anEchoRequest.

It SHOULD be noted that the extension methods proposed here preberuaderlying base protocol
completely. Existing services that provide strict validatM AY reject messages that do not fit this standard
explicitly, so be sure to design client applications appeiply.

8 Conclusion

The preceding work has described a simple protocol thaferith the basis of communication for software
exchanging both network measurements and topologicatnrdtion. This protocol is both minimal and
flexible — extension to specific use cases is possible andcteghe This work has been careful to retain
the concepts described in other working groups includhind-WG andNML-WG in an effort to remain
compatible with the primary data types.
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10 Notational Conventions

The key words “MUST” “MUST NOT”, “REQUIRED”, “SHALL", “SHALL NOT”, “SHOULD”, “SHOULD
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL" are to be interpeted as described in RFC 2119

[1]

11 Security Considerations

There are no security considerations.
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13 Intellectual Property Statement

The OGF takes no position regarding the validity or scopengfiatellectual property or other rights that
might be claimed to pertain to the implementation or use ®téithnology described in this document or the
extent to which any license under such rights might or migitae available; neither does it represent that
it has made any effort to identify any such rights. Copieslaihes of rights made available for publication
and any assurances of licenses to be made available, ordhi¢ o€ an attempt made to obtain a general
license or permission for the use of such proprietary rigigtdmplementers or users of this specification
can be obtained from the OGF Secretariat.

The OGF invites any interested party to bring to its attenéiny copyrights, patents or patent applications, or
other proprietary rights which may cover technology thay e required to practice this recommendation.
Please address the information to the OGF Executive Directo

14 Disclaimer

This document and the information contained herein is pleyion an “As Is” basis and the OGF disclaims
all warranties, express or implied, including but not liedgitto any warranty that the use of the information
herein will not infringe any rights or any implied warrargief merchantability or fitness for a particular
purpose.

15 Full Copyright Notice

Copyright(© Open Grid Forum (2008-2009). All Rights Reserved.

This document and translations of it may be copied and fhedido others, and derivative works that com-
ment on or otherwise explain it or assist in its implementatinay be prepared, copied, published and
distributed, in whole or in part, without restriction of akind, provided that the above copyright notice
and this paragraph are included on all such copies and tleeiwaorks. However, this document itself may
not be modified in any way, such as by removing the copyrigticamr references to the OGF or other
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organizations, except as needed for the purpose of demgldpiid Recommendations in which case the
procedures for copyrights defined in the OGF Document psoasst be followed, or as required to trans-
late it into languages other than English.

The limited permissions granted above are perpetual anidhetibe revoked by the OGF or its successors
or assignees.
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