OpenXT™ Developer Guide High-assurance

isolation & security for virtual environments

Publication date 12 June 2014 (build 1550)



Table of Contents

1. AbOUL ThisS DOCUMENT ....uuuiiiiiiiiiiiiiiiiiiiieeree e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeas 1
2. Manually Adding Extension Packs to a OpenXT Installation ...........c.cccceee.... 2

D R 1= [ oY= - (=T o U P 2

D 1= T g 11 or | <RSP UPPPRPPIN 2

2.3. Customizing root file SYSTEMS ....iiiiiii i e 2

2.3.1. The OPKG Package Manager .....ccceuuuieiiiiiieeeiie e e e e et e e et e e e et e e e et e e saaaaeeeeaen 3

2.4, SIBNINEG @ FEPOSITONY euniiiiiiiii ettt ettt e et e et e et e et e e et s eeta e etaneeanaseetaseenneeennnns 3

A (O = X O Y 5 3

2.4.2. XC-REPOSITORY ...ttt et s e et e e e e e e e e e e e e e e e aas 4

A T (O 11 N U 4

2.5. Distributing @ CUSTOM FEPOSITOIY .uuuiiiiiii it e e e e e s 5

2.5.1. Over-the-air (OTA) UPErade .....ceceeiiuieeiiiiiee et e et e e e e e e et e e e e et e e e et eeeaaes 5

2.5.2. PXE iNStallation ....uu.iiiiiiiiiiiii e et eeaaaan 5

3. SEIVICE VIMIS oottt e e e e e et e s e e e taa e e e e e aba e e e eeaeaanaaanes 6

3.1, Creating @ SEIVICE VIM ...ouii it e et e e et e et e e e e e e e e et e et e et e et e e eanns 6

3.2. Networking Backend SErvice VIMIS .....ccouuiiiiiiiiie it e e e et e e et e e et e e e eaaa s 8

3.3. Configuring NILF FUNCLIONATILY ..ccuniiiiiiiic e eaaa s 9

3.4. Allowing Memory Introspection of Other VIVIS ........ooviiiiiiiiiiiiie e 11

3.5. Setting Read-only Mode for a Disk on the Tapdisk Level ........ccoooviiiiiiiiiiiiiiiiiiieee e, 11

3.6. Adding a Service VM to SYNChronizer XT ....coui i e 12

4. WINAOWS VIMIS .ovviiiiiiiiiiiiiiiieieiteeeeeeeeeeeaeeeaaaaaaaaaesaesseesessssssssssssssssssnssssnsssssssssssnns 13

4.1. Accessing Xen platform functionality from kernel mode ..........ccoovvviiiiiiiiiiiiiiin e, 13

5. Database Access CONtrol ......cooooiiiiiiiiiiiecccce e 14

6. VHD File ENCryplion .ottt e e e e e e e e e e e e e 15

7. User Interface Co-branding Specification .........cccccoeiiiiiiiiiii e, 17



7.1. Customizable COMPONENTS ....u.iiii it e e e e e e e e e e e et e et e e et e e et e eeaneeeen 17

7.1.1. Company 1080 SPeCIfiCatioNS ......ceiiiiiiiiiiiie e 18

7.1.2. Custom wallpaper specifications .........ccuiieiiiiiiiii i 19

7.1.3. Wallpaper icon specifiCations ..........cceviiiiiiiiiiiiii e 20

7.1.4. Virtual Machine thumbnail specifications .........c..coeiiiiiiiiiii e, 21

7.1.5. Service 1080 SPeCifiCations ........oeiiiiiiiiiiece e 22

7.1.6. Custom messaging SPecifiCations ........coeiui i 23

7.2. Assets included in the sample zip file .....oeiiiiiii i 23

8. INPUL PIUG-IN APl .. e e e e e e e e e e e e e e e e aassnnaaes 26

8.1, EVENE RECOIMS .oeiiiiiiiiiiiiiiiiii i 26

8.1.1. TYPE EV_VIM (OX7): VIV eeeeeeeeeeeeeeee oottt ettt ettt et eve e e enenesenenes 27

8.1.2. Type EV_DEV (0x6): DeVIiCe ChaNGE ....coeeeeiiiieiiiiiie ettt e e e e 27

8.1.3. Type EV_SYN (0x0): Synchronization ..........cccoeiiiiieiiiiiiiieeiiie e 28

8.1.4. Type EV_REL (0X2): REIAtIVE ...vvuuiieieeieeiiiee et eeeeeens 28

8.1.5. Type EV_ABS (0X3): ADSOIULE ...uueiiiiiiieeee e 29

8.1.6. Type EV_KEY (OX1): KEY/BULLON ....vvvvvrrirerirerirerrrererrreserssessssssssssssssssssssrsrsrsssssssrsnee. 29

0 =T 1 1 ] LS 30

9. VM EVENT HOOKS oottt ettt e e e e s e 32
10. OpenXT OVF (Open Virtualization Format) SUpport ......cccccceeeeeeevvcnnnnen. 33

O R - Y- T Tolir= T T o o Yo ] U Ky T IS 33

10.2. OVF 2.0 Standard COVEIAZE .....uuuiiiiiiiiiiiiiieeeeeie e e e et e e e et e e e e et e e e e et e e e eata s eeeataaeeessaaaaaees 34

10.2.1. OVF Package Structure SUPPOIt ......ceiiiiiii e e e e e e e 34

10.2.2. Supported Virtual Disk FOrmMats .......cccceviuiiiiiiiiiieiieiee e e e e 34

10.2.3. Distribution as @ Set Of Files ......coeciiiiiiiiiii e 35

10.2.4. ENVEIOPE EIEMENT ..cevieeiiiiiiie e e e e e e e e e e e e eaa e e eaaas 35

10.2.5. File REFEIENCES ...ceeiiiiiiie et e et e e e e e e e ene s 35

10.2.6. Content EI@MENT ....eeei 35

T A b T 0 1Y o1 1 N 36



10.2.8. Virtual Hardware Section and the CIM classSes ........c.oouiuiiiiiiiiiiiiiiiieieeeeeea, 36

10.2.8.1. CIM_ResourceAllocationSettingData ...........ccceeeeiiiiiiiiiiiiiee e, 36

10.2.8.2. CIM_StorageAllocationSettingData ........ccccuviiiiiiiiiiiiie e 36

10.2.8.3. CIM_EthernetPortAllocationSettingData ..........ccoeevvviiiiiiiiiineiiiiee e, 37

10.2.8.4. Core Metadata Sections in Version 2 ..........cooeeeeiieeiiiiiiiiie e e eeeeens 37

10.2.9. Internationalization ... 38
10.2.10. OVF ENVIFONMENT .oeieiiiieiie et e e e e e e een s 38
10.3. XCI/XT @XEENSIONS 1O OVF oeuniiieiiiiieiit ittt ettt et e et e et e et s e st e eaa e e st s esteeeanerenns 38
10.3.1. xci:ApplianceSection element .........ccoeuiiiiiiiiiii e 40
10.3.2. XCi:Disk @I8MENT ...eeeiiiiiiiiiiiiiiit et 40
10.3.3. XCi:NetwOork €lement ......cooumrniiiii i e e e er e 40
10.3.4. xci:VirtualMaching element .......ccooeiiiiii i 41
10.3.5. xci:PropertyOverride element ..........coeuiiiiiiiiiii e 41
10.3.6. xCi:VAVFirewall @lement ........coooiiiiiiiiiiiiiiiiiie 41
10.3.7. xci:PCIPassthrough element ..........coooiiiiiii i e e 41
10.3.8. xci:NetworkAdapter €l@mMeNt ........coceviiiiiiiiie e e 42
10.3.9. xci:Storageltem elemMeNnt ........cciiniiiii i 42
10.3.10. XCi:DBENTIY €IEMENT .oevvuniiiiii et e e e e e e e e et e e e aaanaas 42
10.3.11. xci:DomStoreFile element ........ccoiiiiiiiiiiii e 42
10.4. Example ApPliance IMPOIT ... e e e e e et e e e et eeeaaaaaes 42
I R L o PP PPPUPPPPRPPPIR 44
11.1. Interface com.citrix.xenclient.api.NOSt ......covuiiiiiiiiiii e 44
12.1.0. IMEENOAS: ..ot e e 44
11.1.1.1. Method ShUTAOWN .......uuuiiiiiiiiiiiiiiiiii e 44

11.1.2.2. Method reboot ......cooeiiiiiiiii e 45

3 I O 0 R O 1Y 11 [ Yo I [T« TR 45

11.1.1.4. Method hibernate ...........iiiiiiiiiiiiii e 45

I A o o oY= o A = PPN 45
11.2. Interface com.citrix.xenclient.api.product ...........coouuiiiiiiiii i 45



0 0 I o 0 o 1= = 45

11.3. Interface com.citrix.Xenclient.api.Vm ......coouuiiiiiiiie e e 46
TS 700 N 1Y/ =1 To T PO PT N PPPUPP 46
11.3.1.1. Method find_vm_by _UUId ....coouuiiiiiiiiei e 46
11.3.1.2. Method list_templates ........oeeieiiiiiiiiie e 46
11.3.1.3. Method Create_Vm .......coiiiiiiiiiiiiie e e e e 46
11.3.1.4. Method et NAME ....ciieiii e 46
11.3.1.5. Method SEL_NAME ...cooviiiiiiiii e e e e e e e e e 46
11.3.1.6. Method get_description ........ccccuuiiiiiiiiiii e 47
11.3.1.7. Method set_desCription ........ccouuiiiiiiiiiii e 47
11.3.1.8. Method et ICON ...iiieiii e e e e e 47
11.3.1.9. Method add_disk .......ccouuniiiiiiiiiiii e 47
11.3.1.10. Method Set_CArOmM ....ueiiii e e e e 48
11.3.1.11. Method get_wired_NetWOIkK ........ccuuiiiiiiiiiiiiiiiici e 48
11.3.1.12. Method set_wired NetWork .........coooviiiiiiiii e, 48
11.3.1.13. Method get_has_tooIlS ......cccuuuiiiiiiiiiii e 48
11.3.1.14. Method get_autostart .........cuoveiiiiiiiii e 48
11.3.1.15. Method set_autostart .........ccoeeieuiiiiiiiiiie e 48
11.3.1.16. Method SWItCh ....ccciiiiiii e 49
11.3.1.17. Method STart ....cceeiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee ettt 49
11.3.1.18. Method rebo0t .....oiiiiieiieie e 49
11.3.1.19. Method shutdown ...t 49
11.3.1.20. Method hibernate .........oooummiiiiiiiiii e 49

0 I o o] o 1= o =S P PRSPPI 50
11.4. Interface com.citrix.xenclient.usbdaemon ... 50
11,41 MEENOAS: oo 50
11.4.1.1. Method get_policy_ domuuid .......ccoeuniiiiiiiiiiii s 50
11.4.1.2. Method set_policy_domuuid ..........ccouuiiiiiiiiiiiiie e 50
11.4.1.3. Method NEW_ VM ..eeiiiiiii e e et e e et e et e e e e aa e een 50

Vi



11.4.1.4. Method VM _StOPPEA ...ceiiiiiiie e e 51
11.4.1.5. Method list_deVICES ....uuiiiiiiiiiiiiii e e s 51
11.4.1.6. Method get_device_info .....cccouiiiiiiiiiiii e 51
11.4.1.7. Method asSigN_dEVICE .....cccuuiiiiiiiiiiiiiie e 52
11.4.1.8. Method UnassiZN_dEVICE .....cviuniiiii i e 52
11.4.1.9. Method set_StiCKY ....ooiiiiiiiiii e 52
11.4.1.10. Method NAME_dEVICE ...ccvuiiiiiieiieeee e e e e e e 52
11.4.1.11. MethOd ST ...uue s 53
O N Y - = N 53
I I A B L1 ol Y Y [T ox (=T 53
11.4.2.2. devices _Changed .........ceiuniiiiiiiiie e 53
11.4.2.3. device_info_changed ..........coiiiiiiiiiiiii e 53
11.5. Interface org.freedesktop.DBus.Introspectable ..........coouiiiiiiiiiiii i 53
11.5. 1 MEENOAS: oo 53
11.5.1.1. Method INtrOSPECE . ccvniiiiiieei e e e 53
11.6. Interface org.freedesktop.DBUS .........ciiiiiiiiiiiiii e e e eeaa e 54
12.6.0. IMEENOMS: ... et e e e e e e e e e e e err e e e e 54
11.6.1.1. Method HEHO ..ueuiiiiiiiiiiiiiiiiiieie it 54
11.6.1.2. Method RequeStNAME ......ccuuiiiiiiiiii e e e e e e e e aa e e 54
11.6.1.3. Method ReleaseNamME ..o 54
11.6.1.4. Method StartServiceBYNamMe ........couuviiiiiiiii e 54
11.6.1.5. Method UpdateActivationEnvironment ..........ccceoevviieiiiiiieeeeiiine e, 54
11.6.1.6. Method NameHaSOWNEN .......ccoiiiiiiiiiiiiiiie e 55
11.6.1.7. Method LIStNAMES ...ccoeeeeieeeeeee s 55
11.6.1.8. Method ListActivatableNames ........cc.uuuuiiiiieiiiiiiiiii e 55
11.6.1.9. Method AdAMAtCh .......uiiiiiiiiiiiiiiiiiei e 55
11.6.1.10. Method RemMOVEMALCh ......uuuiiiiiiiiiiiiiie e 55
11.6.1.11. Method GetNamMeEeOWNET .....ccoviiiiiiiieiieeeeeeeeee e 55
11.6.1.12. Method ListQUEUEOWNENS ......cceveriiiiiieeeeeieeiiiie e eeeeeeenie e e e e e eeeennnaaaes 56

Vii



11.6.1.13. Method GetConnectionUNIXUSEr ..........uuuuiiiieeiiiiiiiiiiiiee e 56

11.6.1.14. Method GetConnectionUNIXProcessID ..........ccoevvviiiiiiiiiiiiiiiiiiiiiieiiiiienenee. 56

11.6.1.15. Method GetConnectioNDOMID .......cc.uuuiiiiiiiiiiiiiiiii e 56

11.6.1.16. Method GetAdtAuditSESSIONDAtA ...cocoeeeeieeeeeeee e 56

11.6.1.17. Method GetConnectionSELinuxSecurityContext ..........cooeeviieiiiiieiiiieennnnn. 57

11.6.1.18. Method ReloadConfig ........oeiiiiiiiiiiiiiiee e 57

11.6.1.19. Method Getld ......ovviiiiiiiiiii e 57

T Y T4 o =1 L3 SNt 57
11.6.2.1. NameOWNErChanged .......cc.uviiiiiiiiii et e e e e e e et e eea e eeen 57

11.6.2.2. NaMELOST ..covviiiiiiiiiiiiii s 57

11.6.2.3. NAMEACQUITEA ..evuniiiiiiiii e et e et e e e e e et e e et e e et e e st e e aaeeaaneeees 57

11.7. Interface com.Citrix.Xenclient.db ........cooviiiiiiiiiiiiiiiiiiie 58
12.7.0. IMEENOMS: ... et e et e e e e e e e e e e 58
11.7.1.1. MethOd r€ad .....uuvieiiiiiiiiiiiiiiiiie ittt 58

11.7.1.2. Method read_binary .....ccoouu i 58

11.7.1.3. MEthOd WIIE ..euvvviiiiiiiiiiiiiiiiiiit ittt 58

3 O O Y 11 T Yo e [ oY TSNS 58

11.7.1.5. Method iNJECE ...civiiii i e e e e e et e e eaaan 58

11.7.1.6. MEthOd LISt ...uiieieiiiiiiii e e e e e s 59

11.7.1.7. MEthOd MM e 59

11.7.2.8. MEthOd @XIStS eevuuuiieeeeiiiiiiiiii ettt e e e e e eee e e e e e e eeeennaaas 59

11.8. Interface com.citrix.xenclient.fusechat ................euviiiiiiiiiiiiiiiiiii s 59
12.8.0. IMEENOMS: ... et e e e et e e e e e e e e e e 59
11.8.1.1. Method list_desktOpS .....oeiiiiiiiiiiiiiie e 59

11.8.1.2. Method get_launch_ref ... s 59

R o o] o 1= o = PP PPR 60
11.9. Interface com.cCitriX.XeNCHENt.BUEST ......covuniii e e 60
11.9. 1. MEENOAS: oo 60
11.9.1.1. Method request_ShUutdOWN ........coouiiiiiiiii e 60

viii



11.9.1.2. Method request_SIEEP ....ccvuiiiiieieie e 60

11.9.1.3. Method request_hibernate ..........cccooviiiiiiiiiiiii e, 60
11.9.1.4. Method request_reboot ........coovuiiiiiii i 60
I Y T4 o =1 L3 Nt 60
RS T - V=T o | ) = (=Y o NN 60
11.9.2.2. agent_uninstalled .........coouuiiiiiii i 61
R e T (o - ¥ oY 11 = 61
11.10. Interface com.citrix.xeNchentinPUL .........coiiiiiiii e e 61
0 000 0 B |V 11 5 o Vo PRSPt 61
11.10.1.1. Method Set_SIOt ....uuuiiiiiiiiiiiiice e e e e e 61
11.10.1.2. Method auth_set coONteXt .......coeevuiiiiiiiiiiie e 61
11.10.1.3. Method auth_set_context_flags .......cccooviriiiiiiiiiiiiiiee e, 61
11.10.1.4. Method auth_begin ........ccooviiii e 61
11.10.1.5. Method auth_remote_l0giN ........oeeiiiiiiiiiiiiie e 62
11.10.1.6. Method auth_collect_password ..........coeiiiiiiiiiiiii e 62
11.10.1.7. Method auth_title .......cccoeiveiiiiii e 62
11.10.1.8. Method auth_get context ........ccoeviiiiiiiiiiii e 62
11.10.1.9. Method auth_remote_status ........ccceeeeiiiiiiiiiiiiieiiicn e 62
11.10.1.10. Method auth_get status .......cceoiiiiiiiiiii i, 63
11.10.1.11. Method auth_clear_status ..........ccouuiiiiiiiiiiiiiii e 63
11.10.1.12. Method auth_create_hash ...........ccoooviiiiii i, 63
11.10.1.13. Method get_user_Keydir .........uoeeiiiiiiiieiiie e 63
11.10.1.14. Method get_remote_user_hash ........c.ccoeiiiiiiiiiiii e 63
11.10.1.15. Method auth_rm_platform_User .......cccooeviiiiiiiiiiiicie e, 64
11.10.1.16. Method get_focus_domid ........cccouuiiiiiiiiiiii s 64
11.10.1.17. Method get_idle_time ......coevuiiiiiiii e 64
11.10.1.18. Method get_last_input_time .....c.cocuiiiiiiiiiii e, 64
11.10.1.19. Method sWitCh_fOCUS ...uuniiiiiiii i 64
11.10.1.20. Method get_platform_USer ........civviiiiii e 65



11.10.1.21. Method get_auth_on_boot .........coovviiiiiiii e 65
11.10.1.22. Method set_auth_on_boot ..........ccuceiiiiiiiiiiiiiiie e, 65
11.10.1.23. Method touchpad _get .........oeiiniiiiii e 65
11.10.1.24. Method touchpad_Set ........ceiiiiiiiiiiiiiie e e 65
11.10.1.25. Method get_ mouUSE_SPEEA .....ceevniiiiiieiiie e e e e e 66
11.10.1.26. Method set_mMouSe_SPEEM ......cevvuuiiiiiiiieeieiiie e e e e e e e e e e e eaees 66
11.10.1.27. Method lock_timeout_Set .......ccooviiiiiiiiiiiiii e 66
11.10.1.28. Method lock_timeout_get ........coeviiiiiiiiiiiii e 66
11.10.1.29. MethOd 10CK ....ceeeiiiiiiiiiiiee et e e 66
11.10.1.30. Method get_Kb_1ayouts .........eeiiiiiiiiiiiiie e 66
11.10.1.31. Method get_current_kb_layout .........ccccoviiiiiiiiiii e 66
11.10.1.32. Method set_current_kb_layout ...........ccovviiiiiiiiiiiiiie e, 67
11.10.1.33. Method update_seamless_mouse_settings ........c.ccceevviiieeiiiiiiiiiieiieeennnns 67
11.10.1.34. Method get_lid_State ......cceviuiieiiiiiei e e 67
11.10.1.35. Method divert_mouse_fOCUS .......cceuuiiiiiiiiiiiiiie e 67
11.10.1.36. Method stop_mMouUSe_dIVEIt .......ueeiiiiiiieeiiiiie et e e 68
11.10.1.37. Method set_divert_keyboard filter .........ccccoooiiiiiiiiiiiii e, 68
11.10.1.38. Method divert_keyboard_foCuUs ..........cccvvuiieiiiiiiiiiiiiiie e, 68
11.10.1.39. Method stop_keyboard _divert ..........cccooeuiiiiiiiiiiii e 68
11.10.1.40. Method tOUCh ...coeeeii e 68
11.10.1.41. Method fOCUS_ MOAE ...cevuiiiiiiiiieeec e e 69
I O o 0T o =T o =S PP OPR PPN 69
3 0 0 TR O - = 3N 69
11.10.3.1. keyboard_foCuSs_Change ......cccevvuuiieiiiiiie e 69
11.10.3.2. focus_auth_field .......oeeiiiiiii e 69
11.10.3.3. SYNC_aUth_USEINAME ......iiiiiiiiiiiiie e e e e e e e e e e aaaas 69
O O T B Y0 o T = o U U 69
O TR Y Yol I Vo Yo L= 70
11.10.3.6. auth_remote_start l0giN .......couueiiiiiiiii e 70



11.10.3.7. auth_remote_Start_ reCOVEIY ....c.viiiiiiii e 70

11.10.3.8. lid_state_changed .........ccoiiiiiiiiiiiiie e 70

11.11. Interface com.citrix.xenclient.networkdaemon ...........ccooeuiiiiiiiiieiiiciii e 71
12.00.0. IMEEROOS: oottt e e e e e e nenane 71
11.11.2.2. Method add_Vif .....eiiiiiiiiiie e 71

11.11.1.2. Method move_to_NetwWork ........c.cooviiiiiiiiiiicic e 71

11.11.1.3. Method NAdVM_StatUus ....cevuniiiiiieii e e 71

11.11.1.4. Method shutdown ... 71

11.11.1.5. Method is_networking_ active .........ccoeeuiiiiiiiiiii e 71

11.11.2.6. MO ISt .. 72
11.11.1.7. Method list_backends .........cccouuiiiiiiiiiiii e 72

11.11.1.8. Method is_initialized ..........oeiiiiiiiiiiii e 72

11.11.1.9. Method get_network _backend ..........coooviiiiiiii i, 72
11.11.1.10. Method create_NEtWOIK .........uviiiiiiiiieiiiie e 72

11.12. Interface com.citrix.xenclient.networkdaemon.notify ............cccoeeiiiiiiiiiii i 73
0 0 Y 14 = 1 £ 73
11.12.1.1. networkdaemon _UP ...cccuniiiiiiiiie e e ea s 73

11.12.1.2. network_added ......couvuiiiiiiiiie e 73

11.12.1.3. netWOrk _removed .......cocuniiiiiiie e 73

11.12.1.4. network_state_changed .........ccouuiiiiiiiiiii i 73

11.13. Interface com.citrix.xenclient.networkdomain ..........c.ceeuuiiiiiiiiiiiiiiiiii e 74
11.03.0. IMEEROUS: ..ottt ne et ne e nenane 74
11.13.1.1. Method list_ NETWOIKS ......ivieieii e 74

11.13.1.2. Method popup_NEtWOrk_MEeNU .......cceieiiiiiiiiiiie et e e eeee 74

11.13.1.3. Method close_Network mMenu ........c..oeeviiiiiiiiiiiie e, 74

11.14. Interface com.citrix.xenclient.networkdomain.config .........ccccevvviiiiiiiiiiniiiiiie e, 74
I O I o 40T o 1= o =3 SN 74
11.15. Interface com.citrix.xenclient.networkdomain.notify .............cciiiiiiiiin i, 75
O 0t Y T =Y 3N 75

Xi



11.15.1.1. backend_state_changed ...........oooiiiiiiii i 75

11.16. Interface com.citrix.xenclient.networkinterface ............cccccuveeereimiiiiimiiiiiiiiiiiiiiies 75
0 0 G0 B |V 11 5 o Vo PPN 75
11.16.1.1. Method Name ...ccoeeiiiiieeeee 75

11.16.1.2. Method iS_WIr€lESS ..ceuuiiiei i eaaaas 75

11.16.1.3. Method mMac_address ..........eeeeeiiiiieiiiiie et e e e e e 75

11.16.1.4. Method list_Bridges .....ueiiiiiiiiiieie e e e 75

11.17. Interface com.citrix.xenclient.networkinterface.notify ............ccveeviiiiiiiiiiiie e, 76
11.18. Interface com.citrix.xenclient.NnetWOrk.-NM ..........uuiiiiiiiiiiiiiiii e 76
11.18.0. IMEENOUS: ..ottt enenennne 76
11.18.1.1. Method popup_Network_MenuU ........ccceueiiiiiiiiiiiii e 76

11.18.1.2. Method close_network_Menu ........ccoooiiiiiiiiiiiiii i 76

11.18.1.3. Method popup_Keyboard ...........coeviiiiiiiiiii e 76

11.19. Interface com.citrix.xenclient.networkslave ..........ccccccvviiiiiiiiii 76
0 0 TR I |V 11 5 o Vo PPNt 76
11.19.1.1. Method create_internal_Networks .........cccoceiiiiiiiiiiiiiieiiee e 76

11.19.1.2. Method backend_vif NoOtify .....ccocovviiiiii 77

11.19.1.3. Method network_iface_notify .........cccoeviiiiiiiiiiiiiii e, 77

11.19.1.4. Method move_Vvif_ to Network ..........ccoeeviiiiiiiiiii e, 77

11.19.1.5. Method refresh_Vifs .........coiiiiiiiiiii e 77

11.19.1.6. Method ShULdOWN .....ccoeiiiiiiiiiie e e e 77

11.19.1.7. Method STart_NM ....coouuiiiiiiiie e e e e e e aaaaas 77

11.19.1.8. Method is_initialized ........ccuniiiiiiii s 78

11.19.1.9. Method NW_CONNECHIVITY ..uiiiiiiieiiiiie e 78
11.19.1.10. Method list_NetWOorks .......covuniiiiiii e 78
11.19.1.11. Method liSt_VifS ..oouueiiiiiiii e 78
11.19.1.12. Method get_icavm_NetWOIK .......cocuiiiiiiiiiiiiiiie e 78
11.19.1.13. Method NM_Sate ...c..uiiiiiiiii e eaaans 78

11.20. Interface com.citrix.xenclient.networkslave.notify ........c.ccoeiiiiiiiii i, 79

Xii



3 00 Tt Y T4 =Y 3N 79

11.20.1.1. NEtWOIKSIAVE_UP wovunieiiiiieeiiiie et e et e e e e e et e e e aaa e e eaeen 79

11.20.1.2. network added .........coeuniiiiiii e 79

11.20.1.3. NEtWOIK_FrE€MOVEM ....covvuiieiiiiiie e et e et e e e et e e e ea e e e eaa e e eeaean 79

11.20.1.4. new_backend Vif ... 79

11.21. Interface com.citrix.xenclienNt.NEtWOrK ..........ccceviiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee 80
0 0 I |V 11 5 o Vo PPN 80
11.21.1.1. Method is_configured ..........cooviiiiiiiiii e 80

11.21.1.2. Method CONfIGUIE .oueiiie e e e e e e 80

11.21.1.3. MethOd JOIN ..euvuiiiiiiiiiiiiiiiiiit e 80

11.21.1.4. Method €aVE .....oeeieiiieiiiii e e e e e 80

11.22. Interface com.citrix.xenclient.network.config ........cc.coeuiiiiiiiii i 80
0 0 I o 40T o 1= o =3 S 80
11.23. Interface com.citrix.xenclient.network.Notify ........c..coouiiiiiiiiiiii e 81
00 0t Y -4 =Y 3N 81
11.23.1.1. state_Changed .......uuiiiiiiiii e 81

11.24. Interface org.freedesktop.DBus.Introspectable ...........coeiiiiiiiiiiiiii e, 81
11.24.0. IMIEEROUS: ..eeiiiiiiiiiieitt ittt n e e e e nenane 81
11.24.1.1. Method INtroSPECE ...ceuniiiiiei e 81

11.25. Interface org.freedesktop.Hal.Manager ........coouuiiiiiiiii i 82
0 T B |V 11 5 Vo Vo 3PP 82
11.25.1.1. Method GEtAIIDEVICES ....coeeeeieeeeee s 82

11.25.1.2. Method GetAllDevicesWithProperties ......c.c.cccoveeiiiiiiiiiiiiieeee e 82

11.25.1.3. Method DEeVICEEXISES ....ceeeeeeeiieieieieeeeeee e 82

11.25.1.4. Method FindDeviceStringMatch ..........ccooviiiiiiiiiiii s 82

11.25.1.5. Method FindDeviceByCapability .........ccevviiiiiiiiiiiiiiii e 82

11.25.1.6. Method NEWDEVICE ......ceeeiiiiiiiiiiiiee ettt ereeer e e e ereees 83

11.25.1.7. Method REMOVE .....uuuiiiiiiii e 83

11.25.1.8. Method CommMItTOGAI .....uvuuiiiiiiiiiiiiiiiie e 83

Xiii



11.25.1.9. Method AcquireGloballnterfacelock .......cccoeveviiiiiiiiiiiii e 83

11.25.1.10. Method ReleaseGloballnterfacelock ............ccevvvviiiiiiiiiiiiiiiiiiiiiiiiinnnnn. 83
11.25.1.11. Method SingletonAddonIsReady ..........ccoovvviiiiiiiiiiiiiii e, 83

0 T Y -4 = 1 £ 84
11.25.2.1. DeVICEAAE .....ceeeiiiiiiie et 84

11.25.2.2. DEVICEREMOVEM ...coeeviiiiiiiiiiiiiiiiiiiiiiiieiieeeeeeeeeee ettt 84

11.25.2.3. NeWCapability ......ooveriii s 84

11.25.2.4. GloballnterfaceLockAcQUIred ..........oviiiiiiiiiiiie e 84

11.25.2.5. GloballnterfaceLockReleased ..........cooveuimiiiiiiieeiiiiiiiiee e 84

11.26. Interface org.freedesktop.DBus.Introspectable ...........cccouiiiiiiiiiiiiiiiiii e 85
O T B |V 11 Vo Yo PPN 85
11.26.1.1. Method INtrOSPECE .. cevvveiiiiiiie e e e e e e e e eaaen 85

11.27. Interface org.freedesktop.DBUS.Properties ........ccoevuuiiiiiiiiii i 85
11.27.0. IMIEEROUS: ..ottt eeenenenene 85

I 0 S R 1Y/ =1 d T Yo = PPN 85

11.27.2.2. MEthOd SEt ..o 85

11.27.1.3. Method GEetAIl ......iiiiiieiic e e e 85

11.28. Interface org.freedesktop.NetworkManager .........cccuuieeiiiiiiieeiiiie e e 86
0 R B Y 11 g Vo Vo £SOt 86
11.28.1.1. MEthOd ST ...uuu s 86

11.28.1.2. Method WaKe ......uuuiiiieiiiieiie e 86

11.28.1.3. Method SIEEP .ovuniiiiii e 86

11.28.1.4. Method EN@bIe .....uiiiieiiieeei e 86
11.28.1.5. Method SIEEP ..ccevvniiiii e e 86

11.28.1.6. Method DeactivateConnNeCioN ..........cceeiiveiiiiiiiiieee i 86

11.28.1.7. Method ActivateConNECTION ..........uvereiiieiiriiiiiiiiiiiiiiiiieeeeeeeee e 87

11.28.1.8. MethOd GEtDEVICES .....cceeeeiiiiiiiiiiiie e eeeeeeiee et e e e e ene e e eeeeees 87

A o o T =T o = PP PP OPR PRI 87
00 T TR 14 = 3N 87

Xiv



2 T Bt Y - (T O =1 oV - N 87

11.28.3.2. DEVICEREMOVEM ...coerviiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee ettt 87
11.28.3.3. DeVICERAAE .....eeeiiiiiiiee et 88
11.28.3.4. PropertieSChanged ..........uoiiiiiiiiiiiiiiie et e e e e e 88
11.28.3.5. StateChanGed ......ccvveiii e 88
11.29. Interface org.freedesktop.UPOWEL.DEVICE .........ceeiiiiiiiiiiiiiieeeeii e 88
0 TR B Y 11 Vo Vo 3PPt 88
11.29.1.1. Method Refresh .......ueuieiiiiiiiiiiiiiiiiiiieiei e 88
11.29.1.2. Method GetHISTOrY ..u.oiien i e 88
11.29.1.3. Method GetSTatistiCs ....cceeeeeeeeeieeee e 89
A T R o 40T o 1= o =3 PN 89
0 TR T Y 14 = 1 £ 90
001 TR 0t O o - T o T Yo 90
11.30. Interface org.freedesktop.UPOWET .......ccoiuiiiiiiiiii e 90
IS 100 B |V 11 Vo Vo PPNt 90
11.30.1.1. Method ENUMErateDEVICES ......ccccvviiiiiiiiiiiiiiiiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeeeee 90
11.30.1.2. Method ABOULTOSIEEP ...uuiernieii et e e e e e 90
11.30.1.3. Method SUSPENd ....counniiiiiieeec e 90
11.30.1.4. Method SuspendAlIoOWEd ..........ceiiniiiiiiei e 90
11.30.1.5. Method Hibernate .........coooieiiiiiiii 91
11.30.1.6. Method HibernateAllowed ...........coooveiiimiiiiiee e 91

) 0 o o T 1= o =T PP PPR PRSP 91
T TR O T = 3N 91
11.30.3.1. DEVICEAAUEM .....vvriiiiiiiiiiiiiiiieeeieieie ettt ne e e neeenenes 91
11.30.3.2. DEVICEREMOVEM .....ceiiiiiiiiiiie ettt e e e et e e e e e e eeenenaaaas 91
11.30.3.3. DeVICEChANGEA .....ceeviiiieiiie e e 92
T TR O @ o - T o T Yo 92
I 10 TR T 1YY o1 o = U 92
11.30.3.6. NOtITYSIEOP covuniiiiieii et e e e e e e e 92

XV



11.30.3.7. RESUMING .ieniiiiiii et e e e et e e e et e e e et e e e e e e e et e et e et e nanenneenns 92

11.30.3.8. NOLIfYRESUME ..uuiiiiiiiiiiiiiie ettt e e et e e e et e e e et e e e e et e e e eaaaaeaees 92

11.31. Interface com.citriX.XeNCHEeNt.FPC_PrOXY .uuuiiiiiiiiiiieie e e e e e e e e aa e 92
11.31.0. IMIEEROOS: ..ottt enenenenene 92
11.31.1.1. Method validate_call ........cooovniiiii e 92

11.31.1.2. Method validate_recv_signal .........cccuueeiiiiiiiiii i 93

11.31.1.3. Method validate_send_signal ..........cccoovuiiiiiiiiii e, 93

11.31.1.4. Method liISt_TUIES ...ueeeiiieeeieie et e e e e e e 93

11.31.1.5. Method add _FUIE ......iiiiiei e 93

11.31.1.6. Method delete_rule ........coeeiiiiiiiiie e 94

11.32. Interface com.citrix.xenclient.storehOUSE.SI . ....uuuiiiiiiiiiiiiiie e 94
11.32.0. IMIEEROOS: .eeiiiiiiiiiiiiit ittt ne e e e nenennne 94
11.32.1.1. Method get_total SiZ€ .......cccevuiiiiiiiiii e 94

11.32.1.2. Method get_free_Size ......ccovuuiiiiiiiii i 94

11.32.1.3. Method create Vdi ......ccuuiiiiiiiii e 94

11.32.1.4. Method create_vdi_With ........ccouiiiiiiiii e, 94

11.32.1.5. Method list_ VIS ......eviiniiiiiiieie e e e 95
11.32.1.6. Method list_NOUES ...cccvuuiiiiiiie e e e e e eaaan 95

11.32.1.7. Method stream_download ..........ccueiiiiiiiiiiiiii e 95

11.32.1.8. Method stream_upload ..........oeeiiiiiiiiiiiiiec e 95

11.32.1.9. Method Stream _ClOSE ....ccvuniiiiiieiiii e e e 95
11.32.1.10. Method nodeGetChildren ..........cooveeeiiiiiiii e, 96
11.32.1.11. Method NOdeGEetPAreNt ........cevieiiiiiiiiiiie et e e 96
11.32.1.12. Method NodeDelete ........ccoeeieiiieiieeeee e 96
11.32.1.13. Method NOAEAdAKEY ......uuieiiiiiie e 96
11.32.1.14. Method NOEGELKEY ......uoiiiiiiiiiiiiie e e e e e e 96
11.32.1.15. Method NOAEDEIKEY .....cvvunieiieeii e e e e 97

3 o o T o 1= o = PP PPR PRSP 97
11.33. Interface com.citrix.xenclient.storehouse.n0de ...........uuciiiieiiiiiiiiiiiii e 97

XVi



TS 1S 0 O 1Y 1= o T Yo [ PP UPPPPTTPPRTN 97

11.33.1.1. Method Set_Parent .........ceeiiiiiiieieiice e e et eea e e eaa e 97

11.33.1.2. Method delete ......coiieeiieiiiiie e e 97

11.33.1.3. Method make_Vdi .......cccoviiiiiiiiiie e 98

S 1S 20 o 40T o 1= o =P 98
11.34. Interface com.citrix.xenclient.storehouse.vdi ..........ccccceeveiiiiiiiiii 98
IS 7 B |V 11 Vo Vo £ O PPTRRRPNE 98

I I 7 0 R 1V =Y o T Yo o o 1Y o Nt 98

11.34.1.2. Method ClOSE ....ceiiieiiiii et 98

11.34.1.3. MEthOd fOrK .....eveuiiiiiiiiiiiiiiiiiiiiiie e eeneees 98

11.34.1.4. Method SNAPSOL ...ceuniii e 99

11.34.1.5. MEthOd FVEIT ....eeeiiiiiiiiiiiiiiii e 99

11.34.1.6. Method CheCK .....ccceiiiiiiiiiiie e 99

11.34.1.7. Method list_NOUES ...ccevuuiiiiiiiee e e e e e eaaas 99

11.34.1.8. Method delete ......coeieiiiiiiiiiiie e e e 99

) O o o T =T o =S PP PPR PRSP 99
11.35. Interface com.citrix.xenclient.storehouUSe ..........uciiiiiiiiiiiiiii e 100
11.35.1. MEEhOOS: ..eeeiiiiiiiiiiiiit e 100
11.35.1.1. Method dummy_method .........ccoiiiiiiiii e 100

i LT o o] o 1= o =TS PSPPSR 100
11.36. Interface com.citrix.xenclient.surfman ..o e 100
11.36.1. MEEROUS: ..eeiiiiiiiiiiiiiiee e 100
11.36.1.1. Method notify_death .........ccoeiiiiiiii e 100

11.36.1.2. Method Create_VEPU ....ccouuiiiiiiiie et e e e e e e e e e s 100

11.36.1.3. Method update_passthrough_bar ..........ccooiiiiiiiiiiiiiee, 101

11.36.1.4. Method set_framebuffer_pages .........cccuviviiiiiiiiiiiiii e, 101

11.36.1.5. Method set_framebuffer_paramters .........c.ccooeiiiiiiiiiin i, 101

11.36.1.6. Method set_pV_diSplay .......oeeeiiiiiiiiiiiiiie e 102

11.36.1.7. Method get_stride_alignement ..........cccuoviiiiiiiiiiiiin e 102

XVii



11.36.1.8. Method get_heads .......ocvvuiiiiiiiii e 102

11.36.1.9. Method get_head_resolutions ..........cccuueiiiiiiiiiiiiiiiie e 102
11.36.1.10. Method set_head_resolution ...........cccoovuiiiiii i 102
11.36.1.11. Method get_Visible ........coiiiiiiiiiiie e 102
11.36.1.12. Method set_ViSible ......c.oiiiiiiiiii e 103
11.36.1.13. Method dump_all_SCreeNs ........ccevvuiiiiiiiiiee e 103
11.36.1.14. Method increase_brightness .........c.ooeviiiiiiiiiiiii e 103
11.36.1.15. Method decrease_brightness ........ccoeeivviiiiiiiiiiiiiicie e, 103
11.36.1.16. MethOd Pre_S3 ..ociniiiiiieii et e e e et e et e e e e e aaaas 103
11.36.1.17. Method POSt_S3 ..uuiiiiiiiiiiiii e e e e e e e a e e e ra e 103
11.36.1.18. Method VEPU _MOAE ....covuniiiiiii e e e e e e 103
11.36.1.19. Method has_VEPU .....ciiiiiiiieiiiie e e aaa s 104
11.36.1.20. Method get_surfaces_caching .......c.cccoeiviiiiiiiiiiii e, 104
11.36.1.21. Method display_iMage ......ccceuuuiiiiiiiiieeeeie e 104
11.36.1.22. Method display_teXt ........ceiiiiiiiiiiiiiecee e 104

IS 1T Y 14 T | £ PN 104
S S0 S - o Y =T V7 ol 104
11.36.2.2. visible_domain_changed ..........ccoouiiiiiiiiiii e 104
11.37. Interface com.citrix.xenclient.transfermegr ..........ooi i s 105
11.37.0. MEEROAS: ..ottt 105
11.37.1.1. Method list_transfers ..o 105
11.37.1.2. Method start_transfer ........cooooeviiiiiiiie e 105
11.38. Interface com.citrix.xenclient.transfer .........couuueiii i 105
11.38.1. MEEhOUS: ..eeeiiiiiiiiiiiiiite e 105
11.38.1.1. MEthOd PAUSE ..ccuniiiiiiie e e e e e et e e e e et e e et e e e e e eaens 105
11.38.1.2. Method reSUME .ccciiiiiiiiiiiiiiii e 106
11.38.1.3. Method CANCEl c....uuiiiiiiiiiiiiee e 106
11.38.1.4. Method rel@ase ......cccoeeeeiiieeeeee s 106
2 0 o 4 oo 1= o = S 106

XViii



T 20 B T4 o = 3N 107

L11.38.3. 0. PrOBIESS «eeuueeuiiutetnteuetueetueeteeteetetta et ettaetnsetnstasennetnseansernsernserneseneennns 107
11.38.3.2. COMPIELION oevneiiiice e 107

I T T T T o T- YU Y T [ PN 107
11.38.3.4. rESUMEMA ....eiiiiiiiiiie ettt e ettt e e e e ettt s e e e e e e eee bbb e e e eeeeeeennnan 107

11.39. Interface com.citrix.xenclient.updatemMEr ..........uuiiiiiiiiiiiiiiii e 107
IS 1 TR IV 11 Vo Yo £ R OPPRT 107
11.39.1.1. Method check_Update .......ccouiiiiiiiii e 107

11.39.1.2. Method check_update_latest .......ccccuuviiiiiiiiiiii e 108

11.39.1.3. Method download_update .........ccceuuiiiiiiiiiiiiiie e 108

11.39.1.4. Method download_update_latest .........cccueviiiiiiiiiiiiie e, 108

11.39.1.5. Method apply_update_and_reboot ...........ccceeveiiiiiiiiiiiiii i 109

11.39.1.6. Method apply_update_and_shutdown ............cccoiiiiiiiiiiiiiiiieee e, 109

11.39.1.7. Method cancel_update ........couuuiiiiiiiiieeieeee e 109

I T o 4 oo 1= = S 109
I 1 TR T Y 1= T 1 £ PN 110
11.39.3.1. update_state Change ........cceeuiiiiiiiiii e 110

11.39.3.2. update_download_Progress .......cceeeeeeeeeeiiiiieeeeiiieeeeeiie e e e e eaie e eaaanns 110

11.40. Interface com.citrix.xenclient.vmdisk ............cooiiiiiiiiiiiiiii e 110
11.40.1. MEEROUS: ..eeieiiiiiiiiiiiiit ettt 110
11.40.1.1. Method attach_Vhd ........ccooniiiii e 110

11.40.1.2. Method attach_Phy ......ooiiiiiiiii e 110

11.40.1.3. Method MOUNT ..ceiiiiiiiiiee e e e e e e e s 111

11.40.1.4. Method UMOUNL ...cooiiiiiiiiiiii 111

11.40.1.5. Method delete .......cooeiiiiiiiiiiii et 111

11.40.1.6. Method generate_crypto_Key_in ........coovveiiiiiiiiiiiiiiie e, 111

11.40.1.7. Method generate_crypto _KeY ....ccevuiiiiiiiiiiiiie e, 111

3 O o o T o 1= o =S PP 112
11.41. Interface com.cCitriX.XeNCli@Nt.VMNIC ..c.uuuiiiii i 112

XiX



I O R 1Y 1= o T Yo L3 PO PTT P PPUPPPPTPPPN 112

11.41.1.1. Method delete .....coooe e 112

I o 40T o 1= = 112
11.42. Interface com.citrix.xenchient.XCpmMd .......uuiiiiiiiiiii e 113
8 I A IV 11 Vo Yo £ RO 113
11.42.1.1. Method get_ac_adapter_state ........cccoeveieiiiiiiiiiiiie e 113

11.42.1.2. Method get_current_battery_level ........c.ccoovviiiiiiiiii e, 113

11.42.1.3. Method get_current_temperature ........ccocevveeeiiiiiiieeeiee e 113

11.42.1.4. Method get_critical_temperature .........ccooeviiiiiiiiiiii i 113

11.42.1.5. Method get_bif ...ccoeeeeeeeeeee e 114

11.42.1.6. Method get_ DSt ..ccuniiiiiei e 114

11.42.1.7. Method indicate_iNPut .....cceeiiiuiiieiiiie e e 114

11.42.1.8. Method hotkey SWItCh .......ccouniiiiiii e 114

T Y -4 T | £ N 114
11.42.2.1. ac_adapter_state_changed ..........cooiriiiiii i, 114

11.42.2.2. battery_status_changed ........cccooiiiiiiiiiiii e 115

11.42.2.3. battery_info_changed ..o 115

11.42.2.4. power_button_pressed ......ccuieiiiiiiiieeeie e 115

11.42.2.5. sleep_button_Pressed .......coouueeiiiiiiiiii e 115

11.42.2.6. 0em_event_triggered .......veviiiiiiie e 115

11.42.2.7. battery_level_notification ........ccccciiiiiiiiii e, 115

11.42.2.8. BCl_KEY _PreSSEA ....ciiiiiiiiiiiiieeieee e e eaaan 115

11.43. Interface com.citrix.xenclient.xenmgr.poWersettings .........ccoeevuiieiiiiieiiieeiiie e e, 115
11.43.0. MEEhOUS: ..eeeiiiiiiiiieie e 115
11.43.1.1. Method get_ac_lid_close_action .........cccoeuiiiiiiiiiiiiiiiec e, 115

11.43.1.2. Method get_battery_lid_close_action .........ccccevviiiiiiiiiiiniiiiiiieeeeee e, 116

11.43.1.3. Method set_ac_lid_close_action .........cccccuiiiiiiiiiiiiiiiic e, 116

11.43.1.4. Method set_battery_lid_close_action ...........ccoueeeiiiiiiiiiiiiiinnicicee e, 116

11.44. Interface com.citrix.xenclient.xenmgr.host ..........ccoooviiiiiiiiii i 116

XX



I |V 1= o T Yo [ PO U PP PP PUPPPPTPPPN 116

11.44.1.1. Method liSt_iSOS ..uvuiiiiiiiiieiiiiie e e et e e e e e e eaaeaees 116
11.44.1.2. Method list_PCi_dEVICES ...cvvrniiiieiiii e 117
11.44.1.3. Method list_gpuU_deVICES .....cuuiiiiiiiiieiiiie e 117
11.44.1.4. Method list_disk_deVICeS ....cevuiiiiiiiiie e 117
11.44.1.5. Method list_playback_deviCes ..........cccuuuiiiiiiiiiiiiiiiii e 117
11.44.1.6. Method list_capture_deviCes .........ciiviiiiiiiiiiiiieiie e 117
11.44.1.7. Method list_sound_Cards ........cccuuieiiiiiiieeiiiii e e e e e eeee 118
11.44.1.8. Method list_sound_card_controls .........ccccceuiviiiiiiiiiiiiie e 118
11.44.1.9. Method get_sound_card_control .........cccoeeiiiiiiiiiiiiiiiiiiie e 118
11.44.1.10. Method set_sound_card_control ..........ccccovviiiiiiiiiiiiiiee s 118
11.44.1.11. Method list_cd_deViCes ......cceevriuiiiiiiiiie e 118
11.44.1.12. Method assign_cd_devViCe .......ceevuuiiiiiiiiii e 119
11.44.1.13. Method get_cd_device_assignment ..........ccceeveviiiiiiiiiiiii i 119
11.44.1.14. Method eject_cd_deVICE ....cuuviiiniiiii e 119
11.44.1.15. Method list_Ui_PIUINS .....ccovuniiiiiiiiiiiiic e 119
11.44.1.16. Method is_ServiCe _IUNNING ......cccuviiiiiieiiiieiiiee e e e e e 120
11.44.1.17. Method configure_gpu_placement .........cccoeeiiiiiiiiiiiiine i, 120
11.44.1.18. Method get_gpu_placement .......ccouuiiiiiiiiii e 120
11.44.1.19. Method get_seconds_from_epoch ..........cccooiiiiiiiiiiiiiiiii e 120
11.44.1.20. Method ShUtAOWN ......iiiiiiiiiiiiiee e 121
11.44.1.21. Method rebOOT .......uvuiiiiiiiiiiiiiiiiiiiiiiiieee e 121
11.44.1.22. Method SIEEP .uueveeniiii e e e aa e 121
11.44.1.23. Method hibernate ............eeeeeuueeiiiiieiiiiiiiiiiiiiiiiieieiee e 121
11.44.1.24. Method Set_liICENSE ....uuiiiinieiii e e e e e 121
3 R o o T o 1= o =S PP 121
R Y T4 o =Y 3N 122
11.44.3.1. state_changed .........oiiiiiiiii e 122
11.44.3.2. StOrage_SPACE_lOW ..ccuuiiiiiiiiiieeeiie e e et e et e et e et e e e e e et e e e aaeeeanaeeen 123

XXi



11.44.3.3. license_Changed ........couuiiiiiiii e 123
11.45. Interface com.citrix.xenclient.xenmgr.installer .........cc.oooviiiiiiiii e, 123
I 3 TR I |V 11 Vo Yo £ RSP 123
11.45.1.1. Method get_EUIA ...cccvvniiiiiii e 123
11.45.1.2. Method get_installstate .......ccceuiiiiiiiiiii e 123
11.45.1.3. Method progress_installstate .........ccocevvieieiiiiiiiiiiie e 123
11.46. Interface com.citrix.xenclienNt.XENMErVM ........oiiiiiiiiiii e e e 124
11.46.1. MEEROUS: ..eeiiiiiiiiiiiiiiee e 124
11.46.1.1. Method get_db _KeY ...ccevuiiiiiiii e 124
11.46.1.2. Method set_db_Key ......coovuiiiiiiiiieeie e 124
11.46.1.3. Method get_domstore_KeY ......ccccuuveiiiiieiiiiiiieiiie e 124
11.46.1.4. Method set_domsStore_KEY .......cceevuuuiiiiiiiiiiieiiiiie e 124
11.46.1.5. Method add_disK .......ccuuiiiiiiiiiiiiii e 125
11.46.1.6. Method list_diSKS .....cceieiiiiiiiiiiii e 125
11.46.1.7. Method add _NIC ....ueiiiiiiiiicc e e 125
11.46.1.8. Method liSt_NICS ...oeveiieiiiiiiiie e e e e e e eaaas 125
11.46.1.9. Method delete .......cooiiiiiiiiiiii et e 125
11.46.1.10. Method SWItCh ...ccoiiieeee e 126
11.46.1.11. Method read_iCON .....coviiiiiiii e aans 126
11.46.1.12. Method Start ... 126
11.46.1.13. Method start_internal .........ccooieiiiiiii e 126
11.46.1.14. Method rebOOT ......cuuuiiiiiiiiiiiiiiiiiiiiieitiee e eeeeenenenes 126
11.46.1.15. Method ShUtdOWN ......coiiiiiiiiiiiie e 126
11.46.1.16. Method deStIOY .ccvuuiiiiiiiieeiic e e e e et e e e 126
11.46.1.17. Method SIEEP .uueveenieii e e e e 126
11.46.1.18. Method hibernate .............eeeeuueeeeeiieiiiiiiiiiiiiiiiiieee e 126
11.46.1.19. MethOd rESUME ..ceuuuuiiieeeieeiiiiee et e et e e e e e e e 127

I I 1T L I |V, =Y d o [o Yo o - [ 1Y 127
11.46.1.21. MethOod UNPAUSE ....uuiiiiiiiiii e et e et e e e e e e et e et e et e e e eaanns 127

XXii



11.46.1.22. Method suspend_to_file ......cceviviiiiiiiiii e 127

11.46.1.23. Method resume_from_file .........coouiiiiiiiiiii e, 127
11.46.1.24. Method create_child_service_ vm .......cccooiiiiiiiiiiiiiiice e, 127
11.46.1.25. Method list_vAv_firewall_rules ..........cccoovviiiiiiiiiiiiiiiine e, 128
11.46.1.26. Method add_vav_firewall_rule .......cccoooeiiiiiiiiii e, 128
11.46.1.27. Method delete_vav_firewall_rule ..........ccooviiiiiiiiiiiiiiiii e, 128
11.46.1.28. Method add_net_firewall_rule ..........cooiriiiiiiii e, 128
11.46.1.29. Method list_net_firewall_rules ........c.ccoovviiiiiiiiiiiiii e, 128
11.46.1.30. Method delete_net_firewall_rule .........c.ooiviiiiiiiiiii e, 128

i L o o T o 1= o =S PSPPSR 129
11.47. Interface com.citrix.xenclient.xenmgrvm.unrestricted ..........cccooeiiiiiiiiii i, 134
3 A B o o T 1= o =S PSPPSR 134
11.48. Interface com.citrix.xenclient.xenmgrvm.product ...........ccoeeeiiiiiiiiiiiii i 139
11.48.1. MEEROUS: ..eeeeiiiiiiiiiiite e 140
11.48.1.1. Method get_ovf env_Xml ..o 140

11.48.1.2. Method list_product_properties ........cccceeevvueeiieiiiiiieeeiiiie e e e 140

11.48.1.3. Method get_product_Property .......ceeeeeeeiiiereiieeii e e e e eaans 140

11.48.1.4. Method set_product_Property ......cceueeeeeiiiieeeeiiiee e e e e e 140

11.49. Interface com.citrix.xenclient.xenmgrvm.auth ............ccoooiiiiiiii i 140
11.49.1. MEEROUS: ...eeiiiiiiiiiiiiiet e 141
11.49.1.1. Method auth_required .........coouiiiiiiiii e 141

11.49.1.2. Method QUL ....coeiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 141

11.50. Interface com.citrix.xenclient.XeNMErVm.pCi .....cccouuiiiiiiiiiii e 141
11.50.1. MEEROOS: ...eeiiiiiiiiiiiiiit e 141
11.50.1.1. Method add_pt FUIE ...ccenieice e e 141

11.50.1.2. Method add_pt_rule_bdf ..........oiiiiiiii 141

11.50.1.3. Method delete_pt rule ....c.ueeeeeniiii e 141

11.50.1.4. Method delete_pt_rule_bdf .........coovriiiiiiii e, 142

11.50.1.5. Method list_pt_rUleSs ......iviinieiee e 142

XXiii



11.50.1.6. Method list_pt_pci_deViCes .....cvvuviviiiieii e 142
11.51. Interface com.Citrix.XeNCHENt.XENMEL ...ovuiiiiiii e 142
R I I Y 11 o Vo Vo £ OPRR 143
11.51.1.1. Method liSt_VMS ....iiiiiiiiiiiiice e e e e e e e e e aa e eeae 143
11.51.1.2. Method list_ domids .......ccuuiiiiiiiiiiiiii e 143
11.51.1.3. Method list_child_service_vm_templates .........ccccoeeerrriiiiiiiiiineeeiiiineeeenn, 143
11.51.1.4. Method list_templates .....ccoueeiiiiiiiiiie e 143
11.51.1.5. Method list_ui_templates ........ccevuviiiiiiiiiiiiiice e 143
11.51.1.6. Method list_extension_packs .........cccoovviiiiiiiiii i, 144
11.51.1.7. Method find_vm_by _Uuid ..........ooiiiiiiiiiii e 144
11.51.1.8. Method find_vm_by domid .........ccuiiiiiiiiiii e, 144
11.51.1.9. Method Create_VM .....cccouiiiiiiiiii e e e 144
11.51.1.10. Method create_vm_with_template ..........ccooeiiiiiiiiiiii s 144
11.51.1.11. Method create_vm_with_template_and_uuid ..............ccooeeiiiiiinninnnnnnn.. 145
11.51.1.12. Method create_vm_with_template_and_json ............ccceeeviiiiiinerinnnnnnnn. 145
11.51.1.13. Method create_vm_With_Ui .......ccoeeiiiiiiiiiiiiiii e 145
11.51.1.14. Method create_Vhd ........cccouniiiiiii e 145
R Y -4 T 1 £ N 146
11.51.2.1. vm_config_changed ........cccoiiiiiiiiii e 146
11.51.2.2. vm_state_changed .........cooiiiiiiiiiie e 146
11.51.2.3. vm_Name_Changed ........cooeiiiiiiiiiii e 146
11.51.2.4. config_changed ........coouuuiiiiiiii e 146
11.51.2.5. language_changed .......c.oiiiiiiiiiii e 147
11.51.2.6. VIM_Created .....uiiiiiiiiiieiie et e e 147
11.51.2.7. VM _deleted ..ccovnieieei e 147
11.51.2.8. network_state_changed ...........couoiiiiiiiiiiiiiii e 147
11.51.2.9. vm_transfer_changed .........coou i 147
11.51.2.10. cd_assignment_changed ...........ccoeiiiiiiiiiiiiiiii e 148
11.52. Interface com.citrix.xenclient.xenmgr.config .........ccoevuiiiiiiiiiii i, 148

XXiV



R I o 40T o 1= = 148

11.53. Interface com.citrix.xenclient.xenmgr.config.Ui ..........ccoeiiiiiiiiiiiiiiin e, 149
S T I o 40T 1= = S 149
11.54. Interface com.citrix.XeNchent.poliCY .........iiiiiiiiiii e 150
R IV 11 Vo Vo £ O 150
11.54.1.1. Method €NnfOrCe ........euuuvuiiimiiiiiiiiiiiiiiiii e 150

11.54.1.2. Method retri@Ve .......uuuiiiieiiieiiiiie e e 150

11.55. Interface com.citrix.xenclient.XenmMgr.diag ......ccoeevvvieiiiiiiiie e 151
03 T8 I |V 11 Vo Vo £ RO 151
11.55.1.1. MEthOd SAVE ....evviiiiiiiiiiiiiiiiiiiiiiiit e 151

11.55.1.2. Method ather ... e 151

11.55.1.3. Method create_status_report .......ccoeeeviiiiiieiiiiiiieciiee e e e 151

11.55.1.4. Method taas_authenticate_credentials ..........ccccoviiiiiiiiiiiiiii, 152

11.55.1.5. Method taas_upload ...........ceeiiiiiiiiiiiiie e 152

11.55.1.6. Method taas_agree _terms .......cocciiiiiiiiiiii e 152

11.55.1.7. Method status_report_SCrEEN .........cccuuieeeiiiiiieeiiiiieeeeiiieeeeeieeeeerreeeeaees 153

o0 Y 14 o = 3R 153
11.55.2.1. gather_reqUEST .....uuiiiiiiie e e e e e e 153

11.56. Interface com.citrix.xenclient.xenmgrtesting .........ccoovviiiiiiiiiii i, 153
11.56.1. MEEROUS: ..eeeiiiiiiiiiiiiiitee e 153
11.56.1.1. Method SCriPt_QUEUE ....ceviiiieeeie e e e e e e e aa e 153

11.56.1.2. Method script_deQUEUE ........uuiiiiiiiieiiie et e e ea e 153

11.57. Interface com.citrix.xenclient.xenmgr.unrestricted ..........ccooeviiiiiiiiiiii i, 153
11.57.0. MEEROAS: ..ottt 154
11.57.1.1. Method unrestricted_create vm ..........ccoviiiiiiiii i 154

11.57.1.2. Method unrestricted_create_vm_with_template_and_json ..................... 154

11.57.1.3. Method unrestricted_delete_ vm .......c.oeiiiiiiiiiiii e, 154

11.58. Interface com.citrix.xenclient.XeNMEr.GUESLIEQ ..vuuuiiiiiineeieiiiieeeeiiiieeeerie e e e e e eaa e eeaeen 154
< B0 IV 11 Vo Vo £ 154

XXV



11.58.1.1. Method request_attention .........cccoceieiiiii i 154

I < T Y 14 = | £ N 155
11.58.2.1. requested_attention ........coeuoiiiiiiiii i 155
11.59. Interface xenvm.sigNal.notify .......coouuiiiiiiiii i 155
1S Tt Y T4 = 3N 155
0T TR 1 R o To ) 1 PPN 155

12. Example OpenXT D-Bus Application .........ccoevvvvviiiiiiiiieee e, 156
13. VM Database Configuration File Syntax ......ccccccceeveveeiiiiiiiiiieeeeeeeeeeeeeeevven 157
13.1. VM Identity and General Configuration .........ccccoeuiiiiiiiiiie i 157
13.2. VIV NEEWOIKING «.eevviiieiiiiie ettt e et e e e et e e e et e e e et e e e et e e e etan e e eeaneeaerannens 158
13.3. VIM DiSKS @NA VCPUS ..cevvieiiieeieiieiiiiiiis e e e ee ettt e e e e e e eettte e s e e e e e e eeataan s e s e e aeassannnnnneeeeas 159
13.4. VM Identity and FUurther SEtNGS ......viiiviiiiiiiiiie e 159
Where Can | FINA ... oo 160

XXVi



Chapter 1. About This Document

This document is intended for software developers building extensions to the OpenXT platform. The SDK detailed in
this chapter is subject to change without notice.



Chapter 2. Manually Adding Extension Packs to a OpenXT
Installation

An official means of adding extension packs to a OpenXT installation is not yet available. As a workaround for our
early customers, this chapter contains instructions and a set of scripts to walk you through manually adding
customizations to a OpenXT release repository (packages. mai n).

2.1. Getting Started

This chapter assumes that you have a relatively advanced level of Linux experience. Every attempt has been made
to be as explicit and thorough in these instructions as possible, but some minor details have been omitted, as they
are assumed to be general knowledge.

To follow these instructions, create a directory somewhere on your system to hold your work. In this chapter we
will refer to this directory as ${ WORK_DI R} . Copy your OpenXT installation 1SO to this directory. Create a
subdirectory to mount the ISO on. We'll call this mt . Mount the ISO using a loopback device:

sudo | osetup /dev/loopX ./<XT_iso_nanme>.iso
sudo nount /dev/|oopX ./ mt

Copy the packages. nai n directory from the mounted ISO to the ${ WORK_DI R} . Also create a new directory
which we'll call packages. mai n. cust om which is where we'll build a new repository that will have our
customizations. Create a directory bi n to hold the scripts described in this document and add it to your shell's path.
There are a number of ways to accomplish this, and depending on your shell, they are often different. For bash, it
suffices to append the path to your PATH environment variable:

export PATH=${ PATH}: ${ WORK DI R}/ bi n

Finally, create a directory named cr ypt o to hold your crypto keys and certs. Your ${ WORK_DI R} should now look
like this:

${ WORK_DI R}/ bi n

${WORK_DI R}/ crypt o

${ WORK_DI R}/ packages. mai n

${WORK_DI R}/ packages. mai n. cust om

${WORK_DI R}/ mt
${WORK_DI R}/ OpenXT- <ver>-installer.iso

2.2. Certificates

Certificate management is a complex topic that is outside the scope of this document. It is assumed that if you or
your organization manages their own certificate authority, then they have the appropriate protections and processes
in place to manage, sign and distribute certificates. For the purposes of this tutorial, we will use a simple 512-bit RSA
key (pri v. key) and a self signed certificate (cacer t. pem:

openssl genrsa -out ${WORK DI R}/ crypto/ priv. key
openssl req -new -x509 -key ${WORK DI R}/crypto/priv.key -out ${WORK DI R}/ crypto/ cacert.pem -days 1095

OpenXT recommends consulting the OpenSSL certificate documentation” for authoritative information.

2.3. Customizing root file systems

The first step to customizing a OpenXT root file system is knowing what customizations you'd like to make. This will

be specific to your project, so this tutorial uses a simple and generic example of adding a new CA certificate to

" http://www.openssl.org/docs/
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the repository of trusted certificates. This allows for a system with these customizations to be upgraded over the
air with a repository signed with a certificate tied to this new CA. This certificate must be installed into the control
domain (dom0).

We start by copying the root filesystem from the release repository to our new repository in
packages. mai n. cust om

cp ${WORK DI R}/ packages. mai n/ donD-root fs.i686.xc. ext3.gz ${WORK DI R}/ packages. mai n. cust om

We uncompress the root filesystem and mount it on a temporary directory:
gunzi p ${WORK_DI R}/ packages. mai n. cust onf donD-r oot fs. i 686. xc. ext 3. gz

nkdir ${WORK_DI R}/ mt
sudo nount -o | oop ${WORK DI R}/ packages. nai n. cust omf donD-r oot fs.i 686. xc. ext3 ${WORK DI R}/ mt

We then add our new certificate to the trusted certificates in OpenXT:
sudo cp ${WORK DI R}/ crypto/ cacert.pem ${WORK DI R}/ mt / usr/ shar e/ xencl i ent/repo-certs/prod
pushd ${WORK_DI R}/ mt / usr/ shar e/ xencl i ent/repo-certs/ prod

sudo In -s cacert.pem $(openssl x509 -noout -hash -in cacert.pem.O0
popd

Finally we unmount and recompress the updated root file system:
sudo unount ${WORK_DI R}/ mt
gzi p ${WORK_DI R}/ packages. mai n. cust onf donD-r oot fs. i 686. xc. ext 3

2.3.1. The OPKG Package Manager

File systems for the VMs in OpenXT use opkg for package management. OpenXT highly recommends packaging
your modifications to OpenXT using opkg packages. When installing packages into an extracted root file system
using the method above, be sure to instruct opkg to install packages to the directory to which you extracted the
root file system.

Note

The opkg binary supplied in the extracted root file system is a 32-bit i686 binary and might not be
compatible with your development system.

2.4. Signing a repository

There are three files that together constitute the repository signature. As part of signing the modified repository, we
will generate these files, explain their significance and how they are related.

2.4.1. XC-PACKAGES

The XC- PACKAGES file is a description of the individual files that make up the repository. Its format is as follows:

<short nanme> <fil esi ze> <sha256sunt <fornmat> <requi red> <fil ename> <unpackdi r >
donD 106147834 hash ext 3gz required donD-rootfs.i686.xc.ext3.g9z /

You can consult the XC- PACKAGES in the source repository at ${ WORK DI R}/ packages. mai n/ XC-
PACKAGES for a reference. The only bits that will change in this file are the hashes on the archives that you chose
to modify. To assist in generating a new XC- PACKAGES file for your custom repository, we have provided the gen-
packages. sh script.

This script should be downloaded and copied to the ${ WORK_DI R} / bi n directory. If you've followed this document
closely and used the recommended file paths, you should simply be able to run the gen- packages. sh script from



the root ${ WORK_DI R} directory. If you've used different file paths, you can specify the locations of important files
and directories on the command line. See the usage message from the script below:

gen- packages. sh [-s packages. main] [-d packages.main.custon] [-0 out-file]

In short, the gen- packages. sh script copies all missing files from the original repository to the new one, leaving
the ones you've modified intact. It then re-hashes all of the files from the repository and generates the XC-
PACKAGES for your custom repository. The only difference between the original and your custom XC- PACKAGES
should be the hashes.

The gen- packages. sh script is included in the OpenXT SDK.

2.4.2. XC-REPOSITORY

The XC- PACKAGES file contains information only about the supplied files that constitute the repository. The
repository itself also needs data to describe it with regard to release numbers, versions for upgrade, and so on.
Basically it needs identifying information and a way to tie this to the packages.

The XC- REPCSI TORY file does exactly this. The important bits with regard to modifying the repository is
recalculating the hash in the hash field of the XC- REPOSI TORY file. The hash is of the XC- REPCSI TORY file which
has changed per our last step. To automate the generation of an XC- REPQOSI TORY file for your custom repository,
we have provided the gen-r eposi t ory. sh script.

Copy this script to your path. ${ WORK_DI R} / bi nisagood place. If you've followed these instructions closely simply
running the gen- r eposi t ory. sh script from within ${ WORK_DI R} will generate a new XC- REPOSI TORY file
in ${ WORK_DI R}/ packages. mai n. cust om If you've used different file paths, you can specify the locations of
important files and directories on the command line. The usage message for this script can be displayed with the - h
option and it is identical to the gen- r eposi t ory. sh script shown above.

Note

All information aside from the hash is copied verbatim from the XC- REPOSI TORY file from the source
packages. mai n repository. Changing the values of the other metadata should be done with caution
and only if you know what you're doing.

Note

The gen-r eposi t ory. sh script is included on the OpenXT SDK ISO.

2.4.3. XC-SIGNATURE

Finally, once the XC- REPCSI TORY file has been generated, we sign it with our private key and attach the
corresponding certificate for verification. The steps to do so are automated in the gen- si gnat ur e. sh script. Copy
this file on to your shell's path as described above. When executed with no options, the script assumes a directory
layout as recommended in this document. Alternatively you can supply the script with the necessary information on
the command line. Again the usage message is available through the - h option.

Once this signature has been generated, you can verify it using the XC- SI GNATURE file and the certificate of the
authority from which the signing key/certificate were generated. In this example, we've used a self-signed certificate
so these are the same. Again, a script to automate verification is provided, the veri f y- si gnat ur e. sh script,
and this script has a usage message that can be viewed by passing it the - h option.

Note

The gen- si gnat ur e. sh script is included on the OpenXT SDK ISO.



2.5. Distributing a custom repository

There are a number of mechanisms by which your custom repository can be installed/distributed. The simplest is the
Over-the-air (OTA) Upgrade mechanism. We also provide instructions for installation over PXE. The method for PXE
and the authoring of a custom installation CD-ROM are similar, but we omit instructions for creating a custom install
CD, as they are beyond the scope of this document.

2.5.1. Over-the-air (OTA) upgrade

An existing OpenXT installation will reject any upgrade repository that isn't signed with a key that is part of the
database of trusted keys on the platform. Currently this database contains only the OpenXT production key. To
configure an existing OpenXT installation such that it will accept an upgrade repository signed with any other key,
you must add the corresponding CA certificate to its database of trusted certs. To accomplish this, first copy the

CA cert on to the OpenXT platform, into the / t np directory which is not read-only. Then install it using the
following commands:

cp cacert.pem/usr/share/ xenclient/repo-certs/prod/

pushd /usr/share/ xenclient/repo-certs/prod

In -s cacert.pem $(openssl x509 -noout -hash -in cacert.pem.O0
popd

This creates the link necessary for the openssl| libraries to locate the certificate. Your OpenXT systems should
then be able to upgrade to the repository signed with your key.

2.5.2. PXE installation

To distribute your custom XC repository over PXE is a bit more complicated than the OTA upgrade method. It is,
however, extremely useful. Begin by setting up a PXE environment using the instructions supplied in Appendix :
“Installing OpenXT Over a Network Using PXE” in OpenXT™ Engine Administrator Guide.

Once you've verified your PXE configuration works with a stock OpenXT repository, you can copy your custom
repository from ${ WORK_DI R}/ packages. mai n. cust omto your FTP or web server. Installing this repository
will fail since the installer's root file system does not have the CA certificate for the key that your custom repository
was signed with. Populating the installer's root file system with your CA's certificate is very similar to adding your
CA cert to the control domain root file system from our example above. The only difference is we're installing the
certificate on to a different root filesystem.

Extract the installer root filesystem from the installation ISO to a temporary directory and install the CA cert as we've
done previously:

nkdir ${WORK DI R}/ t np

pushd ${WORK DI R}/ t np

gunzip ../mt/isolinux/rootfs.gz | sudo cpio -i

cp ../crypto/cacert.pem./usr/share/ xenclient/repo-certs/prod
pushd ./usr/share/ xenclient/repo-certs/prod

In -s cacert.pem $(openssl x509 -noout -hash -in cacert.pem.0

popd
popd

Then package the root filesystem back up in a gzi p archive:

pushd ${WORK- DI R}/ t np
sudo find . -print | sudo cpio -o -Hnew | gzip > ../rootfs.gz
popd

The installer root filesystem will now be available in your ${ WORK_DI R} with the CA cert installed. You can then
copy this on to your TFTP directory in place of the default r oot f s. gz supplied in the stock OpenXT i sol i nux
directory.



Chapter 3. Service VMs

3.1. Creating a service VM
This section describes how to create a service VM based on a Debian Linux distribution.
Note
Please use the latest stable i386 32-bit Debian release. Debian is currently the most-tested operating

system for OpenXT service VMs. Using other operating systems might limit the capabilities of your
service VM.

To Create a Service VM:

1. Create a VM using UIVM for OpenXT. Do not enable encryption for the VM disk.

g

In the OpenXT Ul, select Details > Advanced for the VM and ensure that Stub Domain is set as Enabled.

3. Install the latest stable i386 32-bit Debian release. The following settings are recommended:

¢ use the graphical installation
¢ select the SSH server option

¢ install grub as the bootloader

Reboot the VM at the end of the installation.
4. Once the new VM starts up, log in.

5. Locate the file xct ool s- debi an-repo. tar. gz provided in the OpenXT release and copy it to the
service VM filesystem.

6. Unpack the archive:

gunzi p xctool s-debi an-repo.tar. gz
tar -xvf xctool s-debian-repo.tar

7. Edit/ etc/apt/sources.|ist andaddan entry to point to the unpacked Debian xctools repo:

echo "deb file:/<filepath>/debian wheezy main" >> /etc/apt/sources.|ist
Note

wheezy is the current version codename at the time of writing, which will change when the future
version are available.

8. Install the Debian xctools:

apt-get update
apt-get install |inux-imge-3.11.10.4 v4v-nodule |ibv4v-1.0-0

9. Configure TTY login on the virtual serial console:

echo "S: 2345: respawn: / shin/getty 38400 hvcQ0" >> /etc/inittab

When you have finished configuring your service VM and it is running, you will be able to login to it through the
virtual serial console. This requires use of the scr een program in the control domain. To determine which pt s
in the control domain corresponds to the console in your service VM, execute the following command:

6



xenstore-read /| ocal / domai n/ $(xec-vm --nane <servi ce_vm nane> get domid)/console/tty

You may then use the scr een command to login to your service VM through this device.
Note

Use of the screen program is limited to the SELinux system administrator role. For instructions for
entering into this role see Section 1.5.5: “The Effect of SELinux on Administrative Commands” in
OpenXT™ Engine Administrator Guide.

Set the v4v module to auto-load:
echo "v4v" >> [etc/nodul es

Add the following linesto/ et c/init.d/ssh:

¢ Atthe end of the start section, before the regular ssh daemon is invoked starts (log_end_msg exits the script).

LD PRELOAD=/usr/lib/libv4v-1.0.s0.0.0.0 I NET_I S V4V=1 /usr/sbin/sshd -p 2222

OpenXT advises against using the start-stop-daemon, which does not support this kind of environment
variable declaration.

¢ At the end of the stop section, add:
killall sshd
Shut down the service VM.
In UIVM for OpenXT, press Ctrl + Shift + T to open a control domain terminal window.

Set the following firewall rules for the new VM:

xec-vm -n <servi ce_vm nanme> add-v4v-firewal | -rule '0 -> nysel f: 2222
xec-vm -n <service_vm nanme> add-v4v-firewall-rule 'nysel f:2222 -> 0'

Close the command prompt.

Back in UIVM for OpenXT, open the Details dialog for the service VM, select Advanced, and set the
following properties:

¢ Under Isolation Policies:
e Stub Domain: set to Disabled.
¢ Under Virtual Compatibility:
e Hardware Virtual Machine: set to Disabled.

¢ Kernel Extraction Path: set to <disk_id_in_database>,<partition_number>:/vmlinuz. (The default is 1,1./
vmlinuz.)

e Command Line: set to r oot =/ dev/ xvdal xencons=hvcO consol e=hvcO rw.
¢ Initial Ramdisk: leave this blank.
In UIVM for OpenXT, press Ctrl + Shift + T to open a control domain terminal window.

Enter the following commands to make the VM a service VM:

xec-vm -n <service_vmnanme> --disk 1 set virt-path xvda

xec-vm -n <service_vm nane> set flask-label "systemu:systemr:nilfvmt"
xec-vm -n <service_vm nanme> set hvm fal se

Xec-vm -n <service_vm nane> set gemu-dmpath "'

Xec-vm -n <service_vm nanme> set slot -1

Xec-vm -n <servi ce_vm nane> set type servicevm
[



Note

The flask-label assigned to the example service VM in this section is the label for the legacy NILFVM
from the 2.x OpenXT releases. The permissions associated with this type are sufficient to boot the
para-virtualized service VM and perform network interposition. We do however expect that
developers will build service VMs for other purposes.

Custom service VMs will require custom policy suited to their function. A "one-size-fits-all" flask-
label would contradict the isolation goals of the OpenXT flask policy. Currently developers requiring
custom policy must modify and recompile the flask policy manually. The source code for the policy
that ships with OpenXT is available on the provided source ISO. In the near future we expect to
support a modular XSM policy in the same way we currently support a modular SELinux policy.

19. Boot the VM and verify that you can sshvév to it:

Xec-vm -n <servi ce_vm nane> start
sshv4v <servi ce_vm nane>

Note

If that doesn't work, grep <service_vm_name>in/ var / | og/ messages to see if you can learn why.

3.2. Networking Backend Service VMs

This section introduces basic information about Service VMs that provide networking backends for guest VMs. This
kind of Service VM can be used to process network packets flowing from guest VMs to OpenXT NDVMs. Typical
uses are:

e packet filtering

e transparent VPN

There are no strict rules how network backend Service VMs should be built. The only thing that is required from
a backend Service VM is that it can handle backend Virtual Interfaces (VIFs) of guest VMs and somehow provide
network connectivity for these VIFs. This requires the xen- net back driver to be loaded (see the Procedure: “To
Configure a Service VM to act as a NILF”). Typical network backend Service VMs create a bridge interface and attach
all backend VIFs that will be created inside this VM to the bridge. This is typically done using a udev rule invoking
a script that takes care of VIFs. See Figure 3.1: “VIF Plugging” for an example. The above "plumbing" is common for
all the types of backend Service VMs. The next step is to provide network connectivity for the VMs attached to the
bridge. This is simple in the transparent bridging case. Since transparent bridging works below layer 3 nothing needs
to be done: it is enough to attach an interface provided by a network backend used by the backend Service VM to the
bridge. In that case all packets, including DHCP configuration packets, will be transparently forwarded to a network
backend for processing. The case of transparent bridging running over a VPN is similar. In the case of a VPN VM not
using transparent bridging there are additional considerations:

¢ explicit routing rules or policy entries are required to direct packets through the VPN

¢ unless all the VMs using the network backend Service VM have static network configurations there is a need to run
a DHCP server answering DHCP requests on the bridge interface

e depending on the VPN configuration used there may be a need to NAT packages exiting through the VPN

¢ VMs need to be given an address of a DNS server behind the VPN or the local DNS caching server running inside
the network backend Service VM (in which case please ensure that the caching server uses a DNS server behind
the VPN).



The next section provides a detailed guide about how to create a transparent packet filtering VM (NILF VM).
OpenXT advises reading and understanding the entire section before attempting to create your own network
backend Service VM.

3.3. Configuring NILF Functionality

A popular feature of the 2.X OpenXT release was the Network InLine Filter (NILF) VM. In replacing our custom NILF
VM with a more generic toolkit for partners to use in creating their own Debian-based service VMs the NILF
functionality was lost. This section provides instructions to recreate a NILF VM based on a Debian service VM as
built with the instructions in Section 3.1: “Creating a service VM”.

To Configure a Service VM to act as a NILF:

1. To function as a NILF, the Debian VM must first be configured to act as a network backend. This allows it to
provide networking services to guests.

Begin by adding the xen- net back driver to the modules list in your Service VM so that it is loaded on boot:

echo "xen-net back" >> /etc/nodul es

2. Nextinstall the packages required to create and configure a network bridge as well as those for interacting with
xenstore:

apt-get install bridge-utils xenstore-utils

3.  With these utilities installed we can then add an i f ace block in / et ¢/ net wor k/ i nt er f aces to create
a bridge when the VM boots. This is an example of a configuration block which creates a bridge and adds the
et h0 interface to it:

auto brnilf

iface brnilf inet nanual
up brctl addbr brnilf && brctl addif brnilf ethO & ip link set up dev brnilf
down brctl delif brnilf ethO & ip link set down dev brnilf & brctl delbr brnilf

4. If you would like the NILF VM to be transparent on layer 3 you can modify the default network configuration for
the et hO interface to prevent it from obtaining an address through dhcp:
al | ow hot pl ug et hO
iface ethO inet nmanual

up ip link set up dev ethO
down ip link set down dev ethO

5. Next we need a script to configure the network plumbing as virtual interfaces are added and removed from the
NILF by the xen- net back driver. We provide an example script here which does two things:

¢ The required communication with the toolstack through xenstore. This is signaling necessary to let the
toolstack know that the network backend has been configured successfully.

e Add the newly created vi f to the bridge created in the previous step.

This is only an example and it is expected that this script will be modified to meet the needs of your deployment.



Figure 3.1. VIF Plugging:
#1/ bi n/ sh

TYPE="echo "${XENBUS PATH}" | cut -f 2 -d /°
DOM D="echo "${XENBUS_PATH}" | cut -f 3 -d /°
DEVI D="echo "${ XENBUS_PATH}" | cut -f 4 -d /°
XAPI| ="/ xapi / ${ DOM D}/ hot pl ug/ ${ TYPE}/ ${ DEVI D} "
VI F="vi f ${ DOM D} . ${ DEVI D} "

BRI DGE=br ni | f

NI C_OUT=et hO

| ogger -s "backend_vif_notify bridge for backend/ ${TYPE}/${DOM D}/ ${DEVI D} : $1"
case "$1" in
add)

mount -t xenfs xenfs /proc/xen 2>/ dev/null

xenstore-wite "${XAPI}/vif" "${VIF}"
xenstore-wite "${XAPI}/hotpl ug" "online"

if [ ! -d"/sys/class/net/${BRIDGE}" ] ; then
brctl addbr "${BRI DCE}"
ip link set up dev "${BRI DGE}"
brctl addif "${BR DGE}" "${N C_OUT}"

fi

brct! addif "${BRI DGE}" "${VIF}"

ip link set up dev "${VIF}"

renove)
ip link set down "${VIF}"
bretl delif “${BRIDGE}" "${VIF}"

xenst ore-rm "${ XAPI }/ hot pl ug"

esac

OpenXT recommends locating this script at / et ¢/ xen/ scri pts/vif-nilf. Be sure to make this

script executable:
chnod 755 /etc/xen/scripts/vif-nilf

We also need two udev rules to handle the creation of Xen devices:

SUBSYSTEM=="xen- backend", KERNEL=="vif*", RUN+="/etc/xen/scripts/vif-nilf $env{ ACTI ON}"
KERNEL=="evt chn", NAME="xen/ %", SYMLI NK+="xen/ event chn"

The first rule ties the vi f creation events to the execution of the vi f - ni | f script. The second rule handles
the creation of the Xen event channel device. Save these two udev rules to the file / et ¢/ udev/ rul es. d/
xen- backend. rul es.

Finally guest VMs need to be configured to use this service VM as a network backend. This can be done by
manually setting the backend UUID for the guest network.

¢ |dentify the UUID of the NILF VM:
xec-vm --nane <nilf_vm name> get uuid

e Set the backend- uui d for the guest to the UUID of the NILF VM:

Xec-vm --nanme <guest_vm nane> --nic 0 set backend-uuid <nilf-vm uuid>

OpenXT recommends that the NILF VM be configured to boot when the platform

boots: xec-vm --name <ni | f_vm name> set start-on-boot true
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And that the toolstack be configured to track dependencies for guests using the NILF:

xec-vm - -name <guest_vm nane> set track-dependencies true
Note

It is important to note that the example vi f - ni | f script accounts for a situation where vi f s are
created in the NILF before the standard Debian net wor ki ng scripts are able to create the bridge.
The VM dependency tracking provided by OpenXT ensures that VMs are launched in the proper
order, however it cannot guarantee all desired processing in the NILF will happen before the guest
is started. vi f scripts must be written to handle such situations with care.

3.4. Allowing Memory Introspection of Other VMs

Virtual Machine Introspection is a technique for externally monitoring the runtime state of a virtual machine. The
runtime state can include CPU registers, memory, disk, network, and any other hardware-level events.

OpenXT can use a Service VM to perform memory introspection on any of the VMs running on it.

The following command allows a Service VM to perform memory introspection of other VMs on the host:

Xec-vm -n <service_vm nanme> set extra-xenvm Xci -servi ce=true

To disable this service:

Xec-vm -n <service_vm nanme> set extra-xenvm""
Note

A service VM with which you intend to perform memory introspection must be built with the kernel
compiled with the configuration option

CONFI G_STUBDOVAI N=y

Without this, the default privemd driver in the service VM will prevent execution of the introspection
hypercalls.

There are many ways to build a kernel; you can follow whatever procedure you are comfortable with.

OpenXT recommends following the Debian documentation”.

3.5. Setting Read-only Mode for a Disk on the Tapdisk Level

Although VMs can opt to use read-only filesystems just using their own logic, extra security can be achieved if read-
only mode is toggled on the tapdisk level, so that it is actually guarded by the Control Domain.

To turn on read-only mode for a disk:

Xec-vm -n <service_vm nanme> --di sk <di sk_nun> set node r

To turn on read/write mode for a disk:
Xxec-vm -n <service_vm nanme> --di sk <di sk_nun> set node w
This is enough for service VMs which do not use the template system. Some service VMs (for example, ndvm and

uivm) are using the template system, and for them, modifying the config file directly is necessary. They are already
read-only. If you want to enable read/write mode for development purposes, this can be achieved via editing the file

i http://www.debian.org/rel eases/stabl e/i 386/ch08s06.html .en
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/usr/ share/ xenngr-1.0/tenpl at es/ kent/ servi ce- <vm t ag> file, where vm-tag is ndvm or uivm.

", n

In that file, in the json section pertaining to the appropriate disk, "mode": "r" can be changed into "mode": "w". To

", om ",on

reset the default mode, edit the file again and change "mode": "w" back to "mode": "r".

3.6. Adding a Service VM to Synchronizer XT

The example below demonstrates how the Debian service VM built in Section 3.1: “Creating a service VM” can be
deployed via Synchronizer XT. This uses the command-line interface and assumes that the VHD file for the service
VM has already been copied to the Synchronizer XT server.

To Deploy a Debian Service VM via Synchronizer XT:

1. First add the VHD file as a disk:
DI SK_UUI D=$(sync-adm n add-di sk -qg <di sk_name> <file_path>)
2.  Write the VM configuration items to a file:

ni ¢/ 0: net wor k: / wi red/ 0/ bri dged
vav: 0 -> nysel f, 2222: true

v4v: nysel f -> 0,5556:true

vav: nysel f, 2222 -> 0:true

vm api c: true

vm cnd- | i ne: root =/ dev/ hdal xencons=xvc0O consol e=xvc0 rw
vm boot : ¢

vm f | ask-1 abel : system u: systemr:nilfvmt
vm hap: true

vm hvm f al se

vm kernel -extract: 0, 1:/vm i nuz
vm nmeasur ed: f al se

vm menory: 256

vm noti fy: dbus

vm nx:true

vm os: | i nux

vm pae:true

vmslot:-1

vm st ubdom f al se

vm type: servi cevm

vm v4v:true

vm vcpus: 1

vmviridian:fal se

vm xci - cpui d- si gnature: true
vnpar am acpi : true

3. Adda VM. The configuration items are listed in full here but could be read from a file instead:
VM UUl D=$(sync-adnin add-vm -q -d "$DI SK UUI D' -f <config file> <service_vm nane>)
4. Finally assign the VM instance to a device:

sync-admi n add-vminstance <devi ce_uuid> "$VM UUI D' <vm i nstance_nane>
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Chapter 4. Windows VMs

4.1. Accessing Xen platform functionality from kernel mode

The XenPlatform package contains a library that can be used to access basic Xen platform functionality from kernel
mode in Windows.

The package is included in the OpenXT SDK ISO. It consists of source code that can be built into a project to allow a
custom driver to link with the Xen platform API:

File Name Description

xenpl at f orm api . h Definitions and comments for the Xen platform API functions.
xenpl atform|ink.h Header defining the interface for accessing the Xen platform API.
xenpl atformlink.c Implementation of the interface for accessing the Xen platform API.
xenpl at f or m sanpl es. c Sample code showing how the Xen platform API is used.

Please refer to the header files for more in-depth information on the Xen platform API functions and the function
used to link to the Xen platform API.

To use just one or two functions from the Xen platform API:

e Call XenPl at f or nLi nk to link to the Xen platform drivers and get the base pointer.

¢ Pass the base pointer to XenPl at f or mResol veEnt r yPoi nt to fetch a function pointer for as many of the
functions defined in XenPI at f or nFunct i ons as are needed.

¢ When the Xen platform APl is no longer needed, call XenPI at f or munl i nk.

Alternately, as a convenience, all the functions in the Xen platform APl can be fetched in a single call to
XenPl at f or nRegi st er Api Funct i ons. This will return a struct XenPl at f or mApi Cal | s with the function
pointers set. Note that if some functions are not found, they may be NULL in the structure, so this should be tested for.
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Chapter 5. Database Access Control

You can access the control domain database using db-*-domO commands in a service VM. This can
be useful for creating persistent data, for example VPN certificates, in a secure location in the control
domain. To be able to do database requests, you have to add the corresponding rules in /etc/rpc-
pr oxy. rul es on the control domain file system. For example to allow read access from a VM with the UUID
00000000- 0000- 0000- 0000- 000000000003:

echo "al | ow dom uui d 00000000- 0000- 0000- 0000- 000000000003 \
destination org. freedesktop. DBus interface \
org. freedeskt op. DBus" >> /etc/rpc-proxy.rules

echo "al | ow dom uui d 00000000- 0000- 0000- 0000- 000000000003 \
destination comcitrix.xenclient.db \
interface comcitrix.xenclient.db read" >> /etc/rpc-proxy.rules

echo "al |l ow dom uuid 00000000- 0000- 0000- 0000- 000000000003 \

destination comcitrix.xenclient.db \
interface comcitrix.xenclient.db read_binary" >> /etc/rpc-proxy.rules

To enable write access, replace r ead with writ e and read_bi nary with wri te_bi nary in the preceding
example.
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Chapter 6. VHD File Encryption

You can remove encryption from an encrypted VHD, or add encryption to an unencrypted VHD.
To Remove Encryption From a VHD:

Caution

Please do not include the . vhd suffix in the first command.

1. In UIVM for OpenXT, press Ctrl + Shift + T to open a control domain terminal window.
2.  Enter the SElinux administrator role:

newole -r sysadmr
3. Runthe command:

vhd-copy --src <source_vhd>.vhd --srckeydir <key dir> --dest <destination_vhd>.vhd
Where:

¢ source_vhd is the name of the VHD file from which you wish to remove encryption.

¢ key_diriseither/ confi g/ pl at f or m crypt o- keys ifthe VHD isfromalocal VM or/ confi g/ sync/
<synchr oni ser _nane> if the VHD is from a VM deployed by Synchronizer.

¢ destination_vhd is the name of the unencrypted VHD to be created.

4. Delete the encrypted disk and key:

rm <key_di r>/ <sour ce_vhd>, <encryption_type>, <key_si ze>. key
rm <sour ce_vhd>. vhd

5. Rename the plaintext VHD:

nmv <destinati on_vhd>. vhd <source_vhd>. vhd
To Encrypt a VHD:

1. In UIVM for OpenXT, press Ctrl + Shift + T to open a control domain terminal window.
2.  Enter the SElinux administrator role:

newole -r sysadmr
3. Runthe commands:

dd i f=/dev/random of =<key_di r >/ <sour ce_vhd>, aes- xt s-pl ai n, 512. key bs=1 count =64
Caution
Please do not include the . vhd suffix in the first command.
Note

The above command may take some time to return.

vhd-copy --src <source_vhd> vhd --dest <destination_vhd>. vhd --destkeydir <key_dir>
Where:
¢ source_vhd is the name of the VHD file to be encrypted.
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¢ key_diriseither/ confi g/ pl at f or m crypt o- keys ifthe VHD isintended foralocal VM or/ conf i g/
sync/ <synchroni ser _nane> if the VHD is intended for a VM deployed by Synchronizer.

¢ destination_vhd is the name of the encrypted VHD to be created.
Delete the unencrypted disk:

rm <sour ce_vhd>

Rename the encrypted VHD:

nmv <destinati on_vhd>.vhd <source_vhd>. vhd
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Chapter 7. User Interface Branding Specification

The OpenXT goal is to provide anyone with the ability to incorporate their unique brand into the end user interface
while still maintaining a unified "look and feel" across the range of virtual desktop solutions (whatever that means).

This chapter describes the various customizable components in the OpenXT user interface and provides guidelines
and specifications describing how to properly format components for inclusion. All graphics within this document
are included as examples only. Artwork files will be provided separately.

Included in OpenXT Branding Visual Assets zip folder are:

¢ Alogo (for reference size and dimensions)
¢ Sample wallpaper (.png format)

¢ Virtual Machine Thumbnail (.png format)

7.1. Customizable components
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1. Company logo
2. Custom wallpaper

3. Wallpaper icon
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4. Virtual machine thumbnail
5. Service logos

6. Custom message accessed via Info link

7.1.1. Company logo specifications

E'; + ®

e Located at pl ugi ns/ br andi ng/ | ogo. png

¢ Logo should be same height as the reference logo (25 pixels), maximum width of 200 pixels, and in png format
¢ Greyscale

¢ Transparent background with no border or box around it

e Placed in product screen
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7.1.2. Custom wallpaper specifications

o S *
Prmr

i
T e S e Femngs  Senwars

e Located in pl ugi ns/ wal | paper/

¢ Dimensions: both 4:3 (1024 x 768 px) and 16:9 (1280 x 800 px) sizes are supported. Wallpaper thumbnail
dimensions are 130 x 80 px.

¢ Color depth should not impact the visibility of the text shown around the virtual machine icons

¢ Any logo displayed as part of the wallpaper image should be no larger in any dimension than the virtual machine
thumbnails

¢ 3images need to be provided with each wallpaper (4:3, 16:9, thumbnail)
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7.1.3. Wallpaper icon specifications
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e Located in pl ugi ns/ br andi ng/
¢ The icon can be positioned in one of four positions. The desired position is indicated in the filename used:
e Topright: badge_TR. png
¢ Bottom right: badge_BR. png
¢ Bottom left: badge_ BL. png
e Top left: badge_TL. png
e Color depth should not impact the visibility of the text shown around the virtual machine icons
¢ The logo in the wallpaper icon should be no larger in any dimension than the virtual machine thumbnails

¢ The wallpaper icon should use a transparent background to position the visible part the desired distance from the
bounds of the user interface
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7.1.4. Virtual Machine thumbnail specifications

| |

Located in pl ugi ns/ v nages/

Users can select a thumbnail from: Details > Icon

The Virtual Machine thumbnail is 256 x 256 pixels, with the customizable area of the thumbnail (shown above as
transparent) being 211 x 132 pixels. This thumbnail gets shown at smaller sizes throughout the user interface.

¢ Hovering over a VM thumbnail provides a magnifying animation, along with power control options to turn VM on/
off and a details link to the Advanced settings:

.- = Wisin Endesprise WinT Business Personal WinT P ‘JJ
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7.1.5. Service logo specifications

O ot *® i o @ -
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ACME acma sarvice

ACME =

e Located in pl ugi ns/ servi cei nages/

¢ Logos should be same height as the logo (25 pixels), maximum width of 100 pixels, and in .png format
¢ Greyscale

¢ Transparent background with no border or box around it

e To display an image, the service virtual machine will need to have its image-path property set to plugins/
serviceimages/[filename].png. This can be done using the CLI.
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7.1.6. Custom messaging specifications

Irfarmation

Software
Hardwane
Hetworking
Sralis Repa 120636 |13 Septninted 2012)

6.2.5% 18006

ACME _ ° -

e Located in pl ugi ns/ br andi ng/ br andi ng. ht nl

e Custom message can include basic HTML including lists and relative images - no hyperlinks or JavaScript can be
included. Styles are outlined using an inline style block in the HTML. Refer to the example br andi ng. ht mi file.

¢ Custom messaging box size is 420 x 220 pixels. If the area grows larger than this, then it will scroll vertically.
e Custom messaging can be displayed from the System details layer, under Software

e Header text: Arial, 12 px, Bold, #333333

¢ Regular text: Arial, 12 px, #333333

¢ Bulleted lists may be used

7.2. Assets included in the sample zip file

All the sample assets used in the screenshots are included in the zip file. These include:

Logo (for reference)
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Sample wallpaper (16:9, 4:3, thumbnail)

s

Sample wallpaper icon (top right)

ACME

Virtual Machine Thumbnail with blank screen (256 x 256 pixels)

]
e

Structure of the branding assets:
openxt.png
branding/

branding.html
logo.png
badge_TR.png

wallpaper/
acme_smoke_thumb.png
acme_smoke_1024.png

acme_smoke_1280.png
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vmimages/
acme_vm.png
vm_image_template.png
serviceimages/

acme_logo.png
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Chapter 8. Input Plug-in API

The input plug-in API provides the ability to filter the input events, such as keyboard and mouse events, which would
normally be sent to one VM and optionally redirect them to another VM.

This is based on a client/server architecture. The input server, a standard process which runs in the control domain,
acts as the server. The input plug-in, a custom process which also runs in the control domain, acts as the client. The
input server provides a Unix domain socket, / var / r un/ i nput _socket, to which the plug-in connects.

The plug-in can request to receive the input events for a particular VM. The input server will then send the plug-in
any input events which it would normally send to the VM. In the plug-in does nothing with the events, no VM will
receive them. However, the plug-in can send the events back to the input server, having first indicated which VM
should receive them.

Note

OpenXT can be configured to display multiple VMs simultaneously on different monitors. In this
configuration, when the user moves the mouse from one monitor to another, the VM on the first
monitor will continue to receive keyboard events, but will no longer receive mouse events until the
mouse is moved back to the first monitor. The VM on the second monitor will now receive mouse
events, but will not receive keyboard events until the user clicks the mouse.

The same behavior occurs when the input plug-in is in use. If the plug-in has requested input events for
the first VM, it will only receive keyboard events. If the plug-in has requested input events for the second
VM, it will only receive mouse events.

8.1. Event Records

Input events are passed between the input server and the plug-in in the form of event records. The format is based
on Linux EV event records, but has been extended with two additional event types. Each event record consists of
the following fields:

Type Name Description

uint32 magic This value is always OX AD9CBCED9. If reading the stream, you get a different value, it
indicates a programmatic error.

uintl6 type Type of record, including EV_KEY (key/button), EV_REL (relative scalar), EV_ABS
(absolute scalar), EV_SYN (Synchronization events.) or EV_DEV (Device change events).

uint16 code This indicated which item (be it a key or axis) this record represents.

uint32 value This is the new value for the item indicated by two field above. For a button or key, this

would be a Boolean.

The event record format can accommodate a wide range of types of input event. Furthermore, events can be
aggregated to form more complex events. Each input device is only able to send a small subset of all possible events.
Events of type EV_DEV and EV_VM are not emitted by any device, but are an extension to the Linux EV system, to
allow for the handling of multiple devices and multiple VMs.

The input server sends an EV_DEV event to the plug-in to indicate which device is emitting the events which follow,
as well as to indicate which types of event are possible. For example, a tablet stylus emits absolute X and Y events,
while a traditional mouse emits relative X and Y events.
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The plug-in sends an EV_VM event as a command to the input server, either to request that it receives the events for
a particular VM or to indicate which VM should receive any events it sends back to the input server. The input server
may also send an EV_VM event to the plug-in as an error response to such a command.

The following sections describe the new events types EV_VM and EV_DEV and a subset of the standard event types.
A complete list of event types can be found at here with descriptions at here’.

Details of the multitouch protocol can be found here®.

8.1.1. Type EV_VM (0x7): VM
This event type is an extension to the Linux EV system to support the input plug-in API.

EV_VM events represent commands sent from the plug-in to the input server and responses sent from the input
server back to the plug-in.

Code Name Direction | Description

0x1 VM_SEND_TO From Sending this code to the input server indicates that all
plug-in subsequent events should be sent to the specified VM. The
VM is specified by domain ID.

0x2 VM_TAKE_FROM From Sending this code to the input server indicates that all
plug-in subsequent events intended for the specified VM should be
sent to to the plug-in. The VM is specified by domain ID. The
plug-in can only ever take events from one VM, which will be
the VM specified by the most recent use of this command.
Sending a bad domain ID results in a "bad domain" error, and
the plug-in not taking events from any domain.

0x3 VM_ERROR From The input server sends this to the plug-in to indicate that a
input previous command resulted in an error. The first byte is the
server error code (1 = bad domain, 2 = bad code). The second byte

is the code from the failed command. The third byte is the
domain ID from the failed command.

8.1.2. Type EV_DEV (0x6): Device Change
This event type is an extension to the Linux EV system to support the input plug-in API.

EV_DEV events describe actions relating to the device emitting the events which follow. EV_DEV events are not subject
to synchronization events.

Code Name Description

0x1 DEV_SET Events which follow originate from the device indicated by value. A value
of -1 indicates that they are from an unknown source. Currently, keyboards
always report -1, while other types of input device report a valid number.

i http://Ixr.free-electrons.com/source/include/linux/input.h
Thttp://www.kernel .org/doc/Documentation/input/event-codes.txt
ihttp://www.kernel .org/doc/Documentation/input/multi-touch-protocol .txt
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Code Name Description

0x2 DEV_CONF A new device has been created, which from this point will be identified
as value. The number corresponds to the device node / dev/ i nput/
event N in the control domain. This information is expected to be
considered before attempting to decode the events for this device.

0x3 DEV_RESET Device value is no longer valid, and any resources associated with this may
be freed. If value is OXFFFF, all devices are existing invalid — such an event
is sent on start up.

8.1.3. Type EV_SYN (0x0): Synchronization

Code Name Description

0x0 SYN_REPORT This is used as a barrier to indicate that all events of other types (excluding
EV_VM and EV_DEV events) which occur between the same pair of
SYN_REPORT events occurred at the same time. That is to say, events
between pairs of SYN_REPORT events are to be aggregated. For example,
when moving a mouse, it is common for both the X and Y coordinate to
change together, so an event for each would be emitted, and because
they were emitted between a pair of SYN_REPORT events, they would be
aggregated. If however, only one axis changed, then only an event for that
axis would be emitted. After this event has been added to the buffer, an
interrupt is generated.

0x2 SYN_MT_REPORT This is used for less able multitouch devices, to separate multiple sets of
X/Y coordinates.

0x3 SYN_DROPPED This informs the client when input events have been dropped from the
EV_DEV input buffer due to a buffer overrun. The client should use this
event as a hint to reset its state or ignore all following events until the next
packet begins. The client should ignore all events up to and including next
SYN_REPORT.

8.1.4. Type EV_REL (0x2): Relative

Code Name Description
0x0 REL_X Movement on the X axis.
Note

Relative events are used before a mouse driver is installed in a
VM.

0x1 REL_Y Movement on the Y axis.
Note

Relative events are used before a mouse driver is installed in a
VM.

28



Code Name Description

0x8 REL_WHEEL Vertical wheel movement.

8.1.5. Type EV_ABS (0x3): Absolute

Code Name Description

0x00 ABS_X Position on the X axis.

0x01 ABS_Y Position on the Y axis.

0x18 ABS_PRESSURE The pressure with which the pen/tool is being applied.

Ox2F ABS_MT_SLOT Each finger/pen in contact with the screen is given a slot number, and this

is maintained until it is released. Multitouch events on the current device
are henceforth for this slot. If only one finger/pen is in contact with the
screen, then only one slot is required, and so this event may be omitted. If
multiple fingers/pens are in contact with the screen, it would be common
for many slot changes to occur during one pair of SYN_REPORT events, to
indicate that each finger moved at the same time.

0x35 ABS_MT_POSITION_X X coordinate for the current slot (finger/pen).
0x36 ABS_MT_POSITION_Y Y coordinate for the current slot (finger/pen).
0x39 ABS_MT_TRACING_ID Unique ID of initiated contact. A value of -1 indicates that the finger/pen

has been released.

8.1.6. Type EV_KEY (0x1): Key/Button

Code Name Description

0x110 BTN_LEFT The left button on a mouse.
0x111 BTN_RIGHT The right button on a mouse.
0x112 BTN_MIDDLE The middle button on a mouse.
0x113 BTN_SIDE The side button on a mouse.
0x114 BTN_EXTRA The extra button on a mouse.
0x115 BTN_FORWARD The forward button on a mouse.
0x116 BTN_BACK The back button on a mouse.
0x117 BTN_TASK The task button on a mouse.
0x140 BTN_TOOL_PEN The current tool is now a pen.
0x141 BTN_TOOL_RUBBER The current tool is now a rubber.
0x145 BTN_TOOL_FINGER The current tool is now a finger.
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Code Name

Description

0x146 BTN_TOOL_MOUSE The current tool is now a mouse.

0x14A BTN_TOUCH
0x14B BTN_STYLUS

0x14C BTN_STYLUS2

8.2. Example

The current tool touched the surface.
The first button on the stylus was pressed.

The second button on the stylus was pressed.

This section contains an example communication stream between the input server and the input plug-in. The plug-in
first connects to the socket. It requests to receive events for the VM with domain ID 5 and indicates that any events
it sends back should be directed to the VM with domain ID 6:

VM TAKE_FROM 5
VM _SEND_TO 6

The input server sends the events which would otherwise have been sent to the VM with domain ID 5:

DEV_RESET OxFFFF
DEV_CONF 4
DEV_CONF 7

DEV_SET 4
ABS X 345
ABS_Y 987
BTN_TOOL_PEN 1
SYN_REPORT

ABS X 346
SYN_REPORT

ABS_Y 986
SNY_REPORT

ABS_X 344
ABS_Y 985
ABS_PRESSURE 45
BTN_TOUCH 1
SYN_REPORT

ABS_PRESSURE 48
SYN_REPORT

ABS_X 300
ABS_PRESSURE 20
SYN_REPORT

BTN_TOUCH 0
ABS X 388
SYN_REPORT

ABS_Y 810
ABS_X 320
BTN_TOOL_PEN 0
SYN_REPORT

DEV_SET 7
ABS_MI_SLOT 0

ABS_MI_TRACKI NG | D 45
ABS_MI_PQSI TI ON_X 200
ABS_MI_POSI TI ON_Y 300

SYN_REPORT

# New device: associated config indicates it's a pen
# New devi ce: associated config indicates it's a nulti-touch device

# Subsequent events from pen

# Pen hovering over the surface

# Pen touches the surface

# Pen no | onger touching the surface

# Pen no | onger hovering over the surface

# Subsequent events fromnulti-touch device
# First finger goes down

30



ABS_MI_PCSI TI ON_X 210 # Still on slot O
SYN_REPORT

ABS_MI_POSI TI ON_X 220
ABS_MI_PCSI TI ONLY 302
SYN_REPORT

ABS_MI_PGSI TI ON_X 225

ABS_MI SLOT 1 # Second finger goes down
ABS_MI_TRACKI NG_|I D 46

ABS_MT_POSI TI ON_X 700

ABS_MI_PGCSI TION_Y 800

SYN_REPORT

ABS_MI_SLOT 0
ABS_MI_POSI TI ON_X 226
ABS_MI_PCSI TI ONLY 308
ABS_MI_SLOT 1
ABS_MI_PCSI TI ON_Y 810
SYN_REPORT

ABS MI_POSITION Y 815  # Still on slot 1
ABS_MI_PQSI TI ON_X 720
SYN_REPORT

ABS_MI_SLOT 0 # First finger lifted
ABS_MI_TRACKI NG I D -1

ABS_MI_SLOT 1

ABS_MTI_POSI TI ON_X 725

SYN_REPORT

ABS MI_POSITION Y 816  # Still on slot 1
ABS_MI_PQSI TI ON_X 740
SYN_REPORT

ABS_MI_TRACKING ID -1 # Second finger is lifted
ABS_MTI_POSI TI ON_X 741
SYN_REPORT

As the plug-in reads this stream, it sends the events back to the input server, which directs them to the VM with
domain ID 6. Each time the plug-in wishes to direct events to a different VM, it issues another VM _SEND TO
command.
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Chapter 9. VM Event Hooks

OpenXT supports supplying custom RPC calls that run on the following events instead of the default product

behaviour:
run-post-create String.
run-pre-delete String.
run-pre-boot String.
run-insteadof-start String.
run-on-state-change String.
run-on-acpi-state-change String.

To set the custom RPC calls for a VM, set the property on the VM via a comman-line call or using Synchronizer, for
example:

Xec-vm -n <vm nane> set run-insteadof-start \
"rpc: vime<vm uui d>, \

destinati on=comcitrix.xenclient.nepd,\
interface=comcitrix.xenclient.nepd,)\

menber =start_vnt

This example will cause a dbus call into the vm of UUID <vm-uuid> and given destination service, interface and
member (method name) parameters, instead of starting the VM using the default product behaviour.

32



Chapter 10. OpenXT OVF (Open Virtualization Format)
Support

OpenXT provides the apptool utility to support the installation, removal, and update of OVF appliances. An
appliance is a set of virtual machine configurations along with other files such as virtual disk images, 1SO images,
encryption keys, and so on, packaged and managed as an unit. The apptool utility is installed on OpenXT by default.

apptool supports a subset of the upcoming 2.0 OVF specification, with OpenXT-specific extensions. The

*
specification is available at here .

Note

All apptool commands must be run in the SELinux sysadm r role. See Section 1.5.5: “The Effect of
SELinux on Administrative Commands” in OpenXT™ Engine Administrator Guide for instructions about
entering the sysadm r role.

Note

In this section the use of the directory/ st or age/ i nport isimportant for the proper functioning of the
apptool command with SELinux. Be sure all files needed by your OVF are present in this directory. In order
to get SELinux labels on imported files set properly, best practice is to download them onto the platform
using the wget or scp command from within this directory. If any apptool commands fail producing SELinux
AVC messages in/ var/ | og/ messages you should manually set the labels on the file tree rooted at /
st orage/ i nport with the following command:

restorecon -r /storage/inport

10.1. Basic apptool Usage

To get some help information:
apptool --help
To install an appliance from:
¢ adirectory containing OVF descriptor file and other files required by the appliance such as disks:
apptool --inport /storage/inport/appliance. ovf
e OVA file (which is a tar gzipped directory containing OVF):
appt ool --inport /storage/inport/appliance.ova
To verify/scan the appliance for errors prior to importing (can also be done on any computer if the apptool is

copied out of OpenXT):
apptool --verify /storage/inport/appliance. ovf

To list installed appliance IDs:

apptool --1ist

To remove installed appliance:

apptool --renove <appliance_| D>

To override appliance ID and version number while importing:

apptool --inport /storage/inport/appliance.ova --set-id=exanpl e-appliance --set-version=2

To remove any partially-installed appliances in case of errors such as power interruption during installation:

i http://www.dmtf.org/standards/ovf
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appt ool --cl eanup

Note

The OVF standard has no concept of appliance identifiers or versioning. The OpenXT implementation
supports appliance ID and version using the OpenXT OVF extension (detailed later), or, in case of
importing appliances not designed for OpenXT, overridden on the command line. Otherwise the
appliance will be installed as unnaned with version defaulting to 1. Installation of duplicate-ID
appliances is prevented.

10.2. OVF 2.0 standard coverage

This section lists the parts of the OVF 2.0 standard which are covered by the OpenXT implementation and also
points out those that are not.

10.2.1. OVF Package Structure Support

Feature Supported?

Import of OVA packages or directories containing OVF file descriptors.

The manifest file . nf . Checksums are verified if present.

£

\\\.-":.
Disk image files.
Extra environment files to be placed on environment ISO. _
\\:f_.-
Extra resource files, such as ISO images.
Certificate files and manifest signature verification during import. ' v

10.2.2. Supported Virtual Disk Formats
The OVF specification does not require any specific disk format to be used. The format is given in form of URI

string in the ovf package. OpenXT supports the following disk URI format strings:

Feature Supported?

vhd - virtual hard disk format as used/extended by OpenXT
cpiobz2 - bzipped2 CPIO file archive

rawfilesystem - raw filesystem image
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10.2.3. Distribution as a Set of Files

Feature Supported?
The distribution of appliance files from a web server (to be automatically downloaded by the _
import tool). w

10.2.4. Envelope element

Feature Supported?

Standard envelope structure

Specification of language using optional X : | ang and St r i ngs elements. :

10.2.5. File References

Feature Supported?

File references which are checked for existence during import.

Relative file paths , for example, subdir/disk1.vhd. Such paths cross-reference to the file inside
the OVF package. >

Absolute file path scheme, for example, file:///storage/isos/xc-tools.iso. Such paths cross-
reference to the file already on the host (allowing the appliance to reference, for example, the
OpenXT Tools iso which comes preinstalled with OpenXT).

HTTP and HTTPS URL schemes. ' | .
The ovf : conpr essi on attribute. _
The ovf : chunkSi ze attribute and file chunking. :

10.2.6. Content Element

Feature Supported?

Vi rtual Syst emand Vi rt ual Syst enCol | ect i ons with nesting, as detailed by the OVF
specification.

Hierarchical relationships between systems and collections are not preserved. The hierarchy is :
flattened to a set of VMs during import. “



10.2.7. Extensibility

The importer will not reject sections which have ovf:required="true", even if it does not understand them.

10.2.8. Virtual Hardware Section and the CIM classes

Feature Supported?

Virtual hardware sections.

Virtual hardware descriptors based on the following CIM classes:
4

e CIM_ResourceAllocationSettingData

e CIM_EthernetPortAllocationSettingData

e CIM_StorageAllocationSettingData

The virtual hardware descriptor based on CIM class Cl M Vi rt ual Syst enfSet t i ngDat a. w

Use VM properties or Resour ceAl | ocat i onSet t i ngDat a instead where appropriate. x

ovf: configurati on attributes. :v:

ovf : bound attributes. :\,:

10.2.8.1. CIM_ResourceAllocationSettingData
OpenXT supports setting memory size and number of vCPUs using the CIM_ResourceAllocationSettingData class.

VirtualQuantity and VirtualQuantityUnits CIM settings are meaningful.
10.2.8.2. CIM_StorageAllocationSettingData

Can be used in conjunction with the Storageltem element. Meaningful settings from this CIM class are:

¢ [nstancelD

e ResourceType
e AllocationUnits
* HostResource
* Access

e AutomaticAllocation
Resource types supported:

e 15 (cd drive)
e 16 (dvd drive)
e 17 (hard disk)

Specifying backing using the HostResource element, either via ovf:/fil e/ <i d> or ovf:/disk/<id>,is
supported. ovf: / fi | e/ <i d> backing is only meaningful for optical drives in conjunction with ISO images.
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10.2.8.3. CIM_EthernetPortAllocationSettingData
Can be used in conjunction with the EthernetPortitem element. Meaningful settings from this CIM class are:

e InstancelD

e ResourceType
e Connection
e Address

e AutomaticAllocation

10.2.8.4. Core Metadata Sections in Version 2

Feature Supported?

Di skSect i on. Supported except for listed exceptions.

Di skSect i on - Specification of parent leaf via ovf : par ent Ref .

Di skSecti on - Specification of capacity (for empty disks) using property v
ovf: capaci ty="${di sk. si ze}". w
Shar edDi skSect i on - full support only for readonly disk images.
Net wor kSect i on. Supported except for listed exceptions.

Net wor kSect i on - Net wor kPor t Profi | es.

Pr oduct Sect i on. Supported except for listed exceptions.

Pr oduct Sect i on - property categories. w
Pr oduct Sect i on - icon elements.

Pr oduct Sect i on - type constraints using ovf : qual i fi ers.
Eul aSect i on.

. |

I nstal | Secti on.
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Feature Supported?

Envi ronnent Fi | esSecti on.

Resour ceAl | ocat i onSect i on. Please use per-VM VirtualHardwareSections instead.

x

Boot Sect i on. Due to gemu limitations, please use per vm "boot" property instead.

?

Annot at i onSect i on.

x

St artupSecti on.

?

Depl oynent Opt i onSect i on.

x

Oper at i ngSyst enSect i on.

?

Scal eQut Sect i on.

x

Pl acenment Secti on.

?

Encrypti onSecti on.

x

10.2.9. Internationalization

Feature Supported?

Localizable messages, resource bundles and internationalization. v

10.2.10. OVF Environment

Supported. The iso transport method is supported, which creates a virtual CD-ROM device with an ISO containing the
product properties and environment files. The product properties are propagated to all service VMs, not just the ones
that are part of the imported appliance. This is different from the OVF specification, where properties are propagated
only to VMs that are part of the same appliance, but allows for easier inter-appliance interoperability.

10.3. XCI/XT extensions to OVF

Compared to vanilla OVF, OpenXT appliances may optionally specify the xci:ApplianceSection section element,
which contains extra information required to configure OpenXT-specific VM behavior. This element and all
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children thereof use the http://www.citrix.com/xenclient/ovf/1 namespace. The XML schema detailing contents of
this element can be found in the OpenXT control domain at /usr/share/ apptool - 1. 0/ schena/
xci ovf. xsd.

The following is a sample xci:ApplianceSection using some of the available extensions:

<xci : Appl i anceSecti on xci: appliancel d="ui vni' xci :versi on="1">
<ovf: I nfo>Xend ient appliance section</ovf:Info>
<xci : Di sk xci:ovfld="ui vm gconf">
<xci : | nportEncryptionKey xci:fil eRef="uivm gconf-key"/>
</ xci : Di sk>

<xci : Di sk xci:ovfld="ui vm swap" xci:filesysten"swap">
</ xci : Di sk>

<xci : Vi rtual Machi ne xci: ovfld="uivm xci: uui d="00000000- 0000- 0000- 0000- 000000000001" >
<xci : VAVFi rewal | >
<xci : VAVRul e>nysel f -> 0: 80</ xci : VAVRul e>
<xci : VAVRul e>nysel f -> 0: 8080</ xci : V4VRul e>
<xci : VAVRul e>nysel f -> 0: 5555</ xci : V4VRul e>
<xci : VAVRul e>nysel f -> domtype=ndvm 5555</ xci : VAVRul e>
<xci : VA4VRul e>nysel f -> 0: 2222</ xci : V4VRul e>
<xci : VAVRul e>0 -> nysel f:2222</ xci : VAVRul e>
</ xci : VAVFi rewal | >

<xci : RpcFirewal | >

<xci : RpcRul e>al | ow desti nation org.freedesktop. DBus interface org.freedesktop. DBus</xci: RocRul e>

<xci : RpcRul e>al | ow destinati on org.freedesktop. ConsoleKit interface

org. freedeskt op. Consol eKi t. Manager nenber Get Sessi onFor Uni XProcess</ xci : RocRul e>

<xci : RpcRul e>al | ow destinati on org. freedesktop. Hal </ xci : RocRul e>

<xci : RpcRul e>al | ow destination comcitrix.xenclient.xenngr</xci:RpcRul e>

<xci : RpcRul e>al | ow destination comcitrix.xenclient.input</xci:RpcRul e>

<xci : RpcRul e>al | ow desti nati on com citrix.xenclient.usbdaenon</xci: RpcRul e>

<xci : RpcRul e>al | ow destinati on comcitrix.xenclient.updatengr</xci:RpcRul e>

<xci : RpcRul e>al | ow destination comcitrix.xenclient.surfman interface comcitrix.xenclient.surfnman
menber increase_bright ness</xci : RpcRul e>

<xci : RpcRul e>al | ow destination comcitrix.xenclient.surfman interface comcitrix.xenclient.surfnman
menber decrease_bri ght ness</ xci : RpcRul e>

<xci : RpcRul e>al | ow destination comcitrix.xenclient.surfman interface comcitrix.xenclient.surfnman
menber di spl ay_i mage</ xci : RpcRul e>

<xci : RpcRul e>al | ow desti nati on comcitrix.xenclient.networkdaenon</xci : RpcRul e>
</ xci : RpcFi rewal | >

<xci : PropertyOverride>
<xci: Property xci:name="slot" xci:val ue="0"/>
<xci : Property xci:nane="hi dden-in-sw tcher" xci:value="true"/>
<xci: Property xci:name="start-on-boot" xci:value="true"/>
<xci : Property xci:nane="start-on-boot-priority" xci:value="9"/>
<xci: Property xci:name="provi des-graphics-fallback" xci:value="true"/>
<xci : Property xci:nane="shutdown-priority" xci:value="-5"/>
<xci: Property xci:name="hi dden-in-ui" xci:value="true"/>
<xci : Property xci:nane="policy-nodi fy-vmsettings" xci:value="fal se"/>

<xci : Property xci:name="hvn' xci:val ue="fal se"/>

<xci: Property xci:nanme="kernel -extract" xci:val ue="/boot/vnlinuz"/>

<xci: Property xci:nane="cnd-|ine" xci:val ue="root =/ dev/ hda xencons=xvc0"/>

<xci:Property xci:name="fl ask-|abel" xci:val ue="systemu:systemr:uivmt"/>

<xci : Property xci:nane="genu-dm path" xci:val ue="/usr/sbin/svirt-interpose"/>
</ xci : PropertyQverri de>

<!-- remenber to change to true after testing!! -->
<xci : DBEntry xci:key="neasured" xci:value="false"/>

</ xci : Vi rtual Machi ne>
</ xci : Appl i anceSect i on>
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10.3.1. xci:ApplianceSection element

This is the primary element whose contents (and children) are used for specification of OpenXT-specific
configuration. Since all extra configuration is contained in this element, and yet it needs to reference virtual
machines, disk configurations specified elsewhere in the OVF doc are referenced using xci : ovf | d attributes.

The xci:ApplianceSection element can optionally specify xci:applianceld and xci:version attributes. Although optional,
giving the appliance a unique ID is recommended. If no ID is specified it will be imported as unnamed, or you can
specify an unique ID during the import process (using the apptool command line).

xci:Disk, xci:Network, and xci:VirtualMachineelements can be child elements.

10.3.2. xci:Disk element

This element can be used to attach extra encryption information to the disk image files defined via ovf:Disk elements.
This can take a form of a request to import a given encryption key, or request to generate an encryption key during
appliance import. The latter is currently only meaningful for empty disks, or when importing raw filesystem disk
images or cpio archives.

The following is an example import of an encryption key:

<xci: Di sk xci:ovfld="uivm gconf">
<xci : | nport EncryptionKey xci:fileRef="ui vm gconf-key"/>
</ xci : Di sk>

The following is an example request to generate an encryption key:

<xci : Di sk xci:ovfld="uivmextra-runtime-data">
<xci : Gener at eEncrypti onKey xci : keySi ze="512"/ >
</ xci : Di sk>

Key sizes of 512 and 256 bits are supported, which correspond to AES-256 and AES-128 encryption as the secret is
shared.

The xci:Disk element also supports an optional filesystem attribute, which can be useful when trying to add swap
space to a VM, or while importing disk images packaged as cpio archives.

e xci:filesystenms"swap" makes it easy to request that the import tool create a swap disk during appliance
import.

e xci:filesystens"ext3",orext4,orntfs hintsthe import tool to format the created VHD using specified
filesystem type. It is useful when creating empty VHDs (avoiding the need to do it from within a VM on first boot),
or when importing cpio disk images (which are just a set of files without filesystem information).

e The xci : fil esyst emattribute is ignored when specified on VHD disk images, since these are expected to
already have preformatted contents.

10.3.3. xci:Network element
This element is used to map an OVF logical network onto networks exposed on the OpenXT device. For example:

<xci : Network xci:name="VM network 1" xci:clientNetworkld="/w red/0/bridged"/>

The XCi : namne attribute needs to be the same as the network name defined in the ovf:Network element, and the
xci:clientNetworkld attribute needs to match a network using its ID as exposed by the network daemon on the
OpenXT device.
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10.3.4. xci:VirtualMachine element

This element is used to add extra configuration information, such as RPC firewall rules, PCI pass through rules, extra
VM properties, and so on, to the VM configuration.

¢ The xci:ovfld attribute is required and must reference the ovf:VirtualSystem element.

e xci:templateld is optional and can specify one of the / usr/ shar e/ xenngr-1. 0/ t enpl at es/ kent VM
creation templates to serve as the basic configuration. If omitted, the new-vm-empty template is used.

e xci:uuid is optional and can specify a fixed UUID of the imported VM. Importing VMs with duplicate UUIDs will fail
during the verification stage. If omitted, a new UUID will be allocated.

xci:PropertyOverride, xci:VV4VFirewall, xci:RpcFirewall, xci:PClPassthrough, xci:NetworkAdapter, xci:StorageDevice,
xci:DBEntry, and xci:DomStoreFile elements can be specified as children.

10.3.5. xci:PropertyOverride element

xci:PropertyOverride elements can be specified as children of either xci:VirtualMachine, xci:NetworkAdapter, or
xci:StorageDevice. These elements can be used to override arbitrary DBUS properties (as given in the OpenXT IDL)
for virtual machines, virtual network adapters and virtual storage devices (disks and optical devices), respectively.

For example, on a network adapter, this element can be used to specify the backend-name or backend-uuid property,
useful for cases when a forced network backend VM is needed.

<xci : PropertyQverri de>
<xci: Property xci:nanme="backend-nane" xci:val ue="vpnvm 1"/>
</ xci : PropertyCQverri de>

10.3.6. xci:V4VFirewall element

This element allows specifying a list of child xci:V4VRule elements, which detail the v4v firewall rules in the same
format as that in VM config files. Refer to the following example:

<xci : VA4VFi rewal | >
<xci : VA4VRul e>nysel f -> 0: 80</ xci : VAVRul e>
<xci : VAVRul e>nysel f -> 0: 8080</ xci : V4VRul e>
<xci : VA4VRul e>nysel f -> 0: 5555</ xci : V4VRul e>
<xci : VAVRul e>nysel f -> domt ype=ndvm 5555</ xci : V4VRul e>
<xci : VA4VRul e>nysel f -> 0: 2222</ xci : VA4VRul e>
<xci : VA4VRul e>0 -> nysel f:2222</ xci : V4VRul e>
</ xci : VAVFi rewal | >

10.3.7. xci:PCIPassthrough element

This element allows specifying a list of matching rules which will be evaluated at VM startup. All PCI devices matching
the rules will be passed through to the VM. The child elements can be a sequence of:

* xci:MatchBDF with required attribute xci:bdf to allow specifying the device in the BDF notation.

e xci:MatchID with optional attributes xci:class, xci:vendor, and xci:device to allow specifying device using PCl vendor/

device IDs and PCl class. Omitted attributes are considered to be always matching.

Refer to the following example:

<xci : PCl Passt hr ough>
<xci : Mat chl D xci : cl ass="0x403" xci :vendor="0x8086"/>
<xci : Mat chBDF xci : bdf ="0000: 00: 1a. 0"/ >

</ xci : PCl Passt hr ough>
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10.3.8. xci:NetworkAdapter element

This element has the required attribute xci:ovfinstanceld, which refers to the InstancelD attribute of the adapter, as
defined in the VM's virtual hardware section. The xc:PropertyOverride child element may be specified.

10.3.9. xci:Storageltem element

This element has the required attribute xci:ovfinstanceld, which refers to the InstancelD attribute of the storage item,
as defined in VM's virtual hardware section. The xc:PropertyOverride child element may be specified.

10.3.10. xci:DBEntry element

This element allows you to insert a value into either a VM's DB tree or domstore (domstore is the part of VM DB tree
which can be accessed from that VM).

For example, the nmeasured value is exposed as a read-only DBUS property, hence setting it with the
Pr opertyOver ri de mechanism is not possible. But it can still be set via manipulation of VM's DB tree as follows:

<xci : DBEntry xci: key="nmeasured" xci:value="false" />

¢ The xci:section attribute can be optionally specified to define whether value is being set in VM DB tree (vim which
is the default) or the domstore (v donst or e).

¢ The xci:key and xci:value attributes are required.

10.3.11. xci:DomStoreFile element

This element allows you to request the importation of the file into domstore, where it can be subsequently read using
a database operation in the VM. Note that these files are imported into the VM's config space, which is of limited
size and should be kept small.

The xci:fileRef attribute references the file ID in the OVF File element.

<xci :DonStoreFile xci:fileRef="sonme-file-id"/>

10.4. Example Appliance Import

The OpenXT SDK ISO contains a minimal example of an OVF descriptor file named squeeze- hvm ovf. This
creates a VM with a single disk, 512 MB of RAM and 1 vCPU. As the name suggests, it is intended to create a VM
running Debian Squeeze, but it is not specific to this and could be adapted to a different operating system.

This example assumes that you have created a VHD file named squeeze. vhd which represents a partitioned disk
containing an installation of Debian Squeeze.

To Test the Import:

1. Ensure that you are running in the SELinux sysadm r role. See Section 1.5.5: “The Effect of SELinux on
Administrative Commands” in OpenXT™ Engine Administrator Guide for instructions about entering the
sysadm r role.

2. Ensure that the directory / st or age/ i nport exists and has the correct SELinux labels:

nkdir -p /storage/inport
restorecon -r /storage/inport

3. Copy the OVF descriptor file squeeze- hvm ovf into/ st or age/ i nmport.
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Copy the VHD file squeeze. vhd into/ st or age/ i nport.
Import the appliance:

cd /storage/inport
appt ool --inmport squeeze-hvm ovf

Verify that the VM squeeze- vmhas been created:
Xec-vm
Verify that the appliance squeeze is installed:

apptool --1ist

Click on the VM icon in the Ul to verify that it can be started.
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Chapter 11. API

Note
The API detailed in this chapter is subject to change without notice. The following table defines the

data types used in the APl documentation:

type symbol description

INVALID 0 (NUL) Not a valid type code, used to terminate signatures

BYTE y 8-bit unsigned integer

BOOLEAN b Boolean value, 0 is FALSE and 1 is TRUE. Everything else is
invalid.

INT16 n 16-bit signed integer

UINT16 q 16-bit unsigned integer

INT32 i 32-bit signed integer

UINT32 u 32-bit unsigned integer

INT64 X 64-bit signed integer

UINT64 t 64-bit unsigned integer

DOUBLE d IEEE 754 double

STRING s UTF-8 string (must be valid UTF-8). Must be nul terminated
and contain no other nul bytes.

OBJECT_PATH o Name of an object instance

SIGNATURE g A type signature

ARRAY a Array

STRUCT r() Struct

VARIANT v Variant type (the type of the value is part of the value itself)

DICT_ENTRY e{} Entry in a dict or map (array of key-value pairs)

UNIX_FD h Unix file descriptor

11.1. Interface com.citrix.xenclient.api.host

11.1.1. Methods:

11.1.1.1. Method shutdown

Shutdown the host device.



This method has no arguments.

11.1.1.2. Method reboot
Reboot the host device.

This method has no arguments.
11.1.1.3. Method sleep
Send the host into s3 (sleep).
This method has no arguments.
11.1.1.4. Method hibernate
Send the host into s4 (hibernate).

This method has no arguments.

11.1.2. Properties:

Name Type  Access Description

total_mem i read Total memory, in megabytes.
free_mem i read Free memory, in megabytes.
total_storage i read Total storage, in megabytes.
free_storage i read Free storage, in megabytes.
cpu-count i read Total number of host CPU cores.
model s read Host device model string.
vendor s read Device vendor name.
bios-revision S read Current device BIOS version.
physical-cpu-model s read CPU type.
physical-gpu-model s read GPU type.

11.2. Interface com.citrix.xenclient.api.product

11.2.1. Properties:

Name Type  Access Description

version s read
build S read Build number, date and associated information.
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Name Type  Access Description

tools_version s read

11.3. Interface com.citrix.xenclient.api.vm

11.3.1. Methods:

11.3.1.1. Method find_vm_by_uuid
Returns the object path to the VM with the given UUID, or raises an error.

The arguments are:

Type Name Direction Description

s uuid in
o obj_path out

11.3.1.2. Method list_templates
List the templates available for creating new VMs.

The arguments are:
Type Name Direction Description

as templates out

11.3.1.3. Method create_vm
Create a new VM.

The arguments are:

Type Name Direction Description

o path out

11.3.1.4. Method get_name

The arguments are:

Type | Name Direction Description
s vm_uuid in
s name out

11.3.1.5. Method set_name

The arguments are:

46



Direction Description

s vm_uuid in

S name in

11.3.1.6. Method get_description

The arguments are:

Type Name Direction Description

S vm_uuid in
s description out

11.3.1.7. Method set_description

The arguments are:

Type Name Direction Description
s vm_uuid in
s description in

11.3.1.8. Method get_icon
Read a byte array representing the VM icon image.

The arguments are:

Type Name Direction Description
s vm_uuid in
ay icon out

11.3.1.9. Method add_disk
Add a new disk to VM.

The arguments are:

Type Name Direction Description

s vm_uuid in
i size in Size in megabytes.
o path out



11.3.1.10. Method set_cdrom

The arguments are:

Type Name Direction Description
s vm_uuid in
s cdrom in

11.3.1.11. Method get_wired_network

The arguments are:

Type Name Direction Description
s vm_uuid in
s wired_network out

11.3.1.12. Method set_wired_network

The arguments are:

Type Name Direction Description
s vm_uuid in
s wired_network in

11.3.1.13. Method get_has_tools

The arguments are:

Type Name Direction Description
S vm_uuid in
b has_tools out

11.3.1.14. Method get_autostart

The arguments are:

Type Name Direction Description
s vm_uuid in
b autostart out

11.3.1.15. Method set_autostart

The arguments are:
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Direction Description

s vm_uuid in

b autostart in

11.3.1.16. Method switch
Switch to a VM.

The arguments are:

Type Name Direction Description

s vm_uuid in

11.3.1.17. Method start
Start the VM.

The arguments are:

Type Name Direction Description

S vm_uuid in

11.3.1.18. Method reboot
Reboot the VM.

The arguments are:

Type Name Direction Description

s vm_uuid in

11.3.1.19. Method shutdown
Shutdown the VM.

The arguments are:

Type | Name Direction Description

S vm_uuid in

11.3.1.20. Method hibernate
s4 the VM.

The arguments are:
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Direction Description

s vm_uuid in

11.3.2. Properties:

Name Type  Access Description

list_vms ao read List each VM present: A list of dicts with few critical
properties filled for each VM, including VM state,
domain ID (if running), uuid etc.

11.4. Interface com.citrix.xenclient.usbdaemon

Interface to the USB policy daemon.
11.4.1. Methods:

11.4.1.1. Method get_policy_domuuid
Query the USB device policy for a specified VM.

The arguments are:

Type Name Direction Description
s uuid in UUID of VM to query policy for.
s value out Policy for specified VM, as XML.

11.4.1.2. Method set_policy_domuuid
Set the USB device policy for a specified VM.

The arguments are:

Type Name Direction Description
s uuid in UUID of VM to query policy for.
S policy in Policy for specified VM, as XML.

11.4.1.3. Method new_vm
Tell daemon a new VM has been started.

The arguments are:

Type Name Direction Description

i dom_id in ID of newly started VM.



11.4.1.4. Method vm_stopped
Tell daemon a VM is stopping.

The arguments are:

Type Name Direction Description

i dom_id in ID of stopping VM.

11.4.1.5. Method list_devices

Enumerate the USB devices plugged into the system.

The arguments are:

Type Name Direction Description

ai devices out List of IDs of devices in the system.

11.4.1.6. Method get_device_info

Connection states are defined as follows:

-1 Cannot find device

¢ 0 Device not in use by any VM

¢ 1 Assigned to another VM which is off

¢ 2 Assigned to another VM which is running
¢ 3 Blocked by policy for specified VM

* 4 In use by specified VM

* 51n use by specified VM and flagged "sticky"

6 Flagged as "sticky" assigned to specified VM, but not currently in use

¢ 7 Special platform device, listed purely for information

8 HiD device in use by dom0
e 9 HiD device in use by dom0, but "sticky" assigned to an off VM

10 External CD drive in use by domO
e 11 External CD drive in use by dom0, but "sticky" assigned to an off VM

The arguments are:

Type Name Direction Description

i dev_id in ID of device to query.
s vm_uuid in UUID of VM to get information relative to.
s name out Name of device.
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Direction Description

i state out Connection state of device.
s vm_assigned out UUID of VM device is assigned to (if any).
3 detail out Name detail, for mouse-over text.

11.4.1.7. Method assign_device
Assign a device to a VM.

The arguments are:

Type Name Direction Description
i dev_id in id of device to assign
s vm_uuid in UUID of VM to assign device to.

11.4.1.8. Method unassign_device
Unassign a device from a VM.

The arguments are:
Type Name Direction Description

i dev_id in ID of device to unassign.

11.4.1.9. Method set_sticky
Set or clear the sticky assignment flag for a device.

The arguments are:

Type Name Direction Description
i dev_id in ID of device to alter sticky flag for.
i sticky in Set (1), or clear (0) sticky flag.

11.4.1.10. Method name_device
Set the user visible name for a device.

The arguments are:

Type | Name Direction Description

i dev_id in ID of device to set name for.
3 name in name to set for device



11.4.1.11. Method state
Dump daemon state, for debugging only.

The arguments are:

Type Name Direction Description

s state out Daemon state in human readable form.
11.4.2. Signals:

11.4.2.1. device_rejected
A USB device has been rejected due to a policy.

The arguments are:

Type Name Direction Description
S device_name in User-friendly name of device rejected
s reason in Human-readable description of reason for rejection

11.4.2.2. devices_changed
Device list previously given out may be out of date, re-enumerate.

This signal has no arguments.

11.4.2.3. device_info_changed
Information previously given out regarding device may be out of date, re-query.

The arguments are:

Type Name Direction Description

i dev_id in ID of device needing re-query.

11.5. Interface org.freedesktop.DBus.Introspectable

11.5.1. Methods:

11.5.1.1. Method Introspect

The arguments are:

Type Name Direction Description

S data out



11.6. Interface org.freedesktop.DBus

11.6.1. Methods:
11.6.1.1. Method Hello

The arguments are:

Type Name Direction Description

S al out

11.6.1.2. Method RequestName

The arguments are:

Type Name Direction Description

11.6.1.3. Method ReleaseName

The arguments are:

Type Name Direction Description
s al in
u a2 out

11.6.1.4. Method StartServiceByName

The arguments are:

Type Name Direction Description
S al in

u a2 in

u a3 out

11.6.1.5. Method UpdateActivationEnvironment

The arguments are:

Type Name Direction Description

a{ss} al in



11.6.1.6. Method NameHasOwner

The arguments are:

Type | Name Direction Description

S al in
b a2 out

11.6.1.7. Method ListNames

The arguments are:

Type Name Direction Description

as al out

11.6.1.8. Method ListActivatableNames

The arguments are:

Type Name Direction Description

as al out

11.6.1.9. Method AddMatch

The arguments are:

Type Name Direction Description

S al in

11.6.1.10. Method RemoveMatch

The arguments are:

Type Name Direction Description

S al in

11.6.1.11. Method GetNameOwner

The arguments are:

Type Name Direction Description

S al in
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Direction Description

S a2 out

11.6.1.12. Method ListQueuedOwners

The arguments are:

Type Name Direction Description
s al in
as a2 out

11.6.1.13. Method GetConnectionUnixUser

The arguments are:

Type Name Direction Description
S al in
u a2 out

11.6.1.14. Method GetConnectionUnixProcessID

The arguments are:

Type Name Direction Description

S al in
u a2 out

11.6.1.15. Method GetConnectionDOMID

The arguments are:

Type Name Direction Description
S sender in
i domid out

11.6.1.16. Method GetAdtAuditSessionData

The arguments are:

Type Name Direction Description

S al in
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Direction Description

ay a2 out

11.6.1.17. Method GetConnectionSELinuxSecurityContext

The arguments are:

Type Name Direction Description
S al in
ay a2 out

11.6.1.18. Method ReloadConfig

This method has no arguments.

11.6.1.19. Method Getld

The arguments are:
Type Name Direction Description
S al out

11.6.2. Signals:

11.6.2.1. NameOwnerChanged

The arguments are:

Type Name Direction Description
5 al in
s a2 in
S a3 in

11.6.2.2. Namelost

The arguments are:

Type Name Direction Description

S al in

11.6.2.3. NameAcquired

The arguments are:



Direction Description

S al in

11.7. Interface com.citrix.xenclient.db

11.7.1. Methods:

11.7.1.1. Method read

The arguments are:

Type Name Direction Description
S path in
s value out

11.7.1.2. Method read_binary

The arguments are:

Type | Name Direction Description
S path in
ay value out

11.7.1.3. Method write

The arguments are:

Type Name Direction Description
s path in
s value in

11.7.1.4. Method dump

The arguments are:

Type Name Direction Description
s path in
s value out

11.7.1.5. Method inject

The arguments are:



Direction Description

S path in
S value in

11.7.1.6. Method list

The arguments are:

Type Name Direction Description
s path in
as value out

11.7.1.7. Method rm

The arguments are:

Type Name Direction Description

S path in

11.7.1.8. Method exists

The arguments are:

Type Name Direction Description

s path in
b ex out

11.8. Interface com.citrix.xenclient.fusechat
11.8.1. Methods:

11.8.1.1. Method list_desktops

The arguments are:

Direction Description

S credentials in
aa{ss} desktops out

11.8.1.2. Method get_launch_ref

The arguments are:
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Direction Description

S credentials in

S app in
S ref out

11.8.2. Properties:

Name Type  Access Description
server-url s readwrite
pnagent-path s readwrite

11.9. Interface com.citrix.xenclient.guest

Interface optionally implemented by the guest VM agent.
11.9.1. Methods:

11.9.1.1. Method request_shutdown
Request a clean guest shutdown.

This method has no arguments.

11.9.1.2. Method request_sleep
Request the s3 state.

This method has no arguments.

11.9.1.3. Method request_hibernate
Request the s4 state.

This method has no arguments.

11.9.1.4. Method request_reboot
Request a clean guest reboot.

This method has no arguments.
11.9.2. Signals:

11.9.2.1. agent_started
Sent by the guest agent after it starts.

This signal has no arguments.
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11.9.2.2. agent_uninstalled
Sent by the guest agent during the uninstall process.

This signal has no arguments.

11.9.2.3. xorg_running

Sent by the guest agent when the x server is detected.
This signal has no arguments.

11.10. Interface com.citrix.xenclient.input

11.10.1. Methods:

11.10.1.1. Method set_slot

The arguments are:

Type Name Direction Description
i domid in
i slot in

11.10.1.2. Method auth_set_context

The arguments are:

Type Name Direction Description
s user in
s title in

11.10.1.3. Method auth_set_context_flags

The arguments are:

Type Name Direction Description
S user in
s title in
i flags in

11.10.1.4. Method auth_begin
Start authentication process.

The arguments are:



Direction Description

b started out

11.10.1.5. Method auth_remote_login

The arguments are:

Type Name Direction Description
s username in
S password in

11.10.1.6. Method auth_collect_password

This method has no arguments.

11.10.1.7. Method auth_title

The arguments are:

Type Name Direction Description

S title out

11.10.1.8. Method auth_get_context

The arguments are:

Type Name Direction Description
s user out
s title out
i flags out

11.10.1.9. Method auth_remote_status

The arguments are:

Type Name Direction Description
b auto_started in
i status in
s id in
S username in
s recovery_key_file in



Direction Description

u ctx_flags in
11.10.1.10. Method auth_get_status
The arguments are:

Type Name Direction Description

b clear in
S status out
i flags out

11.10.1.11. Method auth_clear_status

This method has no arguments.

11.10.1.12. Method auth_create_hash

The arguments are:

Direction Description
s fname in
s password in

11.10.1.13. Method get_user_keydir
Get the user crypto keys directory, or empty string if not mounted.

The arguments are:

Type Name Direction Description

S user in
S dir out

11.10.1.14. Method get_remote_user_hash
Get the remote user hash of the specified userid.

The arguments are:

Type Name Direction Description

s userid in
s hashed_userid out
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11.10.1.15. Method auth_rm_platform_user
Used to recover access to platform when user has forgotten local password.

The arguments are:

Type Name Direction Description
b success out
S error_msg out

11.10.1.16. Method get_focus_domid
Get currently focussed domain ID.

The arguments are:

Type Name Direction Description

i domid out

11.10.1.17. Method get_idle_time
Get Idle Time of the Host.

The arguments are:

Type Name Direction Description

i idle_time out

11.10.1.18. Method get_last_input_time
Returns the number of seconds since the most recent input activity or from start of input server.

The arguments are:

Type Name Direction Description

i idle_time out

11.10.1.19. Method switch_focus
Move focus to different domain.

The arguments are:

Type Name Direction Description

i domid in



Direction Description

b force in

b success out

11.10.1.20. Method get_platform_user

The arguments are:

Type Name Direction Description
s user out
i flags out

11.10.1.21. Method get_auth_on_boot

The arguments are:

Type Name Direction Description
b auth out

11.10.1.22. Method set_auth_on_boot

The arguments are:
Type Name Direction Description

b auth in

11.10.1.23. Method touchpad_get

The arguments are:

Type Name Direction Description
S prop in
s value out

11.10.1.24. Method touchpad_set

The arguments are:

Type | Name Direction Description
S prop in
s value in
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11.10.1.25. Method get_mouse_speed

The arguments are:

Type Name Direction Description

i mouse_speed out

11.10.1.26. Method set_mouse_speed

The arguments are:
Type Name Direction Description
i mouse_speed in

11.10.1.27. Method lock_timeout_set

The arguments are:

Type Name Direction Description

i value in
11.10.1.28. Method lock_timeout_get
The arguments are:

Type Name Direction Description

i value out

11.10.1.29. Method lock

The arguments are:

Type Name Direction Description

b can_switch_out in

11.10.1.30. Method get_kb_layouts

The arguments are:

Type Name Direction Description

as layouts out

11.10.1.31. Method get_current_kb_layout

The arguments are:
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Direction Description

S layout out

11.10.1.32. Method set_current_kb_layout

The arguments are:

Type Name Direction Description

s layout in

11.10.1.33. Method update_seamless_mouse_settings

The arguments are:

Type Name Direction Description

s dom_uuid in

11.10.1.34. Method get_lid_state
Returns lid state. A value of one indicates lid is open otherwise closed.

The arguments are:

Type Name Direction Description

u lid_ret out

11.10.1.35. Method divert_mouse_focus

Diverts the mouse focus to the provided VM, for mouse events occurring within the given source frame. Events
outside of this frame continue go to the calling VM. Mouse events are scaled to fit within the destination frame. Any
area outside of the destination frame will not be accessible with the mouse. Coordinates: 0 is always left/top most,
Ox1FFF right/bottom most, regardless of screen resolution.

The arguments are:

Type Name Direction Description
s uuid in
u sframe_x1 in
u sframe_y1 in
u sframe_x2 in
u sframe_y2 in
u dframe_x1 in



Direction Description

u dframe_y1 in
u dframe_x2 in
u dframe_y2 in

11.10.1.36. Method stop_mouse_divert
This method stops a mouse focus divert, which was created using divert_mouse_focus.

This method has no arguments.

11.10.1.37. Method set_divert_keyboard_filter

This sets the keyboard filter, used with divert_keyboard_focus. Key_filter is an array of null terminated key value sets.
Each key value set consists of a list of key values for any modifer keys, followed by a final activation key.

The arguments are:

Type Name Direction Description

au key_filter in

11.10.1.38. Method divert_keyboard_focus

Diverts the keyboard focus to the provided VM, filtering provided key strokes, which continue to go to the original
VM. Key_filter is a null terminated array of key value sets, each of which is itself null terminated.

The arguments are:

Type Name Direction Description

S uuid in

11.10.1.39. Method stop_keyboard_divert
This method stops a keyboard focus divert, which was created using divert_keyboard_focus.

This method has no arguments.

11.10.1.40. Method touch
Introduce an input event, into the given VM, to defer it from sleeping.

The arguments are:

Type Name Direction Description

S uuid in



11.10.1.41. Method focus_mode

This bitfield allows the keyboard/mouse focus behaviour to be tweeked. Bit 1 =KEYFOLLOWMOUSE, Bit 2 =
CLICKHOLDFOCUS, Bit 3 = CLONEEVENTS. The default mode is 0.

The arguments are:
Type Name Direction Description
i mode in

11.10.2. Properties:

Name Type  Access Description

numlock-restore-on-switch b readwrite Restore NumlLock status on switch to VM.

11.10.3. Signals:

11.10.3.1. keyboard_focus_change
This allows the monitoring of the keyboard focus, by signaling the UUID of the VM gaining focus.

The arguments are:

Type Name Direction Description

S uuid in

11.10.3.2. focus_auth_field
Sent to notify Ul to focus the text field in secure mode.

The arguments are:
Type Name Direction Description
i field_id in

11.10.3.3. sync_auth_username
Sent to set the username in the Ul in secure mode.

The arguments are:

Type Name Direction Description

S username in

11.10.3.4. auth_status

Sent to change the status in the Ul in secure mode.
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The arguments are:

Type Name Direction Description
s status in
i flags in

11.10.3.5. secure_mode
Sent to the Ul to enter secure mode.

The arguments are:

Type Name Direction Description

i show in

11.10.3.6. auth_remote_start_login
Sent to the BED to kick off Synchronizer auth.

The arguments are:

Type Name Direction Description
S username in
u ctx_flags in

11.10.3.7. auth_remote_start_recovery
Sent to the BED to get recovery key.

The arguments are:

Type Name Direction Description

b auto_started in
s id in
s username in
u ctx_flags in

11.10.3.8. lid_state_changed
Signals when a laptop lid is opened or closed.
This signal has no arguments.

NDVM Status.



11.11. Interface com.citrix.xenclient.networkdaemon

11.11.1. Methods:

11.11.1.1. Method add_vif
Creates the corresponding VIF.

The arguments are:

Type Name Direction Description
u domid in
u backend_domid in
S mac in

11.11.1.2. Method move_to_network
Move VIF to network.

The arguments are:

Type Name Direction Description
s vif in
s network in

11.11.1.3. Method ndvm_status
To inform NDVM status.

The arguments are:

Type Name Direction Description
s uuid in
i domid in
u status in

11.11.1.4. Method shutdown
Shuts down the network daemon.

This method has no arguments.

11.11.1.5. Method is_networking_active

Returns true if any of the slave networks are up and running.
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The arguments are:

Type Name Direction Description

b is_nw_active out

11.11.1.6. Method list
Lists networks.

The arguments are:

Type Name Direction Description

aa{ss} networks out

11.11.1.7. Method list_backends

Lists network backend domains.

The arguments are:

Type Name Direction Description

as backends out

11.11.1.8. Method is_initialized
Returns true if all the slave network configuration is complete.

The arguments are:

Type Name Direction Description

b is_initialized out

11.11.1.9. Method get_network_backend
Returns network backend for a network.

The arguments are:

Type Name Direction Description
s network in
s uuid out

11.11.1.10. Method create_network

Creates network using configuration.
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The arguments are:

Type Name Direction Description
S network_type in

i id in

s config in

s network out

11.12. Interface com.citrix.xenclient.networkdaemon.notify

11.12.1. Signals:

11.12.1.1. networkdaemon_up
Notifies that the daemon is up.

This signal has no arguments.
11.12.1.2. network_added
Notifies that a new network is added.

The arguments are:

Type Name Direction Description

S network in

11.12.1.3. network_removed
Notifies that a network is no longer available.

The arguments are:
Type Name Direction Description

S network in

11.12.1.4. network_state_changed
Notifies that a network is no longer available.

The arguments are:

Type Name Direction Description

S network in
S nm_state in



Direction Description

S backend in

11.13. Interface com.citrix.xenclient.networkdomain
11.13.1. Methods:

11.13.1.1. Method list_networks
Lists networks.

The arguments are:

Type Name Direction Description

as networks out

11.13.1.2. Method popup_network_menu
Signal the NM applet to popup the network menu.

The arguments are:

Type Name Direction Description
u x_off in
u y_off in

11.13.1.3. Method close_network_menu
Signal the NM applet to close the network menu.

This method has no arguments.

11.14. Interface com.citrix.xenclient.networkdomain.config

11.14.1. Properties:

Name Type  Access Description
uuid 5 read
domid u read
nm-state u read
name s read
is-networking-active b read



11.15. Interface com.citrix.xenclient.networkdomain.notify
11.15.1. Signals:

11.15.1.1. backend_state_changed
Notifies when a backend starts or stops.

The arguments are:

Type Name Direction Description

u status in

11.16. Interface com.citrix.xenclient.networkinterface

11.16.1. Methods:

11.16.1.1. Method name
Returns the name of the inteface.

The arguments are:

Direction Description

S name out

11.16.1.2. Method is_wireless
Returns true if the interface is wireless.

The arguments are:

Type Name Direction Description

b is_wireless out

11.16.1.3. Method mac_address
Returns the MAC address of the interface.

The arguments are:

Type Name Direction Description

S mac out

11.16.1.4. Method list_bridges

Lists the bridges to connect to use this interface.
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The arguments are:

Direction Description

a{ss} bridges out

11.17. Interface com.citrix.xenclient.networkinterface.notify

11.18. Interface com.citrix.xenclient.network.nm
11.18.1. Methods:

11.18.1.1. Method popup_network_menu
Signal the NM applet to popup the network menu.

The arguments are:

Type Name Direction Description

u x_off in
u y_off in

11.18.1.2. Method close_network_menu
Signal the NM applet to close the network menu.
This method has no arguments.

11.18.1.3. Method popup_keyboard

Pop up the keyboard in the uivm.

This method has no arguments.

Network types.

11.19. Interface com.citrix.xenclient.networkslave
11.19.1. Methods:

11.19.1.1. Method create_internal_networks
Method to create internal networks.

The arguments are:

Type Name Direction Description

u network_number in
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11.19.1.2. Method backend_vif_notify
Method to notify network slave of a new backend VIF.

The arguments are:

Type Name Direction Description
s vif in
u domid in
u devid in

11.19.1.3. Method network_iface_notify
Method to notify network slave of the status of a networking interface.

The arguments are:

Type Name Direction Description
s udev_action in
s interface in

11.19.1.4. Method move_vif_to_network

Move VIF to network.

The arguments are:

Type Name Direction Description
s vif in
s network in

11.19.1.5. Method refresh_vifs

See that all the backend VIFs are connected to the right networks.
This method has no arguments.

11.19.1.6. Method shutdown

Shuts down the service.

This method has no arguments.

11.19.1.7. Method start_nm

Start Network Manager.

This method has no arguments.
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11.19.1.8. Method is_initialized
Returns true if the system is initialized.

The arguments are:

Type Name Direction Description

b is_initialized out

11.19.1.9. Method nw_connectivity
Returns true if there is network connectivity.

The arguments are:

Type Name Direction Description

b is_initialized out

11.19.1.10. Method list_networks
Lists networks.

The arguments are:
Type Name Direction Description

as networks out

11.19.1.11. Method list_vifs
Lists backend VIFs.

The arguments are:

Type Name Direction Description

as vifs out

11.19.1.12. Method get_icavm_network
Returns icavm network object.

The arguments are:

Type Name Direction Description

s icavm_network out

11.19.1.13. Method nm_state

Returns network manager state.

78



The arguments are:

Type | Name Direction Description

u nm_state out

11.20. Interface com.citrix.xenclient.networkslave.notify

11.20.1. Signals:

11.20.1.1. networkslave_up

Notifies NWD that the slave is up.

This signal has no arguments.

11.20.1.2. network_added

Notifies NWD that a new network is added.

The arguments are:

Type Name Direction Description

as network in

11.20.1.3. network_removed
Notifies NWD that a network is no longer available.

The arguments are:

Type Name Direction Description

as network in

11.20.1.4. new_backend_vif
Notifies NWD that a new backend VIF is added.

The arguments are:

Type Name Direction Description
as vif_info in
Network types.

Connection types.

Access point details used in extra_info method.



11.21. Interface com.citrix.xenclient.network

11.21.1. Methods:

11.21.1.1. Method is_configured
Returns true if the network is setup.

The arguments are:

Type Name Direction Description

b is_configured out

11.21.1.2. Method configure
Configure a shared/bridged network.

The arguments are:

Type Name Direction Description

S subnet in

11.21.1.3. Method join
Join the VIF to this network.

The arguments are:
Type Name Direction Description
s vif in

11.21.1.4. Method leave
Remove the VIF from this network.

The arguments are:
Type Name Direction Description
s vif in
11.22. Interface com.citrix.xenclient.network.config
11.22.1. Properties:

Name Type  Access Description

name S read
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Access Description

bridge s read

backend-uuid s read
active b read
interface s read
mac-address s readwrite
driver s read
type s read
connection s read
nm-state u read
extra-info a{ss} read
label s readwrite
nat-prefix s readwrite
nm-managed b read

11.23. Interface com.citrix.xenclient.network.notify
11.23.1. Signals:

11.23.1.1. state_changed
Notifies daemon of network state changes.

The arguments are:

Type Name Direction Description

u state in

11.24. Interface org.freedesktop.DBus.Introspectable

11.24.1. Methods:

11.24.1.1. Method Introspect

The arguments are:

Type Name Direction Description

s data out
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11.25. Interface org.freedesktop.Hal.Manager

11.25.1. Methods:

11.25.1.1. Method GetAllDevices

The arguments are:

Type Name Direction Description

as devices out

11.25.1.2. Method GetAllDevicesWithProperties

The arguments are:

Type Name Direction Description

a(safsv} devices with_props out

11.25.1.3. Method DeviceExists

The arguments are:

Type Name Direction Description
b does_it_exist out
s udi in

11.25.1.4. Method FindDeviceStringMatch

The arguments are:

Type Name Direction Description
as devices out

s key in

s value in

11.25.1.5. Method FindDeviceByCapability

The arguments are:

Type Name Direction Description

as devices out
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Direction Description

s capability in
11.25.1.6. Method NewDevice
The arguments are:

Type Name Direction Description

s temporary_udi out

11.25.1.7. Method Remove

The arguments are:
Type Name Direction Description
s udi in

11.25.1.8. Method CommitToGdlI

The arguments are:

Type Name Direction Description

S temporary_udi in
s global_udi in

11.25.1.9. Method AcquireGlobalinterfaceLock

The arguments are:

Type Name Direction Description
s interface_name in
b exclusive in

11.25.1.10. Method ReleaseGloballnterfaceLock

The arguments are:

Type Name Direction Description

s interface_name in

11.25.1.11. Method SingletonAddonisReady

The arguments are:
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Direction Description

s command_line in

11.25.2. Signals:

11.25.2.1. DeviceAdded

The arguments are:
Type Name Direction Description
s udi in

11.25.2.2. DeviceRemoved

The arguments are:
Type Name Direction Description
s udi in

11.25.2.3. NewCapability

The arguments are:

Type Name Direction Description
5 udi in
s cap_hame in

11.25.2.4. GloballnterfaceLockAcquired

The arguments are:

Type Name Direction Description
s interface_name in
S lock_holder in
i num_locks in

11.25.2.5. GlobalinterfaceLockReleased

The arguments are:

Type Name Direction Description

S interface_name in



Direction Description

S lock_holder in

i num_locks in

11.26. Interface org.freedesktop.DBus.Introspectable

11.26.1. Methods:

11.26.1.1. Method Introspect

The arguments are:
Type Name Direction Description
s data out

11.27. Interface org.freedesktop.DBus.Properties

11.27.1. Methods:

11.27.1.1. Method Get

The arguments are:

Type Name Direction Description
5 interface in

s propname in

v value out

11.27.1.2. Method Set

The arguments are:

Type Name Direction Description
s interface in
S propname in
v value in

11.27.1.3. Method GetAll

The arguments are:
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Direction Description

S interface in

afsv  props out

11.28. Interface org.freedesktop.NetworkManager

11.28.1. Methods:

11.28.1.1. Method state

The arguments are:

Type Name Direction Description

u state out

11.28.1.2. Method wake

This method has no arguments.

11.28.1.3. Method sleep

This method has no arguments.
11.28.1.4. Method Enable

The arguments are:

Type Name Direction Description

b enable in

11.28.1.5. Method Sleep

The arguments are:

Type Name Direction Description

b sleep in

11.28.1.6. Method DeactivateConnection

The arguments are:

Type Name Direction Description

o active_connection in



11.28.1.7. Method ActivateConnection

The arguments are:

Type Name Direction Description
s service_name in

o] connection in

o device in

o specific_object in

o] active_connection out

11.28.1.8. Method GetDevices

The arguments are:

Type Name Direction Description

ao devices out

11.28.2. Properties:

Name Type  Access Description
State u read

ActiveConnections ao read
WirelessHardwareEnabled b read

WirelessEnabled b readwrite
NetworkingEnabled b read

11.28.3. Signals:

11.28.3.1. StateChange

The arguments are:
Type Name Direction Description
u in

11.28.3.2. DeviceRemoved

The arguments are:



Direction Description

11.28.3.3. DeviceAdded

The arguments are:
Type Name Direction Description
o] in

11.28.3.4. PropertiesChanged

The arguments are:
Type Name Direction Description
a{sv} in

11.28.3.5. StateChanged

The arguments are:
Type Name Direction Description
u in

11.29. Interface org.freedesktop.UPower.Device

11.29.1. Methods:

11.29.1.1. Method Refresh

This method has no arguments.

11.29.1.2. Method GetHistory

The arguments are:

Type Name Direction Description
S type in

u timespan in

u resolution in

a(udu) data out



11.29.1.3. Method GetStatistics

The arguments are:

Type Name
s type
a(dd) data

11.29.2. Properties:

Name
NativePath
Vendor
Model

Serial
UpdateTime
Type
PowerSupply
HasHistory
HasStatistics
Online
Energy
EnergyEmpty
EnergyFull
EnergyFullDesign
EnergyRate
Voltage
Luminosity
TimeToEmpty
TimeToFull
Percentage

IsPresent

Type

S

S

u

b

b

d

d

d

Direction

in

out

Access

read

read

read

read

read

read

read

read

read

read

read

read

read

read

read

read

read

read

read

read

read
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Access Description

State u read
IsRechargeable b read
Capacity d read
Technology u read
RecallNotice b read
RecallVendor s read
RecallUrl s read

11.29.3. Signals:

11.29.3.1. Changed

This signal has no arguments.

11.30. Interface org.freedesktop.UPower

11.30.1. Methods:
11.30.1.1. Method EnumerateDevices

The arguments are:

Type Name Direction Description

ao devices out

11.30.1.2. Method AboutToSleep

The arguments are:

Type Name Direction Description

S action in

11.30.1.3. Method Suspend

This method has no arguments.

11.30.1.4. Method SuspendAllowed

The arguments are:

Type Name Direction Description

b allowed out



11.30.1.5. Method Hibernate

This method has no arguments.

11.30.1.6. Method HibernateAllowed

The arguments are:

Type Name Direction Description

b allowed out

11.30.2. Properties:

Name Type  Access Description
DaemonVersion s read
CanSuspend b read
CanHibernate b read
OnBattery b read
OnLowBattery b read
LidIsClosed b read
LidlsPresent b read
LidForceSleep b read
IsDocked b read

11.30.3. Signals:

11.30.3.1. DeviceAdded

The arguments are:

Type Name Direction Description

o device in

11.30.3.2. DeviceRemoved

The arguments are:

Type Name Direction Description

o device in



11.30.3.3. DeviceChanged

The arguments are:

Type Name Direction Description
o device in
11.30.3.4. Changed

This signal has no arguments.

11.30.3.5. Sleeping

This signal has no arguments.

11.30.3.6. NotifySleep

The arguments are:
Type Name Direction Description

S action out

11.30.3.7. Resuming

This signal has no arguments.

11.30.3.8. NotifyResume

The arguments are:
Type Name Direction Description

S action out

11.31. Interface com.citrix.xenclient.rpc_proxy

11.31.1. Methods:

11.31.1.1. Method validate_call

The arguments are:

Type Name Direction Description
i domain in
s destination in



Direction Description

S interface in

S member in
b r out

11.31.1.2. Method validate_recv_signal

The arguments are:

Type Name Direction Description
i domain in

s interface in

s member in

b r out

11.31.1.3. Method validate_send_signal

The arguments are:

Type Name Direction Description
i domain in

s interface in

s member in

b r out

11.31.1.4. Method list_rules

The arguments are:

Type Name Direction Description
as rules out
11.31.1.5. Method add_rule

The arguments are:

Type Name Direction Description

s rule in



11.31.1.6. Method delete_rule

The arguments are:

Type Name Direction Description

S rule in

11.32. Interface com.citrix.xenclient.storehouse.sr

Storage repository interface.
11.32.1. Methods:

11.32.1.1. Method get_total_size
Total size of the storage repository in megabytes.

The arguments are:

Type Name Direction Description

t size out

11.32.1.2. Method get_free_size
Free size of the storage repository in megabytes.

The arguments are:

Type Name Direction Description

t size out

11.32.1.3. Method create_vdi
Create a virtual disk in repository.

The arguments are:

Type Name Direction Description
t size in
o vdi out

11.32.1.4. Method create_vdi_with
Create a virtual disk in repository.

The arguments are:
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Direction Description

11.32.1.5. Method list_vdis
List virtual disks in repository.

The arguments are:

Type Name Direction Description

ao vdis out

11.32.1.6. Method list_nodes
List nodes in repository. The strings returned should be considered as an opaque blob.

The arguments are:

Type Name Direction Description

as nodes out

11.32.1.7. Method stream_download
Open a new stream to put a node in storehouse's grasp.

The arguments are:

Type Name Direction Description

3 socket out

11.32.1.8. Method stream_upload
Open a new stream to get a node out of storehouse's grasp.

The arguments are:

Type | Name Direction Description

S socket out

11.32.1.9. Method stream_close
Close a stream.

The arguments are:
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Direction Description

S socket in

11.32.1.10. Method nodeGetChildren
Return the node's children if any.

The arguments are:

Type Name Direction Description
S name in
as childs out

11.32.1.11. Method nodeGetParent
Return the node's parent if it exists.

The arguments are:

Type Name Direction Description
s name in
s parent out

11.32.1.12. Method nodeDelete

Delete a node part of a historical chain of a VDI. May result in coalescing.

The arguments are:

Type Name Direction Description

S name in

11.32.1.13. Method nodeAddKey
Add a key associated with the node.

The arguments are:

Type Name Direction Description
S name in
ay key in

11.32.1.14. Method nodeGetKey

Get the key associated with the node.



The arguments are:

Type | Name Direction Description
S name in
ay key out

11.32.1.15. Method nodeDelKey
Delete the key associated with the node.

The arguments are:

Type Name Direction Description

S name in

11.32.2. Properties:

Name Type @ Access Description

name S readwrite Human readable label.

11.33. Interface com.citrix.xenclient.storehouse.node

Nodes interface.
11.33.1. Methods:

11.33.1.1. Method get_parent
Return the node's parent if it exists.

The arguments are:

Type Name Direction Description

S uuid out

11.33.1.2. Method delete
Delete a node part of a historical chain of a VDI. May result in coalescing.

The arguments are:

Type Name Direction Description

S uuid out
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11.33.1.3. Method make_vdi
Create a new VDI out of a node and returns the new VDI object.

The arguments are:

Type Name Direction Description

o uuid out

11.33.2. Properties:

Name Type  Access Description
creation_time t read Creation time of this node.
immutable b readwrite Node immutability.

11.34. Interface com.citrix.xenclient.storehouse.vdi

Virtual disk interface.
11.34.1. Methods:

11.34.1.1. Method open
Opens this VDI, making it accessible through a block device.

The arguments are:

Type Name Direction Description

S blkdev out

11.34.1.2. Method close
Closes this VDI, making it inaccessible through a block device.

This method has no arguments.

11.34.1.3. Method fork
Forks this VDI, returning a new VDI.

The arguments are:

Type Name Direction Description

S uuid out



11.34.1.4. Method snapshot
Takes a snapshot of the contents of this VDI at the current moment in time.

This method has no arguments.

11.34.1.5. Method revert
Revert a VDI to an older node in the chain.

The arguments are:

Type Name Direction Description

3 uuid in

11.34.1.6. Method check
Check that a VDI is valid. returns OK or error name.

The arguments are:

Type Name Direction Description

S status out

11.34.1.7. Method list_nodes
Returns a list of all the nodes that constitute this VDI, ordered from newest to oldest.

The arguments are:

Type Name Direction Description

as uuid out

11.34.1.8. Method delete
Deletes this VDI.

The arguments are:

Type Name Direction Description

b delNodes in

11.34.2. Properties:

Name Type  Access Description

type s read The type of this VDI: either disk or CD-ROM.
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Type  Access Description

phys-type s read The type of physical resource that backs this VDI:
VHD, file, etc.

11.35. Interface com.citrix.xenclient.storehouse

Primary storage manager interface.
11.35.1. Methods:

11.35.1.1. Method dummy_method
Dummy method for testing.

The arguments are:

Type Name Direction Description

s dummy in

11.35.2. Properties:
Name Type  Access Description
dummy-prop S read Dummy prop for testing.
11.36. Interface com.citrix.xenclient.surfman

11.36.1. Methods:

11.36.1.1. Method notify_death

The arguments are:

Type Name Direction Description
i domid in
i sstate in

11.36.1.2. Method create_vgpu

The arguments are:

Type Name Direction Description

i domid in
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Direction Description

i bus in
i device in
i function in

11.36.1.3. Method update_passthrough_bar

The arguments are:

Type Name Direction Description
i domid in
i bar in
t phys in
u base in
u size in

11.36.1.4. Method set_framebuffer_pages

The arguments are:

Type Name Direction Description

i domid in
b dirty_tracking in
t guest_addr in
at pages in

11.36.1.5. Method set_framebuffer_paramters

The arguments are:

Type Name Direction Description
i domid in
i width in
i height in
i stride in
s format in
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11.36.1.6. Method set_pv_display

The arguments are:

Type Name Direction Description
i domid in
s be_type in

11.36.1.7. Method get_stride_alignement

The arguments are:

Type Name Direction Description

u stride out

11.36.1.8. Method get_heads

The arguments are:

Type Name Direction Description

as heads out

11.36.1.9. Method get_head_resolutions

The arguments are:

Type Name Direction Description
i head in
as resolutions out

11.36.1.10. Method set_head_resolution

The arguments are:

Type Name Direction Description
i head in
s resolution out

11.36.1.11. Method get_visible

The arguments are:
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Direction Description

ai domids out

11.36.1.12. Method set_visible

The arguments are:

Type Name Direction Description
ai domids in
i timeout in
b force in

11.36.1.13. Method dump_all_screens

The arguments are:

Type Name Direction Description

s directoryname in

11.36.1.14. Method increase_brightness

This method has no arguments.

11.36.1.15. Method decrease_brightness
This method has no arguments.

11.36.1.16. Method pre_s3

This method has no arguments.

11.36.1.17. Method post_s3

This method has no arguments.

11.36.1.18. Method vgpu_mode

The arguments are:

Type Name Direction Description

i max_vgpus out
s name out
b msi_translation out
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Direction Description

as bdfs out

11.36.1.19. Method has_vgpu

The arguments are:

Type Name Direction Description
i domid in
b enabled out

11.36.1.20. Method get_surfaces_caching

The arguments are:

Type Name Direction Description

b caching out

11.36.1.21. Method display_image

The arguments are:

Type Name Direction Description

S filename in

11.36.1.22. Method display_text

The arguments are:

Type | Name Direction Description

S text in

11.36.2. Signals:

11.36.2.1. start_service

Sent when surfman has started.

This signal has no arguments.
11.36.2.2. visible_domain_changed
Sent when visible domain has changed.

The arguments are:
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Direction Description

i domid in

11.37. Interface com.citrix.xenclient.transfermgr
Transfer manager interface.
11.37.1. Methods:
11.37.1.1. Method list_transfers
List each transfer in progress. Return objects implementing com.citrix.xenclient.transfer.
The arguments are:
Type Name Direction Description

ao paths out

11.37.1.2. Method start_transfer

Download (if download parameter true) otherwise upload filename from/to URL username, password,
certificate if not empty specify credentials for the transfer. Returns dbus path of transfer object implementing
com.citrix.xenclient.transfer.

The arguments are:

Type Name Direction Description
b download in

s url in

s filename in

s username in

s password in

s certificate in

o path out

11.38. Interface com.citrix.xenclient.transfer

Transfer interface. See transfermgr to create or list. Note there is deliberately no password property. Transfers are
not guaranteed to persist across reboots.

11.38.1. Methods:

11.38.1.1. Method pause

Pause transfer. No effect if the transfer is complete or already paused.
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This method has no arguments.

11.38.1.2. Method resume
Resume transfer. No effect if the transfer is complete or already running.

This method has no arguments.

11.38.1.3. Method cancel
Cancel transfer. No effect if the transfer is complete.

This method has no arguments.

11.38.1.4. Method release
Release all records about the transfer.

This method has no arguments.
11.38.2. Properties:

Name Type  Access Description

filename s read The domO absolute path of the file to read or write.
No side effects.

url s read The URL to download or upload. No side effects.

download b read True for downloads, false for uploads. No side
effects.

username s read Empty string or a username for server

authentication. No side effects.

certificate s read Emptry string or the contents of a certificate to use
to for openssl cacert to verify server SSL certificate.
No side effects.

size X read The total size in bytes of the transfer including
content yet to transfer, or -1 if not known. No side
effects.

transferred X read The number of bytes transferred. No side effects.

running b read True if the transfer is running; false if it has

completed or paused. No side effects.

finished b read True if the transfer has finished; false if it is paused
or still running. No side effects.

error s read A string describing an error encountered during

the transfer, or an empty string when there are no
errors. No side effects.
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11.38.3. Signals:

11.38.3.1. progress

The arguments are:

Type Name Direction Description
X transferred in Number of bytes transferred.
11.38.3.2. completion

The arguments are:

Type Name Direction Description

s error in Error message or empty string on success.

11.38.3.3. paused
Invoked if the transfer is paused.

This signal has no arguments.

11.38.3.4. resumed
Invoked if the transfer is resumed.

This signal has no arguments.

11.39. Interface com.citrix.xenclient.updatemgr
Primary update manager interface.

11.39.1. Methods:

11.39.1.1. Method check_update
Download update metadata and check update applicability.

The arguments are:

Type Name Direction Description

s url in

s version out XC version on the server (human-
readable).

s release out XC version on the server (strict format).
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Direction Description

S status out Update applicability. Possible values are:

1. can-upgrade
2. cannot-upgrade

3. up-to-date

11.39.1.2. Method check_update_latest

Treat URL as a repository with multiple updates. We expect to find a text file with one URL per line at the given URL.
We will treat the lines in reverse order, starting with the latest, and do a check_update on each. We'll report back
on the first update found that is either 'up-to-date' or 'can-upgrade'. If all are 'cannot-upgrade', we return 'cannot-
upgrade'. Report back on latest applicable update, if any.

The arguments are:

Type Name Direction Description
s url in
s version out Latest applicable (or up-to-date) XC

version on the server (human readable), if
avaible. Empty if no version applicable.

s release out Latest applicable (or up-to-date) XC
version on the server (strict format), if
avaible. Empty if no version.

s status out Consolidated update applicability.
Possible values are:

1. can-upgrade

2. cannot-upgrade

3. up-to-date
11.39.1.3. Method download_update
Start the download of the pending update.
The arguments are:
Type Name Direction Description

S url in

11.39.1.4. Method download_update_latest
Start the download of the latest pending update. See documenation for 'check_update_latest' for details.

The arguments are:
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Direction

Description

S url in

11.39.1.5. Method apply_update_and_reboot

Start the process of applying the update (if update pending, otherwise error). After success, reboot.

This method has no arguments.

11.39.1.6. Method apply_update_and_shutdown

Start the process of applying the update (if update pending, otherwise error). After success, shutdown.

This method has no arguments.

11.39.1.7. Method cancel_update
Cancel the update in progress (if possible, otherwise error).

This method has no arguments.

11.39.2. Properties:

Name Type  Access Description
update-url s read Update's URL.
update-applicable s read Whether currently selected update is applicable or

not. Possible values:

1.
2.
3.

can-upgrade
cannot-upgrade

up-to-date

update-state s read State of pending update. Possible states are:

1.

g N e Bno»d WO

empty string when no update pending/nothing
being done

downloading-meta
downloaded-meta
downloading-files
downloaded-files
applying

failed

done

update-description s read Description of the pending update.

update-download-percent d read Download percentage complete.
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Type  Access Description

update-download-speed d read Download speed.

update-fail-reason s read Reason of failure in case something went wrong,
otherwise empty.

11.39.3. Signals:

11.39.3.1. update_state_change
Singal that the update state has changed.

The arguments are:

Type Name Direction Description

S state in

11.39.3.2. update_download_progress

The arguments are:

Type Name Direction Description
d percent_comple in
d speed in

11.40. Interface com.citrix.xenclient.vmdisk

All disk properties.
11.40.1. Methods:

11.40.1.1. Method attach_vhd
Makes this point to VHD image.

The arguments are:

Type Name Direction Description

s vhd_path in

11.40.1.2. Method attach_phy

Makes this point to physical disk.
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The arguments are:

Type Name Direction Description

s phy_path in

11.40.1.3. Method mount
Mount in given directory for easy hacking.

The arguments are:

Type Name Direction Description
s dirpath in
b readonly in

11.40.1.4. Method umount
Unmount if mounted.

This method has no arguments.
11.40.1.5. Method delete
Detach disk from VM and possibly remove VHD file.

This method has no arguments.

11.40.1.6. Method generate_crypto_key_in
Generate VHD's encryption key in specified directory.

The arguments are:

Type Name Direction Description
i keysize in
s dirpath in

11.40.1.7. Method generate_crypto_key
Generate VHD's encryption key in platform's key directory.

The arguments are:

Type Name Direction Description

i keysize in
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11.40.2. Properties:

Name Type  Access Description
backend-uuid s readwrite UUID of the backend VM.
backend-name S readwrite Name of the backend VM. Used only if backend-

uuid is not set.

phys-path S readwrite Path to VHD or /dev/sdal.

phys-type s readwrite Type: vhd, phy, or others.

virt-path s readwrite Path the guest sees.

mode s readwrite Mode.

devtype S readwrite Either cdrom or disk.

snapshot s readwrite Snapshot mode.

shared b readwrite Shared between multiple VMs (circumvents VHD
deletion).

managed-disktype S readwrite Type of managed disk, if relevant.

enabled b readwrite Disk enabled/disabled flag.

encryption-key-set b read Whether this VHD uses encryption key.

virtual-size-mb i read Virtual size in megabytes.

utilization-bytes X read Physical utilisation in bytes.

11.41. Interface com.citrix.xenclient.vmnic

VM Network Interface.
11.41.1. Methods:

11.41.1.1. Method delete
Delete NIC.

This method has no arguments.

11.41.2. Properties:

Name Type  Access Description

backend-uuid s readwrite UUID of domain holding the driver backend.
backend-name s readwrite Name of domain holding the driver backend. Used

only if backend-uuid is not set.
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Name Type Access
network S readwrite
wireless-driver b readwrite
mac s readwrite
mac-actual S read
enabled b readwrite

11.42. Interface com.citrix.xenclient.xcpmd

11.42.1. Methods:

11.42.1.1. Method get_ac_adapter_state

Description

Network identifier.

Use wireless driver for this interface.
Specify MAC address, or 'auto'.

MAC address.

Interface enabled/disabled flag.

Returns AC adapter state. A value of 1 means AC adapter in use, else 0.

The arguments are:

Name Direction

Type

u ac_ret out

11.42.1.2. Method get_current_battery_level

Description

Returns current battery level. 0 when normal, 1 for warning, 2 for low and 3 for critical.

The arguments are:

Name Direction

Type

u battery_level out

11.42.1.3. Method get_current_temperature
Returns current platform temperature.

The arguments are:

Name Direction

Type

u cur_temp_ret out

11.42.1.4. Method get_critical_temperature
Returns current critical platform temperature.

The arguments are:
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Direction

Description

u crit_temp_ret out

11.42.1.5. Method get_bif
Returns battery information as string.

The arguments are:

Type Name Direction

S bif_ret out

11.42.1.6. Method get_bst
Returns battery status as string.

The arguments are:
Type Name Direction

s bst_ret out

11.42.1.7. Method indicate_input
Called to indicate KB and other input values of interest.

The arguments are:

Type Name Direction

i input_value in

11.42.1.8. Method hotkey_switch
Called to switch hotkey mapping values.

The arguments are:

Type Name Direction

b reset in

11.42.2. Signals:

11.42.2.1. ac_adapter_state_changed

Signals change in platform AC adapter status.
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Description

Description

Description

Input  values (since enum not
implemented): INPUT_SLEEP=1
INPUT_BRIGHTNESSUP=2
INPUT_BRIGHTNESSDOWN=3.

Description

TRUE to reset to boot time value, FALSE to
set to platform specific value



This signal has no arguments.

11.42.2.2. battery_status_changed
Signals change in platform battery status.

This signal has no arguments.

11.42.2.3. battery_info_changed
Signals change in platform battery information.

This signal has no arguments.

11.42.2.4. power_button_pressed
Signals when power button is pressed.

This signal has no arguments.

11.42.2.5. sleep_button_pressed
Signals when sleep button is pressed.

This signal has no arguments.

11.42.2.6. oem_event_triggered
Signals when OEM special buttons/hotkeys are pressed.

This signal has no arguments.

11.42.2.7. battery_level_notification
Signals when battery level changes from normal.

This signal has no arguments.

11.42.2.8. bcl_key_pressed
Signals when brightness control hotkeys are pressed.

This signal has no arguments.

11.43. Interface com.citrix.xenclient.xenmgr.powersettings

Let host object implement the power settings toggles.

11.43.1. Methods:

11.43.1.1. Method get_ac_lid_close_action

Returns the action to perform when the user closes the laptop lid when the device is attached to a power source.
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The arguments are:

Type Name Direction Description

S out

11.43.1.2. Method get_battery_lid_close_action
Returns the action to perform when the user closes the laptop lid when the device is running on battery power.

The arguments are:

Type Name Direction Description

S out

11.43.1.3. Method set_ac_lid_close_action
Sets the action to perform when the user closes the laptop lid when the device is attached to a power source.

The arguments are:

Type Name Direction Description

S action in

11.43.1.4. Method set_battery_lid_close_action
Sets the action to perform when the user closes the laptop lid when the device is running on battery power.

The arguments are:
Type Name Direction Description
S action in

11.44. Interface com.citrix.xenclient.xenmgr.host

11.44.1. Methods:

11.44.1.1. Method list_isos
List the contents of the CD image (ISO) directory.

The arguments are:

Type Name Direction Description

as out
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11.44.1.2. Method list_pci_devices

List the PCl devices on the system. Returns a list of mappings, each including at least the device name, pciclass, vendor
and ID.

The arguments are:

Type Name Direction Description

aaf{ss} out

11.44.1.3. Method list_gpu_devices
Like above, with some logic to filter GPU devices.

The arguments are:

Type Name Direction Description

aaf{ss} out

11.44.1.4. Method list_disk_devices
List the disk devices on system.

The arguments are:

Type Name Direction Description

aa{ss} out

11.44.1.5. Method list_playback_devices
List audio playback devices on system

The arguments are:

Type Name Direction Description

aaf{ss} out

11.44.1.6. Method list_capture_devices
List audio capture devices on system

The arguments are:

Type Name Direction Description

aaf{ss} out
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11.44.1.7. Method list_sound_cards
List sound cards on system

The arguments are:
Type Name Direction Description

aafss} out

11.44.1.8. Method list_sound_card_controls
List controlable parameters of a sound card

The arguments are:

Type Name Direction Description
s card in
aa{ss} out

11.44.1.9. Method get_sound_card_control
Set sound card control parameter value

The arguments are:

Type Name Direction Description
s card in

s control in

s value out

11.44.1.10. Method set_sound_card_control
Set sound card control parameter value

The arguments are:

Type Name Direction Description
s card in
s control in
s value in

11.44.1.11. Method list_cd_devices

List cdrom devices on system
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The arguments are:
Type Name Direction Description

aaf{ss} out

11.44.1.12. Method assign_cd_device
Assign CD device to given VM (or remove assignment if vm param empty)

The arguments are:

Type Name Direction Description
s devid in
b sticky in
s vm_uuid in

11.44.1.13. Method get_cd_device_assignment
Get CD device's assigned VM

The arguments are:

Type Name Direction Description
s devid in

b sticky out

s vm_uuid out

11.44.1.14. Method eject_cd_device
Physically eject media tray

The arguments are:

Type Name Direction Description

S devid in

11.44.1.15. Method list_ui_plugins
List Ul plugins on system.

The arguments are:

Type Name Direction Description

S subdir in
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Direction Description

as list out

11.44.1.16. Method is_service_running
Tests if a named dbus service is currently running.

The arguments are:

Type Name Direction Description
s service in The name of the service to check for.
b running out Boolean value indicating whether the

service is running.

11.44.1.17. Method configure_gpu_placement

Configures GPU placement for purposes of tracking VM switching when moving the mouse over the monitor edge.
0 = not set.

The arguments are:

Type Name Direction Description
5 id in GPU id
i slot in Slot number, from left to right, in

ascending order.

11.44.1.18. Method get_gpu_placement
Get the GPU placement slot.

The arguments are:

Type Name Direction Description
5 id in GPU id
i slot out GPU placement slot or 0 if not set.

11.44.1.19. Method get_seconds_from_epoch
Get number of seconds from epoch.

The arguments are:

Type Name Direction Description

i seconds out
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11.44.1.20. Method shutdown
Shutdown the host device.

This method has no arguments.

11.44.1.21. Method reboot
Reboot the host device.

This method has no arguments.

11.44.1.22. Method sleep
Send the host into s3 (sleep).

This method has no arguments.

11.44.1.23. Method hibernate
Send the host into s4 (hibernate).

This method has no arguments.

11.44.1.24. Method set_license

The arguments are:

Type Name

s expiry_date
S device_uuid
s hash

11.44.2. Properties:

Name Type
state s
total-mem i
free-mem i
avail-mem i

total-storage i

Direction

in

Access

read

read

read

read

read
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Description

Expiry date in the format yyyy-mm-dd
HH:MM.

Description

Total memory, in megabytes.
Free memory, in megabytes.

Available memory, in megabytes. Can be bigger
than free memory, since includes balloonable
amount.



Access Description

free-storage i read

system-amt-pt b read

cpu-count i read

laptop b read

model s read

vendor s read

serial s read

bios-revision s read

amt-capable b read

ethO-mac s read

ethO-model s read

wireless-mac s read

wireless-model s read

physical-cpu-model s read

physical-gpu-model s read

safe-graphics b read

measured-boot-enabled b read

measured-boot-successful b read

is-licensed b read

build-info a{ss} read Build number, date and associated information.

ui-ready b readwrite Ul please set this when you are ready. State will be
stored in xenstore.

playback-pcm s readwrite PCM device used for audio playback

capture-pcm s readwrite PCM device used for audio capture

11.44.3. Signals:

11.44.3.1. state_changed
Notify that the host state has changed (sleeping, hibernating etc).

The arguments are:
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Direction Description

S state in

11.44.3.2. storage_space_low
Notify that the user is running out of storage space.

The arguments are:

Type Name Direction Description

i percent_free in The percentage of free disk space remaining.

11.44.3.3. license_changed
Notify that licensing evaluation has changed.

This signal has no arguments.

11.45. Interface com.citrix.xenclient.xenmgr.installer

Helpers methods for the OEM installer.
11.45.1. Methods:

11.45.1.1. Method get_eula
Contents of the EULA, or empty string.

The arguments are:
Type Name Direction Description

S eula out

11.45.1.2. Method get_installstate
Get progress of the installation bits.

The arguments are:

Type Name Direction Description

a{ss} state out

11.45.1.3. Method progress_installstate
Set progress of the installation bits.

The arguments are:
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Direction Description

S action in

11.46. Interface com.citrix.xenclient.xenmgr.vm

VM interface. Property access goes through policy checks.
11.46.1. Methods:

11.46.1.1. Method get_db_key
Get the value of a VM db key.

The arguments are:

Type Name Direction Description
s key in
s value out

11.46.1.2. Method set_db_key
Set the value of a VM db key.

The arguments are:

Type Name Direction Description

S key in
S value in

11.46.1.3. Method get_domstore_key
Get the value of a VM domstore (domain accessible disk-based private storage) key.

The arguments are:

Type Name Direction Description

S key in
S value out

11.46.1.4. Method set_domstore_key
Set the value of a VM domstore (domain accessible disk-based private storage) key.

The arguments are:
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Direction Description

S key in

S value in

11.46.1.5. Method add_disk
Add a new disk to VM.

The arguments are:

Type Name Direction Description

o path out

11.46.1.6. Method list_disks
List the disk objects attached to this VM.

The arguments are:

Type Name Direction Description

11.46.1.7. Method add_nic
Add a new NIC to the VM.

The arguments are:

Type Name Direction Description

o path out

11.46.1.8. Method list_nics
List the NIC objects attached to the VM.

The arguments are:

Type | Name Direction Description

ao out

11.46.1.9. Method delete
Remove a VM.

This method has no arguments.
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11.46.1.10. Method switch

Switch to a VM.

This method has no arguments.

11.46.1.11. Method read_icon

Read a byte array representing the VM icon image.

The arguments are:

Type Name Direction Description

ay bytes out

11.46.1.12. Method start

Start the VM.

This method has no arguments.
11.46.1.13. Method start_internal
Start the VM, for internal use (bypass start hook)
This method has no arguments.
11.46.1.14. Method reboot
Reboot the VM.

This method has no arguments.
11.46.1.15. Method shutdown
Shutdown the VM.

This method has no arguments.
11.46.1.16. Method destroy

Force shutdown the VM.

This method has no arguments.
11.46.1.17. Method sleep

s3 the VM.

This method has no arguments.
11.46.1.18. Method hibernate

s4 the VM.
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This method has no arguments.

11.46.1.19. Method resume
Wake the VM from s3.

This method has no arguments.

11.46.1.20. Method pause
Pause VM execution

This method has no arguments.

11.46.1.21. Method unpause
Resume VM execution from paused state

This method has no arguments.

11.46.1.22. Method suspend_to_file
Suspend the VM to disk.

The arguments are:

Type Name Direction Description

S file in

11.46.1.23. Method resume_from_file
Resume the VM from a suspended disk image.

The arguments are:

Type Name Direction Description

S file in

11.46.1.24. Method create_child_service_vm
Create a subordinate Service VM.

The arguments are:

Type Name Direction Description
s template in
o path out
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11.46.1.25. Method list_va4v_firewall_rules

The arguments are:

Type Name Direction Description

as rules out

11.46.1.26. Method add_va4v_firewall_rule

The arguments are:

Type Name Direction Description

S rule in

11.46.1.27. Method delete_v4v_firewall_rule

The arguments are:

Type Name Direction Description

S rule in

11.46.1.28. Method add_net_firewall_rule

The arguments are:

Type Name Direction Description
i id in
s direction in
S remoteip in
s extra in

11.46.1.29. Method list_net_firewall_rules

The arguments are:

Type Name Direction Description

aa{ss} rules out

11.46.1.30. Method delete_net_firewall_rule

The arguments are:
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e e o e
id in

11.46.2. Properties:

Name Type  Access Description
state s read

acpi-state i read

domid i read

type s readwrite

name s readwrite

description s readwrite

uuid s read

seamless-id s readwrite Handle seamless uses to reference the VMs.
slot i readwrite

pv-addons b readwrite

pv-addons-version s readwrite

start-on-boot b readwrite
start-from-suspend-image s readwrite Start VM from suspend image file, if it exists.
time-offset i readwrite

crypto-user s readwrite

auto-s3-wake b readwrite

0s s readwrite

image-path s readwrite

wired-network s readwrite

wireless-network s readwrite

gpu s readwrite

cd s readwrite

mac s read

amt-pt b readwrite
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Access

Description

portica-enabled
portica-installed
seamless-traffic
autostart-pending
hibernated
memory-static-max
memory-target
memory-min
memory
hidden-in-switcher
hidden-in-ui

notify

hvm

pae

apic

viridian

hap

nx

cpuid

xci-cpuid-signature
sound

display

boot

cmd-line

read

read

readwrite

read

read

readwrite

read

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite
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Used to set/unset certain bits in response to CPUID
instruction.

Advertise to guest as XenClient flavour of Xen.



Access

Description

kernel-extract

kernel

initrd-extract

initrd

acpi-pt

smbios-pt

vcpus
cores-per-socket
videoram
passthrough-mmio
passthrough-io
flask-label
gemu-dm-path

gemu-dm-timeout

start-on-boot-priority

shutdown-priority

keep-alive

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite
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[disk_number,partition_number:]/path/to/kernel
Location of kernel image within the VM's
disk(s). Examples: /boot/vmlinuz (/boot/vmlinuz
in unpartitioned disk 0) 2:/boot/vmlinuz (/boot/
vmlinuz in unpartitioned disk 2) 0,1:/boot/vmlinuz
(/boot/vmlinuz in 1st partitin of disk 0)

[disk_number,partition_number:]/path/to/initrd
Location of initrd image within the VM's disk(s).
Examples: /boot/inird (/boot/inird in unpartitioned
disk 0) 2:/boot/inird (/boot/inird in unpartitioned
disk 2) 0,1:/boot/inird (/boot/inird in 1st partitin of
disk 0)

Enable OEM windows install by exposing the ACPI
SLIC table.

Timeout (in seconds) to wait for gemu response
during gemu startup.

Control priority of start-on-boot VMs, higher
priority means earlier start. Defaults to 0 for new
VMs.

Controls the order of VM shutdown, higher priority
means earlier shutdown. For new VMs defaults to
0, or-10in case of PVM. VMs with the same priority
are shutdown in parallel.

Automatically restart this VM if it shuts down or
crashes.



Access

Description

provides-network-backend
provides-default-network-
backend

provides-graphics-fallback

measured

extra-xenvm
extra-hvm

crypto-key-dirs

dependencies

track-dependencies

seamless-mouse-left

seamless-mouse-right

control-platform-power-state

oem-acpi-features
stubdom
usb-enabled

usb-control

usb-grab-devices

greedy-pciback-bind

policy-modify-vm-settings
policy-cd-access

policy-cd-recording

ao

readwrite

readwrite

readwrite

read

readwrite

readwrite

readwrite

read

readwrite

read

read

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite
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Whether this domain is a networking backend and
handles the physical NIC devices.

Whether this domain is the primary networking
backend and handles the physical NIC devices.

System will keep this VM on screen when no better
candidate is present.

If the VM is measured, the hash of the disk image is
checked before it is allowed to start.

Extra xenvm arguments, separated by semicolons.
Extra ioemu arguments, separated by semicolons.

Comma-separated list of disk encryption keys
directories.

VMs that are required to be running before starting
this one.

If true, automatically start required VMs.

Where to move mouse when it goes over the left
edge of a surface.

Where to move mouse when it goes over right edge
of a surface.

If set, the entire platform will go into S3/54/S5
when this VM goes into $3/54/S5.

Enables access to additional OEM acpi features.
Use stub domain to hide the device emulator.
Enables PV USB support.

Enables the VM to communicate with the USB
daemon.

Automatically assign all available USB devices upon
this VM start.

Bind passthrough pci devices to pciback early, to
prevent their use by other VMs.

Allow modification of VM settings.
Allow VM to read from CD.

Allow VM to burn CDs.



Access

Description

policy-audio-access
policy-audio-recording
policy-wired-networking
policy-wireless-networking
policy-print-screen
run-post-create
run-pre-delete
run-pre-boot
run-insteadof-start
run-on-state-change
run-on-acpi-state-change
domstore-read-access
domstore-write-access
show-switcher
native-experience
wireless-control
s3-mode

s4-mode

vsnd

vkbd

vfb

vav

private-space

realm

sync-uuid

icbinn-path

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

read

readwrite

readwrite

readwrite
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Allow VM to playback audio.

Allow VM to record audio.

Allow VM to access wired network.

Allow VM to access wireless network.
Allow VM to use the PrintScreen key.
Command to run post VM creation.
Command to run pre VM deletion.
Command to run synchronously pre VM boot.
Command to run instead of VM start
Command to run on VM state change.
Command to run on VM acpi state change.
Configure domain read access to domstore.
Configure domain write access to domstore.
Hide/show switcher bar inside VM.

Toggle 'native experience' on/onff.

Give VM control over wireless stack.
Configure how the VM is put to sleep.
Configure how the VM is hibernated.

Use PV audio device.

Use PV keyboard and mouse.

Use PV framebuffer.

Use V4V.

Private space used (in MiB).

Realm ID.

VM UUID in synchroniser space.

Filesystem path exported to the VM via icbinn
server.



Access Description

ovf-transport-iso b readwrite Transport of OVF configuration via iso enabled yes/

no.
download-progress i readwrite VM download progress.
ready b readwrite Is VM ready for use?
restrict-display-depth b readwrite Restrict available display depths. Currently required

by emulated VGA in Windows 8.
restrict-display-res b readwrite Restrict available display resolutions.

preserve-on-reboot b readwrite After reboot, keep the vm in rebooted state instead
of automatically restarting it

boot-sentinel s readwrite Name of xenstore node to wait on before
completing vm startup from toolstack PoV. Useful if
VM exports services which need to be immediately
usable by other vms

hpet b readwrite HPET support

timer-mode i readwrite Domain timer mode
nestedhvm b readwrite Enable nested virtualization
serial s readwrite Serial port specification

11.47. Interface com.citrix.xenclient.xenmgr.vm.unrestricted

Allows unrestricted access to VM properties (without policy checks) so daemons in the control domain (domQ) can
easily change settings.

11.47.1. Properties:

Name Type  Access Description

state s read

acpi-state i read

domid i read

type s readwrite

name s readwrite

description s readwrite

uuid s read

seamless-id s readwrite Handle seamless uses to reference the VMs.
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e e e
i

slot readwrite
pv-addons b readwrite
pv-addons-version s readwrite
start-on-boot b readwrite
start-from-suspend-image s readwrite Start the VM from the suspend image file, if it exists.
time-offset i readwrite
crypto-user s readwrite
auto-s3-wake b readwrite
0s s readwrite
image-path s readwrite
wired-network s readwrite
wireless-network s readwrite
gpu s readwrite
cd s readwrite
mac s read
amt-pt b readwrite
portica-enabled i read
portica-installed b read
seamless-traffic b readwrite
autostart-pending b read
hibernated b read
memory-static-max i readwrite
memory-target i read
memory-min i readwrite
memory i readwrite
hidden-in-switcher b readwrite
hidden-in-ui b readwrite
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Access Description

notify s readwrite

hvm b readwrite

pae b readwrite

apic b readwrite

viridian b readwrite

cpuid s readwrite Used to set/unset certain bits in response to CPUID
instruction.

xci-cpuid-signature b readwrite Advertise the guest as XenClient flavour of Xen.

hap b readwrite

nx b readwrite

sound s readwrite

display s readwrite

boot s readwrite

cmd-line s readwrite

kernel-extract s readwrite [disk_number,partition_number:]/path/to/kernel
Location of kernel image within the VM's
disk(s). Examples: /boot/vmlinuz (/boot/vmlinuz
in unpartitioned disk 0) 2:/boot/vmlinuz (/boot/
vmlinuz in unpartitioned disk 2) 0,1:/boot/vmlinuz
(/boot/vmlinuz in 1st partitin of disk 0)

kernel s readwrite

initrd-extract s readwrite [disk_number,partition_number:]/path/to/initrd
Location of initrd image within the VM's disk(s).
Examples: /boot/inird (/boot/inird in unpartitioned
disk 0) 2:/boot/inird (/boot/inird in unpartitioned
disk 2) 0,1:/boot/inird (/boot/inird in 1st partitin of
disk 0)

initrd s readwrite

acpi-pt b readwrite Enable OEM windows installation by exposing the
ACPI SLIC table.

smbios-pt b readwrite

vepus i readwrite

cores-per-socket i readwrite
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Access

Description

videoram
passthrough-mmio
passthrough-io
flask-label
gemu-dm-path

gemu-dm-timeout

oem-acpi-features

start-on-boot-priority

shutdown-priority

keep-alive

provides-network-backend

provides-default-network-

backend

provides-graphics-fallback

measured

extra-xenvm
extra-hvm

crypto-key-dirs

dependencies

track-dependencies

seamless-mouse-left

ao

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

read

readwrite

readwrite

readwrite

read

readwrite

read
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Timeout (in seconds) to wait for gemu response
during its startup.

Enables access to additional OEM acpi features.
Control priority of start-on-boot VMs, higher
priority means earlier start. For new VMs this

defaults to 0.

Controls order of vm shutdown, higher priority
means earlier shutdown. For new VMs defaults to
0, or -10in case of PVM. VMs with same priority are
shutdown in parallel.

Automatically restart this VM if it shuts down or
crashes.

Whether this domain is a networking backend and
handles the physical nic devices.

Whether this domain is the primary networking
backend and handles the physical NIC devices.

System will keep this VM on screen when no better
candidate is present.

if VM is measured, the hash of the disk image is
checked before it is allowed to start.

Extra xenvm arguments separated by semicolon.
Extra ioemu arguments separated by semicolon.

Comma-separated list of disk encryption keys
directories.

VMs that are required to be running before starting
this one.

If true, automatically start required VMs.

Where to move mouse when it goes over left edge.



Access

Description

seamless-mouse-right

control-platform-power-state

stubdom
usb-enabled
usb-control

usb-grab-devices

greedy-pciback-bind

policy-modify-vm-settings
policy-cd-access
policy-cd-recording
policy-audio-access
policy-audio-recording
policy-wired-networking
policy-wireless-networking
policy-print-screen
run-post-create
run-pre-delete
run-pre-boot
run-insteadof-start
run-on-state-change
run-on-acpi-state-change
domstore-read-access
domstore-write-access
show-switcher

native-experience

read

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite
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Where to move mouse when it goes over right
edge.

If set, whole platform will go into S3/S4/S5 when
this VM goes into S3/54/S5.

Use stub domain to hide the device emulator.
Enables PV USB support.
Enables VM to talk to USB daemon

Automatically assign all available USB devices upon
this VM start.

Bind passthrough pci devices to pciback early, to
prevent their use by other VMs.

Allow modification of VM settings.

Allow to read from CD.

Allow to record CD.

Allow to playback audio.

Allow to record audio.

Allow to access wired network.

Allow to access wireless network.

Allow VM to use the PrintScreen key.
Command to run post VM creation.
Command to run pre VM deletion.
Command to run synchronously pre VM boot.
Command to run instead of VM start
Command to run on VM state change.
Command to run on VM acpi state change.
Configure domain read access to domstore.
Configure domain write access to domstore.
Hide/show switcher bar inside VM.

Toggle 'native experience' on/off.



Access

Description

wireless-control
s3-mode
s4-mode

vsnd

vkbd

vfb

vav
private-space
realm

sync-uuid

icbinn-path

ovf-transport-iso

download-progress
ready

restrict-display-depth

restrict-display-res

preserve-on-reboot

boot-sentinel

hpet
timer-mode
nestedhvm

serial

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

read

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

readwrite

Give VM control over wireless stack.
Configure how the VM is put to sleep.
Configure how the VM is hibernated.
Use PV audio device.

Use PV keyboard and mouse.

Use PV framebuffer.

Use V4V.

Private space used (in MiB).

Realm ID.

VM UUID in Synchroniser space.

Filesystem path exported to the VM via icbinn
server.

Transport of OVF configuration via iso enabled yes/
no.

VM download progress.
Is VM ready for use?

Restrict available display depths. Currently required
by emulated VGA in Windows 8.

Restrict available display resolutions.

After reboot, keep the vm in rebooted state instead
of automatically restarting it

Name of xenstore node to wait on before
completing vm startup from toolstack PoV. Useful if
VM exports services which need to be immediately
usable by other vms

HPET support
Domain timer mode
Enable nested virtualization

Serial port specification

11.48. Interface com.citrix.xenclient.xenmgr.vm.product

Configuration of products (services) in the VM.



11.48.1. Methods:

11.48.1.1. Method get_ovf_env_xml
Return the OVF environment xml.

The arguments are:

Type Name Direction Description

S value out

11.48.1.2. Method list_product_properties
List all product properties for this VM.

The arguments are:

Type Name Direction Description

aa{ss} product_properties out

11.48.1.3. Method get_product_property
Query product property value.

The arguments are:

Type Name Direction Description
s property_id in
s value out

11.48.1.4. Method set_product_property
Change product property value.

The arguments are:

Type Name Direction Description
s property_id in
s value in

11.49. Interface com.citrix.xenclient.xenmgr.vm.auth

Authentication Interface
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11.49.1. Methods:

11.49.1.1. Method auth_required
Check if authentication to VM is required.

The arguments are:

Direction Description

b required out

11.49.1.2. Method auth
Attempt to authenticate to VM.

This method has no arguments.

11.50. Interface com.citrix.xenclient.xenmgr.vm.pci
Manipulate passthrough lists.
11.50.1. Methods:

11.50.1.1. Method add_pt_rule

Add PCI passthrough rule. Passing empty string in one of the arguments (class,vendor,device) turns off matching on
that argument.

The arguments are:

Type Name Direction Description

s pciclass in
s vendor_id in
s device_id in

11.50.1.2. Method add_pt_rule_bdf
Add PCl passthrough rule. Specify device using BDF syntax (e.g.: 0000:00:16.0).

The arguments are:

Type Name Direction Description

S bdf in

11.50.1.3. Method delete_pt_rule

Remove passthrough rule(s).
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The arguments are:

Type Name Direction Description
s pciclass in
s vendor_id in
s device_id in

11.50.1.4. Method delete_pt_rule_bdf

Remove PCl passthrough rule using BDF syntax.

The arguments are:

Type Name Direction Description

S bdf in

11.50.1.5. Method list_pt_rules
List current passthrough rules in effect.

The arguments are:

Type Name Direction Description

aaf{ss} out

11.50.1.6. Method list_pt_pci_devices
List PCI devices which match current passthrough rules.

The arguments are:

Type Name Direction Description

aaf{ss} out

VM lifecycle state codes.
Managed disk type.
S3 mode.

S4 mode.

11.51. Interface com.citrix.xenclient.xenmgr

Main xenmgr interface, used for VM creation and enumeration.
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11.51.1. Methods:

11.51.1.1. Method list_vms

List each VM present. Returns a list of dicts with few critical properties filled for each VM, including VM state, domain
ID (if running), uuid etc.

The arguments are:

Type Name Direction Description

ao paths out

11.51.1.2. Method list_domids
List current domain IDs.

The arguments are:

Type Name Direction Description

ai domids out

11.51.1.3. Method list_child_service_vm_templates
List the templates for creating child service VMs.

The arguments are:

Type Name Direction Description

as templates out

11.51.1.4. Method list_templates
List the templates for creating new VMa.

The arguments are:

Type Name Direction Description

as templates out

11.51.1.5. Method list_ui_templates
List the Ul-visible VM creation templates.

The arguments are:

Type Name Direction Description

aa{ss} templates out
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11.51.1.6. Method list_extension_packs

List installed extension packs. Returns array of dictionaries, where each dict contains following keys: vendor, name,
description, version, image.

The arguments are:

Direction Description

aa{ss} packs out

11.51.1.7. Method find_vm_by_uuid
Returns the object path to the VM with the given UUID, or raises an error.

The arguments are:

Type | Name Direction Description

S uuid in
o obj_path out

11.51.1.8. Method find_vm_by_domid
Returns the object path to the VM of the given domain ID. Fails with an error if no such VM is running.

The arguments are:

Type Name Direction Description
i domid in
o obj_path out

11.51.1.9. Method create_vm
Create a new VM.
The arguments are:
Type Name Direction Description

o path out

11.51.1.10. Method create_vm_with_template
Create a new VM based on the given template.

The arguments are:

Type Name Direction Description

S template in
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Direction Description

o path out

11.51.1.11. Method create_vm_with_template_and_uuid
Create a new VM based on the given template and UUID.

The arguments are:

Type Name Direction Description
S template in

s uuid in

o path out

11.51.1.12. Method create_vm_with_template_and_json
Create a new VM based on given template file and JSON blob. Template or json can be left empty

The arguments are:

Type Name Direction Description

S template in
S json in
o path out

11.51.1.13. Method create_vm_with_ui
Create a new VM based on the given template, with ui properties initially set.

The arguments are:

Type Name Direction Description
s template in

s name in

S description in

s image_path in

o path out

11.51.1.14. Method create_vhd

Create a new VHD.



The arguments are:

Type Name Direction Description
i size_mb in
s path out

11.51.2. Signals:

11.51.2.1. vm_config_changed
Notify that VM configuration has changed.

The arguments are:

Type Name Direction Description
s uuid in
o obj_path in

11.51.2.2. vm_state_changed
Notify that VM state has changed.

The arguments are:

Type Name Direction Description
s uuid in
o obj_path in
S state in
i acpi_state in

11.51.2.3. vm_name_changed
Notify that VM name has changed.

The arguments are:

Type Name Direction Description

s uuid in
o obj_path in

11.51.2.4. config_changed

Notify xenmgr that host level configuration has changed.
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This signal has no arguments.

11.51.2.5. language_changed

Notify that the language settings have changed.
This signal has no arguments.

11.51.2.6. vm_created

Notify that a VM was created.

The arguments are:

Type Name Direction Description

S uuid in
o obj_path in

11.51.2.7. vm_deleted
Notify that a VM was deleted.

The arguments are:

Type Name Direction Description
s uuid in
o obj_path in

11.51.2.8. network_state_changed
Notify when a network becomes available/unavailable.

The arguments are:

Type Name Direction Description

b available in

11.51.2.9. vm_transfer_changed
VM download/upload progress has changed.

The arguments are:

Type Name Direction Description

S uuid in
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Direction Description

o} obj_path in

11.51.2.10. cd_assignment_changed
CD device VM assignment has changed.

The arguments are:

Type Name Direction Description
s dev in
S uuid in
o obj_path in

11.52. Interface com.citrix.xenclient.xenmgr.config

xenmgr configuration information, mostly living in the /xenmgr db tree.

11.52.1. Properties:

Name Type  Access Description

iso-path s readwrite

autostart b readwrite

pvm-autostart-delay i readwrite

svm-autostart-delay i readwrite

v4v-hosts-file b readwrite

use-networking-domain b read

bypass-shalsum-checks b read

xc-diag-timeout i readwrite

platform-crypto-key-dirs s readwrite Comma separated list of disk encryption keys
directories.

guest-only-networking b read If true, networking features in dom0O/networking

VM are disabled.

vm-creation-allowed b readwrite Allow creation of VMs on this host.
vm-deletion-allowed b readwrite Allow deletion of VM on this host.
ota-upgrades-allowed b readwrite Allow over the air upgrades on this host.



Access

Description

connect-remote-desktop- b

readwrite
allowed
measure-fail-action s readwrite
vav-firewall b readwrite
secondary-gpu-pt b read
configurable-save-changes- b read
across-reboots
enable-ssh b readwrite
enable-v4v-ssh b readwrite
enable-domO0-networking b readwrite
domO0-mem-target-mib i readwrite
autolock-cd-drives b readwrite

Allow using remote desktop (via icavm).

Action to perform when computing service VM
checksum fails:
sleep,hibernate,shutdown,reboot,nothing.

If true, v4v firewall is enabled, rejecting all incoming
traffic by default.

True if passthrough of secondary GPUs supported.

True if user can opt to not save VHD changes across
VM reboot.

Enable external SSH access to domO.
Enable internal SSH access to domO.

Have domO connect to external network using
DHCP.

DomO0 balloon memory target, in mebibytes. If O,
don't balloon domO.

Automatically lock/unlock cd drives to vms on
media insert/eject events

11.53. Interface com.citrix.xenclient.xenmgr.config.ui

Ul configuration information.

11.53.1. Properties:

Name Type Access
show-msg-on-vm-start b readwrite
show-msg-on-vm-start-tools- b readwrite
warning

show-msg-on-no-disk b readwrite
show-mboot-warning b readwrite
show-tools-warning b readwrite
wallpaper s readwrite
pointer-trail-timeout i readwrite
view-type S readwrite
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Access

Description

modify-settings b readwrite

modify-services b readwrite
modify-advanced-vm-settings b readwrite
switcher-enabled b readwrite
switcher-self-switch-enabled b readwrite
switcher-keyboard-follows- b readwrite
mouse

switcher-resistance i readwrite
idle-time-threshold i readwrite
language s readwrite
supported-languages as read
drm-graphics b readwrite

11.54. Interface com.citrix.xenclient.policy

Implements the policy enforce/retrieve.
11.54.1. Methods:

11.54.1.1. Method enforce

The arguments are:

Type Name Direction
s uuid in
s value in

11.54.1.2. Method retrieve

The arguments are:

Type Name Direction

s uuid in
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True if seamless mouse switching is enabled.

If false, switching to the actual current slot will do
nothing.

If false, when mouse-switching, the keyboard stays
in it's slot until a mouse click.

Determines how hard the edges are for mouse-
switching.

Determines the amount of time the host can be idle
after which it goes to sleep.

Current language.
List of supported languages.

Enable DRM graphics plugin on older hardware
(pre-haswell)

Description

Description



Direction Description

S result out

11.55. Interface com.citrix.xenclient.xenmgr.diag

Helpers for gathering diagnostic info from guests, and dom0O.
11.55.1. Methods:

11.55.1.1. Method save
Get diagnostic information for VMs and save to the specified directory.

The arguments are:

Type Name Direction Description
5 mode in
s dir out

11.55.1.2. Method gather
Put a file containing results of xc-diag to domO.

The arguments are:

Type Name Direction Description
5 name in
S data_ in

11.55.1.3. Method create_status_report
Create a report using status-tool.

The arguments are:

Type Name Direction Description
b screenshots in
b guest_info in
S summary in
s description in
S repro_steps in
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Direction Description

s ticket in
s file out
11.55.1.4. Method taas_authenticate_credentials

Validate MyCitrix credentials.

The arguments are:

Type Name Direction Description
S username in

s password in

as result out

11.55.1.5. Method taas_upload
Upload file to TaaS.

The arguments are:

Type Name Direction Description
S username in

S password in

s caseid in

s filename in

b result out

11.55.1.6. Method taas_agree_terms
TaaS Terms.

The arguments are:

Type Name Direction Description
S username in

S password in

s version in

b result out
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11.55.1.7. Method status_report_screen
Show or hide the status report screen.

The arguments are:

Type Name Direction Description

b show in

11.55.2. Signals:

11.55.2.1. gather_request
Sent to notify guests to start preparing diagnostics info.

The arguments are:

Type Name Direction Description

S mode in

11.56. Interface com.citrix.xenclient.xenmgr.testing

Helpers for automated testing.
11.56.1. Methods:

11.56.1.1. Method script_queue
Add a script to the fifo queue of test scripts to exercise in the Ul.

The arguments are:

Type Name Direction Description

3 script in

11.56.1.2. Method script_dequeue
Remove and return script.

The arguments are:

Type Name Direction Description

s script out

11.57. Interface com.citrix.xenclient.xenmgr.unrestricted

Allows xenmgr operation ignoring policy checks so daemons in the control domain (dom0) can easily change settings.
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11.57.1. Methods:
11.57.1.1. Method unrestricted_create_vm
Create a new VM.
The arguments are:
Type Name Direction Description

o path out

11.57.1.2. Method unrestricted_create_vm_with_template_and_json
Create a new VM based on given template file and JSON blob. Template or json can be left empty.

The arguments are:

Type Name Direction Description

s template in
S json in
o path out

11.57.1.3. Method unrestricted_delete_vm
Delete existing VM.

The arguments are:

Type Name Direction Description

S uuid in

11.58. Interface com.citrix.xenclient.xenmgr.guestreq

Some well defined requests coming from guests.

11.58.1. Methods:

11.58.1.1. Method request_attention

Guest requests user attention. Executing this method from any guest VM (User VM or Service VM) will cause a dialog
box in both the UIVM and Windows guests to alert the user that the VM which sent it requires attention. This is useful
for the case where a service VM needs credentials from the user or has an issue which requires user intervention
to resolve. Note that the dialog box means a VM wants you to switch to the VM; but it does NOT mean that we
recommend that you take any action, including but not limited to giving your attention to any VM that is requesting
said attention. A malicious VM can repeatedly call this function and cause this dialog box to appear repeatedly; there
is no time delay that limits how often any VM can request attention.

This method has no arguments.



11.58.2. Signals:

11.58.2.1. requested_attention
Notify that VM has requested attention.

The arguments are:

Type Name Direction Description
s uuid in
o obj_path in

11.59. Interface xenvm.signal.notify

11.59.1. Signals:

11.59.1.1. notify
Signals a VM state change.

The arguments are:

Type Name Direction Description

as vmstate in
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Chapter 12. Example OpenXT D-Bus Application

This example application is a simple script to query the OpenXT toolstack for two simple VM properties. It begins by
enumerating the object paths of all VMs installed on the platform. It then queries two properties from the
comcitrix.xenclient.xenngr.vminterface for each of these VM objects. First the VM nane property is
queried, then the VM st at e property. The output is formatted to display the VM object path, the VM nane and
the current state of the VM.

#!/bi n/ sh

REGX_OBJ='s&"[[:space:]]\+object[[:space:]]\+path[[:space:]]\+"\(.*\)"[[:space:]]*$& 1&p'
REGX_STR=' s&[[:space:]]\+variant[[:space:]]\+string[[:space:]]\H\"\(.*\)\"[[:space:]]*$& 1&p'

dbus-send --system--print-reply \ @
--dest=comcitrix.xenclient.xenngr \ &

I\ ©
comcitrix.xenclient.xenngr.list_vns | \
sed -n "${REGX OBJ}" | \
while read VM do
echo -n "The VM object ${VM naned \""
dbus-send --system--print-reply \
--dest=comcitrix.xenclient.xenmgr \
${tvww \ O
org. freedeskt op. DBus. Properties. Get \
string:'comcitrix.xenclient.xenngr.vm \

string:'name' | \
sed -n "${REGX_STR}" | \
tr -d '"\n'

echo -n "\" is in the \""

dbus-send --system--print-reply \
--dest=comcitrix.xenclient.xenmgr \
${VvW™ \
org. freedeskt op. DBus. Properties. Get \
string:'comcitrix.xenclient.xenngr.vm \

string:'state' | \
sed -n "${REGX_STR}" | \
tr -d "\n'

echo "\" state" ©

@ Connect to the system bus.

®  Obtain a reference to the xenmgr service.
©  Access and introspect the root object.

O  Access and introspect VM objects.

©  Print the name and current state of all VMs.

The script above assumes that it is being run from within the control domain. It is possible for the script to be run
from a service VM but its environment must be set up to cause the DBus client to connect to the bus over V4V.
Assuming the script above isnamed| i st - vims. sh we can simply wrap it in another script which sets the necessary
environment variables.

#1/ bi n/ sh

DBUS_SYSTEM BUS_ADDRESS='t cp: host =1. 0. 0. 0, port =5556' \
LD PRELOAD='/usr/lib/libv4v-1.0.s0.0" \

INET_I S_V4v="1" \

l'ist-vms. sh

For this script to function properly your service VM must be configured according to the instructions in Section

3.1: “Creating a service VM”. Further, your must have the dbus- bouncer configured and running. By
default, OpenXT allows guests to query for basic VM properties over DBUS to support the in-guest switcher.

DBUS functionality requires the administrator to exrﬁﬁﬁi?%ﬂlﬂw the service VM access to the appropriate objects
and methods.
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Chapter 13. VM Database Configuration File Syntax

The properties associated with each virtual machine are defined in a human-readable text file. This file is managed
by the OpenXT tool stack and is not typically edited by hand. If you edit this file manually, run the command
killall HUP dbd inthe control domain console window to signal the dbd process to reload the database. The
following sections explain the syntax of an example VM database file.

13.1. VM Identity and General Configuration

{
"uui d": "3a9ech37- a563- 45ca- ad06- f 4f 313e202f 4", @
"type": "svni', @
"i mage_path": "inmges\/vns\/001_Conput er Wn7_h32bit_120. png", ©
"config": { O
"notify": "dbus", ©
"hvn': "true", e
"pae": "true", @
"acpi": "true", O
"apic': "true", ©
"viridian": "true",
"hap": "true",
"nx": "true",

"sound": "ac97", ©®
"menory”: "1024", ®
"display": "none", ®
"boot": "cd", ®
"extra-xenvnt': { ®
"0": "flask-Iabel =system u: systemr:domJ t" ®

OpenXT ID of the VM.

The VM type (svm|pvm). pvm indicates that the VM has 3D Graphics Support enabled
The path to the VM icon file.

VM configuration section.

VM configuration section.

Is the VM an HVMP? (true/false)

Use PAE? (true/false)

Use ACPI? (true/false)

Use APIC? (true/false)

Sound card to emulate in the VM

Quantity of RAM allocated to the VM

Display type to use

Boot order (c for hard drive, d for cd and n for network)
Extra options

VM label

OO0 O00O0OO0O00OO
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13.2. VM Networking

POPOBO0O0OO0O0O0O0OO

nic': { @

“0": { O
"id': "0", ©
"bridge": "brbridged", O
"firewal l-rules": { ©

"0": { O
"type": "output”, @
"protocol ": "tcp", ©

"ip": "10.80.248.206", O
" pOrt": " 80", @
"emd": “dr Op" Q

b
"1 { @
"type": "output",
"cmd": "reject”
}
}
b
"1 ®
"id "1t
"bridge": "brwrel ess"”
}

I

Emulated network cards section begins
First NIC details begin

Card ID

Card bridge

VM-specific firewall rules

Rule ID

Rule type (input/output)

Rule protocol (tcp/udp etc.)

IP address

Port

Command (accept|drop|reject)
Another VM-specific firewall rule
Another emulated network card
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13.3. VM Disks and VCPUs

"disk": { @
"0": { O
"path": "\/storage\/isos\/xc-tools.iso", ©
"type': "file", O
"mode": "r", ©
"device": "hdc", O
"devtype": "cdront, @
"snapshot": "" @

1" { @
"path": "\/storage\/disks\/dlch870c- 7cf5-46c9-a002- c00542b11b64. vhd",
"type": "vhd",

“mode": "w',
"device": "hda",
"devtype": "disk",
"snapshot": ""

}
Ja
"vepus": "1" @
b

VM disks

First disk

Path to the virtual disk 1ISO, VHD file, or physical partition
Virtual disk type (file| phys)

Access rights (r|w)

Device identifier

Disk type (disk|cdrom)

Path to disk snapshot

Second virtual disk

The number of VCPUs assigned to the VM

00O OOOOOO

13.4. VM Identity and Further Settings

"nane": "Wn7', @

"slot": "1", (2]

"description': "", ©
"start_on_boot": "false", O

"hi bernated': "false", ©
"time-offset": "0", O
"pv-addons-installed": "true" @

—

The name of the VM as displayed in UIVM for OpenXT The slot
number of the VM

VM description

Boot the VM when booting the platform? (true|false)

Is the VM hibernating? (true|false)

Number of seconds to offset the VM clock

Are the OpenXT Tools installed? (true|false)

Q000060
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Where Can | Find ...

Item

APl and Developer Documentation

Sample OVF files

V4V for Windows Guests

VAV for Linux Guests
Debian OpenXT Tools

Code to access Xen platform
functionality from kernel mode in
Windows

Debian OpenXT Tools Source

gen- packages. sh

gen-repository. sh

gen- si gnat ure. sh

User Interface Extension Files

Location

XTEngi neDevel oper _CGui de. pdf

In openxt-sdk.tar.gz at openxt-

sdk/ Servi ce_VM Packagi ng/

sanpl e. ovf and squeeze- hvm ovf

In openxt-sdk.tar.gz at openxt-

sdk/ Servi ce_ VM M5_W ndows/
Sanpl es

In openxt-sdk.tar.gz at openxt-
sdk/ Servi ce_VM Li nux/ Sanpl es

xct ool s- debi an-r epo-
ia32.tar.gz

In openxt-sdk.tar.gz at openxt-
sdk/ Servi ce_VM Li nux/ Sanpl es

xct ool s- debi an-r epo-
noarch. tar. gz

In openxt-sdk.tar.gz at openxt-

sdk/ Cust om OTA Updat e

In openxt-sdk.tar.gz at openxt-

sdk/ Cust om OTA Updat e

In openxt-sdk.tar.gz at openxt-

sdk/ Cust om OTA Updat e

In openxt-sdk.tar.gz at openxt-
sdk/ User _I nterface/assets. zip

and pl ugi n_exanpl e. zi p
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Description

How to extend OpenXT,
create a Service VM, alter
the OpenXT ul,
communicate  between
domains, details of OVF
support and full API
documentation.

Sample VM appliance
definition

Sample code to use V4V
from Windows

Sample code to use V4V
from Linux

Debian 32-bit  binary
packages for XC Tools

See openxt - sdk/
Servi ce_VM Li nux/
Sanpl es/
README. t xt

Debian source packages
for XC Tools

See Chapter 2: “Manually
Adding Extension Packs to
a OpenXT Installation”

See Chapter 2: “Manually
Adding Extension Packs to
a OpenXT Installation”

See Chapter 2: “Manually
Adding Extension Packs to
a OpenXT Installation”

Sample logo, wallpaper,
VM icon
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