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Abstract

In response to the increasing demand for web services and the current situation where various web security threats
are emerging from various directions, we have established a comprehensive web application security portal based on
the OWASP Top 10. This service provides guidelines for web developers and general users to identify and respond
to web application security vulnerabilities and aims to improve the level of web application security. To this end, we
built a service that provides information analyzing the 10 web application security vulnerabilities specified in the
OWASP Top 10, a checking tool that automatically analyzes security vulnerabilities using OWASP ZAP, and actual
web application security-related damage cases collected using web crawling technology. Based on the research results,
we have successfully developed a service that enables users to identify security vulnerabilities in websites in real
time and take necessary security measures immediately, which will increase the accessibility and understanding of

web application security for general users and improve the safety of websites.
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Fig. 5 Vulnerability analysis results using ZAP page
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Fig. 6 Saving code with secondary filtering (partial)
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