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‘|dentification cards - Test methods’
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- ISO/IEC 7810, ‘Identification cards — Physical characteristics’
‘Identification cards - Integrated circuit cards’
- ISO/IEC 14443, ‘Identification cards— Contactless integrated circuit(s) cards -
Proximity cards

- ISO/IEC 7816,
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Preface

1. Purpose of Standard

The purpose of this standard is to offer payment service options and
convenience of use by developing a post payment system for mobile transportation
fees, compatible across various transportation infrastructures, and to revitalize
mobile transportation payment and the standardized payment system.

2. Summary of Contents

This defines the standard of applets for post transportation service payment built
into Combi USIM or NFC USIM and applets that manage advanced and post
transportation service payment.

These applets are embedded into Combi USIM or NFC USIM to initiate
transportation service payment and offer inter-compatibility among the components
of integral payment services (terminal equipment, adjustment systems).

3. Applicable Fields of Industry and its Effect

Through this standard, the revitalization of mobile transportation payment service
is expected through the expansion of advanced to post payment ranges.
Additionally, the transportation payment system options can be provided through
integral applets, which manage advanced and post mobile payment systems. This
results in service compatibility and expanded infrastructure in transportation through
a standard payment system.

4. Reference Standards(Recommendations)

4.1, International Standards(Recommendations)

ISO/IEC 7810, Identification cards — Physical characteristics

- ISO/IEC 7816, Identification cards - Integrated circuit cards

ISO/IEC 10373, Identification cards — Test methods

ISO/IEC 14443, Identification cards— Contactless integrated circuit(s) cards -
Proximity cards

iv TTAK.KO-12.0240



4.2. Domestic Standards

— Certify national compatibility of the traffic card related equipment

- Contactless pre—paid/post pay IC card—User card—Part 1 : Physical characteristics
and basic structure, 2009.12.

- Contactless pre—paid/post pay IC card—User card—Part 2:Commands and
protocols, 2009.12.

- Contactless pre—paid/post pay IC card—User card—Part 3 : Cryptogram, 2009.12.

- Contactless pre-paid/post-pay IC card—User card— Part 4 : Conformity test,
2009.12.

- ldentification cards— Integrated circuit(s) cards with contacts—Part 5 : Numbering
system and registration procedure for application identifiers, 2008.12.

5. Relationship to Reference Standards(Recommendations)
5.1. Relationship of Reference Standards(Recommendations)

This Standard provides the physical properties and basic structure of KS X 6924
with  same instruction, protocol and encryption algorithm. Such functions as
releasing through OTA by a credit card of a carrier and managing multiple

instances were added.

5.2. Differences between Reference Standard(Recommendation) and this Standard

6. Statement of Intellectual Property Rights
IPRs related to the present document may have been declared to TTA. The
information pertaining to these IPRs, if any, is available on the TTA Website.
No guarantee can be given as to the existence of other IPRs not referenced on
the TTA website.
And, please make sure to check before applying the standard.
7. Statement of Testing and Certification
7.1. Object of Testing and Certification
- None
7.2. Standards of Testing and Certification
- None

8. History of Standard

8.1. Change History

Edition Issued date Outline
- Established
The 1st edition 2013.04.10.
TTAK.KO-12.0240

TTAXXX—=XX.XXXX KS X 6924 Remarks
Physical Attributes Physical Attributes Equivalent
File System File System Revised
Command Command Equivalent
Security Mechanism Security Mechanism Equivalent
DF-E-Wallet Service File - Added
DF-E-Wallet Service
- Added
Command
DF-E-Wallet Service
- Added
Protocol
Config — DF File System - Added

TTAK.KO-12.0240

8.2. Revisions

- None
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5.2.2. Type B HISS4

Oed &2l Type B tE & otLt2l StEE dEHol=s HISSEA EXe O3S0 2Ch
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REQB E=
& WakeUp 47|

REQB E= WaksUp

Y
Yes
AFI >0
Ne Cption 1
R>1
Y
Cption 2
R 2ol ﬁ
REQB =
R=1 sise Slot Marker Wakelp
23 01 o
Slot
B Marker
ATQB 8= -
v REQB =
else 7| Attrib or Halt Wakellp
SHEII i
Attribute
il
h 4
Halt E 3
Send ATA » Halt &
k4 h 4
else . Deselect i HALT &FEH
Active 7| (WakeUp TH31) [ wakeUp
eise
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5.2.3. 3t #&

5.2.3.1. Type A

Type A2l B2 JtE REES ATSY Historical BytesE 0|Z28&tCt.

Structure of ATS(Answer To Select)
Length byte

Format byte

..... codes Y(1) and FSCI
Interface bytes

..... codes DS and DR
..... codes FWI| and SFGI

..... codes protocol options
Historical bytes

(08 5-3) ATS &

5.2.3.2. Type B
Type B2l 3IS= ATQB = Application Data =€ 0|Z8&tCt.

<H 5-1> ATQB Response Format

1 Byte 2~5 Byte 6~9 Byte 10~12 Byte 13~14 Byte
‘50 PUPI Application Data Protocol Info CRC_B
MSB LSB
6
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5.2.4. HIOIEl & T2 EZ2 Block format

<H 5-2> U0lef & Z=2EZ Block format

Prologue Field Information Field Epilogue Field
PCB [CID] [NAD] [INF] EDC
1Byte 1Byte 1Byte 2Bytes
Error Detection Code T

FSD/FSC

A

v

Prologue field
M Protocol Control Byte(PCB)

CIOIE HEES Moot foi 7= F2E HEot=s O AIEE0. Z2ESE 25
o] 30HAI JI2XQl By S FoIEth

* Information block(l-block)2 S& HS0WAM AX FES Mot

e A receive ready block(R-block
0 R-block& INF fieldE Z&d

e A supervisory block(S—block)2 CIEHOIA &I = AOIHAM MO HEE
stote Ol AFSE .

rTo
o >
@]
ZaN
A
fr
=z
>
@]
X
10
0
H
]
[l
g
on
rr
g
=
U]
0n

M Card |dentifier field(CID)

Cloe S3&

re

IIEE Aldole O AFSECH.
B Node Address field(NAD)
NAD=E =cl&E2=z [E HZS MHot) HEAGH o &HE tO0ICH
M Information field(INF)
INF field= &8 AFEOICH INF field= I|-blocke application data? S-blockel

not—application data®t status informationg =#=&%tCt. |-block2l application data=
‘ISO/IEC 7816’0l A H 2T U= APDU(Application Protocol Data Unit)S 2| 0| &tC}.
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H Epilogue field

&E 289 oled 2X ZE=(EDC, Error Detection Code)S X &HSHCE.
6. I+ AIAE

0l t== ‘ISO/IEC 7816’ Part40iild =& & MY REE [MECH.
6.1. I AHE

td RAXE Otei2 201 HASH X2 NG, 1 Level2 20ICH 2
o

0l tE0A EolE=s I B2 s 20

Application Dedicated File2
S0 XIH DF NameZ2 H 2ot
Hol&el HEs && ST

6.2.2. Elementary I}t (EF)

JIE UM AFEElE 28 S8 OIOIEE M&Eote MYZA Dol 2o AHL £
o2 Transparent & Record X E AIE0t0H RAE £ UCH

O 2 it LXKl et 32 2 dXstEH E32 S HHE =dots O 228
X

£ MN&Gt0, ‘ISO/IEC 7816° Part40lMd R &ESt= Transparent £&= Record
X

=2 & i S0 et XMelE fIg I2Z Record 2XE
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6.2.5. Internal EF(IEF)

JtE WHOIA 2¢F BIHLISS 2ga6t)| ol MEEH= FEE MEGHD U=

6.3. e X

IEUA ALBEE THESS 71X

rr
[m]
0lo
=]
my
[l

6.3.1. Transparent File

e HIOIEZ PHEIM Offset(LEANS AIESH0 Tt
2 LHol JI=E CIOIEfE &St et o2 I =
& AKX % FEE MB¥ote O ASECh Read
Binary, Update Binary Z&ES AEG6tH OOIEHE &AL
JIS &t

6.3.2. Linear Fixed Record File

W mn g
[=)
™
@
ST
In o
|

Sl oY el = )
Read Record, Update Record, Append Record Z@&2
Soll dIZEE AAHU IIFEHC.

6.3.3. Linear Variable Record File

DE9 HDIJP Sothl= @#2 XS XD UL d=2
c gse= = A0l [[P ct @2‘7‘* 2 ggeXgr 2t 2
2E |

Update Record, Append Record H&¥E Sdll dI2ZEE
SI4LE JI=EHC}.

=

20l Ct.

I [
R

(2% 6-1) Transparent File

Aecord 1

Racord 2

Racoid 3

(08 6-2) Linear Fixed
Record File

Hacord 1 I

Aecord 2 I

Rocond 3.

(02 6-3) Linear Variable
Record File
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6.3.4. Linear Cyclic Record File

W]

Linear Fixed Record Filelt HI=otXIBF & A= o
T JACH 2 dIRE )= =LotH dZE Hse=E 9
=0l et dHsxoz Y&t =5, ® HM d2E0F Ot
& X201 LOOIEE HZ=010 2 JI8 ZZAXNOUHA
e 2elE AZEE @M S0 Purse File2 0] 2
=& [MECH Read Record, Update Record, Append (2 6-3) Linear Cyclic
Record HEE Sofl JZEE AHL JIZE 4 ULH Record File

H332E X

0l #Z0ME "ISO/IEC 7816 Partdll R#&EE dRE FX£ & Simple TLV XS At

S

Tag (1 Byte) Length (1 Byte) ‘ Value (xx Byte)

LaHml AN g2 ZYSIH Length It 0001
Value = 2I0IAS

'00'~'FE'NXI Jts A X 2t(Value)2l 2015 JI=

£ XN&Esk=0 AL 1~254 0Kl XIE Jts

Z

ANl 2t(Value)ol EF/8H

on

(08 6-4) dRE 7=
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6.4. Ity X Y

0l HE ‘ISO/IEC 7816° Part40ll #&E ItY X 28 = COS 3JtXQ 2ant
Key FileSl ZRE XI&stCt.

6.4.1. File Identifier0il 28 &=X

oY AMA AlOl XIEE File ID2 MYS XS £ UCH 0 R HEE £ U=
= &M HoiUe=e DF el oY L &I DFS Parent DF, Parent DF il ol mHe
DEXI OICH Select File 2&& 01&5t0 =& & Ct.

6.4.2. Short EF Identifier(SFI)0Il 2lgt &=

Select File @d@22 MEE MY 020 JIEH CIE Mo M0 E2F A
ANEEH= MY X YPHOZ File ID 2 HIOIE = &t9 5 HIE(1~30, 0x01~0x1E)&tS
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O0l=25t0, MY ME0] HRE B H2t0lE %= OOIBHZ XASCH SFIol olst = 7. ¢85 g0218B
AJb 8&30tH, Current File0| B1ASICH.

6.4.3. DF Name O 2/& &X(DF) S & =& Al &
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iolE Dt Hai&l 25 2010 ¥X 2= 2 XNFE dolEelE MY (Padding)ott] 23S
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N0 Ues DF 2t = LHe O™ DF 2tE M0l JsSGICH LEEo2 DF M4
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6.4.4. Short Key File Identifier(SID)0Il <8t &= 3-DES= DES Z1el&9 BIEE ol 212l 2012 DESS 28H(16HI0IE)2
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7. 2ot HIALIT

Initial Value BLOCK 0 l_ E:OCEH —| Last BLOCK
DE}CSE 2o WHIRA OfHet 22 CHA JHXl 20 Q3 AFE0I Drxamo 50, (8 bytes 00) (8 bytes) | _(8bytes) (8 bytes)
012 9ok U5 ADRAZD HIY I 3|u+é+ Chet 2 i

_\E
o
Ol
1
N0
N
10
= Ut
e
=
2
e}
A
E
=
>
Zi
n
T
x
~< 0
U ror
S
[
o}
HU
09
fol

ot s gveiEel cus A
sa 2asc @ - XOR | @
. 2 v
e

i
Security Domain0ll et 3 218, 253 L MAC &2 ‘Global Platform 2.2.1" # : r
- v |
20l E==8tC. I _[__.ir_._[_
[
3-DES | i !3DES ! 3-DES
<E 7-1>20 HAHLS I B
i i
Hob @37 Ag XEs PoF HHUES IN— -
J12 & (Confidentiality) A4S 2elES 0188 UOoIEHY =535 v .
. ' Encrypted I’ E;'lcr?pte:l' | Encrypted
©+2tJ| @IE - External Authentication The key used for Ihe S-DES signelyie BLOCK 0 ' BLOCKn ; |LastBLOCK
ol = (Authentication) calculation is a key of the relevant EF, .0, | |
JIE QI= - Internal Authentication (8 bytes) = (8 bytes) =, (8 bytes)

&2 MO0 (Access Control) | I+

4o
02
o
g
Q
>
(o]
(o]
jol
2]
w
O
o
>
2
3
2

(128 7-1) 3-DES 212l

Ol

o
=}

Secure Messaging( E
= %@ 24553 + MAC

I

O fon
ol

o

<

>

(@]

>
)

2 Z 4 (Integrity) Ol 2ZY - &5 ZNeES 0
HAIX 224 28 - MAC
£ 018t X| (Repudiation) Secure Messaging(MlAIXl &4 Al MAC AIR)
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7.1.2. SEED £12lE

1z
ro
o
(o]
[=s
Im
FH
A

SEED= SLHOIAM R &S 2DelB('TTAS.KO-12.0004' )22
OlE{et 319 2010t 2% 16 HIOIE(128 HIE)OICt. SEED £12l&9 ID= 000/ &2
72 WoIAS 28 gga UsS) 20

Initial Value BLOCK 0 r" BLOCK n l Last BLOCK
(16 bytes 00) (16 bytes) | (16 bytes) . (16 bytes)
— =
v
I3 Y
[~ * XOR |
! A g
! r
! [
: - -
SEED i | |SEED| : SEED
i e T szl
! |
I S
L. L — . 1 A Y
. Encrypted | Encrypted ‘ Encrypted
Calculation s 3 Key of e relevant £ e, | BLOGKO | | BLOCKn | | LastBLOCK
KEY.EXT| (16 bytes) (16 bytes) (16 bytes)
(18 7-2) SEED £12ls
13 TTAK.KO-12.0240

7.1.38. 25 gelE ¥ 2=

00

3-DES, SEEDE 0I&E5l0f 8 2=(8 HIOIE F&= 16 HIOIE) 0l&2S HIOIEHE
& M, Jl2d22 CBC(Cipher Block Chaining)258 AESHCH =J| gEgH(IV)e
SEEDSl ¥ 16 HIOIE, 3-DESS| Z< 8 HIOIESl ‘0000---100'+2 ALESHCH.

CBC RE& st 20l SHEHC

Data Block 0

Data Block 1 ‘ ....... Data Block N

@ A
3-DES 3-DES
SEED SEED (| | ...
Key
Encrypted Encrypted Encrypted
BLOCK 0 BLOCK1 | v BLOCK N
(0g 7-3) CBC 2&
71.4. g 7

(1) MAC/MY M4 Al

22 OoIES DX 501 £1e2ls2 25 ADI(SEED: 16 HIOIE, 3-DES: 8 bt
OIE)Nl %X %= Z=2 0K E=0 “80 00 - 00"+£2 E=3JI0t € MK M2
Fl s 2NclE5E ettt ¥H OI0IHS 0K =501 Zlelse 25 3|
(SEED-16BI0IE, 3-DES -8HIOIE)2t LXg AL IHY S=(SEED: 16 HIOIE,
3-DES: 8HIOIE)S FIIGHXl =Lt

(2) £33t Al

22 CIOIE S DHXI2 £501 2nelE° €5 AJI(SEED: 16 HIOIE, 3-DES: 8HE
OIE)0 SX = Z=2 0N S=0 “80 00 -+ 00"+S £83JI1Jt € MK W2
F 25 2Nelss =+dotll, YA OOIHSY 0K E=01 Zlelse 25 30|
(SEED-16HI0IE, 3-DES -8HIOIE)2t 2Xg A MY E=ES(SEED:16 HIOIE,

3-DES:8HI0IE)S I8t

=) CIOIEDt 2128 REE Z<=2, OI0IE2 OtXe 52 AJ0t X8 Lnelse £
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£ 3JIe gXlstHets olol & FIOF HE

1o
1
02
on
pal
5
i
[ml

<H 7-2> Access Condition Level

. AC dig AC 018 Access Condition &Y
7.2. Access Condition

0 ALW or FREE | §& HMI&t0l 8101 1 ==H0olga JtsotLh.

Access Condition(AC)

0 et Eig S0 2 MAC M5t Cryptogram(MAC)22 QIEE S0 £810| JHs56HCH.
IOl CHol S& YHS AsE 22 MYS HAAGH| & oy SE2 S=l 2 Asigls 94240 [OIEJF AS5E D B0l MACOZ 01=0|
Access Condition2 2+=6t0{0F StCH. Access Condition2 29O+ &0l et 16 8 E-MAC 5

ot EL T 0F2 A 80| JtS3StCt.

=x ition Ol A aH it B o 24 g ~ N
tHl2 Us0 =& Access Condition2 =8 Al Access Condition &yt HZE I| . UTH x 2 51 25101 External AuthenticationS 2 s
ANESHH S ECh. =

ol
O0IE 0IZ0tH 2IsE F=0e 20! Jtsotdt

Mo M4 Al 2N 2 DY ASHE 2 g™ S ! RFU oxa

el

e oo
on

5 SD_AUTH Security Domain@ 2 3J| 21E0l S 0F2t HE 30| Jt=S0tHC.
7.2.1. Access Condition &g
6~14 RFU [IIPNES]
Access Condition2 & 2HI0IE°| 3|8 JHXID 22t nibble S92 PECN = 4 15 NEV =80l g =ohsatt
Hel ACOH e & oY nibblefll= 2f 2&t0ll sHEdt= Access Condition Level gt
ol JIS&Ct.
2t Access Condition2 aﬂ W0l MAC F&= AUTHO! H2 ACE 2HEAIIID <l 7.3. Authentication
EFAUTH_KEYIIY WHSl IOt 2R3tH &0t Ol 28t 7|2 HS= nibble &HRIZ X
HEIC} WS IHEE <D ol H=E SAMI AZ0 CHoll e1E52 +=336tD] f18 ol JtXl
Access Condition Level0l (E-)MAC L= AUTHIF OfLl B2 XS I Hss LA X0t ERotCh 0l Exts 9IS 2 SAM Wl Random Number GeneratorOlAl A4 &l
EIC, Lhot 0] U5 018610 SE LNelES s8s 2SS N2t WSSz M Al
Ot2l= H&@o| Operation0ll et £RE Access Conditiont 1 ZZ0ICt 201 S I8 21 U=k =Hool= AFZOILH HEQ SAME &5 ASE wWEEH=
HIole 29 2otg BEGIH 8 3o 22Uz Aol S& HIZ IIE AR5t
<HE 7-1> Access Condition Q= A0l YSEH I =50 210l FHOl s&EC WS e & 2% AlAgE2
CSt 22 213 HaHLISS M38tCt
AC File Operation Access Condition &%
i Write | 201, WOl =)r As 7.3.1. External Authentication(&tJ] 0IZ)
AC1 Read 10| H&t
AC2 Update WAl ABH External Authentication2 IS0 Cist SAM2l Al2ld S 2SsCh =, IISIF SAMO|
AC3 Block / Unblock Block/Unblock 2 &t LB Bosls RO0ILL

0l HE2 ItEI M-8t 45 Get Challenge EE

t+=2 EFAUTH_KEYOl Us XS KeyE AIE0I01 H&otH 2530t Cryptogram
MAHSH S 0l CryptogramSExternal Authentication Z& & Sot0 IIEZ HSES2
MW =L t== SAMOl XSt Cryptograms Q6 1S

= S0t0 SAMO| ==&I5t1 0l

-

[

o

7.2.2. Access Condition Level

0:‘ = .
DE IS WA AZE S Access Condition Level2 CISDF 200 ACS 2422 Al Get Challenge 23 CtS0l= = Al External AuthenticationOl OI20 MOk 30 AIE =
2SI}, Il $1S= External Authentication @&2l IIetOIEZ XNFEC. FS2 &el0l St

Ivrir

JH OIROXIH oHE ¢1E X201 =ECH
2010l AIHoHH oHE Key2l Az IH2ED

2010 = T JI2EJ 001 I ol
eyE O Ol& AIEE = 81 Ct. Put Key HEHE S0l E

X
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External Authentication &Xt=

CtSu 20

( mE—|

)

b (RANDOM,, )
Mo U HSE

+ME CryptogramS
AEE INE &Y
=L

AE SN B

e

( EFRE L/ SAM )

Get Challenge
HE 8

@bl B RANDOM,, ,
EF e B U 518
DlEsto 2= sleld
Cryptogram &4

External Authentication
HEH Ha
( Cryptogram, 2|& %)

(08 7-4) External Authentication Z Xt

TTAK.KO-12.0240

< Cryptogram A4 2 >

RANDOM

The key used for the 3-DES certificate calculation is

a key of the relevant EFKEYEKT

(28 7-5) 3-DES Mode

Padding

3-DES
MSB i LsB
O 11

3-DES

cryptogram

RANDOM

(8 bytes)

[
SEED

The key used for the SEED certificate calculation is a

key of the relevant EFkey ext

cryptogram

(18 7-6) SEED Mode
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7.4. Secure Messaging

e FEo

-
2 0lgs 23S

HLIEE HMIeh

VSN IHEZREH €0 248 o EE/8€ AKX 224
of
Tl

Lt
loff & 2SHKeE O

0lo
5]
my
o
N
9
~
o
el
lo
w

ecure Messaging Ofl

MAC Mode: d&&= H8/SE HAIXION Cryptogram It
E-MAC Mode: H™/SY HAIX WSl CIOIE 253 + M&EHE HH/SY HAIXO
Cryptogram Z=J}

0l HxALIZES 22 MAC, E-MAC Access Condition Leveldt HSEI0 HAS Sl
2% = o2l Access Conditiont et MAC £= E-MAC 2529 2535 & oS
EXE ST

HEElEe FHUH 1S3 Cryptogram)E F=It
2 Jtstth. JtE= 0l g8 #=2& ¢

OIE Al AIE2&l= Il= EFAUTH_KEYOl =THSHCEH OlMOfl A& HHO0| Replaydle A
2ol Cryptogram H&H0lE It ZEECH HE E;P% XG5 fIch H4
old2l OOl = Cryptogram H&E Al 3 ST & I

d IOl Access Condition0fl XIEZ O AFEEICH ¥ &2l Cryptogram
=]

o
19
S~

MAC ZE0IAMe EE =8 132 OUSY 20

19 TTAK.KO-12.0240

Command2| Response2t
BN MeE
Cryptogram(MAC) & &

«—1 _ Get Challenge
= (RANDOMcga) : Y Hg
M U EE \
|
—:_" 4618 RANDOMeyedt
\ Command
1 APDUEEFkoyeq IS
! 212
! 2t 818104 Cryptogram
| (MAC) M4
1
1
£ A&l Commandll 4—{— Cryptogram(MAC)S
ZJ1# Cryptogram(MAC) | FI810 Command & &
g e 1Ig :
0|85l &S '
1
|
R :
1
1
1
1
|
1
1
|
1
|
1
1
|
1
|
—_—
1
|
1
|
1

(2" 7-7) MAC Mode
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B 2™ &5 Al Cryptogram H&H 2 (SH2I[/SAM)

I" o

Cryptogram

3-DES(Random + Command Header + Command Data + Padding,
Key )
Cryptogram = SEED(Random + Command Header + Command Data + Padding,
Key )
- Key= EFKEY_EXT It WSl 318 AtS(Access Condition W0 XI&EE I BHSE
AHE)

<-—-Random--> <----Command Header————> <~Commend Data—> <-Padding—>

Random CLA INS P1 p2 P3 Data Field Padding Block

8Byte 1Byte | 1Byte | 1Byte | 1Byte | 1Byte Data Bytes X Bytes

(012 7-8) Cryptogram A4 Al &5 22|&2 &2 dlolH

& Al P3(Lc)= Data length + 4(Cryptogram 3AJI)0I0H S& &4 Al 2R
P3(Le)= #4188 €9 20| + 4(Cryptogram 32J|) OIC}.

Padding Block2 20| X= A2 &35 22|30l et OtXe 2501 SEED € &2
16-Byte, 3-DESY A< 8-ByteIdt & == Padding Byte(80 00 -+ 0 X
25 2SS 8 Zuo XA 4 Bytes? Cryptogram(MAC)2 & ALEEICH

W SE Az Al Cryptogram H4 SH(WSIIE)

vintel s

]

4

lo

IG5t S MAC gt22 ‘0x00 00 00 00’2 ALEEHCH

21 TTAK.KO-12.0240

RANDOM Initial Value BLOCK 0 BLOCK n | Last BLOCK
(8 bytes) (8 bytes 00) (8 bytes) | (Bbytes) - (8 bytes)
Gt
- *‘-\
’ \
XOR —-—= XOR XOR
: N #
| S
: i
o o
i 07 =
3-DES i | 13DESI : 3-DES
| _l_._r._ [
i |
| Pl rpene e

The key used for the 3-DES signature calculation is a
key of the relevant EF ., ..

3-DES signature

(08 7-9) 3-DES Mode

RANDOM Padding ELOCK 0 l- ELOCK n | Last BLOCK
(8 bytes) (8 bytes) (16 bytes) | (16 bytes) . (16 bytes)
i d
"-.
= +| XOR I
) o,

i
|
!
S
SEED SEED I | || SEED I I SEED I
i i_l_._[._.L.
!
|

MSB LsB

The key used for the SEED signature

calculation is a key of the relevant EF ., ;

IIIIIIIIIIIIIIH\

SEED signature

(d8 7-10) SEED Mode
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MAC Mode%t SotX2t M&E
2ot0 HAtE 1= 3H(Cryptogram)

E-MAC 2E0IANS & 3 ot

4 (RANDOM:ps)
B R EE

&l E Command ™l

I8 Cryptogram{MAC) &
nAg

I8 0S50 S

gy 2

=
[

=2
=

7.4.2. E-MAC(Encrypted—-MAC) Mode W 23 AL Al Cryptogram H4&F S (SH2I|/SAM)
Y = S Wel Datas &£353sist § 012 0l Cryptogram = 3-DES(Random + Command Header + Encrypted Command Data +
FIsttl= &0l MAC Mode2 E2ICH Padding, Key)
Cryptogram = SEED(Random + Command Header + Encrypted Command Data +
2 sy 20 Padding, Key)
] - Cryptogram 443 Command Datall 2353t0l= EFAUTH_KEY It WSl IIE At
' Z3tCHAccess Condition WOl XIS I HSE ALE).
?
: EF...,:._‘ l!-(-'_‘lHLl_ JI 2 Command
1 APDUZ Data Fleid 228 <--Random--> | <----Command Header----> | <-Command Data-> | <-Padding->
]
1 Random Data Field Padding
J Get Challer CLA INS P1 P2 P3
g'é @?_:me (Padding) (Encrypted) Block
8Byte (8Byte) 1Byte | 1Byte | 1Byte | 1Byte | 1Byte Data Bytes X Bytes
418 AANDOMea 2 Command
APDU (2= 318 DateField® Z&)E a2l 7- AF ots orT)R|=09| ol
il uw;l.m L a0 (0" 7-12) Cryptogram H & Al &5 2Deg|E2 22 [HolH
Cryptogram (MAC) &4
Random CIOIEl= 3-DESQ &< 8 HIOIEE 2 HOIES JIIE H 2222 AIgot
Cryptogram(MAC)E 215104 1SEEDS F &= RandomOl 8 BIOIES| Padding Byte(80 00 -} 00)E ZJI5t0f =
Command 8 &
E=S0Z AMEEHC
gy ME Al P3(Lc)s 2E3tE Data length + 4(Cryptogram 3J1) 0l € 4!
A 28 P3(Le)= &satE S22 20| + 4(Cryptogram 3D1)0ICH.

(2= 3E Data FleldB ®=31)

Command=| Response® BN
4 & Cryptogram{MAC) &=

Padding Block2l Z0l X= A& &3 210clS0 WMt OtXY S50l SEEDE
16-Byte, 3-DES & &< 8-ByteJt TI<= Padding Byte(80 00 ---|00)E M<IZCLh.

0
10

gs el

o

23 279 F AP 4 Bytes?t Cryptogram(MAC)22 AtZEICH.

H S22 #3% Al Cryptogram Ho BHH (D EILE)

Vidtel S8E 2 2I6H0 '0x00 00 00 00'E MAC ez gt

(2% 7-11) E-MAC(Encrypted—-MAC) Mode
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(Encrypted Data)

RANDOM Initial Value BLOCK 0 ,_ BLOCK n Last BLOCK
(8 bytes) (8 bytes 00) (8 bytes) | (8bytes) . (8 bytes)
Y
XOR XOR i—-—b\' XOR
i s
i
!
3-DES 3-DES :
i
|
i

The key used for the 3-DES signature calculation is a
key of the relevant EF ., o,

3-DES signature

(28 7-13) 3-DES Mode

(Encrypted Data)

RANDOM Padding BLOCK 0 ’_ BLOCK n | Last BLOCK

(8 bytes) (8 bytes) (16 bytes) | (16 bytes) - (16 bytes)
4

v

/’ -‘\
XOR i~ XOR |
! .

i
] r
! |
= AN

SEED IEI i i |SEED | : I SEED I
i '_I_._.[ TR
! |
| it

The key used for the SEED signature mse LSB

calculation is a key of the relevant EF _ .- IIII |l | ‘ | l ] ‘ | ‘ | ‘ | ‘ |

SEED signature

(0% 7-14) SEED Mode

25 TTAK.KO-12.0240

8. =% =7

8.1. =% FI|4 3t=9 s&

22 0l AEHUA= ek
e 2 (il 2
CIASS LIEHHCH

b AFZ Dt SOotCH AFE &EH
tSoti JtE9 ¢80l 28

QHIY FEIIES =)= Ol 220 0l &dHZ S0t =

<H 8-1> =& FJ| &tH

SiC.

ALEH Life Cycle
243 0™ AEH(=DI 2 03
ArS ALEH 07
9. APDU
9.1. APDU X

9.1.1. 280l APDU 2Z

HHO APDUE= ChS1H 20l Command Header2t F& 00l ek Jt#H &l Command

BodyZ LI Ch.

{mmmmmm - Command Header ------- > {mmmmmmmm o Command Body ------------ >
CLA INS P1 P2 Lc Data Le
(1Byte) (1Byte) (1Byte) (1Byte) (1Byte or Empty) (7HE) (1Byte or Empty)
(08 8-1) &0 APDU #ZX
<H 8-2> HE0 APDU 7Z
g = LK = g = LA =
CLA | 280{e 28 2 E(Class) Lc g +3 Al BEUlle Data 2l 20l
INS g80 2 Data | &8 =& Al 2= Data
P1 PO metole Le g8 +d = JIlE=E S€2 20l
p2 S0 metole
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H CLA HIOIES Z2 LiSn 22 a0l ASEh

<H 8-3> CLA HIOIE

42| nibble ot<l nibble o 0l
0 X et HAY
0 0 253, MAC AtE ot8t
0 4 gy =8 Al MAC Mode 2 8
9 X e M8 HEo
9 0 253, MAC AFE oH8t
9 4 g 8 Al MAC Mode 2 =3
A X 2SSE ALEGHOF Sl EEA
A 4 A 8 Al E-MAC Mode 2 =¥

9.1.2. 8€ APDU &

2 APDU= OISt 20l JIHZAQl Response Body(SE OIOIE)2 2HI0IEZQ
Trailer(&el RLE)2 LT
mmmmmmmmeanenan Response Body ------------- > Cmmmmnns Trailer(Status Word)----- >
Data(7}H) SW1(1Byte) SW2(1Byte)
Data S& HolH
SwWi, 2 YO M2l JEfat

(08 9-1) 8€ APDU X

9.2. AlolAE HEA

0 SE MAIX= TS0t 201 4JtX €82 AISE L

<H 9-1> AOIAE HHO

Case HI(EHe=) HolH SE(EE) ool le 7t

Case 1 A= AS re=s

Case 2 A AL ek 4
Case 3 AS AS re=s

Case 4 AS AS 0x00 == H=st gt

27 TTAK.KO-12.0240

£5l, E-Mac 2=°| command(A4)2t MAC 2=° command(04/94)0! Z <, case 4
SEE JIXO, Le 222 0x00 ¥ 0x0401 ol 2F HAXNQ SEHS & £ UANOE

o

FCF.

=

ol2lel ZRZ, Session KeyE 0I5t & FE UWE=E FItctk= Append
commandE & Al, 1 S OI0IE2 AIOI=&= 00122, 0 2= 0x002H0 CHEHO
MR S

MetA, JtE0 S00t= Case 4 EEHS APDUSl Le 822 0x00S A E &L
=) Le 2(0l 0x00Q! &=, ISO R&EW 25t0 JSte= SE
SWc. 898 OOoIEdt gl F=(Tolea A=t 02l &

(status word) 2+ W EUHCH.

%) Jt=&= Read Binary/Read Record 20| partial reading2 XI&s5tl= dRE HM2s
2E Case 20/l ThotXd, Le= HESH g0l ot S&SHCEH

10. 2Ht £ TILAIAH

0l 7t== 'ISO/IEC 7816" Partd0lld #&EE I REXE TGECLH

. HEX R
<HE 10-1> OHEH FE
Applet information
Package Name com.moiba.applet
Applet Name com.moiba.applet.credittransport
Install for Install
Load File AID D4 10 00 00 30 00 01 00 00
Applet AID D4 10 00 00 30 00 01 00 00 01
Instance AID D4 10 00 00 30 =1) 8=
Application Privilege 00
Install Parameters field BSEE WAme JH(1), XX Hell T OH==(1)
=1) 26t =2 WS3HE AD
<H 10-2> 242 == RSItE AD
e MOIBA RID Al ES RFU
Package AID | D4 10 00 00 30 00 01 00 00
Applet  AID D4 10 00 00 30 00 01 00 00 01
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10.2. I+ =X
<H 10-3> 24t =2 WSIE Instance AID M4 A&
2 MOIBA RID AMHIA RFU ItE A ASDE No. [
QHIY S 2 (ADF). J
2t |D4 10000030|00 01 |00 =2) X XXX =3)
20| 5 Bytes 2 Bytes 1 Byte 2 Bytes 5 Bytes 1 Byte
EFautH_KEY~
F2) AN PR RE
Ist Byte : JIEAIE JIUCHE BYSIH, ZIIEE JISAS OINS #3 52 oy [ EFPURSE_KEVY
2nd Byte : 28 FA=20| ZRQE 3 HEAMUAM FIIotH 22otESE &
—[ EFpuRrSE_INFO-
<E 10-4> IEA 22 2E
ILE A 1st Byte 2nd Byte 4{ EFTRANS
=0l 01 00(01232k)
=0 02 0000122t [ EFpuRsE-
BC(HIMI) 03 00(21=238t)
Alst 04 0000122t EF o
Z=3) M2 Al ALE ‘[ EF yarkeT1”
JlEg2 ‘0022 0l et SItstit.
EF yarkeTz*
EF warkers*
(O 10-1) M F*=x

0l DF= uS3te MHlA0 U8t 88 ¥ internal FileES JtXl= Application DFOI
Ct.

]

= wSJtE MHIAE 0 DFE d&otn & =, AHZ0| IS0ttt

| DFJ} HMEHEH, StE= FCI 822 EFPURSE_INFOFilell RecordE ghatst

o

Ct.
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10.3. 2Ht £= DOF

<H 10-7> Access Condition

Operation Command AC Level MNEBE= Key bl
<H 10-5> Z2Hie 2= OF Write Issue Card(Initial) SD_AUTH =
MY AIH R} AID Read - NEV - - X3 2t
Update - NEV — - A4l =0t
e Write Access =21 Updati ReadIAjccess A
Access =21 XA Block/Unblock - - -
EFPURFSSJNFO’ SD_AUTH SD_AUTH FREE RS
_ = _ <H 10-8> File =
EFTRANS Key ©1& or AfZz2E=2"" - FREE =R
: ML AL IHUERY IEF
7 = 271 - = - - - i -
EFPURSE e 228 FREE o 37 16 Bytes * 4 e RZ% | Linear Fixed Record File(LF)
FEESEE
(SID) = [WiR=3 =l gl
1) XX ZMLS DATAE NEHH Z2ES20 QoA MESCHE T ME HHO
g 1 TRANSKEY BSFE I 16 Il 213 AN & 4= 5
' 2 MARKET1KEY [EE1 I 16 3 OE AS ®O| Ba= 5
7SE oIZ AT &N 3=
10.3.1. FID &2l 3 MARKET2KEY SEE2 I 16 I 2IE Al 0 5
4 MARKET3KEY FSE3 Il 16 Il 213 AN & 4= 5
Purse DFOIAM Zeclote M0l st FIDE G 20,
10.3.3. EFPURSE_KEY(PURSE Key Itg!)
<H 10-6> FID &2
Purse Key It2& MXASHH Hel AU AHE &= Keys2 MESHD U= DHLOICH
FD File Type Fle 7= File Narme Description Size s]iv}
IEF LF EFTRANS_KEY ESEE I 16 x 4 <H 10-9> Access Condition
IEF LF EFPURSE_KEY Purse Key File 16 x 1 Operation Command AC Level MNEEE Key Hl D
0002 | WEF LF EFPURSE_INFO HANY 2 I 51 x 1 Write Issue Card(Initial) SD_AUTH _ _
St o Y —
0003 WEF CR EFTRANS SSHE WS I 52 x N Read B NEV B x5 =0}
0004 | PEF CR EFPURSE MR Heh orY 46 x N Update _ NEV _ wal =0}
0011 WEF TR EFINFO 30 Block/Unblock - - - -
0012 WEF TR EFMARKET1 SEE Hole T 16
0013 WEF TR EFMARKET2 KE= OoIH I+ 16 <& 10-10> File 7=
0014 WEF TR EFMARKET3 SSE OOl o+ 16 DFAER | - e | IEF
37 16 Bytes  *1 TR Linear Fixed Record File(LF)
EEHS _
&= [B1=2 =p) [s]in]
10.3.2. EFAUTH_KEY(QIS & Key THY) (SID)
1 DPKEY T 0H31 16
Trans Key ItAE & ADFUIAM 25 FEN AEEH= KeySS MEGHD U= DHLOI
Ct. Purse DF= O It 0l A= Keys=2 MESHH FEE HESHCH EFPURSE_INFO(M IR &2 WY, FCI)
Purse Information IS MXX 2 220 ERE FE2E HESC
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0l W2 FCI(File Control Information)tY 2 A4 ADF IHY

<H 10-11> Access Condition

SE AN SEE

o=

Operation Command AC Level MEL= Key =] )
Write Issue_Card SD_AUTH
Read Read Record FREE -
Update - NEV
Block/Unblock - - -
<H 10-12> File *=&
O AIE XL 10002 O EFY |WEF
o3| |51 Bytes WYX |Linear Fixed File(LF)
Record Tag a5 =P Value gl
No
6F Purselnfo Template 49
1
BO o 32 TAG 47 oy A=
<H 10-12> It =
g5 018 e 37| a4 bl
CARDTYPE JtE P& RE 1 HEX *Z=(1) X
ALG 22E 1D 1 HEX *F=(2) X
VK S SHH IIAHA 1 HEX Default gt = 01(HEX)
IDCENTER &+ SHHAL ID 1 HEX *Z=(3) X
S22 IJIEHE, 3
CSN(DEP) | &IZ3ICES 8 oo | T2 tEHE rF@
IDTR JtE ALE 215 ID 5 BCD *Z=(5) X
DISS 2432 (YYYYMMDD) 4 BCD “*YYYYMMDD” +
DEXP )12 (YYYYMMODD) 4 BCD “°YYYYMMDD” +
USERCODE HEe AKX P2 RE 1 HEX *Z=(6) EX
DISRATE &ol D& 1 HEX *F=(7) BX
BALMAX 0 MBS SN 4 HEX MBS =H
BRA & 2= 2 BCD
~ (ZSItE) 13 zth
MMAX 138 JAeh Mg =A 4 HEX Agstc
TCODE OlSSAAMN 2 2E 1 HEX *F=(8) X
CCODE AZIEA 12 2E 1 HEX *F=(9) EX
RFU [ s]] 8 HEX 0x00
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1) ote 22 2

S (CARDTYPE)

<H 10-13> = & RE(CARDTYPE)

3 32 | VALUE(HEX) e
10 SS9t
11~ 14 RFU
BT
&t 15 oHlY &23lc
16 ~1F RFU

<E 10-14> 2125 F2(ALG)

gnels A& VALUE(HEX) E=
SEED 00 SEED AlZ2
3-DES 10 3-DES AtS
Others RFU

2HY =2 WSItEE 3-DESE

3) HXSHHEAL ID(IDCENTER)

27

st=dIX =S E A

>
(]
r
[l

= CENTERgS It UA2M 0IE HAIGks EH0ICH XtAIEE At
2 SFENXNSAMLE S L= IDCENTER 2e|l|&2 MASH DR AEUSE #X
Ct
<H 10-15> & Xt3tHEIA ID(IDCENTER)
IDCENTER N3=PN; IDCENTER N3=PN;
0x00 Reserved 0x07 SIS I A
0x01 =82 M 0x08 SHEAOIESIE
0x02 0l OI 2K Al 0x09 DULUHERA
0x03 (a[0]]]] O0x0A Reserved
0x04 Reserved 0x0B oldl
0x05 S0I3HAl 0x0C NESSEAHARSAIEZE
0x06 =8A3Te ot 0x0D e
20094¢ 113 =AML SEE dXsEH IR AEHS
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4) ®XtsHHID(IDEP)

<HE 10-16> HXt3HHID(IDEP)

Byte R LH
1~3rd Byte BCD LEHAL 1D
4~8th Byte BCD JE 2dd BS

JtESl AFZE MGk fIgt 1S IDOICH.

6) ItE AKX #& R E(USERCODE)

<E 10-17> & AXX #*& 2E(USERCODE)

o waAER &

e

ac IE ac B
of yet 06 3=
02 010l 07~0E RFU
03 RFU OF HAE
04 EEENS] FF H&d
05 RFU
7) 29! DE(DISRATE)
<H 10-18> &0l D E(DISRATE)
=0F ERIEEE FE
0x10 =
=) 0x11 S8 2
0x12~0x IF RFU
0x20 2
gz ox21 so 2y
0x22~0x2F RFU

8) OIS SAlAb #2 R E(TCODE)

<H 10-19> 0ISS4lAL 28 R E(TCODE)

OIS S &IA et
SKT 01
KT 02

LGU+ 03
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9) UBIEM F& RE(CCODE)

<H 10-20> AE3HEA & B E(CCODE)

AZIEAM at AIZIEA 8t
=gl 01 CITI(MEI) 07
S8 02 ol & 08
=0l 03 el 09

BC(HIMI) 04 StLt SK 0A
ad 05 S 08
Al 06

10.3.5. EFTRANS(&tS EE U me)

2E A2 WY g2 WE 3tE 0l8 Al, &5 2 211 B2 E 2elsti.
0l M Cyclic Record #&E JHXILD JA2LM, Record? M= &= AU Z2EHE
Ct
<H 10-21> Access Condition
Operation Command AC Level A2 &= Key bl
Append Record EFAUTH_KEY 2| Key1
Write MAC
Protocol Xl £ Protocol 2| Session Key &01)
Read Read Record FREE -
Update - - -
Block/Unblock - - -

HFE01) 4 X2 Al Rolls Al Z2ES0AN g

0l EDJt JtsatLt.

Session KeyOll 2|5t SOl

<H 10-22> File 7%
THUAIEX} | 0003 OHLERY | WEF
o3| 52 Bytes * N o2 P ZX | Linear Cyclic Record File(CR)
Record | Tag as Eb] Value bl
1 01 s "HE 50 oy HE
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<E 10-23> Ity HE

g= 018 Ww e 301 | g4 gl
RFU olgl =1) &=x 50 HEX
m =)
1) oiidl
s 2 MR 2= €2 Fosth

10.3.6. EFPURSE(M A+ X2t )

Ct.

Heff 23 HYE SHAME H2E JIS0| JtsotH 3™ L F0ME 2F E&s Hd
W0l =XA2Z Ote Wol JISECh ot 222 Hel WHEol Zgel & H20t
8 JtES MHS LIEHHTH

<H 10-24> Access Condition
Operation Command AC Level AEE= Key =]}
Write - NEV - Z211)
Read Read Record FREE - -
Update - NEV - -
Block/Unblock - - - -
1) MXRZIMSl DATAE XE2Heh Z2EZ0 QAchM MEECH NE gd

<H 10-25> File &

TFUAIETE | 0004 ILErY | PEF
o 37] 46 Bytes *N mYPX | Linear Cyclic Record File(CR)
ReNcgrd Tag st 32 Value I
1 06 HASE(TRT) E=2HH 44 oy 32
37 TTAK.KO-12.0240

<H 10-26> Fie &

&= 018 W e 32| &4 bl
BALEP I X2 S BN 4 HEX =1) 8%
NTEP SR X2 Hel s 4 HEX F2) X

M Hell 2 4 HEX *=3) X
IDSAM SAM 1D 8 BCD =4) 3=
NTSAM SAM Jelf s 4 HEX F5) 3x
TIME Hell Al 7 BCD =6) X
RFU Reserved for Future Used 13

m=)
1) &+ (BALEP)
SE  EUMMKS $& AIS 2U(4 Bytes), AHE Al & SOt

2) Helh HES(NTEP)
SASHH He 24 Al BItote 4 Bytes IHEE
QUXIBH CtAl Reset® £Jts0otLh.

3) Heh S (M)

2t 0 Hel SO0IA ALEE I
4) SAM ID(IDSAM)
2t 0 S2 HeHol A==
5) SAM Helf & HS(NTSAM)

KtSHH JHef 24 Al
6) Hell L AITIME)
HXSHH Hel L AI(YYYYMMDDhhmmss)

10.3.7. EFINFO(E & T}HY)

= 2HY JtEQ AE3

o

38
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= II2RE

SItot=E 4 Bytes JI2EZM, 2 SAMOIA &4
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<H 10-27> Access Condition

Operation Command AC Level AEBEl= Key Hl0
Write - - -
Read Read Binary FREE - -
Update Update Binary SD_AUTH - -
Block/Unblock - - - -
<H 10-28> File &
oAt 0011 o2 ErY WEF
37| 30 Bytes oYX | TransParent File(TR)
<H 10-29> It HY
&5 018 W =) 4l [s]jn)
Issuer Code UZAF BE 2 HEX =1)
Product Code MEHS 6 BCD LSAIA &2 20
Membership AHAEE 16 BCD LSMUAN L2 20
RFU 6 BCD
1) Z2Ae BEE LIEHHD THAISH AtE 2 &0l QST AIDUIA Z22A E2
£ HAlote &2 0| &2 acCh

10.3.8. EFMARKET1(RS& CIOIE I+Y)

X X2 W20 RIHEE AHIA

AHESHI| 18 OlHl T OIC.

un

<H 10-30> Access Condition

Operation Command AC Level MEEl= Key (a1
Write - - -
Read Read Binary FREE - -
Update Update Binary MAC MARKET 1xey -
Block/Unblock - - - -
<H 10-31> File &&=
IUARR | 0013 OHUEHY | WEF
o3| 16 Bytes LY E | TransParent File(TR)
Record | Tag s EB] Value bl D
_ _ _ 16 _
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10.3.9. EFMARKET2(RS& CIOIEl M)
ST X2 U SOLEE MHIAS A6 /18 iHl THZO0ICH

<H 10-32> Access Condition

Operation Command Lévcel MNEEE Key =] prel
Write - - -
Read Read Binary FREE - -
Update Update  Binary MAC MARKET 2¢ey -
Block/Unblock - - - -
<H 10-33> File &
mYAHR | 0013 OHEF | WEF
me 37| 16 Bytes o+ E | TransParent File(TR)
Record No | Tag s 321 Value =[}
- - - 16 -
10.3.10. EFMARKET3(RS& OIOIE M)
X X2 WSRO0 SOHEE MHIAS A5 918 Gidl TH0ICH.
<H 10-34> Access Condition
Operation Command AC Level MNEEE Key =] pred
Write - - -
Read Read Binary FREE - -
Update Update Binary MAC MARKET3key -
Block/Unblock - - - -
<H 10-35> File &
DHUAEX | 0014 OHUEHY | WEF
o3| 16 Bytes mWYFRZE | TransParent File(TR)
Record | Tag s EPJ Value i}
- - - 16 _

40
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11. 2HtY £ HE 11.2. INS(Instruction) &2
1. B IE(SW, Status Word) &9 11.2.1. INSg &9
JtE2Q ApplicationflA AtE&= &E 2E= Ot 20 <E 11-2> INSg &Y
<HE 11-1> Al 2S(SW, Status Word) = INS Command Name Short Description See
SWi SW2 ol0| HlD A4 Select File 2HY S=DF E HESHL.
90 00 HBHoZ £3E ISO, KSX 6924 o
Co Get Response JtEZRH &L 22 U0IHE &SEHC.
HBHOZ YOS 4T,
61 XX XX ZOI(HEX)2l S& CI0IEJ =50, Cet IS0 84 | Get Challenge JIEZRE b4 (Random Number)E S8},
Response £ 0I&3t01 €€ CIOIHE &SE =+ US.
63 cX 2= @2 320t X8/ (HEX) 2=, SO 82 External Auth NHE IE 0180t 2T 2SS & S8 GP 2.1.1.
65 81 HR2eldt &4E. ISO - - = = ol==17]0 =
&7 00 TeE 20HSI aaE, 1SO. KSX 6924 50 Initialize Update JHES AR SAES AT QEGHIIIE HEO GP 2.1.1.
81 POt MY PRI SEX 5% ISO 12 |ssue Card Jlc w2 ME HI
82 Access Condition £ 2tEGHAl & ISO, KSX 6924
85 |91 ®8 oi(Auhentication Command)31 Block & ISO, KSX 6924 cA | Get Data FI=EH CSN(Chip Serial Number)
6 84 250K ot= OI0IHIF S26tK %=, 1SO L= AppCode(Application Code)E & S8t
85 |48 330 £ RS0 #BAN NS, IS0 BO | Read Binary NFE Binary L0l MEE CIOIHE 20t
86 SIE Xl &= F-0(no Current EF) ISO
87 JItHE BoF HIAIXI(MAC S) 3. ISO D6 Update Binary XN&EE Binary M0l OIO0IEIS 4 AISHCH
88 S0k HIAIXI(Secure Message: MAC, Sign S) 215 AN |I1SO, LBHHA0{9) SW et ol _
80 HIOlE 2 W T2i0Ie 28 1SO B2 Read Record XHE Mol Record Ol M&EE CIOIHE &i=Ch.
JEX %= Jlsd = _
81 fl A _‘ - — ISO DC Update Record NEE Y2l Record 2 CIOIHE A44ISHCH
82 It &= Application Ol =GR &2 ISO
oA 83 HDED EMEIX AS ISO, Read/Update Record Al AKZ £2 Append Record ANYE Lol MEE Record 8 FIts8HC
84 N2l S2t01 SE6HA &% S. ISO
85 TLV &0t Ot ISO 4C Read Balance XX THe =X Il 2% FLE A0 =20
86 P1, P2 2% ISO, KSX 6924 — [ —
88 |Zxol0it o= OOEHE &2 + o 7816-4, 7.5.1 80 | Block B A DF A sHE Sxat
66 00 |P1. P2 27 IS0 32 | Unblock I FXE OF 8 STAICH
6C XX Le 20l 2F., XX &= Ol&E=s & le B2, ISO, KSX 6924
60 00 INS(Instruction)t OOl UK &%4S. ISO, KSX 6924 €8 SetLifeCycle Life Cycle &3&
6E 00 CLA(Class)Jt H2IZIO UX &8, ISO, KSX 6924 _
01 |2F IOIE, 3% 25 (24 30l 3t JAULLH 3) [KSX 6924 02 | INTIALIZE cARD KS X 6924 =
03 W00 2N 92 KSX 6924 Hel/FH A0/ MHHS =015 HEA
Hell It2H =1 _
gg IjXH*;FL _1_‘} = E:i :2;3 04 PURCHASE CARD KS X 6924 =2
oot =1
Heh/F AN/ THHH 2
OF A 2F KSX 6924 1H/H LA A HA ol
10 SELX ?s*% 2nels KSX 6924
91 11 Jl HE ELX KSX 6924
20 Hell MEH F KSX 6924
21 SSE X 22 IDCENTER KSX 6924
22 XM Dl 22 IDSAM %" Xl KSX 6924
23 ™ Jel 22 NTEP 22Xl KSX 6923
24 A e 21 MPDA %% M el 2 2LXI(M) [KSX 6924
25 M Dl 221 IDEP 22X KSX 6923
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11.3. &8 H3Eof
11.3.1. Select File
Select File & ADFE & EiSHCEH O HE OO 2ol A4 T0l M I ol = Ch

<H 11-83> Command APDU

CLA INS P1 P2 Lc Data Le
00 A4 04 00 XX AID VAR

<H 11-4> Response APDU

Response Data SWi1 SW2

FCI CilolE XX XX

11.3.2. Update Binary

Update Binary Commande & M2 EF S£= Parameter2 X &E EFM Datag
UpdatestCt.

Transparent 2| M 02 M &ICh.

<H 11-5> Command APDU

CLA INS P1 p2 Lc Data Le

00 Update Data -
D6 XX XX XX

04 Update Data Il « MAC -

<# 11-6> Input Data X

P1(HEX) P2(HEX) Lc(HEX) Data Le(HEX)

1012 P12 b7t b6 2 0, Data

- I« -
b5 ~ bl  SFI. P2 = WAIS Offset 210 | Update Datalll« MAC)

<X 11-7> Response APDU

Response Data SWi1 SW2

(S8€ MAC &) XX XX

=
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11.3.3. Read Binary

Read Binary = &2l EF &= Parameter2 XI&E EFMA Byte CIOIEHE 8i=Ch.
ol

gt Mg JhsGtLt.

n
4J
A
=

Transparent EF I}

<H 11-8> Command APDU

CLA INS P1 P2 Lc Data Le

00 BO XX XX - - XX

% Read Binary= Partial ReadingOl Jts3tCt.

<# 11-9> Input Data %

P1(HEX) P2(HEX) Lc(HEX) Data Le(HEX)
P12l b8 = 1 0181 P12l b7 D b6 2 0, : _ | $%2 Response
b5 ~ bl 2 SFI, P2 = Read & Offset Dats o 20|
<HE 11-10> Response APDU
Response Data SW1 SW2
Read Data From Binary File(Le Bytes) XX XX

11.3.4. Read Record

Read Record = &2 EF L= Parameter2 XI&E EFNIA S& Record? UWE2
S10{ 2L ©, Record X9 ImHY0St EE JtsolCH.

<H 11-11> Command APDU
CLA INS P1 P2 Lc Data Le
00 B2 XX XX - - XX
<H 11-12> Input Data X
P1(HEX) P2(HEX) Lc(HEX) Data Le(HEX)
b8~b4 = SFI
Record ¥iS | b3~bl = 04 &<, P12 - - E?OaldE%A
d2E BS 0l - T
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<H 11-13> Response APDU
Response Data SWi1 SW2
Read Record Data(Le Bytes) XX XX

[e]]

%) Read Record CommandE =&iot 11X
22, =& Error Code(0xBA83)E S

il

fetCt

11.3.5. Get Data

te OHY 0l Recorddt & UK 2=

Get Data = tEZRH ERE E2E o0 20
<H 11-14> Command APDU
CLA INS P1 P2 Lc Data Le
01 08
00 CA 01 02 - - 04
03 01
<E 11-15> Input Data =%
P1(HEX) P2(HEX) Lc(HEX) Data &% (DEC) Le(HEX)
01 Chip Serial Number 08
01 02 Application Code - 04
03 Card Status Code ADX REFD 01
1) AlD X R EE Put Datall 2oilA JISE L
<H 11-16> Response APDU
Response Data SWi1 SW2
Qutput Data XX XX
<HE 11-17> Output Data *=x
« 8 = Le
P1 ll«P2 2= L= (Byte) | (HEX)
01 01 CSN JtE2Q| RS Chip Serial Number 8 08
01 02 AppCode AHZEHE(2Bytes) | | Applet HIZAHH & (2Bytes) 4 04
Card Status
01 03 Code MIOX 2E
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11.3.6. Put Data

Put Data= JtE2 AtDX REES JISG6HH SOOI 2ohA IS0l IO =&Its

ot Ct.
<H 11-18> Command APDU
CLA INS P1 P2 Lc Data Le
00 DA 01 03 01 Card Status Code -
<HE 11-19> Input Data /*%&
P1(HEX) P2(HEX) Lc(HEX) Data &% (DEC) Le(HEX)
01 03 Card Status Code 01 ADX REFY -
F1) DX 2EE JIEQ 24, diXl, X S92 LI I8 2MAEL g2 ¢
SAL Lol ZHSHC.
<H 11-20> Response APDU
Response Data SWi1 SW2
- XX XX
11.3.7. Initialize Update
JER 2R SAED &S Q2ESH| MM AIE0t=E YU Z ItE= Al HxE
&5t Card Cryptogram= & &SHCH Ol MAE Ha2t NE Jl= 2 BEoIoE M

o
AL 2HE

Reset £2 AppletOl DeselectTl® Atet&ICh.

<H 11-21> Command APDU

CLA INS P1 P2 Lc Data Le
Key Ver8|on Key _ Host Random
80 50 | Number =" | Identifier¥2 | 08 Number(HRN) 00
Z1) Key Version Number = ‘Global Platform 2.1.1" &Xx,
Z2) Key ldentifier= ‘Global Platform 2.1.1" &=
<H 11-22> Response APDU
Response Data SWi1 SW2
Output Data XX XX

46

TTAK.KO-12.0240




<H 11-23> Output Data ##=&

Pl o= 'E 201(Byte) | Le(HEX)
Key diversification data 10 0A
Key information data 2 02
XX XX data
Card challenge 8 08
Card cryptogram 8 08

11.3.8. Get Challenge

Get Challenge

—
=
I<]

er

Sob 2 HAHLISHM AIE3tI1 fIoi, =0 Random Number

UM QF Al AFEStCH.
<H 11-24> Command APDU
CLA INS P1 P2 Lc Data Le
00 84 00 00 - - 08/10
<H 11-25> Input Data &
P1(HEX) P2(HEX) Le(HEX) Data Le(HEX)
00 00 - - 08/10
<H 11-26> Response APDU
Response Data SWi1 Sw2
Output Data XX XX
<H 11-27> Output Data =
Pl a2 ue 3J1(Byte) | Le(HEX)
00 00 Random Number JtE(3-DES AIZ)J MAEH L 8 08
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11.3.9. External Authentication(SD)

JIES AR SAED A5 2SoH)| A AIgsle HEUHZ It=
&= Host Cryptograms 2&8tC. 0] EE0IF 483822 Al =
ItEDJL Reset & AppletOl Deselect&l Lt Initialize Update HE0IF MAHE WMt

A FXEC.

<H 11-28> Command APDU

CLA INS P1 P2 Lc Data Le
84 g2 | Securdy, | oo 10 | Host Cryptogram || MAC *2 -

1) Security Level
Security Level2 ‘Global Platform 2.1.1" &=
Z=2) Host Cryptogram 3+ MAC 4 gt
Host Cryptogramill MAC MAEZHH2 ‘Global Platform 2.1.1" &=

<H 11-29> Response APDU

Response Data SWi1 SW2

- XX XX

11.3.10. Issue Card

Initialize Update, ExternalAuthentication®fl 2laif 2130l & =0 =2 GIOIH &=

2 JIE =5hk= HHOICH

HolEe 253t L MAC Ol2& External Authentication(SD)2l Security LevelOll 2
Ct.

<# 11-30> Command APDU

CLA | INs | P P2 Le Data Le
80

12 [ xxF0 | Block v game 72 -
84

Z1) ‘Global Platform 2.1.1" store data &=xX
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RSN EE(Z2EE
<H 11-31> €232
DGl 371 &= LHg A=
0001 33 EFPURSEINFO X2 20 X
0002 1E EFINFO AZIEA LSHET X
0011 13 TRANS KEY || KoV *? S 3| X
0012 13 MARKET1 KEY || KCV sF=21 9| X
0013 13 MARKET2 KEY || KCV F=82 9| X
0014 13 MARKET3 KEY || KCV =23 Il X
0021 14 VKDP_KEY || DP KEY || KCV | =201 3| X
0101 01 USERCODE FNEAXT HFEIE O
0102 01 DISRATE golac O
0103 04 BALMAX Z0 MdEECSH 0O
0104 02 BRA Ny 2= O
0105 04 MMAX 13 el Mg S O
0106 08 RFU [Gl]=]} 6]
=3) KcV
Issue Card €8 =3 Al HOIHZ BUEs 2A22ZM, S53+ & Otehel Ext=2
SO0l ESE 2= A F 0] X B KEYE HAISHC.
® OIOIEH= 8/16HI0IEQl ‘00'S AIEotL Il= 16 HIOIEE ALESHLH
@ MBots ZelE2 3-DES 0IM, HatE Zuol A9 3 HIOIES KCVE AtSst
Ct.
= 4) €3329 24
DGI(2) || Z0I(1) || ZZSHlI0IE (Variable)
<H 11-32> Input Data /#%
P1(HEX) P2(HEX) Lc(HEX) Data Le(HEX)
Gl | S | w | oonwsmas |
<H 11-33> Response APDU
Response Data SWi1 SW2
- XX XX
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11.3.11.

Append Record

Append Record & Z2E& Record &2 Tl stLS H2EE FIISHL 2 =
Ol = S EFSl M2 BtE I2E=E Jtel2ICh.
elgely Record?} ZItHE MAHE Linear File®l Record& FJIot A & HF=20es “HZ
cl 27 ol 2AstCh 2L, Cyclic Record Filell Z20l= & Record
CHA&I Ol Appenddt DXt 8t= RecordIdt JIS &M, 0l Recordl &It 10|
<# 11-34> Command APDU
CLA INS P1 P2 Lc Data Le
00 Append Data -
E2 00 XX XX
04 Append Data Il « MAC -
%) Legt0l 0x000|22 I1SO »EN WO SE€E £ U= Data 42 B¢
<X 11-35> Input Data &
P1(HEX) P2(HEX) Lc(HEX) Data Le(HEX)
00 pe—os + SE Data 2 20| Append Data( | « MAC) | -
<X 11-36> Response APDU
Response Data Sw2
SE MAC 3 XX
11.3.12. Get Response
Get Response = IIEE HFECZ T=0 ZZE20 2ot MEEE= S A
= Commandlt S€56t= OI0IH & Ot MELX 22 HOIHE &5 = UC
<H 11-37> Command APDU
CLA INS P1 P2 Lc Data Le
00 Co 00 00 - - XX

50

TTAK.KO-12.0240




HHESNSHEF(ZEER)
<H 11-88> Input Data #*=& <X 11-43> Response APDU
P1(HEX) P2(HEX) Lc(HEX) Data Le(HEX) Response Data SWi1 Sw2
00 00 - - XX - XX XX
<E 11-39> Response APDU 11.3.14. Unblock
Response Data SWi1 SW2
Unblock2 Block& 0f = DFE Unblockdtl| 2ot AtE &l CH.
Output Data XX XX
Unblock2l Access Codition2 SD_AUTH E&= &85 & I|0 2 MACOICH
<H 11-40> Output Data #=
<« N SOOIl ojgt 21E = Unblock =& Al OI0IE12] MAC 0{®& Secure Domain 21E Al
Py a2 we 3JI(Byte, DEC) | Le(HEX) _ T N
9| Security LevelOfl tet & o &IC.
_ _ JIEDF SE6tX
00 00 Response Data JtEJt SE0tA Gh= data ;L + - XX
5= OIolEel 201 _
<H 11-44> Command APDU
CLA INS P1 P2 Lc Data Le
11.3.13. Block
920 - - -
_ _ _ _ 32 00 00
Block® & MHEi&E DFE BlockAlH E23IE Hell FHEHE MEE &= &S &t 94 08/04 MAC
Block2l Access Codition2 SD_AUTH = &5 &8 3|0 28 MACOICE.
<HE 11-45> Input Data #*=
SOOI 28t 21E = Block ==& Al OIOIE2 MAC 2= Secure Domain 21& AlQ] P1(HEX) | P2(HEX) Lc(HEX) Data Le(HEX)
Security LevelOil Itet Zoi &ICH 00 00 B B _
<H 11-41> Command APDU 00 00 08 : Secure Domain 215 MAC -
CLA INS P1 po Lc Data Le 00 00 04 : S5HB3| AIEZ(MAC 2E5) MAC -
90 - - -
30 00 00 <H 11-46> Response APDU
94 08/04 MAC
Response Data SWi1 Sw2
<¥E 11-42> Input Data /& B XX XX
P1(HEX) | P2(HEX) Lc(HEX) Data Le(HEX)
00 00 B _ _ 11.3.15. Set Life Cycle
00 00 08 : Secure Domain 215 MAC - _
JtE9l Life Cycle MAEHE HZFGIH 01X AMEHZ TS0t 2 = 8lCh
00 00 04 : BE5XEI| 2IE(MAC 25) MAC -
HOIE 2 MAC 20l 8= Secure Domain 91F = 9| 2150 et Mol &ICH
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<H 11-47> Command APDU

CLA INS P1 P2 Lc Data Le
90 - - -
E8 00 07
94 08/04 MAC
<H 11-48> Input Data #%&
P1(HEX) P2(HEX) Lc(HEX) Data Le(HEX)
00 07 : AFEAMEH - - -
00 07 @ AHEAMEH 08 : Secure Domain 2!& MAC -
00 07 : ALSAEH 04 : B5HEI| AS(MAC 25) MAC -
<H 11-49> Response APDU
Response Data SWi1 Sw2
- XX XX
114, BXX2 AHIA bt HHY
11.4.1. Read Balance
Read Balance= &XAHXIZ Il =& e 32U F2E AH=2LL
<H 11-50> Command APDU
CLA INS P1 P2 Le Data Le
90 4C 00 00 - - 04
W Input Data +*&
<H 11-51> Response APDU
Response Data SWi1 SW2
BALEP XX XX
53 TTAK.KO-12.0240

<E 11-52> Data W2

DATA

P1 I« b
& e EB)

00 00 BALEP I BHO B S el 4

11.5. 22 Hd &0
11.5.1. INITIALIZE CARD(KS X 6924)

KSOll CHSdt= HZ00IC Initialize Card= & XHXIZ el
Jl&t dt= Y YOICt. Purchase, Re-Purchase 338& £85})

<H 11-53> Command APDU

CLA INS P1 P2 Lc Data Le
90 02 XX 00 04 el 3o XX
=) Legt0l 0x000|&H, ISO #H0 et SEE £ JAs Data S 2HCH
<H 11-54> Input Data 7%
P1(HEX) P2(HEX) | Lc(HEX) Data Le(HEX)
10 S2SIE HH 00
04 Hefl 2 17
11 SEINE(RING =) HH 00
12 SEIHE XN HA 00 - - 27
<H 11-55> Response APDU
Response Data SWi1 SW2
Output Data XX XX
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<E 11-56> Output Data 11.5.2. PURCHASE CARD(‘KS X 6924’)
P1 I« Qutput Data
po — gl Purchase Carde MXAXI2ZF LS & 2HE SOt AI2ILD, &H HHE o= Y
s e EbJ I _ _
SHOICH HHE <ol =13 HHO| =0k StCH.
ALGEP HASHHAIA AFRES 2D2IE 1
VKEP 3l HA 1 <H 11-57> Command APDU
BALEP A Ol = 4 CLA INS P1 P2 Lc Data Le
10 00 | IDCENTER | ®XISHEIAF 1D 1 17 90 04 ™ ™ YX YX 04
IDEP dxsm 1o 8 =) Le2t0l 0x000/81, ISO FEO et SHE 4 Y= Data 2tS SUICH
NTEP HASHH Hefl Lies 4
Sign1 HXSHHOA Has N 4 <& 11-58> Input Data =&
ALGEP MASHHAIA AIRES 2025 1 e Data Lo
P1(HEX) P2(HEX)
VKEP Il A 1 HEX | a2 IE 271 | (HEX)
BALEP SR O 2 4 oy IDSAM | X2 SAM ID 8
— xS NTSAM | XIZ2 SAM Helff 2@isis 4
11 00 | IDCENTER | ®XIBIEIA} ID 1 17 00| S= 12
%S SCSAM | XIZ SAM S| Oj &8 S | 2
IDEP S AtstH 10 8 Sign2 | X2 saMold Hael A | 4
NTEP HASHH el Lpiwis 4 10 ?EH IDSAM | X2 SAM ID 8 04
Sign1 HASHHOIAN HAe M 4 =) . NTSAM | XI2 SAM Hej Laieis 4
32 ata = o AHEH I
ALGEP HUSHMON ABEE 2D2I5 1 Mgz | of | SCOAM | AIS SAMA TOI 9B B= | 2
c S— a2 Sign2 | XIZ SAMOIA HArEl A 4
VKEP | o ! SRS | HEGIDX sts S2IHEI0IE N
IDCENTER | ®XIBHHIAF 1D 1 0 gjg | NTSAM XIZ SAM Hel Lpisis 4
HS =
IDEP HMABHE 1D 8 %‘E SCSAM | XI= SAM 2| 0 AlEf 2= 2
12 00 27 ign2 | X2 A HAE MY
NTEP HASHE Hef Qews 4 ESITE) Sign2_| AIE SAMOIM AetE M 4
11 == IDSAM | X2 SAM 1D 8 04
IDSAM S8 A SAM 1D 8 el a9t NTSAM | XIZ SAM 2 Zaieis 4
MPDA- EP" | H& Jieh 34 4 XX ?é E;?g? SCSAM | XIZ SAM S| 01 AR} RE 2
NTEP’ RE Hef Lpivis 4 Ry Sign2 | XI=2 SAM OIIA Hl&HEl MY 4
Sian HASHOIA HAE A2 4 SOIEY | NASIDX e 2IHHI0IE] N
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HESMNOHEE(2EE)
P1(HEX) P2(HEX) (HLECX) st= DaLLag B (HLEeX)

IDSAM | XIZ SAM ID 8
% gé o | NTSAM | X SaM Y gieeis 4
s SCSAM | XIZ SAM 2| 0§ &) RS | 2
Sign2 | XIZ SAMOlA HiatEl M2 4

12 |55 3% IDSAM | X2 SAM 1D 8 | o4
= NTSAM | XIZ SAM Heh Laieis 4
XX gg Ej;g(t)? SCSAM | XIZ SAM S| 201 A} 3 2
%s Sign2 | XIZ SAM Ol HIAHE N 4
SIIEYE | WA she 2IIEI0IE N
IDSAM | XIZ SAM ID 8
=0 NTSAM | XIZ SAM {2 Leidis 4
00 §§ 19 | SCSAM | X2 SAM S 0§ &ff 2= | 2
Ea Sign2 | XIZ SAMOlAl JlAEl Mg 4
TIME | H2HAIZ! 7

20 i?H IDSAM | XIZ SAM ID 8 04
_ NTSAM | XI2 SAM H2j Laieis 4
. éi;‘} Data | SCsAM | T saviel =0h st = | 2
E7H Sign2 | I SAM OlA HIAkEl A2 4
TIME | H2HAIZ! 7
SOIEE | NASIDA sHe 2IHEI0IE N
IDSAM | XIZ SAM ID 8
=9} NTSAM | XI2 SAM Hzj Leieis 4
0| F= 19 | SCSAM | XI= SAM ol JoK &teH 2E | 2
a4 Sign2 | XIZ SAMOIlA HlakE A 4
. TIME | JH2HAIZ! 7

21 e IDSAM | XIZ SAM ID 8 04
e NTSAM | XIZ SAM {2 Leidis 4
. i::é oat SCSAM | xiz sAviel 2ol 46 2 2
ds | 2 Sign2 | I SAM OlA HilAkEl A2 4
o TIME | H2HAIZ! 7
SOlEY | MESIDR e SIHHI0IE N
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Lc Data Le
P1(HEX) P2(HEX) (HEX) s= e B (HEX)
IDSAM | XIZ SAM ID 8
=91 NTSAM | XI= SAM Heil 2eieis 4
0| = 19 | SCSAM | Xi= savol mOH ag 2E | 2
32 Sign2 | X2 SAMOIIA HAkEl A 4
TIME | H2HAl2F 7
N S=
22 | 54 5% IDSAM | XI SAM ID 8 | 04
NTSAM | XIZ SAM HaH 2@ieis 4
)
20 | pata | SCSAM | XiZ SAMSl 7of & =S | 2
XX <OD|9 21 i =
Ug | 20l [“Signz | XI= SAVOIN ATE e Z
3% TIME | H2HAIRF 7
SOIE S | MR BHe SIHEI0IE N

=) P2JF XXl &2, &=l 3 bits= £t HOIHE MEGLX
5Db

OIotOd, ot 5 bits= 2 SFIE 20|&tCh.

=) P10l 20,21,22 Ol JHeHAl2t0l ZEEICE.

<H 11-59> Response APDU

b

ol

te mHel Types 2

Response Data SW1 SW2
Sign3 XX XX
<HE 11-60> Output Data
« Output Data

P1P 2\\ 4D

st= e =)

- Sign3 Mgt 4
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12. ConfigDF LI AIAE

12.1. Config DF(AID: A0 00 00 04 52 00 01)

rr

o
&

[Z=9 Hel Al

o
o
Qvﬂ
=)
P
]

1
1
o
ot

ns & ADF2 HEE =0 MSdot

12.1.1. Applet AID
Config DF2| Applet AID= Oteli et 2 Ch.

<X 12-1> Applet AID

Applet AID A0 00 00 04 52 00 01

12.1.2. Package AID

Config DF2| Package AID= Ofefl et 2Ch.

<X 12-2> Package AID

Package AID A0 00 00 04 52 00

12.1.8. Install Parameters

Config DFQl Install Parameters= 3 BytesTi= 11 Bytes®2 Ofeliet 201 0|20 &ICH.

<H 12-3> Install Parameters

AC Access X211)

UAC FIHE &3 Access = 2)
CLC EF Config List ==

PIN PIN data 2t3)

A2S HAISHC

1) Access &2 : Update List2 Delete List &9l %

02
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<H 12-4> Access =2

Parameters gt Update Access &1
0x01 Il 2B
0x02 PINT 2IZ
0x03 o1E or PINT 2I&
0x83 Key 215 and PINT 215

2) &= = &3 Access X=21: Update EF Configl #=8 Z2HES HAISHCH

<E 12-5> F It &3 Access =2

Parameters gt Update Access =
0x00 Free
0x01 Key 215
0x02 PIN2 215
0x03 Key 2IZ or PIN2 21&
0x83 Key 2/Z and PIN2 21&

3) PIN datagt : PIN1Zt PIN22 ZDIgtS 22 U2 LSS PINZS LoHX &
S8 Al PINSI2Z =J|3 8HCh.

- Al PIN : 0x3132333435363738

122, ot =

[ Config DF(ADF) ]

EFconric

EFconric_ust

(0" 12-1) me2x
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12.3. Config DF 12.3.1. FID &2
Config DF OteH0fl= EFCONFIG2I EFCONFIG_LISTIt A2 0 EFCONFIGE w&E S8 Config DFOIAM &¢cldt= ol i FIDe Gt 2L
HEE XMAGILD U220, EFCONFIG_LIST= EFCONFIGH S5 Jisst WE s& 38
£ 2= NEsHs XNEE N2 MESHT. <H 12-8> FID H2|
. ) ) - Size
FID File Type | File ®#& File Name Description . :
<E 12-6> Config DF (Size x list ==)
i pSl=]
AID AID 01 WEF,FCI LF EFCONFIG Config 882 N x 1
e Update Access X214 Read Access XA A 03 WEF CR EFCONFIG_LIST Config 88 =5 N x CLC
EFCONFIG AC o =0 W©et FREE 2
EFCONFIG_LIST AC o Z210{ et FREE 4y 12.3.2. EFCONFIG(11S S& & Application B2 Tg)
= 5 Ot &AM NS S8 st B E ge} QU
ConfigDF M€ Al SLO2EFCONFIGS] LIES SEats 22 oSl SHEHE H2C) Config DF 59101 XS0 M uS =28 Application0ff et =2 MAHL
Ct. Read Record ¥&2o2 It WES LIt X3 Jts0otLh.
<X 12-7> FCI File =&
EFCONFIGE S5t 25 == /U= 2= Oteit 2L
Tl Aled I%el) ol
pesst mess WEF . JHSOI NREIE "B NS AH HA
are3ol var frems LF . "B IS R B IEI NAse =
Record No | Tag = 37| Value Hl2 « WE 53 ADFO AID
6F |FCI Template var B e WE S8 ADFOIAS =IHols 2L WMo HE
84  |DF Name var oA o IJIE AXIXHO CHEE 32
. - S 3 of ] S|
A5 |FCI Proprietary Template var = WS S& JtE AEAtel gelel =2
= e JC 25|27t
50 |31 A% @ wsz g | 2 |0 00EE). IpS o= el _
00(£E) o XM X3 HIT(ME AL
47 (NS 2 = DF Select Al FCI2 SEEICt FCI2E22 EFCONFIG Mo 1¥ HRE29 HI0IHE
43 |IDCENTER 1 s Z&6t= B FCl Proprietary Template Tag?! ‘A5’ TagOl Z& Z/0{0F SHCH.
1 11 SRS HY 5 =
4F WE 53 ADF AID 5~16 mA <H 12-9> Access Condition
9F10 |RHEZ oY 3*N = Operation Command AC Level AMNEElE Key bl
45 e AXKIIEEY) HE 1 =
Read Read Record FREE
5F24 |REII2 2 o4
12 Jc UM S 8 oA Update Update EF config SDQIZ &= PIN2 QS
13 eSS 8 e
BFOC |IIEAIS X FAFHE 17 =
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<H 12-10> File #=

MU AE X 01 M EHY WEF
me 37| var meRx LF
Record No| Tag at= 37| Value Hl
87 |Config Data Template var 2
50 |2tE #A ¥ HdFE 2= 2 01 00(&E), 11 00(F =) 2=
47 | NEE= 2 2
43 |IDCENTER 1 2
11 | WX EH 5 2
’ 4F |wE S & ADF AID 5~16 2=
9F10 |RItE=2mY 3*N 2=
45 |9t AXIX(ILEEY) E3E2 1 2
5F24 |R5JI2t 2 =
12 |ItELeds 8 2
13 |ItE&eles 8 S
BFOC [IIEAIZ X 22AFE 17 S
1) EFCONFIG 24
AMSRIL ZXSIH 16 HIOIE 0OI&2l Il0

=) 0l Mo M) ASE2 2 WE S8
o

OloHN 2SE AL SAE0 AN OF &

e Q2 FE9 =52 4J|2 =MZ2 MEFOESE 21 ot Stz
RIhA 212 =NZ FE0t FED0 JACHD 22FoiMEsE &

EFCONFIG2l HE2= Config DF &€ Al FCIZ SEE = UL

= EFCONFIG Ttel 181
|8t CIOIHE M&otd UCH

cll

T MEEHN 2+ 3010 wES

2 IS

fon

@ Sic 72 L HEE 3=

JIEIF NGt S8 IS RAS WA U HBE T2 DSBS NI 4T 4
HIES M2 2 22 22 DS2 ABGN 02 I M2, 19 Z2 52 }HSE2 UE
WCH &9 BIOIEQ 591 4 BIEZ HIOIM HAS 6t HIOIER DOl HES AR
Ct

63
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00’2l g2 =0
<H 12-11> &d%==2 & »=A
A2l HIOIE ot HIOIE ue
b7 | b6 |b5|b4|b3 |b2| bl |b0]|b7|b6|b5|b4|b3|b2|bl|b0 -
0 OO [0 | x [ x| x| x|x[x|[x|x|x|x|x|x]| Oxxx©oIZ=Hd2
O JOJO [T x| x|x|[x|x|[x|x|x|x|x|x|x]| Ixxx©9 3= =g
H/EE 22 HIOIM HA OHOIH & (1) OOl B & (2)

=Dt
2t =2 X6t
StCt.

<H 12-12> Xdg=

HI= NED
b7 [ b6 | b5 | b4 | b3 | b2 | b1 | b0 =
- - -1 -1 -1 -1 -171s014443-32 ==
= = [ = [ = | = | = [ 1 |- |I1SO 14443-49] ==
- - - - - 1 - — | Config DF 2 &=
- - - - 1 - - | otolmAS X& O
X X X X - - - - | obl ¥
@® IDCENTER
IDCENTERE SI=MIUXISASESINAM XEE WE AFE XS DR HSO0IC WE S
8 M A= 1DR2 IDCENTERZS HALD UA2H OIE HEAlcts EHO0ICH KHAISH AHE
2 SRS EE S = IDCENTER 220122 MXASH LN AEHSE FHASH
Ct.
IDCENTER AbXE IDCENTER AP XE
0x00 Reserved 0x07 SR 23 A
0x01 28ZHA 0x08 SI=ADIEIE
x02 Ol O 3K Al 0x09 DHLUHE=A
0x03 otol gl 0x0A Reserved
x4 Reserved 0x08 oldl
0x05 SO0I3HAl 0x0C NSSEAHAZSAMLXZE
x06 =8 A D20t 0x0D teul
200949 1138 SIFEMNNSMLES0N SSEE MAUSH DR AEHS
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=
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=
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12.3.3. EFCONFIG_LIST(E S&& Application BE MY £5)

Config DF otI0l EMotH WS S&E Application 0 CHe S5 FEE MEGSHLD
QCH Read Record 822 WY xSl HEIt =3 Jtsotth.
EFCONFIG_LISTE S35t 22 == U= 2 =529 2= Otk 20,
o ISl XslE ‘a8 "7 HA
e “SEIET RA F IIEI KASteE @5
e WE S8 ADFQ AID
e WE S8 ADFOIAMS &Moot RIOHEE mtYe 32
o JtE AXIXM Oist 38
o 2t NS SEIE AR oo HE
e JtE RS2t
o XM X3 HIF(HE AE)
<H 12-15> Access Condition
Operation Command AC Level MNEEl= Key bl
Read Read Record / Read List Free
Update Update List SDQIE £= PINT 215
Delete Delete List SDQIE E£= PINT 215
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<H 12-16> File X

O AE X 03 IFUEHY WEF
o3| var IR LF
Record No | Tag s 37| Value b
87 |Config Data Template var o=
50 |31C 72w smmm g | o |0 00821 z4
00(%=)
47 | XAES 2 =
43 IDCENTER 1 2
1| &R HE 5 o
1 4F WS S8 ADF AID 5~16 =
9F10 |RItE I 3*N =
45 e AXNKOIEER) A8 1 4
5F24 |R&JI2t 2 e
12 [ItELRS 8 =
13 2SS 8 I EX
BFOC (IS A X oL 17 fal=

1) EFCONFIG_LIST 74

=) 0l mol MJ| AEe 2 WS S& AXIF ZF6HH 16 HIOIE 01429 3| £
£ PINOI oM 25 TIHLE S0l A OF BHCH.
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13. ConfigDF &0

13.1. HIAIX 2=

13.1.1. E&80O APDU #X

HHO APDUE ChS1H 20l Command Header2t F&E 0l ek It &l Command
BodyZ LI &ICH.

e Command Header < Command Body
————————— > ettt ettt
Le
CLA INS P1 P2 Lc Data (1Byte or
(1Byte) | (1Byte) | (1Byte) | (1Byte) | (1Byte or Empty) | () /
Empty)
(08 13-1) &0l APDU 22X
<H 13-1> 930 APDU 22X
&5 W & s W
CLA HH0S 2] ZE=(Class) Lc oy 423 Al Blis Data 2l 20|
INS I D= Data 2y =+ Al EH= Data
P1 HHO Otetole Le g4 283 Jide Sg9 20l
P2 HAN Oietole
H CLA HIOIEQ &< S 22 20l MEEL
<E 13-2> CLA HIOIE
22| nibble | ot nibble o Ol
0 X A8 HHO
0 0 2S5, MAC AFE oF &
0 4 2 =H Al MAC Mode £ =3
8 X JtES Hg HENof
8 0 2S5, MAC AFE oF &
8 4 2 =H Al MAC Mode £ =2
A X ASSE AMEBOHOF Gt HHEO
A 4 2 = Al E-MAC Mode 2 8
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13.1.2. ¢ APDU #ZX

Sg APDUE OSH 20l
Trailer(AHEH 2 E)2 LI C.

dy(8€ CIOIE)2 2 HIOIEZ

13.2. FA0IAE HEHO

emmmmm Response Body === Trailer(Status
fffffffffffff > Word)-—--->
Data(JtH) SW1(1Byte) SW2(1Byte)
Data g dlolg
SW1, 2 HHEO Xl ArEHgt

(0" 13-2) 8 APDU 7=

0 S MAIXI= TS 201 47tX €82 AISEL

<H 13-3> HO0IA8 FEON

Case g (BUE) ol SE(2E) ol Le &t

Case 1 A2 8= AS

Case 2 A3 US H&ts gl
Case 3 US A2 A3

Case 4 US US 0x00 E£= H=tst gt

ob
T
<
QO
)
0
n
10
)
o
3
3
)
=]
2
>
&
=]
=
®
3]
H
N
10
)
o
3
3
)
=}
Q
S
~
~
©
&
e
0
10
I?)
o
(%]
)
~

£, Session
=& Al, O 2E

Ct= @-El.

SHE JHNN, Le gt22 0x00 & 0x0401 CHole 25 H&AHQ SYES & == UNOF
C

KeyE 0l8ol &&sdEE WEs FIiels  Append
GIOIEIS AFOIZ= 00122, 0l BR= 0x002+0 CHotod

=) Le 2(0l 0x00Q! &<, ISO #&HU 25t0 Jte=

SUC SEE HOoIe It
(status word)2t2 W &

M
_\'_I\_

o

gle F22(I0IEIS AFOIZDE 001 H2) It

HHCH

S &= Read Binary / Read Record 20| partial readingES X
2 E Case 20l CHol™, Lex= H=tst g0l CHOHO! SZSHCEH
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18.3. &Ef RE=(SW, Status Word) H2|

JtE2Q ApplicationflA AtE&= &E 2E= O3St

SWi1 SW2 =i bl
90 00 HBHOZ HANE 2T
HBHOZ HANE 2.
61 XX XX 20l(HEX)2 S¢ OIOIEIJF &350, Get
Response € 0|25t0 € OI0IH =
63 CX EHE 27 32IF XS(HEX) &U*
65 81 HZelot &4F.
67 00 HRE ZO0IFEI 4 E.
81 AN IHY RXIt SEEX &
82 Access Condition € 2tESHA 28, & =
01Z ¥ & 0f(Authentication Command)Jt Block &
e I N S
69 I25 0N st HOIEDH SE5HK
84 gy s 2)F 2E
85 3 HHO T HY0l /X LUS.
2 oF HIAIKI(Secure Message: MAC, Sign S)
88 o
ATH
82 It E£= Application O ETHGHA
83 RS0 EXGHA &S (Read/Update Record Al ALE)
6A 84 H2el 3201 E20tX &£S.
86 P1, P2 2%
88 HEX5 X ot= CIOIEE &2 £ 75;1?_14'
7816-5
, e '
68 00 P1, P2 513
6C XX le 20| 2T, XX = Hl&s=e Za&
60D 00 INS(Instruction)Jt H2Il0f UKl &
6E 00 CLA(Class)Jt Tl AR %S.
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13.4. INS(Instruction) &2

<X 13-5> INS(Instruction) &2l

INS Command Name Short Description See

EH

=

on
[
x
]

A4 Select File DF/EF Ch.

NEE Ml Record Ol MEE OIOIEHE

=Lt

B2 Read Record

IIE2%H AppCode(Application Code) E&
CA Get Data EFconfig list &0 HAS H=aC)

82 External Auth NEE IS5 01860 22 58 &SEH. GP 2.1.1.
50 Initialize Update JtES 2R SAEQ &5 QEGHIRIE EEH | GP 2.1.1.
20 Verify PIN PIN ¢1ES &t

24 Change PIN Pin data 2 &I8HCH.

42 Read List X & & AID 2 EFconfig list read tCH

44 Update List XI&EE AID 2 EFconfig list Update &HCH

46 Delete List XI&E AID 2| EFconfig list £ delete &tCt

X E AID 2 EFconfiglist data & EFconfig &

48 Update EFconfig update Bt

13.5. 2&\N

13.5.1. Select File

Select File Command= ADFLE EFE MEiSHCE O HH OO 2o AEHE HA0ol ST
o W0l =t

<H 13-6> Command APDU

CLA INS P1 P2 Lc Data Le

00 A4 04 00 XX AID VAR

<X 13-7> Response APDU

Response Data SWi1 SW2
FCI CiIOIE XX XX
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13.5.2. Read Record

Read Record Command= &2l EF L= Parameter2 XI& & EFUIA S& Record
o 2 AU2Ct. &, Record X9 N2 HE JbsSotC.

<H 13-8> Command APDU

CLA INS P1 p2 Lc Data Le

00 B2 XX XX - - XX

% Read Record= Partial ReadingOl Jts3GtCt.

<# 13-9> Input Data %

P1(HEX) P2(HEX) Lc(HEX) Data Le(HEX)
b8~b4 = SFI -
Record ¥1& | b3~b1 = 04 &2, P12 - _ E;e;ldEEA
YDE H5E 0] E =

<H 13-10> Response APDU

Response Data SWi1 SW2

Read Record Data(Le Bytes) XX XX

%) Read Record Command& =&ot0Xt dt= T 0l Recorddt T UX L=
22, =& Error Code(0x6A83)E SESHLL.

13.5.3. Get Data
Get Data Commande JIEEZRH ZRs 3E2E 81 2C.

<H 13-11> Command APDU

CLA INS P1 P2 Lc Data Le

00 CA 01 XX - - XX

<H 13-12> Input Data =%

P1(HEX) P2(HEX) Lc(HEX) Data &% (DEC) Le(HEX)
01 01 Application Code - - 04
01 02 EFconfig list &04 JH== - - 01
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<H 13-13> Response APDU

Response Data SWi1 SW2

Qutput Data XX XX

<X 13-14> Output Data *=x

P1 Il P2 at= =3 3J1(Byte) | Le(HEX)
01 01 AppCode | 7= & (2Bytes)| |Applet Xl & A & (2Bytes) 4 04
01 02 EF Config List| EF config list &2 = 1 01

13.5.4. Initialize Update

IES AT SAED &S 2IEGH)| RIHA AHESH
45t Card Cryptogram=2 MASHCH Ol MAHE

Al
So

[e]
AT DL} 9= Reset 2 AppletOl DeselectT ™ AtetEICH

=
=
o

<H 13-15> Command APDU

CLA INS P1 P2 Lc Data Le
Key Version ) Host Random
80 50 Number * Key |dentifier 08 Number(HRN) 1C
Z1) Key Version Number = ‘Global Platform 2.1.1" &X.
Z2) Key ldentifier= ‘Global Platform 2.1.1" &=X

<H 13-16> Response APDU

Response Data SWi1 SW2

Qutput Data XX XX

<X 13-17> Output Data *=

P1 I« P2 g5 e 3JI(Byte) | Le(HEX)
Key diversification data 10 0A
Key information data 2 02
XX XX data
Card challenge 8 08
Card cryptogram 8 08
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13.5.5. External Authentication <H 13-22> Response APDU

Response Data SWi1 SW2
IER} AR SAED} A5 Q=5 ftHA AI=2ols HEHOZ JIEE ABRZEH & " "
&&= Host Cryptogram= Z36&HCE 0 HE0It 83X oz MMM &5 o1F M=
ISt Reset & AppletOl Deselect&l Lt Initialize Update B 0IF MAHE Wt
X KX L 13.5.7. Change PIN
<H 13-18> Command APDU Change PIN command= PIN DataE 24I6t= ZENOICE. Change PIN ZE0=
CLA INS 1 po Lc Data Le PINO| Block &S Z< unblock & Ct. SDkey 21&3 £= PIN 2185 & FHEO0| Jtsaot
Ct.
Security Host Cryptogram || B
84 82 Level =" 00 10 MAC 2
<H 13-23> Command APDU
1) Security Level : ‘Global Platform 2.1.1" &X CLA INS P1 P2 Lc Data Le
Z2) Host Cryptogram 1t MAC &4 Z&: ‘Global Platform 2.1.1" &% 80 o4 00 XX 08 Update PIN Data -
<& 13-19> Response APDU F) Le2t0l 0x000122 SO REN M2t SEE 4 Y= Data 22 BUHCH
Response Data SWi1 SW2
<H -24> x=
— X XX 13-24> Input Data +
P1(HEX) P2(HEX) Lc(HEX) Data &% (DEC) Le(HEX)
13.5.6. Verify PIN Updatelist 21& Al 28t
00 01 PIN1 08 PIN data &2
Verify Commandz S2JI22H H&E PIN gt2 Hlw-dEdte FE0NO0ICH Update EFconfig 215 Al
00 02 PIN2 08 LSt PIN data 818
<H 13-20> Command APDU
CLA INS P1 P2 Lc Data Le <H 13-25> Response APDU
00 - Response Data SWi1 SW2
00 20 00 XX -
08 PIN Data - XX XX

=) Legt0l 0x000I122 SO R#&EU Wmeat SEE & U= Data S BHC.
13.5.8. Read List

<H 13-21> Input Data /+=&
Read List Command= SZJI22H dEE WS S8 ADF AIDZ EF config listOll

=2
P1(HEX) P2(HEX) Le(HEX) Data &3(DOEC) Le(HEX) Ae YBE 5 ADIE LXGHE SH Record? LIBE A0I2CH
00 01 PIN1 08 Updatelist 2/& Al 228t PIN data -
00 02 PIN2 08 Update EFconfig 21& Al 2R8t PIN data -
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<H 13-26> Command APDU

CLA INS P1 P2 Lc Data Le
00 00 XX WS S8 ADF AID XX
80 42 00
01 - - XX
01
%) Le2t0l 0x000I22Z ISO R»EN et SEE 4 U= Data S BUCH
<H 13-26> Response APDU
Response Data SWi Sw2
Output Data XX XX
<H 13-26> Output Data *#=x
Plop ¥2 TE 371(Byte) | Le(HEX)
nE sE ol &t
00 00 Read Record WE S & ADF AID 0l 28t Record X ¥X
Data Data
All record AID - _
. EF config list il Mot S &6
00 01 First Record © AID *V &x X *X
occurrence
EF config list il Mot S &8
D =1) =
01 Al "icNoerft AP 1 Record ol AID F 1 &t y xx
016 First b AEX L2 22 AL
occurrence oo

1) status wordJt 0x63102 A0 ¥ 0| Jts6ICH

<HE 13-26>
g= at s =)
Tag 4F wE S8 ADF AID & Tag 1

— o = fast gnco
Len 5-16 | LS 5% ADF AID 2 20 1 A (Coun)ar s
AID WE 58 ADF AID 5-16

13.5.9. Update List

Update List Commande

£33 Record? UEs

2 X o=

= =X
= S8

Record2|

E WS S8 ADF AIDZ EF config list

MAMSICEH EF config listtl e 2= & AD
o

A5t D AIDIE 2XIGH= Recorddt EMoHA 22 2 M

Bs= oT

TTAK.KO-12.0240

2 MHBICH EF config2 SEE listd #S EF configl WEMNX
Condition0il 2IoHA Key 2150l Zst 22 HOIHS 253 L MAC GH®= External
Authentication(SD)2!l Security LevelOl [+2C}.

<# 13-28> Command APDU

CLA INS P1 p2 Lc Data Le
80

Update record Data

44 00 00 XX

84

Update record Datal||MAC -

=) Legt0l 0x000122 ISO =& et SEE & U= Data S UL

<H 13-29> Response APDU

Response Data SWi1 SwW2

13.5.10. Delete List

Delete List Command= S2II22H d&E WS S8 ADF AIDZ EF config listOll
AN =3 Record? W2 AMMISHCE. Access ConditionOl 2IiM Key 21&E0] 228 &
2 HOolHe 253 L MAC S = External Authentication(SD)2l Security LevelOfl T+

2Ct.
<H 13-30> Command APDU
CLA INS P1 P2 Lc Data Le
80 wE S8 ADF AID -
46 00 00 XX
84 ns s8 ADF AID || MAC -

=) Le2t0l 0x000122 ISO #&ENl M2t SEE 5= U= Data s BHL.

<H 13-31> Response APDU

Response Data SWi1 SW2
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13.5.11. Update EF config

Update EF config Commande S2JIZ22H dSE LS S8 ADF
config listllAd =& Record? U&= 0t A

config list DL 0l EMaHOFRH & JtS3HCE Access Condition0ll 2/aHA Key 1Z0|
ZRst 22 dolH2 253 L MAC GHE= External Authentication(SD)2l Security

fal

EF config® AISHCH S,

AIDZ EF
AIDJb EF

LevelOll [HECt.
<H 13-32> Command APDU
CLA INS P1 P2 Lc Data Le
80 S & ADF AID
48 00 00 XX
84 s S8 ADF AID || MAC
%) Legt0l 0x000I22 I1ISO »EN et S€E 4 U= Data S BUHLE
<H 13-33> Response APDU
Response Data SWi1 Sw2
- XX XX
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14, TZ2EE

141, 1% 232

<H 14-1> 1% g2

0l SSA&lA Config DF
—SELECT Card manager
<—RESPONSE
(FCI #2)
—Initialize Update
—RESPONSE
(2= | MAC)
—External Authentication
<—RESPONSE
(1= Z1)
—install for load
—load applet
—install for install
14.2. 2% €2
<H 14-2> 2% ¢33
OIS SAIAL Config DF

—SELECT ConfigDF

<—RESPONSE

(FCl ®8)
—Initialize Update

<—RESPONSE

(&= | MAC)
—External Authentication

<—RESPONSE

(s 2

—update list(2+=)
(update record data)

—update EF config
(AID)

<—RESPONSE
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