How to use Mfkey32(MFKEY32 V2).

1. Config the slot to Detection mode. “CONFIG=MF_DETECTION_1K"

You can set UID alone or uplaod an full dump file, It all support.

Use“DETECTION=0" to clear the mem.

Let the reader read Chameleon.

Send “DETECTION?” to download the detection log, It will wating for the Xmodem
recieve.
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Xmodem will get a log file.
7. Analyze the data and extract what you want from the data.

Here is the data structure and format:

Example:
2800FFO003F8FF00427FFF005866C016298B6000D75A7711BABD51AA388B5486823675B40
0000000

The first two bytes of the file are the effective length of the data. For example, this 2800
equal 0x0028.

The following data is the same as the log file structure.(Rev.G has Log mode,which we can
download in the same way, like hf 14a list in PM3).

for example, ff0003f8, FF is the type, 00 is the length of the data that follows, and 03f8 is the
timestamp, so the previous data can be divided in this way:

2800

FFOOO3F8

FFO0427F

FFO05866
C016298B6000D75A7711BABD51AA388B5486823675B4000000004BF8

There are only the following data types available:

FF SystemBoot

Co Auth Fail

Al Auth OK

80 Read

81 Write

FF No data behind

80/81  The next two bytes of data are block numbers
CO0/A1l The following is the authentication data. The format is as follows
ex: C016298B 60 00 D75A7711 BABD51AA 388B5486 823675B4 00000000
60 60means keyA, 61means KeyB,
Bit3-AuthOK, Bit2-AuthNest, Bit0-KeyB



00 Block Number.

D75A7711  Tag UID number.

BABD51AA nt

388B5486 nr

823675B4 ar

00000000 at If authentication failed, fixed as O here.

Also we have example here,What the detectionlog file looks like.you can see the demo in file.
T:4D W FEfH>] : \Desktop\R A B \Detectioninalyse. exe

=)

M M @O @O @O
==

rr. uid=B

rr. uid=B

rr. uld=B
P 1A

rr. uid=E

rr. uid=B

rr. 1uid=B
= i

e e e e e
5] ]

. ould=
v, uid=
rr. uld=B
rr. uld=B

rr. uid
v, uid=
rr. uid=

. uid=E
rr. uid=E

rr. uid=B
rr. uid=E
rr. uid=Eb
rr. uid=E
rr. uid=E

1K
1
1
1
1
1
1
1
1
1
1
1
1
1E

The detection log will has every time readers traces. “nt” challenge is not same every time, So
we need use MFKEY32 V2, not MFKEY32 anymore.

If at has a no zero vale, it means the auth is succesful.(cuz you upload a dump before)

If at=00000000 means auth failed. Then we use couple data to run mfkey32v2 to crack keys.
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If the key is success, it will also has logo.
Btw, MF_DETECTION_1K support full dump file and none dump file both.
You can upload file or keep it empty.



