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What is I12P?

The Invisible Internet Project (I12P) is a fully encrypted private
network layer. It protects your activity and location. Every day
people use the network to connect with people without worry
of being tracked or their data being collected. In some cases
people rely on the network when they need to be discrete or
are doing sensitive work.

I2P Cares About Privacy

I12P hides the server from the user and the user from the
server. All I2P traffic is internal to the 12P network. Traffic
inside 12P does not interact with the Internet directly. Itis a
layer on top of the Internet. It uses encrypted unidirectional
tunnels between you and your peers. No one can see where
traffic is coming from, where it is going, or what the contents
are. Additionally I12P offers resistance to pattern recognition
and blocking by censors. Because the network relies on
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Welcome to the Invisible

Internet

The Invisible Internet is a privacy by design, people-powered network. It is a truly f)r(ee

and anonymizing Internet alternative. Get I2P.

Peer-to-Peer

The network is people powered . Peers make a portion of
their resources, particularly bandwidth, available to other
network participants. This allows the network to function with
relying on centralized servers. Learn more about the
Protocol Stack.

Privacy and Security By Design

I2P has created transport protocols that resist DPI
censorship, and continuously improves its end to end
encryption. Read the I2P Transport Overview.

Built For Communication

I2P has an application layer with easy to use APIs for
creating your own privacy - aware apps.

News & Updates "J

2021-05-17 - 0.9.50 Release
2021-02-17 - 0.9.49 Release
2020-12-10 - Hello Git, Goodbye Monotone
2020-11-30 - 0.9.48 Release
2020-08-24 - 0.9.47 Release

2020-06-07 - Help your Friends Join I12P by Sharing
Reseed Bundles

2020-05-25 - 0.9.46 Release

2020-03-18 - Using a git bundle to fetch the I12P source
code

More blog posts...




I 2 000 Download
Download About Donate Community Blog Language
Windows
Mac OS X
GNU/Linux / BSD / Solaris
Debian / Ubuntu I2P fOI" Mac OS X
Android

Source package
Automatic updates
Manual updates

Latest version: 0.9.50.jar

Installation Instructions

You will need Java to run I12P

select alternate
mirror sig

What is this?

...............................................

...............................................

What is this?

12P for Android

Latest version: 0.9.50.jar

Outside I12P

Google Play

Installation Instructions

Android comes with a Java virtual machine as part of
the platform, which 12P for Android uses. Therefore it is
not necessary to install Java to use I2P for Android.

select alternate
mirror sig
What is this?

...............................................

...............................................

What is this?

Updates from earlier releases:

Both automatic and manual upgrades are available for the release.

If you are running 0.7.5 or later, your router should detect the new
release. To upgrade simply click the '‘Download Update' button on your
router console when it appears.

: Since 0.9.23, some releases are signed by str4d, whose signing key

' has been in the router since 0.9.9. Routers older than 0.9.9 will fail to !

verify update files signed by str4d, and will need to be manually

. updated using the process below.

....................................................................................

Download I2P for Manual updates

select alternate mirror
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Windows

Mac OS X

GNU/Linux / BSD / Solaris
Debian / Ubuntu

Android

Source package

I2P for Docker

Latest version: 0.9.50.jar

Automatic updates
Manual updates

Docker Hub

|2P is now available as a Docker package from the
Docker Hub. You may retrieve the image by
running the 'docker pull' command.

docker pull geti2p/i2p

Installation Instructions

I2P Source Package

Latest version: 0.9.50.jar

* Download

Alternately, you can fetch the source from
monotone or via Git from git.repo.i2p or Github.

Run (tar xjvf i2psource_0.9.50.tar.bz2 ; cd
i2p-0.9.50 ; ant pkg) then either run the GUI
installer or headless install as above.

Android source is in git and on Github. Android
builds require the 12P source. See the
documentation in the Android source for additional
build requirements and instructions.

select alternate
mirror sig

What is this?

...............................................

What is this?

Updates from earlier releases:

Both automatic and manual upgrades are available for the release.

If you are running 0.7.5 or later, your router should detect the new
release. To upgrade simply click the '‘Download Update' button on your
router console when it appears.

....................................................................................

Since 0.9.23, some releases are signed by strdd, whose signing key

' has been in the router since 0.9.9. Routers older than 0.9.9 will fail to
verify update files signed by str4d, and will need to be manually
updated using the process below.

....................................................................................

Download I2P for Manual updates

select alternate mirror

i2pupdate_0.9.50.zip sig

Mirror: E££  Launchpad

1 Download the file to vour 12P inetallation directorvy and rename ae


https://geti2p.net/en/get-involved/guides/new-developers#getting-the-i2p-code
http://git.repo.i2p.xyz/w/i2p.i2p.git
https://github.com/i2p/i2p.i2p
https://geti2p.net/en/get-involved/guides/new-developers#getting-the-i2p-code
https://github.com/i2p/i2p.android.base
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Your download will begin shortly. If it doesn’t start within 5 seconds, click here.

When your download is complete, choose the instructions for your operating system
and follow the steps in the Installation Instructions. You will also configure your
browser and take additional steps in the Configuration page after you have
completed the installation.

Choose the installation instructions for your operating system:

V4 RN Linux Docker
% Instructions 1 Instructions Instructions
*~\§:_..__“, ) — § J § J
[ ) ([ )
Windows Android Debian and Ubuntu
Instructions Instructions Instructions

Mac, Windows, and Linux:

Java is required the run I12P. Download it here.
Directions for terminal and command line (headless) install.

For Android:

Android comes with a Java virtual machine as part of the platform, which I2P for
Android uses. Therefore it is not necessary to install Java to use 12P for Android

Debian and Ubuntu:
On Debian and LIbiinttt when ticina a deb packaae to inetall the cvetem will



12P%s°¢

Download About Donate Community Blog Language

Download Java
2P Installation Installation Instructions for Mac OS
Starting 12P

Install Wizard

Router Console Download Java

Download Java if you have not already. Otherwise, jump to 12P Installation.

Since the I2P software is not from the app store, Apple lets us know that. The message warns us that the
developer is not known, but we can go ahead and click okay. The I2P software is open source, and we can see

who maintains it and active development. Once we get comfortable, we might even want to help them out!

: Is it weird to have \
Config after Conclusion
\ when Conclusion sounds

“i2pinstall_0.9.49.jar"” cannot be
opened because it is from an
unidentified developer.

macOS cannot verify that this app is free
from malware.

To install the software on our computer, we need to confirm that we are making an informed choice to open it.

To do this, go to your Apple icon, then to System Preferences, and then to Security and Privacy. You will end up
here where a message that your I2P install process has been blocked. Click on “Open Anyway.”

iiii  Security & Privacy

General  FlleVault  Firewall Privacy

A login password has been set for this user  Change Password.

Require password  © minutes e after sleep or screen saver begins

Allow apps downloaded from:

"iZpinstall_0.9.49 jar” was blocked from use because it Is not from an Open Anyway
identified developer.

We appreciate the abundance of caution, and the message letting us know what our consequences are. The
message options here will default to “Cancel,” but we will choose “Open” instead.

A login password hi 8 rd...
macOS cannot verify the
v Require pas! developer of }n saver begins

"i2pinstall_0.9.49 jar". Are you
sure you want to open it?
By opening this 2pp, you wil be

owernicing system security which can

GXPOSE your computer and parsonal

Information to malware that may harm
your Mac of Compromise your prvacy

] identified developfrs

Whups! We went through all of that and it cannot be completed! That’s right — we need Java for I12P to
work.

¢
= Java

Download Help

s Download Java for Mac OS X

» Mac FAQ Recommended Version 8 Update 281 (filesize: 80.67 MB)

» Popups or prompts to Release date January 19, 2021
install Java

a Important Oracle Java License Update

The Oracle Java license hae chanaed for releacses startina Aoril 16 2019
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Browser Configuration

Firefox

Chrome

Android

Internet Explorer 8
Firefox Privacy Add-on
NAT and Bandwidth You must configure your browser in order to use 12P. Choose your browser below for instructions.
Outproxy-Terms of Service e

Configuring Your I2P Network Connections

Browser Configuration

to use 2P » Firefox Opensin \,
S , ) e Chrome new page to cut Y
« Android { down on length and

amount of
) content

==

e Internet Explorer 8

Firefox Privacy Add-On

Click here to do a privacy add-on. The add-on will help you with blank. It is an optional step.

NAT and Bandwidth

After running the installer on windows, simply click on the "Start 12P" button which will bring up the
router console, which has further instructions.

On Unix-like systems, I2P can be started as a service using the "i2prouter" script, located in the
directory you selected for 12P. Changing to that directory in a console and issuing "sh i2prouter
status" should tell you the router's status. The arguments "start", "stop" and "restart" control the
service. The router console can be accessed at its usual location. For users on OpenSolaris and
other systems for which the wrapper (i2psvc) is not supported, start the router with "sh runplain.sh"
instead.

When installing for the first time, please remember to adjust your NAT/firewall if you can, bearing
in mind the Internet-facing ports 12P uses, described here among other ports. If you have
successfully opened your port to inbound TCP, also enable inbound TCP on the configuration
page.

Also, please review and adjust the bandwidth settings on the configuration page, as the default
settings of 96 KBps down / 40 KBps up are fairly slow.

If you want to reach I2P Sites via your browser, have a look on the browser proxy setup page for
an easy how-to.

Your web browser will need to be configured in order to browse web sites on I2P and to utilize the
outproxies available within I2P. Below are walkthroughs for some of the most popular browsers.

Outproxy Terms of Service

Remember: I2P was not designed for creating proxies to the outer Internet. Instead, it is meant to
be used as an internal network.

The I12P project itself does not run any proxies to the Internet. The only outproxy is a service
from the privacy solutions project. Consider donating to them for a continued stable service.
Increased funding will allow them to improve this service.

http://privacysolutions.no

By default, I12P comes with two outproxies configured: false.i2p and outproxy-tor.meeh. i2p.
Even the domain names are different, it's the same outproxy you hit. (multi-homed/keyed for
better performance)

Filtering is active on these outproxies (for example, mibbit and torrent tracker access is blocked).
|I2P Sites that are accessible via .i2p addresses are also not allowed via the outproxies. As a
convenience, the outproxy blocks ad servers.

Tor is a good application to use as an outproxy to the Internet

Next: How to Use I12P

>



http://localhost:7657/index.jsp
http://localhost:7657/index.jsp
https://geti2p.net/en/faq#ports
http://localhost:7657/confignet.jsp
http://localhost:7657/confignet.jsp
http://localhost:7657/config.jsp
https://geti2p.net/en/about/browser-config
http://privacysolutions.no/
https://www.torproject.org/

