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Welcome to the Invisible

Internet

The Invisible Internet is a privacy by design, people-powered network. It is a truly.free
. : =
and anonymizing Internet alternative. Get I12P.

Get Started

What is 12P?

The Invisible Internet Project (I2P) is a fully encrypted private
network layer. It protects your activity and location. Every day
people use the network to connect with people without worry
of being tracked or their data being collected. In some cases
people rely on the network when they need to be discrete or
are doing sensitive work.

I2P Cares About Privacy

I2P hides the server from the user and the user from the
server. All I12P traffic is internal to the 12P network. Traffic
inside 12P does not interact with the Internet directly. It is a
layer on top of the Internet. It uses encrypted unidirectional
tunnels between you and your peers. No one can see where
traffic is coming from, where it is going, or what the contents
are. Additionally I12P offers resistance to pattern recognition
and blocking by censors. Because the network relies on

naare tn ronata traffin lnnatinn hinalrina ie alen radiinad

Peer-to-Peer

The network is people powered . Peers make a portion of
their resources, particularly bandwidth, available to other
network participants. This allows the network to function with
relying on centralized servers. Learn more about the
Protocol Stack.

Privacy and Security By Design

I2P has created transport protocols that resist DPI
censorship, and continuously improves its end to end
encryption. Read the I2P Transport Overview.

Built For Communication

I2P has an application layer with easy to use APIs for
creating your own privacy - aware apps.

News & Updates ’r_J

2021-05-17 - 0.9.50 Release
2021-02-17 - 0.9.49 Release
2020-12-10 - Hello Git, Goodbye Monotone
2020-11-30 - 0.9.48 Release
2020-08-24 - 0.9.47 Release

2020-06-07 - Help your Friends Join I12P by Sharing
Reseed Bundles

2020-05-25 - 0.9.46 Release

2020-03-18 - Using a git bundile to fetch the I12P source
code

More blog posts...
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. Step 1: Download

- Windows
- Mac OS X
‘ GNU / Linux / BSD / Solaris .
Debian / Ubuntu 12P for Windows
" Android Latest version: 0.9.50.jar

" Source Package
" Automatic Updates
' Manual Updates

«

G

-~—_ Download Java
Java"" to run I12P

Java download is prominent * Download I2P

as the first step for Windows,
Mac, Linux

select alternate
mirror sig

What is this?

...............................................

What is this?

I2P for Mac OS X

Latest version: 0.9.50.jar

€

=’ Download Java
< Lere

Java"” to run I12P

{ Download 12P

select alternate
mirror sig
What is this?

...............................................

What is this?

I2P for Linux

Latest version: 0.9.50.jar

¢

<

reg)
§ Download Java

Java* to run I2P

< Download 12P
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select alternate

. Step 1: Download
| Windows What is this?
| Mac OS X

GNU / Linux / BSD / Solaris

Debian / Ubuntu | SHA256: :
" Android | 34902d2a7e678da9261d489ab31566'
" Source Package T

What is this?

" Automatic Updates
' Manual Updates

12P for Android

Latest version: 0.9.50.jar

Requires Android 4.0 (Ice Cream Sandwich) or higher. If
you earlier installed 12P, unfortunately this release fixes
some IPC issues which will force you to uninstall your
current installation before installing this.

Outside I12P

Google Play

select alternate
mirror sig
What is this?

...............................................

What is this?
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Your download will begin shortly. If it doesn’t start within 5 seconds, click here.

When your download is complete, choose the instructions for your operating system

and follow the steps in the Installation Instructions. You will also configure your
browser and take additional steps in the Configuration page after you have

completed the installation.

Choose the installation instructions for your operating system:

Mac, Windows, and Linux

Mac OS
Instructions

Linux
Instructions

Docker
Instructions

Windows
Instructions

Android
Instructions

Java is required the run I2P. Download it here.

Directions for terminal and command line (headless) install.

Android
Android comes with a Java virtual machine as part of the platform, which I12P for
Android uses. Therefore it is not necessary to install Java to use 12P for Android

Debian and Ubuntu
On Debian and Ubuntu when using a .deb package to install, the system will

automatically install and configure a Java environment for you.

Updates

Release Notes

Change Log

Debian Change Log
Androi hange L

Debian and Ubuntu
Instructions



https://geti2p.net/en/blog/category/release
https://raw.githubusercontent.com/i2p/i2p.i2p/master/history.txt
https://raw.githubusercontent.com/i2p/i2p.i2p/master/debian/changelog
https://raw.githubusercontent.com/i2p/i2p.android.base/master/CHANGELOG
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Step 2: Installation
I2P Installation

Launching I2P
Wizard Walk-through

Installation Instructions for Mac OS

I2P Installation

Download and install Java if you have not already. Step by step installation instructions for Java can be
found here.

Since the I2P software is not from the app store, Apple lets us know that. The message warns us that
the developer is not known, but we can go ahead and click okay. The I12P software is open source, and
we can see who maintains it and active development. Once we get comfortable, we might even want to
help them out!

“i2pinstall_0.9.49.jar"” cannot be
opened because it is from an

unidentified developer.

macOS cannot verify that this app is free
from malware.

To install the software on our computer, we need to confirm that we are making an informed choice to open
it. To do this, go to your Apple icon, then to System Preferences, and then to Security and Privacy. You will
end up here where a message that your I2P install process has been blocked. Click on “Open Anyway.”

i1t Security & Privacy

General  FlleVault  Firewall Privacy

A login password has been set for this user  Change Password.

Require password 5 minutes 8 after sleep or screen saver begins

Allow apps downloaded from:

“iZpinstall_0.9.49 Jar” was blocked from use because it is not from an Open Anyway
identified developer.

We appreciate the abundance of caution, and the message letting us know what our consequences
are. The message options here will default to “Cancel,” but we will choose “Open” instead.

A login password hi § rd...
macOS cannot verify the

v Require past developer of sn saver begins
“i2pinstall_0.9.49 jar". Are you
sure you want to open it?

By opening this a2pp, you wil be
owerniding system security which can
GXPOSE your computer and parsonal
Information to malware that may harm
your Mac or Compromise your prvacy

| identified develgptrs

Start with choosing your preferred language, and we will choose “Next” as we move through this next
install process.

. . Language Selec' .. 1zPack - Installation of iZp

lease select your language

= Welcome 10 the installation of i2p 0,.9.4%
o This software is developed by

IS L7 . = 12P <https://getiZp.net/ >
* Eng I I S h e B The homepage is at: haps: [/ /geti2p.net/

OK Made with [2Pack - hetpe |l pack org ()

W vext. @ aun
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Step 2: Installation

I2P Installation
Launching I2P
Wizard Walk-through

G Here is more information about the software, and the default installation path will be in your
applications. This is correct. Choose “Next” to keep moving along.

zPack - Installation of i2p

o Please read the following information

PLUBLIC DOMAIN SOFTWARE

free (ady) - unencumbered, not under the control
of others

This software is released into the publc domain
by the 12P 1eam with no warranty of any kind,
either expressed or implied. It probably won't
make your competer catch on fire, or eat your
children, but it meght, Use at your own risk,

The base 127 router and SDX make use of the
followsng non-public domam code:

A TRl namra's comntanesnhic soutiaae (BN

Vage wih lfack - hetpc Aeaack orgpy)

set up for you.

Macsage

The targes girectory will be created
JAgplcations/I12p

Mage ank fach - wap i apeck o)

S reses Prvea Qawn

12Pack - Installation of 12p

Lt Select the installation path
fApplications /i2p

(Vade wieh OFack - buaa ()

@ rvon Puea Qasx

Here is a message letting us know that the target directory is going be created. Choose “OK” and it will get

zPack - installation of i2p

B Pack imstallation progress:

[Finished)

B Overall installation progress
1/1

MNade ath oFack - MIp ) A2k ong

B Near ° Quk

The next message is important to know if you need to or want to start I2P using Terminal. Copy paste
this information, and keep it where you can find it later. If you forget, that is okay. Searching for “start

12P” on your mac will highlight this document for you if you ever need it. And, with one final “Next” we

have finished installing the 12P software!

IzPack - Installation of i2p

o Mease read the following information

On most systems, 12P can be started with

{Applications /I2p/iZprouter start

IT12P does not start, please try

{Applications /i2p/runplainsh

Ve with Fach -« Wiig Jiessch o

& oo B Next

Launching I2P

1zPack - Installation of i2p

| 4

@ Instadation has completed successfully.

© An urinstaller program has been created in
JApplicatons /12p/ Uninstaller

Made with bfack - Ptipc) \zpad o))

G Go to Finder, and open your Applications. Here is the I12P folder:

2

Firefox

@ AA

Firefox Developer GarageBand
Edition

Image Capture iMovie Keynote

=N

Messages Mission Control

'3

Google Chrome

Launchpad
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. Step 2: Installation

- 12P Installation
When we open the folder, we see the full contents of the software. This includes an icon with a little

- Launching 12P ) : . . . :
_ yellow creature in a red shirt and green pants. This is Toopie, and you can click on this to start the I12P
| Wizard Walk-through rolter

M AiDrop

& Recems

A Applcations
/ ) Desktop

% Documens

© Downlcads
¢ iCloud Drive
&4 Jave B Updat a

® Fed

® Orange
Yellowm

® Green

® Bloe

® Puple

® Gray

T Nl Tags..

Wizard Walk-through

a The wizard was created for a few reasons. One, to choose your router console language, the next to
test and set your bandwidth for network participation, and finally, to allow your I2P network connection
to get started so that you have some peers ready for you when it is done. Follow the prompts!

For the bandwidth settings, the software has good default sharing percentages in place, so no need to
worry about picking the right amount. You can also adjust this later.

|2P. PP Bandwidth Test
® o

IZP. P Bandwidih Test In Progress
® o

e You’ve completed the installation process! Proceed to configure your browser here. »
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Step 3: Configuration

Browser Configuration
Firefox
Chrome
Android
Internet Explorer

sections, since they are
optional?

i Firefox Privacy Add-on

y :“ and Bandwidth »

Outproxy lerms.of-Séervice

74

3 instructions.

[ Added boxes on exactly where

to click or enter info.

,,/ An idea for the Firefox Privacy
{ Add-On is to add it as part of the |

Configuring Your I2P Network Connections

Browser Configuration

You must configure your browser in order to use I12P. Choose your browser below for instructions.

 Firefox
e Chrome
 Android

e Internet Explorer 8

Instructions for Firefox 57 and above:

From the Menu button in the top right, select Preferences. Scroll down until you see the Network
Proxy section, as shown in the screenshot below. Click on Settings

Network Settings

Configure how Firefox connects to the internet. Learn more Settings...

In the Connection Settings pop-up, select Manual proxy configuration. Set both the HTTP and SSL

Proxy to address 127.0.0.1 with port 4444 as shown in the following screenshot.

Connection Settings X

Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network

Use system proxy settings

o Manual proxy configuration
HTTP Proxy 127.0.0.1 Port 4444 |

Use this proxy server for all protocols

SSL Proxy 127.0.0.1 Port 4444
FTP Proxy Port 0
SOCKS Host Port 0o °

SOCKS v4 ) SOCKS v5

No Proxy for
localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL

Reload
Do not prompt for authentication if password is saved
Proxy DNS when using SOCKS v5
Help Cancel OK

Finally, go to the address about:config and find the property media.peerConnection.ice.proxy_only.

Ensure that this setting is True.

ﬂ = peertcnnectuon.uce.prcxy{

media.peerconnection.ice.proxy only true =
media.peerconnection.ice.proxy_only if behind_proxy false =2
peerConnection.ice.proxy ®Boolean O Number O String +
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Step 3: Configuration

Browser Configuration Instructions for Chrome
Firefox
Chrome From the Main menu, navigate to the Settings, and search for the menu item. Clicking it will open
Android the right settings for your platform.
Internet Explorer
& sellings % 4+ |
& C & Chromium chrome://settings/?scarch=praxy w e

Settings

Peoople -
ayslem

Corznue rennieg dackoround spps when Chraomum Iz dloscd

.
2
B  Auohl
@®
Q

Appcarance
- Uze hareware acocloraucn when yealatie .
Sqarch engne
= Dadadt browss Opn pruay sings (4
(] Qn startup
Adenrced
Extensions 4

About Chromium

Instructions for Internet Explorer

In the start menu search for the the "Network and Internet Settings" to open the settings. The last
entry in the menu is the Proxy Settings, click it to your proxy to connect to I2P.

Settings - a X
@ Home Status
l Find a setting - I Network status
' Network & Internet
O—z—O
I 3 Status meshable_main_nomap_S
Pravate network
& Wi-Fi You're connected to the Internet
If you have a imited data plan, you can make this network a
¥ Ethernet metered connection or change other properties.
Change connection properties
Dial-up

Show available networks

2 VPN
g= Airplane mode Change your network settings
€9  Mobile hotspot @ Change adapter options

View network adaplérs and change connechon setungs.
(9 Data usage

% Sharing options

For the networks you connect to, decide what you want to share

& Proxy : ‘

A Network troubleshooter
Diagnose and fix network problem

View your network properties
Windows Firewal

Network and Sharing Center

Now set the checkmark at "use a proxy server for your LAN" and at the "Bypass proxy server for
local addresses". With a click on Advanced-button you open the window to open the ports. Enter
the values like on the picture, IP 127.0.0.1 and port 4444 for HTTP, port 4445 for HTTPS. With
clicks on OK you save the settings and your browser is set to use the I2P proxy.

L """"; Settings - () *

E - T
[ Find a setting £ l ’

(o]

7

Use a proxy server for Ethernet or Wi-Fi connections. These settings
Use 3 proxy server

don't apply 10 VPN conmectiond.
& suns @ o

Address ) f‘ort
a WeR [ 127001 rm

%) Ethernet Use the praxy senver except for addresses that start with the foliowing
entries, Use semicolons () 10 separate entries,

Dial-up 127.00. 0 Jocamosy

" VPN

(o

= Airplane mode

9 Mobile hotspor -
B Data utage
Have a question?
I @ proxy -

Make Windows better

Gove us feedback

/' Added a “You've completed!”

final step. User can go onto

optional step, Explore. You’ve completed the Configuration process! Learn how to use and explore

I2P here.




