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Getting Started with I2P
The Invisible Internet Project (I2P) is a fully encrypted private network layer. It protects your activity and 
location. Every day people use the network to connect with people without worry of being tracked or their 
data being collected. In some cases people rely on the network when they need to be discrete or are doing 
sensitive work.

Basic Steps

1 Download

I2P needs Java to run for Windows, Mac, 
and Linux. Download Java here.

2 Installation

Step-by-step installation guides include 
setting up Java, installing I2P and using the 
I2P set-up wizard.

3 Configuration

You will need to configure your browser 
settings to be compatible with the I2P 
network.

Download Install Configure



Both automatic and manual upgrades are available for the release.
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User said having step 
1 & 2 makes it more 

obvious what you have to do, 
otherwise they might still skip 

Java and click green 
button
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Google Play

I2P for Debian and Ubuntu
Latest version: 0.9.50.jar

Download 
Package

I2P is available in the official repositories for Ubuntu 
Bionic and Debian Buster and Sid. However, Debian 
Buster and Ubuntu Bionic (LTS) distributions will have 
older I2P versions. If you are not running Debian Sid or 
the latest Ubuntu release, use our Debian repo or 
Launchpad PPA to ensure you're running the latest I2P 
version.

Google Play

I2P for Docker
Latest version: 0.9.50.jar

I2P is now available as a Docker package from the 
Docker Hub. You may retrieve the image by running the 
'docker pull' command.

docker pull geti2p/i2p
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Step 3: Configuration

User liked having all the 
steps shown. Helps them 

plan ahead what they need to 
do later on. Easy to navigate 

back to pages.

Google Play

I2P for Debien and Ubuntu
Latest version: 0.9.50.jar

Download 
Package

I2P is available in the official repositories for Ubuntu 
Bionic and later, and Debian Buster and Sid. However, 
Debian Buster and Ubuntu Bionic (LTS) distributions will 
have older I2P versions. If you are not running Debian 
Sid or the latest Ubuntu release, use our Debian repo or 
Launchpad PPA to ensure you're running the latest I2P 
version.
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Mac OS

Instructions

Your download will begin shortly. If it doesn’t start within 5 seconds, click here.

When your download is complete, choose the instructions for your operating system 
and follow the steps in the Installation Instructions. You will also configure your 
browser and take additional steps in the Configuration page after you have 
completed the installation.


Choose the installation instructions for your operating system:

Windows

Instructions

Linux

Instructions

Android

Instructions

Docker

Instructions

Debian and Ubuntu

Instructions

Mac, Windows, and Linux

Java is required the run I2P. Download it here.

Directions for command line (headless) install. 


Android

Android comes with a Java virtual machine as part of the platform, which I2P for 
Android uses. Therefore it is not necessary to install Java to use I2P for Android


Debian and Ubuntu 

On Debian and Ubuntu when using a .deb package to install, the system will 
automatically install and configure a Java environment for you.


This page needs be re-worked. 
Thinking through it…

Could this page lead 
directly to OS installation? Instead 
of having user choose? (Multiple 

pages)

Remove this section



I2P Installation

We appreciate the abundance of caution, and the message letting us know what our consequences 
are. The message options here will default to “Cancel,” but we will choose “Open” instead.

Since the I2P software is not from the app store, Apple lets us know that. The message warns us that 
the developer is not known, but we can go ahead and click okay. The I2P software is open source, and 
we can see who maintains it and active development. Once we get comfortable, we might even want to 
help them out!

To install the software on our computer, we need to confirm that we are making an informed choice to open 
it. To do this, go to your Apple icon, then to System Preferences, and then to Security and Privacy. You will 
end up here where a message that your I2P install process has been blocked. Click on “Open Anyway.”

Installation Instructions for Mac OS

Download and install Java if you have not already. Step by step installation instructions for Java can be 
found here.1

2

3

4

Cleaned up the 
side menu bar. Made the 

instructions clearer, removed 
the Java error and Java 
download steps. Added 
numbers for the steps.

Start with choosing your preferred language, and we will choose “Next” as we move through this next 
install process.5

Changed “Opening I2P” to 
“Launching I2P” …maybe not. 

I2P Installation

Launching I2P

Wizard Walk-through

Step 2: Installation

These instructions are 
still long, think about using 

only the most essential 
screenshots and 

consolidating steps. (Video 
step by step?)



The next message is important to know if you need to or want to start I2P using Terminal. Copy paste 
this information, and keep it where you can find it later. If you forget, that is okay. Searching for “start 
I2P” on your mac will highlight this document for you if you ever need it. And, with one final “Next” we 
have finished installing the I2P software!

Here is more information about the software, and the default installation path will be in your 
applications. This is correct. Choose “Next” to keep moving along.

Here is a message letting us know that the target directory is going be created. Choose “OK” and it will get 
set up for you.

6

7
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Go to Finder, and open your Applications. Here is the I2P folder:1

Launching I2P

I2P Installation

Launching I2P

Wizard Walk-through

Step 2: Installation



When we open the folder, we see the full contents of the software. This includes an icon with a little 
yellow creature in a red shirt and green pants. This is Toopie, and you can click on this to start the I2P 
router.

Manually drag this icon into our dock.

2

3

The wizard was created for a few reasons. One, to choose your router console language, the next to 
test and set your bandwidth for network participation, and finally, to allow your I2P network connection 
to get started so that you have some peers ready for you when it is done. Follow the prompts!

For the bandwidth settings, the software has good default sharing percentages in place, so no need to 
worry about picking the right amount. You can also adjust this later.

1

Wizard Walk-through

You’ve completed the installation process! Proceed to configure your browser here.2

I2P Installation

Launching I2P

Wizard Walk-through

Step 2: Installation

This is not necessarily 
part of wizard walk thru. Can 
have it as its own section at 

the bottom. Needs to be 
bigger and more obvious.



I2P Installation

Launching I2P

Wizard Walk-through

The next message is important to know if you need to or want to start I2P using Terminal. Copy paste 
this information, and keep it where you can find it later. If you forget, that is okay. Searching for “start 
I2P” on your mac will highlight this document for you if you ever need it. And, with one final “Next” we 
have finished installing the I2P software!

Here is more information about the software, and the default installation path will be in your 
applications. This is correct. Choose “Next” to keep moving along.

Here is a message letting us know that the target directory is going be created. Choose “OK” and it will get 
set up for you.
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Step 2: Installation

Go to Finder, and open your Applications. Here is the I2P folder:1

Launching I2P

Browser Configuration

Firefox

Chrome

Android

Internet Explorer 


Step 3: Configuration

Put Step 2 and 3 on sidebar so 
nothing gets lost. One page per 
step instead of all on one page.

Alternatively, have 
step 2 and 3 on one page but 

link out to separate pages for OS 
instructions and browser 

config



Configuring Your I2P Network Connections

Browser Configuration
You must configure your browser in order to use I2P. Choose your browser below for instructions.


• Firefox
• Chrome
• Android
• Internet Explorer 8

Browser Configuration

Firefox

Chrome

Android

Internet Explorer 


Step 3: Configuration

Instructions for Firefox 57 and above:

From the Menu button in the top right, select Preferences. Scroll down until you see the Network 
Proxy section, as shown in the screenshot below. Click on Settings

In the Connection Settings pop-up, select Manual proxy configuration. Set both the HTTP and SSL 
Proxy to address 127.0.0.1 with port 4444 as shown in the following screenshot.

Finally, go to the address about:config and find the property media.peerConnection.ice.proxy_only. 
Ensure that this setting is True.

An idea for the Firefox Privacy 
Add-On is to add it as part of the 

instructions.



Browser Configuration

Firefox

Chrome

Android

Internet Explorer 


Step 3: Configuration
Instructions for Chrome

In the start menu search for the the "Network and Internet Settings" to open the settings. The last 
entry in the menu is the Proxy Settings, click it to your proxy to connect to I2P.

Now set the checkmark at "use a proxy server for your LAN" and at the "Bypass proxy server for 
local addresses". With a click on Advanced-button you open the window to open the ports. Enter 
the values like on the picture, IP 127.0.0.1 and port 4444 for HTTP, port 4445 for HTTPS. With 
clicks on OK you save the settings and your browser is set to use the I2P proxy.

Instructions for Internet Explorer

From the Main menu, navigate to the Settings, and search for the menu item. Clicking it will open 
the right settings for your platform.

You’ve completed the Configuration process! Learn how to use and explore 
I2P here.


