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Getting Started

System Requirements

For Windows, Mac, and Linux:
Java is required the run I2P. Download it here.

For Android:
Android comes with a Java virtual machine as part of the platform, which I2P for
Android uses. Therefore it is not necessary to install Java to use I2P for Android

Debian and Ubuntu:
On Debian and Ubuntu when using a .deb package to install, the system will
automatically install and configure a Java environment for you.

0 1. Download the Software
Windows, Mac and Linux users will need to
] .
P download and install Java as well.

2. Follow the Installation Instructions

A detailed installation guide will walk you
through both the Java and I2P install process.

eee 3. Configure your Browser

To access I2P sites, you will need to make a few
configurations to your browser.

The project has Privacy Add-Ons and a Windows
profile that work with Firefox. If you prefer to

manually configure your browser, instructions are
included for Chrome, Internet Explorer and more.
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Installation Requirements

Once you’ve got I12P downloaded, getting I12P installed and running will
consist of up to three steps:

Download Java Installation Guide
|I2P needs Java to run for Step-by-step installation guide
Windows, Mac, and Linux. include setting up Java, installing 12P,

and using the I2P set-up wizard.

Go to java.com to
download. Follow the guide.

Browser Configuration

Configure your browser settings to
be compatible with the I2P network.

Firefox
Chrome

Terminal Instructions

The most reliable way to launch the installer is from a terminal like this: java
-jar i2pinstall_1.5.0.jar. This will launch the GUI installer. Depending on how
your computer is set up, you may be able to start the installer by double-
clicking the "i2pinstall_1.5.0.jar" file or right-clicking the file and selecting
"Open with Java". Unfortunately, this behaviour is difficult to predict.

Command Line (Headless) Install

I2P can also be installed in a terminal environment, which may be especially
useful for servers, containers, or certain virtual machines. If you wish to use
the installer without a GUI, you can use the command java -jar
i2pinstall_1.5.0.jar -console to follow the install procedure in your terminal.

DMG Bundle (BETA)

If you do not want to use the installer or do not have a Java Runtime
Environment available on your Mac, you can try our latest DMG bundle.

* Windows DMG

Bundie (BETA)

Additional Resources

If you are having issues on downloading, see the
Troubleshooting page.

Get to know the I12P software here.
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Installation Requirements

Once you’ve got I12P downloaded, getting I12P installed and running will
consist of up to three steps:

Download Java Installation Guide
|I2P needs Java to run for Step-by-step installation guide
Windows, Mac, and Linux. include setting up Java, installing 12P,

and using the I2P set-up wizard.

Go to java.com to
download. Follow the guide.

Browser Configuration

Configure your browser settings to
be compatible with the I2P network.

Firefox
Chrome

Terminal Instructions

The most reliable way to launch the installer is from a terminal like this: java
-jar i2pinstall_1.5.0.jar. This will launch the GUI installer. Depending on how
your computer is set up, you may be able to start the installer by double-
clicking the "i2pinstall_1.5.0.jar" file or right-clicking the file and selecting
"Open with Java". Unfortunately, this behaviour is difficult to predict.

Command Line (Headless) Install

I2P can also be installed in a terminal environment, which may be especially
useful for servers, containers, or certain virtual machines. If you wish to use
the installer without a GUI, you can use the command java -jar
i2pinstall_1.5.0.jar -console to follow the install procedure in your terminal.

DMG Bundle (BETA)

If you do not want to use the installer or do not have a Java Runtime
Environment available on your Mac, you can try our latest DMG bundle.

* MacOS DMG

Bundie (BETA)

Additional Resources

If you are having issues on downloading, see the
Troubleshooting page.

Get to know the I12P software here.
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Ubuntu

I2P is available in the official repositories for Ubuntu Bionic and later. However, Ubuntu Bionic (LTS) distributions will have older I12P versions. If
you are not running the latest Ubuntu release, use our Launchpad to ensure you're running the latest I2P version.

On Ubuntu when using a .deb package to install, the system will automatically install and configure a Java environment for you.

Installation Requirements
Once you’ve got I2P downloaded, getting I12P installed and running will consist of up to two steps:

| |
Installation Guide Browser Configuration

Configure your browser settings to

See below to follow the step-by-step be compatible with the I2P network

installation instructions for Ubuntu and

derivatives like Linux Mint & Trisquel ,
Firefox

Chrome

Instructions for Ubuntu and derivatives like Linux Mint & Trisquel

Adding the PPA via the command line and installing I12P
1.Open a terminal and enter:
sudo apt—add-repository ppa:i2p—-maintainers/i2p
2 . This command will add the PPA to /etc/apt/sources.list.d and fetch the gpg key that Prioritize command
the repository has been signed with. The GPG key ensures that the packages have line instructions
not been tampered with since being built.
3. Notify your package manager of the new PPA by entering:
sudo apt—get update
4. This command will retrieve the latest list of software from each repository that is
enabled on your system, including the I2P PPA that was added with the earlier
command.
5.You are now ready to install 12P!
sudo apt—get install 12p

Adding the PPA Using Synaptic
1. Open Synaptic (System -> Administration -> Synaptic Package Manager).
2. Once Synaptic opens, select Repositories from the Settings menu.
3. Click the Other Sources tab and click Add. Paste ppa:i12p—maintainers/i2p into
the APT-line field and click Add Source. Click the Close button then Reload.
4. In the Quick Filter box, type in 12p and press enter. When 12p is returned in the
results list, right click 12p and select Mark for Installation. After doing so you may see
a Mark additional required changes? popup. If so, click Mark then Apply.
After the installation process completes you can move on to the next part of starting 12P
and configuring it for your system.
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Debian

I2P is available in the official repositories for Debian Buster. However, Debian Buster will have older I2P versions. If you are not running Debian
Sid, use our Debian repo to ensure you're running the latest I2P version.

On Debian when using a .deb package to install, the system will automatically install and configure a Java environment for you.

Installation Requirements

Once you’ve got I2P downloaded, getting I12P installed and running will consist of up to two steps:

| I ——
Installation Guide Browser Configuration
See below to follow the step-by-step Configure your browser settings to
installation instructions for Debian. be compatible with the I2P network.
Firefox
Chrome

Instructions for Debian

Currently supported architectures: amd64, i386, armhf, armé64, powerpc, ppcé4el, s390x

Note: The steps below should be performed with root access (i.e., switching user to root with su or by prefixing each command with sudo).
1. Ensure that apt-transport-https and curl are installed.

sudo apt-get update
sudo apt-get install apt-transport-https curl

2. Check which version of Debian you are using on this page at the Debian wiki and verify with /etc/debian version on your system.
Then, for all Current Debian distributions run the following command to create /etc/apt/sources.list.d/i2p.list.

echo "deb [signed-by=/usr/share/keyrings/i2p-archive-keyring.asc] https://deb.i2p2.de/ $(lsb release -sc) main" \
| sudo tee /etc/apt/sources.list.d/i2p.list . .
Keep instructions
3. Download the key used to sign the repository: on page. “See below
for instructions”

curl -o i2p-archive-keyring.asc https://geti2p.net/ static/i2p-debian-repo.key.asc

4. Check the fingerprint and owner of the key without importing anything:
sudo mv ~/i2p-archive-keyring.asc /usr/share/keyrings

5. Notify your package manager of the new repository by entering
sudo apt-get update

This command will retrieve the latest list of software from every repository enabled on your system, including the I2P repository
added in step 1.

6. You are now ready to install 12P! Installing the i2p-keyring package will ensure that you receive updates to the repository's GPG key.

sudo apt-get install i2p i2p-keyring

After the installation process completes you can move on to the next part of starting I12P and configuring it for your system.
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Installation Requirements

Once you’ve got I12P downloaded, getting I12P installed and running will
consist of up to three steps:

Download Java Installation Guide
|I2P needs Java to run for Step-by-step installation guide
Windows, Mac, and Linux. include setting up Java, installing 12P,

and using the I2P set-up wizard.

Go to java.com to
download. Follow the guide.

Browser Configuration

Configure your browser settings to
be compatible with the I2P network.

Firefox
Chrome

Terminal Instructions

The most reliable way to launch the installer is from a terminal like this: java
-jar i2pinstall_1.5.0.jar. This will launch the GUI installer. Depending on how
your computer is set up, you may be able to start the installer by double-
clicking the "i2pinstall_1.5.0.jar" file or right-clicking the file and selecting
"Open with Java". Unfortunately, this behaviour is difficult to predict.

Command Line (Headless) Install

I2P can also be installed in a terminal environment, which may be especially
useful for servers, containers, or certain virtual machines. If you wish to use
the installer without a GUI, you can use the command java -jar
i2pinstall_1.5.0.jar -console to follow the install procedure in your terminal.
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System Requirements

Requires Android 4.0 (lce Cream Sandwich) or higher. If you
earlier installed 12P, unfortunately this release fixes some IPC
issues which will force you to uninstall your current installation
before installing this.

512 MB RAM minimum; 1 GB recommended. The releases are
not compatible with each other, as they have different
signatures. Uninstall them completely before installing any
other version. The apk's from download.i2p2.de are signed by
idk.

Additional Resources

If you are having issues on downloading, see the
Troubleshooting page.

Get to know the I12P software here.

Download Support Docs Community

12P for Android

Latest version: 0.9.50
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Installation Guide

Follow the step-by-step installation guide.

Instructions

Browser Set-Up

These browsers work best in Android:
Privacy Browser by F-Droid
Privacy Browser by Stoutner

Blog
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12P for Docker

Latest version: 0.9.50

Get it at
DockerHub

You may retrieve the image
by running the ‘docker pull’
command:

docker pull geti2p/i2p

What is this?

8 Windows @ Mac o3 Ubuntu (O Debian

System Requirements Advanced Installation Instructions

Requires Docker to be installed on any host system. Docker instructions for those that are curious about composing
Docker containers together.
For Windows and OSX go to https://www.docker.com/

products/docker-desktop Link coming soon!

Additional Resources Browser Configuration
If you are having issues on downloading, see the Configure your browser settings to be compatible with the I2P
Troubleshooting page. network:
Firefox
Get to know the I2P software here. Chrome

Internet Explorer

For a pure Docker webflow:

xhost + local:docker
docker run -it --rm \
--net=host \
-e DISPLAY=unix$ (DISPLAY) \
-v /tmp/.X1l-unix:/tmp/.X11-unix \
geti2p/i2p.firefox firefox --profile /src/
build/profile


https://www.docker.com/products/docker-desktop
https://www.docker.com/products/docker-desktop
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28 nsaaton Installation Instructions for Mac OS
aunching

Wizard Walk-through

I2P Installation

Download and install Java if you have not already. Step by step installation instructions for

Java can be found here.

e Open the .jar file. Notice the coffee cup icon, which means it can be opened since Java is

installed.

p— i2pinstall_0.9.49.jar Q
= Completed — 27.4 MB

I2pinstall_0.9.49.jar

e Mac will ask you to allow permissions to open the file.

...............................................................................................................................................................................

Tool Tip: Since the I2P software is not from the app store, Apple lets us know that.
The message warns us that the developer is not known, but we can go ahead and

. click okay. The I12P software is open source, and we can see who maintains it and
active development. Once we get comfortable, we might even want to help them out!

“j2pinstall_0.9.49.jar"” cannot be
opened because it is from an
unidentified developer.

macOS cannot verify that this app is free
from malware.

o < 331 Security & Privacy Q

General  FileVault  Firewall  Privacy

A login password has been set for this user Change Password...

Require password 5 minutes after sleep or screen saver begins

Allow apps downloaded from:

“i2pinstall_0.9.49.jar" was blocked from use because it is not from a Open Anyway
identified developer.

~
& Click the lock to make changes. ?

e Follow the steps for installation.

. ‘ Language Selec". [ XON ) IzPack - Installation of i2p

Please select your language

== English

= Welcome to the installation of i2p 0.9.49!
() This software is developed by:

- 12P <https://geti2p.net/>
| The homepage is at: https://geti2p.net/

(Made with IzPack - http://izpack.org/)
@ Next @ Quit

® @ 1zPack - Installation of i2p (] o IzPack - Installation of i2p

[# Please read the following information:
PUBLIC DOMAIN SOFTWARE

free (adj.) - unencumbered; not under the control
of others

This software is released into the public domain
by the 12P team with no warranty of any kind,
either expressed or implied. It probably won't
make your computer catch on fire, or eat your
children, but it might. Use at your own risk.

I Select the installation path:
/Applications/i2p [E Browse...

The base 12P router and SDK make use of the
following non-public domain code:

% ThaCnmtale comtanranhic rautinac DED
(Made with IzPack - http://izpack.org/) (Made with IzPack - http://izpack.org/)
@ Previous | | B> Next| |€ Quit < Previous | B Next Quit

N_

[ ) ® 1zPack - Installation of i2p

o Message
& Pack installation progress:
Bs The target directo be creaved: .
/A /Applications /i2 le [Finished]
f E & Overall installation progress:
Cancel _ BT

(Made with 1zPack - http://izpack.org/) (Made with 1zPack - http://izpack.org/) m
& previouc & Next (2 Ouit - - . = TS P
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I2P Installation
Launching I2P
Wizard Walk-through

o o 1zPack - Installation of i2p (XK )

[ Please read the following information:

On most systems, 12P can be started with:

/Applications/i2p/i2prouter start

If 12P does not start, please try:

/Applications/i2p/runplain.sh

(Made with 1zPack - http://izpack.org/) /\
@ Previous <$ Next> o Quit

N——

Launching I12P

(Made with 1zPack - http://izpack.org/)

1zPack - Installation of i2p

| 4

& Installation has completed successfully.

@ An uninstaller program has been created in:
/Applications/i2p/Uninstaller

7~ N\

S

0 Go to Finder, and open your Applications to locate the I2P folder.

e @ &

Firefox Firefox Developer Font Book GarageBand
Edition
w |
Image Capture iMovie Keynote

{ [
e
Maps Messages Mission Control Music

@ «

Google Chrome Home
sue
.- . / "\
(T T -
Launchpad Mail

N

News Notes

9 Go to Finder, and open your Applications to locate the I12P folder.

boe < i2p B = M X2 = © v Q
vorites -
| M M
) AirDrop
D Recents TXT ———— ———— ——————
\ Applications blocklist.txt certificates clients.config docs eepget eepsite
- Desktop
—_—

Y Documents

I
. ]
4
!
3

TXT

) Downloads

eepsite-jetty9.3 geoip history.txt hosts.txt i2prouter i2psnark.config
loud
D iCloud Drive
- -
)cations
SHELL TXT S
3 Java 8 Updat...
- i2psvc-macosx-  i2psvc-macosx-  i2ptunnel.config install_i2p_servic INSTALL- lib
1gs universal-32 universal-64 e_osx.command headless.txt
) Red [~ . p— —,
) Orange /
TXT — =] TEMPLATE SHELL
I Yellow . . 1
LICENSE.txt locale man net.i2p.router.plis runplain.sh
) Green t.template
) Blue — —— —_—
) Purple
_— SHELL
) Gray g . . i ”
scripts Start I12P Router install_i2p_serv Uninstaller webapps wrapper.config
D All Tags... ice_osx.command

libjbigi.jnilib libjcpuid.jnilib

e Go to Finder, and open your Applications to locate the 2P folder.

Start 12P Router

Wizard Walk-through

0 Go to Finder, and open your Applications to locate the 2P folder.

900000 L]
I ZP...: Select Language PP Bandwidth Test
ove

it ang

“Previous MERSKID Setup | | X Skip Bandwidth Test | | > Next

Browser and Application Setu
12P232s e

.
I : !P.... Bandwidth Configuration
0o e

-

@ The router console will ook like this:
Io ®® - - .

12P Community Sites

L
IZP. PPy Bandwidthfest"in Progress
o0ve

.
Welcome to the Invisible Internet!
12P2522

«Previous | | v Finished
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I2P Installation
Launching I12P
Wizard Walk-through

Uptime: 2 min

Bandwidth In/Out
3 Sec: 0.46 / 0.96 KBps
Total: 0.69 / 1.28 KBps
Used: 85.6KB / 161.8KB

® Network: Firewalled

Reseed successful, fetched 154
router infos

~~ 1
Y V)
Local Tunnels

N

&" shared clients &

Configure Bandwidth

cccccc

pppppppppppp

-
The Tin Hat
Manage Plugins =~ Router Console
iy B Lo
12P Technical Docs Logs

£
E

You’ve completed the installation process! You must configure your browser in
order to use I2P. Choose your browser below for instructions.

Firefox
Chrome
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Firefox
Chrome
Internet Explorer

Configuring Your I2P Network Connections

Browser Configuration for Firefox 57 and above

c From the Menu button in the top right, select Preferences. Scroll down until you see the Network
Proxy section, as shown in the screenshot below. Click on Settings

Network Settings

Configure how Firefox connects to the internet. Learn more

Settings...

In the Connection Settings pop-up, select Manual proxy configuration. Set both the HTTP and
SSL Proxy to address 127.0.0.1 with port 4444 as shown in the following screenshot.

Connection Settings X
Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network
52 SSTEM PrOXY Settings .
o Manual proxy configuration
HTTP Proxy 127.0.0.1 Port 4444
Use this proxy server for all protocols
SSL Proxy 127.0.0.1 Port 4444 7
FTP Proxy Port 0o °
SOCKS Host Port 0
SOCKS v4 SOCKS v5
No Proxy for
localhost, 127.0.0.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24
Automatic proxy configuration URL
Reload
Do not prompt for authentication if password is saved
Proxy DNS when using SOCKS v5
Help Cancel OK
-
e Finally, go to the address about:config and find the property
media.peerConnection.ice.proxy_only. Ensure that this setting is True.
O peer(cnnect:on.uce.prcxy{
media.peerconnection.ice.proxy only true = 0
media.peerconnection.ice.proxy only if behind proxy false = TOOI ti p for'
peerConnection.ice.proxy @ Boolean O Number OString +

warning

You’ve completed the configuration and all required steps for I12P

Installation!

What’s Next?
Get to Know I12P Software
Get Involved and Contribute
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Cmome Configuring Your I2P Network Connections

Browser Configuration for Firefox 57 and above

ﬂ From the Menu button in the top right, select Preferences. Scroll down until you see the Network
Proxy section, as shown in the screenshot below. Click on Settings

Network Settings

Configure how Firefox connects to the internet. Learn more

In the Connection Settings pop-up, select Manual proxy configuration. Set both the HTTP and

Settings...

SSL Proxy to address 127.0.0.1 with port 4444 as shown in the following screenshot.

Connection Settings

Configure Proxy Access to the Internet
() No proxy
() Auto-detect proxy settings for this network

() Use system proxy settings

O Manual proxy configuration

HTTP Proxy | 127.0.0.1 ‘Port 4444 ‘
D Also use this proxy for HTTPS
HTTPS Proxy | 127.0.0.1 Port| 4444
SOCKS Host Port 0

() socksva Q) SOCKS v5

Q Automatic proxy configuration URL

No proxy for

localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

D Do not prompt for authentication if password is saved

Help

9 Finally, go to the address about:config

Tool Tip: You will get a Proceed with Caution warning when you go to this address.

That is okay. Click Accept.

& C @ Firefox about:config

Proceed with Caution

Changing advanced configuration preferences can impact Firefox performance or security.

Warn me when | attempt to access these preferences

Accept the Risk and Continue

Q Find the property media.peerConnection.ice.proxy_only. Ensure that this setting is True.

| media.peerConnection.ice.proxy I

media.peerconnection.ice.proxy_only

true

You’ve completed the configuration and all required steps for I12P

Installation!

What’s Next?
An Intro to 12P Software
Get Involved and Contribute
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Browser Configuration for Chrome

Idk will think about

Chromium-Based Browsers like Chrome have slightly different places for their proxy settings Ch B .
depending on variant and platform. These instructions may be slightly different in Brave or rome. Browser ext Is

Iridium, for instance. From the Main menu, navigate to the Settings, and search for the menu preferred (put on tgp)
item. Clicking it will open the right settings for your platform.

System

Cormnue rennirg backsround spps when Chramum 1z dloscd - ®

e el e o New screenshots

Dididt hrowsa s Opn pruay s24ings 4

Extensions (4

Re-do the steps?

Experimental, Extension-Based Configuration

c An experimental, partially-automated configuration process for Chrome is available. In order to
configure it, create a new Profile especially for your I2P browsing, separate from the default
profile. Then install this Extension in your newly-created profile. This profile is now configured to
use I2P. Highly detailed instructions are available at the homepage.

You’ve completed the configuration and all required steps for I12P
Installation!

What’s Next?
Get to Know I12P Software
Get Involved and Contribute


https://chrome.google.com/webstore/detail/i2pchromejs/ikdjcmomgldfciocnpekfndklkfgglpe
https://eyedeekay.github.io/I2P-Configuration-For-Chromium

