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Why?

- Save gas.
- Cool features.
- Nice APIs.

6 ) zeroknots.eth &
M

Went down the Solady codebase this morning. Some incredible gems in
the Util Libs.

sorting an array in place? Wild!
great work @optimizoor!

Incredible, that Vectorized's low level yul code makes #solidity feel like a
high level language.

Paul Razvan Berg €

Ok so | just spent only a few minutes skimming through the Solady
codebase, but | can confidently say that this is the most impressive
Solidity repository | have ever seen.

Shout out to @optimizoor and contributors. This is great work.

Vectorized/solady

Optimized Solidity snippets.

GitHub - Vectorized/solady: Optimized Solidity snippets.



Philosophy

“.. what is the goal? You're trying to get people to get things done quickly. And so you need libraries, you need
high quality libraries, and then you need a user base around them that can assemble them and do cool things
with them. Right. And so to me, the question is, what enables high quality libraries?”

— Chris Lattner

“.. These assumptions lead to the conclusion that compiler optimization advances double computing power
every 18 years. QED.

This means that while hardware computing horsepower increases at roughly 60% / year, compiler optimizations
contribute only 4%. Basically, compiler optimization work makes only marginal contributions.

Perhaps this means Programming Language Research should be concentrating on something other than
optimizations. Perhaps programmer productivity is a more fruitful arena.”

— Todd A. Proebsting (Proebsting’s Law)


https://proebsting.cs.arizona.edu/law.html

Highlights JS/TS

ES()”(jit)/ import { Libzip 3 from "solady";
Cet ABI = [
"function transfer(address to, uint amount)"
gallback() external payable { 1;
LibZip.cdFaéeback(); let iface = new ethers.utils.Interface(ABI);
3

et data = iface.encodeFunctionData("transfer", [

"Ox1234567890123456789012345678901234L567890",
parseEther("1.0")

receive() external payable § D;

LibZip.cdFaééback();

} Zet callResult = await provider.call({
to: "<your_contract_address>",
data: LibZip.cdCompress(data)

0

Plug-and-play Calldata Compression for L2 via LibZip



Highlights

function getValues(address edition) public view returns (string memory) {
Store memory s = _values[edition];
if (s.value == addnes4(0)) revert ValuesDoNotExist();
bytes memory data = SSTORE2.7ead(s.value);
if (s.isCompressed) data = LibzZip.§¢lzDecomprness(data);
return stning(data);

LibZip + SSTOREZ2



Highlights

function testParseJWTGas() public §{

string memory jwt =
"eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eylzdWIiOiIXMjMONTY30DkwIiwibmFtZSI6IkpvaGlgRG91Iiwia

string[] memory jwtSplitted = LibString.split(jwt, ".");

JSONParserLib.Item memory header =
JSONParserLib.panse(stning(Baseél.decode(jwtSplitted[0])));

JSONParserLib.Item memory payload =
JSONParserLib.panse(stning(Baseél.decode(jwtSplitted[1])));

assentEq(jwtSplitted. length, 3);

assentEq(jwtsplitted[2], "Sf1KxwRISMeKKF2QTLufwpMelf36POkéyIV_adQssw5c");

assenteEq(header.at('"alg"').value(), '"HS256"');

assenteEq(Cheader.at('"typ"').value(), '"IWT"');

assentEq(payload.at('"sub"').value(), '"1234567890"');

assentEq(payload.at('"name"').value(), '"John Doe"');

assentEq(ISONParserLib.panseUint(payload.at('"iat"').value()), 1516239022);

JSONParserLib + Base64 + LibString



Highlights

function combine(address[] memory additions) public §

(address[] memory cunnent) = abi.decode(SSTORE2.7ead(_storageAddress), (address[]));

LibSort.so0nt(current);

LibSort.uniquigySonted(current);

LibSort.son7t(additions);

LibSort.uniquifySonted(additions);

address[] memory union = LibSort.union(current, additions);

address[] memory difference = LibSort.diffenence(union, current);

for (uint256 i; i != difference.flength; ++i) {
_doSomething(difference[i]);

3

_storageAddress = SSTORE2.wnite(abi.encode(union));

LibSort + SSTOREZ2



Highlights
using LibMap for *;
LibMap.Uint32Map private _uint32Map;
LibMap.UintLkOMap private _timestampMap;
function setUint32(uint256 i, uint32 x) public §

_uint32Map.set(i, x);
i

function setTimestamp(uint256 i, uintu4e t) public §
_timestampMap.set(i, t);
3

LibMap



Highlights

- Drop-in replacements for
ECDSA, SignatureCheckerLib, MerkleProofLib.
- ERC1967Factory.
- LibClone.
- RedBlackTreelLib.



> tree src/
src/
— Milady.sol

Codebase S

OownableRoles .sol

— tokens

— ERC1155.s0l

— ERC26.s0l

M . . I . h t — ERC2981.s0l1

- — ERC4626.s01
iInimal inheritance. — ercuszs.sol

— ERC721.s0l

— WETH.sol

- Minimal dependencies. g

CREATE3.sol

Clone.sol
DateTimeL1b.sol
DynamicBuggenLib.sol
ECDSA.sol

EIP712.s0l1
ERC1967Factony.sol
ERC1967FactonyConstants.sol
FixedPointMathLib.sol
JSONPansenLib.sol
LibBit.sol
LibBitmap.sol
Libcfone.sol
LibMap.sol
L1bPRNG.sol
LibRLP.sOl
LibSont.sol
LibStning.sol
LibZip.sol
MenkZeProogLib.sol
MetadataReadenL1b.sol
MinHeapLib.sol
Muéticallable.sol
RedBlackTneelilb.sol
SSTORE2.sol
SageCastLib.sol
SafeTnansgenLib.sol
SignatuneCheckenLib.sol

- Great learning resource.

CTETTTT T et e rerrTl

3 directories, 39 files



Lower Runtime Gas

/// @dev Retunns the cube noot of "x .

/// Cnedit to bout3f§iddy and pcavensaccio unden AGPLv3 ficenie:
/// https://aithub.com/pcavensaccio/snekmate/blob/main/Anc/utiés/Math. vy
function cbrt(uint256 x) internal pure returns (uint256 z) §

/// @30lidity memony-sage-assembly

1= sh0(7, Ct(OxEEffffffffffffffffeffeffefffefee, x))
on(x, she(6, Ct(OxfEfffffffffefffe, shna(z, x))))

on(x, she(5, Ct(oxffffffff, shn(x, x))))
on(x, shé(u, et(exffff, shn(x, x))))

on(x, she(3, et(exff, shn(x, x))))

assembly §
let
n =
" =
n —
n —
z := div(shé(div(z, 3),
z := div(add(add(div(x,
z := div(add(add(div(x,
z := div(add(add(div(x,
z := div(add(add(div(x,
z := div(add(add(div(x,
z := div(add(add(div(x,
z := div(add(add(div(x,
7 =

she(et(oxt,

mué(z,
mué(z,
mué(z,
mué(z,
mué(z,
mué(z,
mué(z,

2)),
2)),
2)),
2)),
2)),
2)),
z)),

shn(x, x)), oxf)), xon(7, mod(x, 3)))

2),
2),
2),
2),
2),
2),
2),

sub(z, et(div(x, mul(z, z)), z))

2),
),
),
2),
),
z),
z),

3)
3)
3)
3)
3)
3)
3)

FixedPointMathLib.cbrt



Lower Runtime Gas

/// @dev Retunns the fogle of “x .
/// Retunns @ i§ “x 14 zeno.
function logle(uint256 x) internal pure returns (uint256 x) §
/// @s0lidity memony-sage-assembly
assembly £
if iszeno(2t(x, 100000000000000000000000000000000000000)) {
x := div(x, 100000000000000000000000000000000000000)
7 := 38

3
if iszeno(2t(x, 100000000000000000000)) {
x := div(x, 100000000000000000000)
n := add(xr, 20)
3
if iszeno(2t(x, 10000000000)) {
x := div(x, 10000000000)
n := add(x, 10)
3

if iszeno(Lt(x, 100000)) § FixedPointMathLib.log10
x := div(x, 100000)
n := add(x, 5)

3

n := add(x, add(gt(x, 9), add(gt(x, 99), add(gt(x, 999), gt(x, 9999)))))



Lower Runtime Gas

/// @dev Retunns whethen “fleaf” exists in the Menkle tnee with “noot", given “prnoo§’
function verifyCalldata(bytes32[] calldata pznoof, bytes32 noot, bytes32 Zeag)
internal
pure
returns (bool isvalid)

/// @s0lidity memony-sage-assembly
assembly {
if proof.Zength {

// Le§t shigt by 5 i4 equivalent to multiplying by ©x26.

let end := add(proof.offset, sh2(5, proof.Zength))

// Initialize “offset” to the offset of “pnoo§ 1in the calldata.

let offset := proof.offset

// Itenate oven pnoof elements to compute noot hash.

for £3 1 {3 ¢
// Slot of “leaf” in Acnatch 4space.
// I§ the condition 14 tnue: 6x20, othenwise: 0x00.
let scnatch := 3he(5, gt(leaf, calldataload(offset)))
// Stone elements to hash contiguousdly in Acnatch space.
// Scnatch space i3 64 bytes (0x00 - ©x3f) and both elements ane 32 bytes.
mstone(scratch, leaf)
matone(xon(scratch, 0x20), calldataload(offset))
// Reuse “Peaf” to Astone the hash to neduce stack openations.
leaf := keccak256(0x00, Oxu0)
of§set := add(offset, 0x20)
if iszeno(¢t(offset, end)) { break }

. MerkleProofLib.verifyCalldata

3
isValid := eq(leaf, root)



Lower Runtime Gas

S

/// @dev Sends “amount® of ERC20 “token" §nom “§rnom> to “to".
/// Revents upon §ailuze.
s
/// The "gnom™ account must have at Peast “amount™ appnoved §on
/// the cunnent contnact to manage.
function safeTransferFrom(address token, address §zom, address to, uint256 amount) internal {
/// @308idity memony-iage-assembly
assembly §
let m := mload(Oxu®) // Cache the §nee memony pointern.
mstone(0x60, amount) // Stone the “amount” angument.
matone(Oxu0, to) // Stone the “to" angument.
matone(Ox2c, sh2(96, from)) // Stone the “§nom™ angument.
matone(0x0c, 0x23b872dd000000000000000000000000) // " tranisfenFrom(addness,addness, uint256)" .
// Pengonm the tnanifen, neventing upon §ailurze.
if iszeno(
and( // The anguments of “and” ane evaluated §nom night to Clegt.
on(eq(mload(0x00), 1), iszeno(retunndatasize())), // Retunned 1 oxn nothing.
ca?l(gas(), token, 0, Oxlc, Ox6L, Ox00, 0x20)

)
) 4
mstone(0x00, O0x7939fL2L) // "TrnanigenFrnomFailed() .

revert(oxic, OxeL)

3
mstone(0x60, ©) // Restone the zeno slot to zeno. SafeTranSfeI’leSafeTranSfel’From

matone(Oxu0, m) // Restone the §nee memony pointen.



Lower Runtime Gas

/// @dev Fonce sends “amount™ (in wei) ETH to "to , with “GAS_STIPEND_NO_GRIEF".
function forceSafeTransferETH(address to, uint256 amount) internal §
/// @30lidity memony-sage-assembly
assembly §
if 2t(selgbalance(), amount) §{
mstone(0x00, O0xbl2di3eb) // “ETHTransgenFailed() .
revert(Oxlc, oxeL)

if iszeno(cal?(GAS_STIPEND_NO_GRIEF, to, amount, gas(), 0x00, gas(), 0x00)) {
mstone(0x00, to) // Stone the addness in scratch Apace.
mstone§(0x0b, O0x73) // Opcode “PUSH20".
mstone§(0x20, Oxff) // Opcode "SELFDESTRUCT .
if iszeno(cneate(amount, Ox0b, 0x16)) {
netunndatacopy(gas(), netunndatasize(), shn(20, gas())) // Forn gas estimation.
3

3 SafeTransferLib.forceSafeTransferETH



Smaller Bytecode
Pack more into a single
contract.

(Spurious Dragon limit:
24576)

10000

7500

5000

2500

B OpenzZeppelin [ Solmate [ Solady

ERC20 ERC721 ERC1155

Barebones Contract Bytecode Size (in bytes)



O emo.eth &
H y'all optimizing for the 2023 gas meta, @optimizoor optimizing for 2033

ERC721 i

‘%) vectorized.eth @ B
Ok, this is where Solady's 721 kinda gets into crazy mode.

- Future-proof optimizations. __
The custom mapping is future-proofed for Verkle tree EIP.

notes.ethereum.org/%40vbuterin/ve...

11 1, ”
- Sto rag e h ItCh h I kl n g - Essentially, we want each 2**32-1 consective token IDs to occupy

consecutive slots to reduce the SLOAD costs in the future in case
the...S

- Use the extra bits in the

] = 78580
ownership and balance slots. @ @7858 - 24

So the three byte ID will be in the last 3 bytes of the first word

‘mstore(Ox1c, _ERC721_MASTER_SLOT_SEED) " puts
'0x7d8825530a5a2e7a00..." at Ox1c, which is 4 bytes shy of the end of
the first word, tho

This wipes out the token ID that was just stored? v confused why the

‘mstore(0x00, id) " is there @emo




= (o}

- Compatible with both regular contracts and proxies (e.g. clones).

pragma solidity ~6.8.4;

import 'solady/src/auth/Ownable.sol';
import 'solady/src/tokens/ERC721.so0l’';
import 'solady/src/utils/LibString.sol’';

contract TestNFT is ERC721, Ownable {
constructor() §{
_initializeOwnen(msg.sender);
3

function name() public view virtual override returns (string memory) §{
return "TEST NFT";
L

function symbol() public view virtual override returns (string memory) {
return "TEST";
L

function tokenURI(uint256 id) public view virtual override returns (string memory) §{
return stzning(abi.encodePacked("https://remilio.org/remilio/json/", LibString.toStzing(id)));
3

function mint(address to, uint256 id) public virtual onlyOwner §{
_mint(to, id);
3



Security and Correctness

Heavily fuzz tested.

- Some math functions are formally verified.

Audits:

- Spearbit (Cantina) DM me on X for the report preprint.

- Ackee & RockawayX
- Shung

Make sure to read the Natspec and test with your code.



Todo

- Documentation.

- More features (6551, 4337).
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