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Java/CPP 15 B X ¥ android_util Binder.cpp: JavaBBinder, JavaBBinderHolder,
JavaDeathRecipient , {X{EIEIY Java ESIIAIRSZHTAEEE.
Android Runtime £ F B B , T 8 7T REG_INI(register_android_os_Binder) , [
android_util Binder::register_android os_Binder LI XJ Binder Java/CPP HYKEXK, BPXIHH%
mobject MH{E, LAK Java native {CRSAYBRET,

1 // android_util_Binder.cpp

2 int register_android_os_Binder(INIEnv* env)

3 A

4 if (int_register_android_os_Binder(env) < @)

5 return -1;

6 if (int_register_android_os_BinderInternal(env) < 0)

7 return -1;

8 if (int_register_android_os_BinderProxy(env) < 0)

9 return -1;
10
1}
12
13 // BinderProxy.mObject T&#({E
14  jobject javaObjectForIBinder(INIEnv* env, const sp<IBinder>& val)
15 {
16
17 object = env->NewObject(gBinderProxyOffsets.mClass, gBinderProxyOffsets.mConstruct
18 if (object != NULL) {
19 LOGDEATH("objectForBinder %p: created new proxy %p !\n", val.get(), object);
20 // The proxy holds a reference to the native object.
21 env->SetLongField(object, gBinderProxyOffsets.mObject, (jlong)val.get());
22 val->incStrong((void*)javaObjectForIBinder);
23
24 // The native object needs to hold a weak reference back to the
25 // proxy, so we can retrieve the same proxy if it is still active.
26 jobject refObject = env->NewGlobalRef(
27 env->GetObjectField(object, gBinderProxyOffsets.mSelf));
28 val->attachObject(&gBinderProxyOffsets, refObject,
29 jnienv_to_javavm(env), proxy_cleanup);
30
31 // Also remember the death recipients registered on this proxy
32 sp<DeathRecipientList> drl = new DeathRecipientList;
33 drl->incStrong((void*)javaObjectForIBinder);
34 env->SetLongField(object, gBinderProxyOffsets.mOrgue, reinterpret_cast<jlong>(
35
36 }
37
38 return object;

https://redspider110.github.io/2017/12/21/0041-android-binder/ 12/46



8/22/23, 5:44 PM Android Binder #1f | Earth Guardian
39}
40
41 // Binder.mObject #§[[ JavaBBinderHolder
42  static void android_os_Binder_init(JINIEnv* env, jobject obj)

43 {

44 JavaBBinderHolder* jbh = new JavaBBinderHolder();

45

46 env->SetLongField(obj, gBinderOffsets.mObject, (jlong)jbh);
47 }
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&, REGBEITEE (BpBinder ) KifAMRSSIR ( BBinder ) , XIFHEIEEEERGEM M AUIIR
£ E, MEEREBEESERANMNKRSRERS, SREFANSEXMEE. B, BIERERRN,
Binder HLHIBEBIEHIHIANIR, KRR MHEZ 2.
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https://redspider110.github.io/2017/12/21/0041-android-binder/ 13/46


https://raw.githubusercontent.com/redspider110/blog-images/master/_images/0041-proxy-design-pattern-uml.jpg

8/22/23, 5:44 PM Android Binder #1f | Earth Guardian

1 // ProcessState.cpp
2 sp<ProcessState> ProcessState::self()
3 A
4 Mutex: :Autolock _1(gProcessMutex);
5 if (gProcess != NULL) {
6 return gProcess;
7 }
8 gProcess = new ProcessState;
9 return gProcess;
le }
11
12 // IPCThreadState.cpp
13 IPCThreadState* IPCThreadState::self()
14 {
15 if (gHaveTLS) {
16 restart:
17 const pthread_key t k = gTLS;
18 IPCThreadState* st = (IPCThreadState*)pthread getspecific(k);
19 if (st) return st;
20 return new IPCThreadState;
21 }
22
23}
24
25 // IServiceManager.cpp
26  sp<IServiceManager> defaultServiceManager()
27 |
28 if (gDefaultServiceManager != NULL) return gDefaultServiceManager;
29
30 {
31 AutoMutex _1(gDefaultServiceManagerLock);
32 while (gDefaultServiceManager == NULL) {
33 gDefaultServiceManager = interface_cast<IServiceManager>(
34 ProcessState::self()->getContextObject(NULL));
35 if (gDefaultServiceManager == NULL)
36 sleep(1);
37 }
38 }
39
40 return gDefaultServiceManager;
41 }
HHEIE
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FHBAfF

JAN

FHLAMR N FHLAMR M

MR

R EEEAR DA Min, i Proxy 1EEEY IInterface, IBinder,

1 private static class Proxy implements com.*** ICustomAIDLInterface {
2 private android.os.IBinder mRemote;

3

4 Proxy(android.os.IBinder remote) {

5 mRemote = remote;

6 }

7

8 @Override

9 public void customMethod(int anInt) throws android.os.RemoteException {
10 android.os.Parcel _data = android.os.Parcel.obtain();

11 android.os.Parcel _reply = android.os.Parcel.obtain();
12 try {
13 _data.writeInterfaceToken(DESCRIPTOR);
14 _data.writeInt(anInt);
15 mRemote.transact(Stub.TRANSACTION basicTypes, _data, _reply, 0);
16 _reply.readException();
17 } finally {
18 _reply.recycle();
19 _data.recycle();
20 }
21 }
22}

Parcel E Binder Hl,fﬁ“q:lﬂgﬂim

EX
HE—E% Parcel.java HRYERE:
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N oot N R

* Container for a message (data and object references) that can

* be sent through an IBinder. A Parcel can contain both flattened data

* that will be unflattened on the other side of the IPC (using the various
* methods here for writing specific types, or the general

* {@link Parcelable} interface), and references to live {@link IBinder}

* objects that will result in the other side receiving a proxy IBinder

* connected with the original IBinder in the Parcel.

Parcel B— 1A THIESXIRMGIA, TREEET 1Binder (., Parcel REBEEFFIEAY
iz, &

XEEEATLAK e BENS—mRFIME (BEEF write JIATE Parcelable EM) ; F

BB E— 1Binder MRASIA, XNSIHSIEXNLEZE—MZ IBinder XWREELEZIFAIN

EE o

Parcel RE Binder T, HIREHMAIEIK, FHETIEFTEEHEEEHIEIE, B3 Binder
AJFfEE] Parcel 1, XMEGEHERETRFRY, ATLIIRKLL Java serializable ETHNPEFERIE

o

M=

frameworks/base/core/java/android/os/Parcel.java
frameworks/base/core/jni/android_os_Parcel.cpp

frameworks/native/libs/binder/Parcel.cpp

jni SCI native BY/G7E, jni 2fE AndroidRuntime E{THIHIA.

Binder #H3€ API

O 00 N O U1 A W N R

R R R R R
A W N PR O

15

// Parcel.java
public final IBinder[] createBinderArray() {...}
public final void readBinderArray(IBinder[] val) {...}
public final void readBinderList(List<IBinder> list) {...}
public final void writeBinderArray(IBinder[] val) {...}
public final void writeBinderList(List<IBinder> val) {...}
public final ArrayList<IBinder> createBinderArrayList() {...}
/**
* Write an object into the parcel at the current dataPosition(),
* growing dataCapacity() if needed.
*/
public final void writeStrongBinder(IBinder val) {

nativeWriteStrongBinder(mNativePtr, val);
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/ %k
* Read an object from the parcel at the current dataPosition().
*/
public final IBinder readStrongBinder() {

return nativeReadStrongBinder(mNativePtr);

Yk
* Store or read an IBinder interface token in the parcel at the current
* {@link #dataPosition}. This is used to validate that the marshalled
* transaction is intended for the target interface.

*/

public final void writeInterfaceToken(String interfaceName) {

nativeWriteInterfaceToken(mNativePtr, interfaceName);

public final void enforceInterface(String interfaceName) {

nativeEnforceInterface(mNativePtr, interfaceName);

}

YAk

* Write an object into the parcel at the current dataPosition(),
* growing dataCapacity() if needed.

*/

public final void writeStrongInterface(IInterface val) {

writeStrongBinder(val == null ? null : val.asBinder());

Parcel HEIEE
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Parcel) iz 5y

mData

FEAREHEIHY,
a1String16, Int32 %

flat_binder_object:

HE AR 2R

flat_binder object:

< mDataPos
ZEH ......

mObjects

binder_size t:

binder_size_t:

< mObjectsSize

Parcel RUEHEXIH P NERS: mbata F1 mobjects , FIANEUEAEEREMEIRREEEXIRLIK,
£#IEME nmpata B, mobjects B— N RBEHEH, CRFABEKRE mpata
flat_binder_object AR RIZE.

e RRCE TR P Ry data_Size - - -cccccccimimmcaaaas Tmm—————- offset_size ------- 4

S S | ! '

;- 01 - 7 & v v '
flat_binder_object flat_binder_object nl n2

A : A : :

S R — ; i

cliata .ptr.ouffer i_ _______________________________________ i
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offsets_size, data.offsets FNHRE Binder BEARITFHE 1rc M. Binder XEAEAENSE
FigitBAE, — Binder SLARAILIRIEGEHEHENMEITSEHENSIH,; BINXES|IRABATLE
HIEZ [EEIE, MER Java BE—SIAMES—15IA—F. /I Binder FTEAREHEFEISIALIE
Kzhivs5, HIRERZEIEF EMBEXRIESIREAEEEIS A aeERi%5 1A, MEXYs|HrLIEEE
B, FEWNAEYERS| BT, AMXEEHEEEN Binder [BRENARERFAXHIESE, iR
BXHEBPEN, RAMEBEel—iRcHREMIK, BT ENEIEFEEENER. FEMER
2040 data.offsets FHAFPEIEFE Binder XY data.buffer HYBIEE, F offsets_size FR
ENEAKN. IRENEREEBIRESIRIE data.offsets Fl offset_size EBUET data.buffer A
B9 Binder ¥ HEFH——ABNICIEBEXRNEIESE. EHRBEEFEHA Binder BEES struct
flat_binder_object HYLEFIKR, XIFIEUTGRIR, ZEMWREBIT—IERNBRL, HIERNBFEIER
J1E data.buffer PTIEAMNEFXS, MRAKESESIEFREZR T — IS Binder |, HWEIRIEIRE
HhEHESA data.offsets, offset_size IFEHE Binder WM EFETEL. FTBEZEW TS TR
XEER, A RAEHIEEIN, SENHUENBENMEEREIXLE Binder EHANE,

Binder i&&*ﬂﬁ&%‘ﬂ

XIHiE=R

1 frameworks/native/libs/binder/ProcessState.cpp
2  framework/native/libs/binder/IPCThreadState.cpp

ik

Android R R EF 3 A B F A RBEH Binder Nl H HET WAL E, A

ProcessState/IPCThreadState ,

O ProcessState

BHEEXH, fASITFF Binder IKEMEE, HH1T mmap() FHERTIIE.
© IPCThreadState

BEEEXN, AR5 Binder R TERANGSIERS.

ProcessState.cpp

o EAfERAE
ReeBid BBIETUIREY ProcessState XI5, AT BIE Binder £ZFE: sp<ProcessState> proc =
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ProcessState::self(); . MIFIERIFSFIIFF Binder 18, BHNEANRITAILRRERE NHEN
Binder IREREWFTH—IX,

1 // BER

2  sp<ProcessState> ProcessState::self()
3 A

4 Mutex: :Autolock _1(gProcessMutex);
5 if (gProcess != NULL) {

6 return gProcess;

7 }

8 // gProcess{E Static.cpp FEMNHNEETE
9 gProcess = new ProcessState;
10 return gProcess;
1}

o HFEE

A~ Arp ESEIATERSGIE BRI Binder_x HILLRE, HRADEIE 2 4 ( Binder FLAZFNZFINN
AHZEIR) | &Z20liE 15 4, AL aSEE:

% adb shell; ps -t | grep -irs "binder*"

1 #define DEFAULT_MAX_BINDER_THREADS 15

2 static int open_driver()

3 A

4 int fd = open("/dev/binder", O RDWR | O_CLOEXEC);
5 if (fd >= 9) {

6

7 size_t maxThreads = DEFAULT_MAX_BINDER_THREADS;
8 result = ioctl(fd, BINDER_SET_MAX THREADS, &maxThreads);
9
10 }
11 return fd;
12}

o BlEELAE

{5/ Processstate REIELEE, HERMRENMNHENSGEERSHWOIE—R, HESGIEE—
N PoolThread FZHFE.

proc->startThreadPool(); //&&E
ProcessState: :self()->startThreadPool();

void ProcessState::startThreadPool()

{

uvi A W N R
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6 AutoMutex _1l(mLock);

7 if (!mThreadPoolStarted) {

8 mThreadPoolStarted = true;

9 spawnPooledThread(true);

10 }

1}

12 void ProcessState::spawnPooledThread(bool isMain)
13 {

14 if (mThreadPoolStarted) {

15 String8 name = makeBinderThreadName();

16 ALOGV("Spawning new pooled thread, name=%s\n", name.string());
17 sp<Thread> t = new PoolThread(isMain);

18 t->run(name.string());

19 }

20}

O PoolThread
HIEHIEFER, SRI8— 1NEKIE PoolThread , IXPMERF[ER, (MNEIENELEMANTELE

i IPCThreadState::self()->joinThreadPool(mIsMain); ,

1 class PoolThread : public Thread
2 A

3  public:

4 PoolThread(bool isMain)

5 : mIsMain(isMain)

6

7

8

9 protected:
10 virtual bool threadLoop()
11 {
12 IPCThreadState::self()->joinThreadPool(mIsMain);
13 return false;
14 }
15
16 const bool mIsMain;
17}

Binder HMEEXIAEEIT 1M

Binder RREEBRHIZEBEIGH, EWAVEIENN BT .,
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// ProcessState.cpp

// Binder FEHIHENAK/NA 1M - 8K K/NHIRTE
#define BINDER_VM SIZE ((1*1024*1024) - (4096 *2))
ProcessState: :ProcessState()

: mDriverFD(open_driver())

{
if (mDriverFD >= 0) {
/] RFEARFIRETEREmmap, 5binderHEC—RERIAMNEZSE], FASKIEERSS
mVMStart = mmap(®, BINDER_VM_SIZE, PROT_READ, MAP_PRIVATE
| MAP_NORESERVE, mDriverFD, 0);
}

ProcessState FEH API

1 // B, FERSR

2  sp<ProcessState> ProcessState::self()

3 /] FiE%E

4  ProcessState::self()->startThreadPool();

5 // ¥KBY handle 5 @ HY IBinder, handle /4 0 F/RE service manager SFIFHIE

6 ProcessState::self()->getContextObject(NULL)

7/

8 ProcessState::self()->getContextObject(const Stringl6& name, const sp<IBinder>& caller

9 // REANLTNEER
10 bool ProcessState::becomeContextManager(context_check_func checkFunc, void* userData)
< 3
IPCThreadState.cpp

o HBARIF— joinThreadPool

ALABEIARER Processstate GIEMLIZ, KRE2EMNALE, REHZET joinThreadPool
A0 Binder ZRFEiBEY.

/] KEEX., EBRIAAN true

void joinThreadPool(bool isMain = true);

{

/] FEFEFNEMEAE BC IBA—HE

1

2

3

4  void IPCThreadState::joinThreadPool(bool isMain)

5

6

7

8 mout.writeInt32(isMain ? BC_ENTER_LOOPER : BC_REGISTER_LOOPER);
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9 ce

10 /] MIRZBEZEBEHNTIRER, LEFERER

11 do {

12 processPendingDerefs();

13 // now get the next command to be processed, waiting if necessary

14 result = getAndExecuteCommand();

15

16 if(result == TIMED_OUT && !isMain) {

17 break;

18 }

19 } while (result != -ECONNREFUSED && result != -EBADF);

20

21 mout.writeInt32(BC_EXIT_LOOPER);

22 talkWithDriver(false);

23}
PN EEEETE
mIn, mout : mIn FASEIZEWSEE Binder Driver HYEE, mout FAREFEMEA{E Binder Driver HY
Az,
TBEASFONE R RS
BINDER_COMMAND_PROTOCOL : iERES, LA Bc_ FFk, f&#R BC 13, EkapTATHAAZERRERE
(A& HIEK,
BINDER_RETURN_PROTOCOL : NARZAS, LA BR_ FFk, f&#R BR #3, BFMAEOREIH<S, WZ=TEME
FAF =S EIREIE R,
KN &IEIFHAS
IPCThreadState & API SIFIBKRIBEAN mout , REZREPSIEIY talkWithDriver SN Binder
Driver ,

AL IEIXEMR BRI AL RS

IHAMSREEET mIn (EiERE] Native =,

status_t IPCThreadState::executeCommand(int32_t cmd)

2 status_t IPCThreadState::waitForResponse(Parcel *reply,

3 status_t *acquireResult)

AIDL HfY oneway FEEFANE

AIDL FEREEN oneway KT, FERE(EBANIEFSIAIN:
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// BB oneway
mRemote.transact(***, _data, null, 9);

// 7T oneway
mRemote.transact(***, _data, null, android.os.IBinder.FLAG_ONEWAY);

A W N R

MX MRCERES X EFT:

status_t IPCThreadState::transact(int32_t handle,
uint32_t code, const Parcel& data,

Parcel* reply, uint32_t flags)

{
/] ZBIRE oneway
if ((flags & TF_ONE_WAY) == 0) {
if (reply) {
err = waitForResponse(reply);
} else {
Parcel fakeReply;
err = waitForResponse(&fakeReply);
}
// I®E oneway
} else {
err = waitForResponse(NULL, NULL);
}
return err;
}

status_t IPCThreadState::executeCommand(int32_t cmd)
{

case BR_TRANSACTION:
{

/] RBIRE oneway, KIX[EH
if ((tr.flags & TF_ONE_WAY) == 0) {
LOG_ONEWAY("Sending reply to %d!", mCallingPid);
if (error < NO_ERROR) reply.setError(error);
sendReply(reply, 0);
// RE oneway, 2R
} else {
LOG_ONEWAY("NOT sending reply to %d!", mCallingPid);
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39
40 }
41
42}

/

KBFTLLEER, oneway KBFRETER
sendReply ,

FHZEZF1F waitForResponse LAK NI 2 &I1XEIH

Binder HHI3EENZZEH

.

BEIF5 Binder Driver REMIMSFE talkwithDriver B ioctl() , J&BITE BINDER_WRITE_READ #p

$5 N\ Binder Driver ,

1 status_t IPCThreadState::talkWithDriver(bool doReceive)
2

3

4 binder_write_read bwr;

5

6 bwr.write_size = outAvail;

7 bwr.write_buffer = (uintptr_t)mOut.data();

8

9 // This is what we'll read.
10 if (doReceive && needRead) {
11 bwr.read_size = mIn.dataCapacity();
12 bwr.read_buffer = (uintptr_t)mIn.data();
13 } else {
14 bwr.read_size = 9;
15 bwr.read_buffer = 0;
16 }
17
18 bwr.write_consumed = 0;
19 bwr.read_consumed = 0;
20 status_t err;
21 do {
22 IF_LOG_COMMANDS() {
23 alog << "About to read/write, write size = " << mOut.dataSize() << endl;
24 }
25 #if defined(__ANDROID )
26 if (ioctl(mProcess->mDriverFD, BINDER_WRITE_READ, &bwr) >= 0)
27 err = NO_ERROR;
28
29 } while (err == -EINTR);
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30
31}

IPCThreadState FH API

1 // IO Binder Zf2ith
2 IPCThreadState::self()->joinThreadPool();
FE/D 2 /) Binder 2

ERTERERA Binder HUHIAYRAIF, EREBRWIGHNEDSIITIIIAE:

int main(...){

ProcessState::self()->startThreadPool(); // Binde_ 1 F&ig
IPCThreadState::self()->joinThreadPool(); // HEIELFEIRK Binder &iE

o U~ W N R

MBIERDHEILAEE]:

O ProcessState::self()->startThreadPool();
FRE&RED, MEFRE— Binder F4&FE, /WA Binder 1,
O IPCThreadState::self()->joinThreadPool();

SRIZAENMAEASth, BHEGERILAEES Binder LiZ,

BAIEDSHT startThreadpool() BIRILAFZI, T — PoolThread S joinThreadPool() ,
BN AELEZRLVEAT joinThreadPool , PHEER, KASFAILABH, KXW EBZE Binder Fk
*é, BREIERA—H, EZWEA joinThreadPool() HIBRIZ—EMR startThreadPool Ei?iﬂ%
LREASZEARITET main RFERMWERL, BNZZHFBERANTIRS Binder ZIEQENFML
2, BILUSEHEER,

Binder ZiRR4E
Binder RFZFAISH 3 HLEFE:

o Binder FEZiFE
ProcessState: :self()->startThreadPool(); Bl Binder FZLIE. fREM 1 FFE, BIFEKES
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73 Binder_1, FEFHEEFSEHN.

© Binder EIBZIE
FH Binder Driver RRER B G/ Binder &2, A [EEE BR_SPAWN_LOOPER f5 [A]1F
spawnPooledThread(false) CIEEIBLTE, 1ZEAEREA Binder_X,

o Binder HtEZFE
HhELEZ2IEFIRBEM spawnPooledThread /5%, MEBEEEA IPCThreadState::self()-
>joinThreadPool , fEHBIZLFZEEIZINAN Binder ZZFERATI.,

ServiceManager

WERE T

ServiceManager ISE/IL,E ):Jﬁﬁmmﬂﬁ%iﬂﬁo

o {EAMRS IR
IServiceManager.java/IServiceManager.cpp : HftHEEEEI EIIRkEETEMIRSHY. FI
£ Java XF8h, ServiceManager.java EXJ IServiceManager.java H9—E%E, BEINMRET—
N cache , Bl Java BBE REEIT sServiceManager.java RiFAIMN, MAEREEREH
IServiceManager.java,

o {EREFH
service_manager.c : FHFHAT init.rc SFE—PBREB/NEM servicemanager fRSFE, ©
=M service_manager.c LMHTFIFHZE, ATHXOARAXBEFIFHERSHZEGEZ N
service_manager ., SHPARHEESHATLRER, REMIINEE: FMRSFIELRS.
IServiceManager.cpp # service _manager.c B2 — M T E K Binder B EFE R E .
ServiceManager BJLAEM{ZFif, service manager STFHERILAEMERS K. XEBOHES

BERRLIAY, ATLUARXEFERR, FrLAUBEYS serviceManager 1 service_manager &
ZFFR ServiceManager ,

7

ServiceManager FEBHESEN

f£ Android RZFH, ATE service EBEEMAZE ServiceManager REFEE, XEFEFimALURSGE
FET RS BN ERSETITRSS, ERT ServiceManager £MEFIHIRMIRSZSIHAY 1Binder , AFEF iR
RSB IHAY Binder BfE. MBXMIEHERFAE TR, RFEFERKR 7 EMNMESTE, RIFHENE
.

1 public static void addService(String name, IBinder service) {...}
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2 public static IBinder getService(String name) {...}

c/s =B

o FARSS addService
Server H#E[A ServiceManager jIMIRSS. 1ZIFE: Server EEFiM, ServiceManager ZMRSFE
iy

o FKREUIRSS getService
Client HFEM ServiceManager IREVMERMAYIRSS. 1ZIIFE: Client RZEFim, ServiceManager
IR,

o {EFMRSS
Client fSEIfRSSHY 1Binder 5 server HIZIB(S, FAFHAILABID Binder Driver RXEHUYE.

ZIRE: Cclient BEFim, Server ZEIRSSIm.

Java EHIEE

O 1. mRemotetgm@BinderProxy7i g

2 asBinder() iz [ElmRemote

Client Minterface 4
+asBinder() ServiceManagerProxy BinderProxy
: -mRemote: IBinder -mObject: long
: sServiceManagerf§mIFIZ2S) | 0000000 ol | [memeamn be----
S : +asBinder +transact .
9 : e ServiceManagerProxy2i £ | : +getSentic[e)l[) +IinkToD£ath[) : -
: : +addSevice() +unlinkToDeath() H IBinder
ServiceManager : +FLAG_ONEWAY
-sServiceManager: 1ServiceManager IServiceManager Q____i :___{> +trar‘|sacrtfgc 5
H : +getints 1
-getlServiceManager() :agltjg:rc;g:‘;g) H Bind : +gie?yfucaﬁntg?lgc‘z§d)
+getService(Siring): IBinder g N ServiceM: Nat inder +linkToDeath()
+adc.ISeN\ce(Stnng, |Binder) H erviceManagerivative -mObject: long +unlinkToDeath()
: : : | +aslnterface(Binder): ServiceManagerProxy _| > +getCallingPid() ;
addéervice MAIDLIE ORI T *"1+onTransact() +getCallingUid()
H 1. ICustomAlDLInterface: Bl IServiceManager +asBinder() +attachinterface()
: 2. Stub: B ServiceManagerNative +queryLocallnterface()
S 3. Proxy: Bl ServiceMangerProxy #:)nTrar;lsgct()
erver +ransa
-execTransact()
-init()
-destroy()

O ServiceManagerProxy
HpRZITE mRemote F§[A BinderProxy XJ&E, ServiceManagerProxy:addService, getService
FERERERXH mRemote KTk

O ServiceManager
B g getIServiceManager J5 % 3k B B9 =2 ServiceManagerProxy X4 &
ServiceManager:addService, getService SCEFRT{FEB3ZH ServiceManagerProxy HItEN J5iE3E
QbIE,

O ServiceManagerNative

=

asInterface() IR [@ B9 2  ServiceManagerProxy XJ £ , ServiceManager =2 1B &
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ServiceManagerNative ZER#KZE| ServiceManagerProxy HY,

crr ERIEE

‘ mRemote?EEJTBpEinder'ﬁ
BpRefBase -
BpServiceManager -mRemote: |Binder* - I mHandlesTiEm
: +remote(): IBinder* e BBinderffI A4
+addService() _mHandle ).
+getService() 4&
+handle()
Bpinterface +iransac() -
+remoteBinder() IBinder
- +setConstantDatay)
linterface I1ServiceManager s Hncie () +sendObituary() +querylLocalinterface()
- +getinterfaceDescriptor()
+asBinder(): [Binder +addService() <] +:_Fak”_|§3510 ih)
+getService() HinkToDea
+defaultServiceManager() s BBinder +:Jn|£II;T?:IDESIhE{.)B' der*
+localBinder(): BBinder
+queryLocallnterface() —| - +remoteBinder(): BpBinder*
_..====="| +getInterfaceDescriptor() :::::I;fgicrfger[)
XE# T—BnServiceManager +onAsBinder() ZonTransact()
i T LonTransactHIiEE T /EIR ¢
it Eservice_manager cSFPHE!

O BpServiceManager

[E B 4% 5% T 1IServiceManager, BpInterface , E &7 BpInterface #K7& BpRefBase ,

BpRefBase.mRemote F§[AY BpBinder , BpBinder.mHandle Jf§[E] BBinder HYGHH, 1BITIXNE)

HRSCIL Binder [ARVIB(S.
O TIServiceManager

EA#ET, IServiceManager::defaultServiceManager ¥KEXZ| BpServiceManager 3L,

SFEY Binder_cPp #Z()EE, HRELT BnServiceManager X, BBERFEY onTransact REETL(E

B? BRiE service_manager.c FHPHIE!

IServiceManager: :defaultServiceManager

MEEFTLLEF, IServiceManager HZ BN NN EFMKR S, REH T E 5 AD
defaultServiceManager , 8% handle AJfFA 0 Y BpBinder , M 0 SAMEXINAY BBinder 3LFRA

service _manager SFIFHFE,

// Static.cpp HENX
sp<IServiceManager> gDefaultServiceManager;

// IServiceManager.cpp, EFIHEZFREY
sp<IServiceManager> defaultServiceManager()

{

if (gDefaultServiceManager != NULL) return gDefaultServiceManager;

00 N O U1~ W N R
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AutoMutex _1(gDefaultServiceManagerLock);
while (gDefaultServiceManager == NULL) {
gDefaultServiceManager = interface_cast<IServiceManager>(
ProcessState: :self()->getContextObject(NULL));
if (gDefaultServiceManager == NULL)
sleep(1l);

return gDefaultServiceManager;

// ProcessState.cpp
/1 SR7 o B, Sok ping —TERAEST
sp<IBinder> ProcessState::getStrongProxyForHandle(int32_t handle)

if (e != NULL) {

// We need to create a new BpBinder if there isn't currently one, OR we

// are unable to acquire a weak reference on this current one.
// in getWeakProxyForHandle() for more info about this.
IBinder* b = e->binder;

if (b == NULL || !e->refs->attemptIncWeak(this)) {

See comment

if (handle == 0) {
// Special case for context manager...
// The context manager is the only object for which we create
// a BpBinder proxy without already holding a reference.
// Perform a dummy transaction to ensure the context manager
// is registered before we create the first local reference
// to it (which will occur when creating the BpBinder).
// If a local reference is created for the BpBinder when the
// context manager is not present, the driver will fail to
// provide a reference to the context manager, but the
// driver API does not return status.
//
// Note that this is not race-free if the context manager
// dies while this code runs.
//
// TODO: add a driver API to wait for context manager, or
// stop special casing handle © for context manager and add
// a driver API to get a handle to the context manager with

// proper reference counting.

Parcel data;

status_t status = IPCThreadState::self()->transact(
0, IBinder::PING_TRANSACTION, data, NULL, 9);

if (status == DEAD_OBIJECT)
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56 return NULL;

57 }

58

59 b = new BpBinder(handle);

60 e->binder = b;

61 if (b) e->refs = b->getWeakRefs();
62 result = b;

63 }

64 return result;

65 }

A FRE

interaction |ServiceManager_defaultServiceManager )

IServiceManager ProcessState IPCThreadState BpBinder BpServiceManager

1: defaultServiceManager

2 : getContextObject(MULL) !

it ping M
binder 25 6

3 : get$trpngProxyForHandle(0)
- transact(0, PING__,TRA?&ESACTIOME

5 - new BpBinder(0}

h J
__:_______________________________

< 6 : return BpBinder(0)

T 1agInterface(|Binder)
8 : new BpServiceManager(BpBinder)

: T

B4

A= = Y

o defaultServiceManager ZH{{}F new BpServiceManager(new BpBinder(®));

© handle A0 BIEH, XF serviceManager FRXJRIAY BBinder

5

https://redspider110.github.io/2017/12/21/0041-android-binder/ 31/46


https://raw.githubusercontent.com/redspider110/blog-images/master/_images/0041-IServiceManager_defaultServiceManager.png

8/22/23, 5:44 PM

O 00 N O U1 »h W N B

R
[

Android Binder #1f | Earth Guardian

//$%Blservice managers|H

sp < IServiceManager > sm = defaultServiceManager();

/i EMRE R " service.myservice"IARSS Blservice manager
sm->addService(Stringl6("service.myservice"), new BnMyService());

//$%Blservice managers|H
sp < IServiceManager > sm = defaultServiceManager();

//3RENZ /9" service.myservice"HIbinderiE
sp < IBinder > binder = sm->getService(Stringlé6("service.myservice"));

/ /fBbiner IgREE A 9585 | FHSEELAYIMy Service

sp<IMyService> cs = interface_cast < IMyService > (binder);

service_manager %;Fﬁ*i

XA EEE
1 frameworks/native/cmds/servicemanager/servicemanager.rc
2  frameworks/native/cmds/servicemanager/service_manager.c
3  frameworks/native/cmds/servicemanager/binder.c
TPz
B init.rc FFERITIPHE, XML service_manager.c {4,
1 // M rc X{4: Servicemanager.rc
2 service servicemanager /system/bin/servicemanager
3 class core
4 user system
5 group system readproc
6 critical
7 onrestart restart healthd
8 onrestart restart zygote
9 onrestart restart audioserver
10 onrestart restart media
11 onrestart restart surfaceflinger
12 onrestart restart inputflinger
13 onrestart restart drm
14 onrestart restart cameraserver
15 writepid /dev/cpuset/system-background/tasks
FiEF
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1 // service_manager.c

2 int main()

3 A

4 cee

5 // FFiE Binder Kz

6 bs = binder_open(128*1024);

7 ce

8 // B%73 Binder BRSZHIKREZR

9 if (binder_become_context_manager(bs)) {
10 ALOGE("cannot become context manager (%s)\n", strerror(errno));
11 return -1;
12 }
13 .
14 /1 BENTCRRAEER, AIREFimiEK
15 binder_loop(bs, svcmgr_handler);
16
17}

FrEFZERER:

o ¥JFF Binder Driver , HIF 128k = A/NHIHEFEZT(E]
o JEMELS Binder FRFBEIKEZR, tBHIEXINL BBinder G/ O
o HALIRER, WIBEFinARANEK

ARSSHER

FToIeVEH Java/cPp API , BMRBERAIN svclist BEERPHRTF. HAIBTLUEBER svcinfo XA
AR RRE T IRSHBFRFITN (XAIWRFE BpBinder.mHandle ) .

Service Manager Servicei# i System Serveridff

PackageManagerService

ActivityManagerService

PowerManagerService

— iR EATEE
hiodgErFbindense o)

BERFRCSIM TBIFAEIRSS: adb shell service list
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1 struct svcinfo

2

3 struct svcinfo *next;

4 uint32_t handle;

5 struct binder_death death;

6 int allow_isolated;

7 size_t len;

8 uintl6e_t name[0];

o b

10

11  struct svcinfo *svclist = NULL;

12

13 // EFIEERSAO

14  int svcmgr_handler(struct binder_state *bs,
15 struct binder_transaction_data *txn,
16 struct binder_io *msg,

17 struct binder_io *reply)
18 {

19

20 uint32_t handle;

21

22 switch(txn->code) {

23 case SVC_MGR_GET_SERVICE:

24 case SVC_MGR_CHECK_SERVICE:

25 s = bio_get_stringl6(msg, &len);

26 if (s == NULL) {

27 return -1;

28 }

29 handle = do_find_service(s, len, txn->sender_euid, txn->sender_pid);
30 if (!'handle)

31 break;

32 bio_put_ref(reply, handle);

33 return 0;

34 case SVC_MGR_ADD_SERVICE:

35 s = bio_get_stringl6(msg, &len);

36 if (s == NULL) {

37 return -1;

38 }

39 handle = bio_get ref(msg);
40 allow _isolated = bio_get _uint32(msg) » 1 : 0;
41 if (do_add_service(bs, s, len, handle, txn->sender_euid,
42 allow_isolated, txn->sender_pid))
43 return -1;
44 break;
45
46 }
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FIRHEEMARER

binder_become_context_manager f£ Native &, EEERN{NETAT BINDER_SET_CONTEXT MGR HY

ioctl 3%, BRI priver ZBHOHT.

1 int binder_become_context_manager(struct binder_state *bs)
2 {

3 return ioctl(bs->fd, BINDER_SET_CONTEXT_MGR, 0);
4}

XA AL EIRFN S AN R INEE :

o HIFIKE], HENHFERD Binder ETFNEEE
o FEXIMTF Context Manager HY binder_node (BP BBinder XJRZAYIRENZEFIIK)
o ##E binder_ref , IREAWA 0, FHZES|IFMIEA FEXA Binder LK

%LIE

service_manager RFCIREIMZENFILIE: RSBIEMEEIRIBEK (H IServiceManager &) ,

IPCThreadState: :talkWithDriver —#¥, [EIXEI /A& BINDER_WRITE_READ #p<>, IEENFHAETIRENIREIRD

I

H/She

1 void binder_loop(struct binder_state *bs, binder_handler func)
2

3 int res;

4 struct binder_write_read bwr;

5 uint32_t readbuf[32];

6

7 bwr.write_size = 0;

8 bwr.write_consumed = 0;

9 bwr.write_buffer = 0;
10
11 readbuf[0] = BC_ENTER_LOOPER;
12 binder_write(bs, readbuf, sizeof(uint32_t));
13
14 for (5;) {
15 bwr.read_size = sizeof(readbuf);
16 bwr.read_consumed = 0;
17 bwr.read_buffer = (uintptr_t) readbuf;
18
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19 // %0 IPCThreadState::talkWithDriver —#£, T4 BINDER_WRITE_READ <.
20 res = ioctl(bs->fd, BINDER_WRITE_READ, &bwr);

21 cee

22 // FENTIKENREERE

23 res = binder_parse(bs, 0, (uintptr_t) readbuf, bwr.read_consumed, func);
24

25 }

26}

27

28 // func BPA svcmgr_handler, FFEEFEM

29 int binder_parse(struct binder_state *bs, struct binder_io *bio,

30 uintptr_t ptr, size_t size, binder_handler func)
31 {
32
33 switch(cmd) {
34
35 case BR_TRANSACTION: {
36 struct binder_transaction_data *txn = (struct binder_transaction_data *) ptr;
37 .
38 if (func) {
39 unsigned rdata[256/4];
40 struct binder_io msg;
41 struct binder_io reply;
42 int res;
43
44 bio_init(&reply, rdata, sizeof(rdata), 4);
45 bio_init_from_txn(&msg, txn);
46 // V8RS svcmgr_handler
47 res = func(bs, txn, &msg, &reply);
48 if (txn->flags & TF_ONE_WAY) {
49 binder_free_buffer(bs, txn->data.ptr.buffer);
50 } else {
51 binder_send_reply(bs, &reply, txn->data.ptr.buffer, res);
52 }
53 }
54 ptr += sizeof(*txn);
55 break;
56 }
57
58 }
ARSSiE/E

https://redspider110.github.io/2017/12/21/0041-android-binder/ 36/46



8/22/23, 5:44 PM Android Binder #li) | Earth Guardian
ZAAFBERS, RZBSEXEXLIWEM. M svemgr_handler ATLAF R, RSBEIMBFEANR
do_add_service , HEE— svcinfo RFEANZIRNTWE, FHIIAMER., DWZIEMNESZE Binder SE
RISRETERL, FERTESRER— Binder S|IAMRIERE.

int do_add_service(struct binder_state *bs,
const uintl6e_t *s, size_t len,
uint32_t handle, uid_t uid, int allow_isolated,

pid_t spid)
struct svcinfo *si;

if (!handle || (len == @) || (len > 127))

return -1;
10
11
12 {
13 si = malloc(sizeof(*si) + (len + 1) * sizeof(uintle_t));
14
15 si->handle = handle;
16 si->len = len;
17 memcpy(si->name, s, (len + 1) * sizeof(uintlé_t));
18 si->name[len] = "\0';
19 si->death.func = (void*) svcinfo_death;
20 si->death.ptr = si;
21 si->allow_isolated = allow_isolated;
22 si->next = svclist;
23 svclist = si;
24 }
25
26 binder_acquire(bs, handle);
27 binder_link_to_death(bs, handle, &si->death);
28 return 0;
29}
IRSSET

RSEPEAYNMAIIRSS, M svemgr_handler AJLIEER], IRESEIMIGEEHZEARI do_find_service ,
BIEIRSAIBFRELE, FHREIGOW, AMARFTERETRHMATLLT? NEEAIIKEIDHrRI LT f#E,
KB ARR LK EIMENAY Binder S|FARYR, M Binder SIFAXISRAVEIIARH{RF T Binder SLIARY
. WHIREEDREERITHE] Binder AYSIFFIEANISR.

1 uint32_t do_find_service(const uintl6_t *s, size_ t len, uid_t uid, pid_t spid)
2 A
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3 struct svcinfo *si = find_svc(s, len);

4

5 return si->handle;

6 }

7

8 struct svcinfo *find_svc(const uintl6_t *sl16, size_t len)
9
10 struct svcinfo *si;
11
12 for (si = svclist; si; si = si->next) {
13 if ((len == si->len) &&
14 Imemcmp(s1l6, si->name, len * sizeof(uintl6_t))) {
15 return si;
16 }
17 }
18 return NULL;
19 }

IServiceManager.cpp/service_manager.c B{Sitie

FERIEB DM, IServiceManager.cpp R X B 4 BY T BpServiceManager 2, [ %
BnServiceManager XKRIFHE, WHIRIRAE IServiceManager HFFHIRAEIMIRS, REMTEIRRS
defaultServiceManager , MISHPIHFE service_manager.c FUFMRAT ETFSCKESR, HEWREIEE
T binder_node FIR(EZ5Z&E binder context_mgr_node , IServiceManager.cpp/service manager.c
ZE2UNERBERAIB? thFtE service_manager.c {{AI5EAL T BnServiceManager HILHEE? XLLERR
f£ Binder Driver HRSCEIRY, TESCHIMEEDHT. 7£ Binder B(SHIHIH, BpBinder.mHandle IKZEXT
MY BBinder , 2fE Binder Driver HY binder_transaction HRSCIIEY,
BHZIERE: MR handle HE, MWBL handle LB FIKE] bind_ref (B) Native EFHY
BpBinder ) , MIXMNEWIKRFRFZETEESIIMNE binder_node (BJ Native EHHJ BBinder ) ; ISR
handle AAE, BIIHEA 0, MIRE] binder_context_mgr_node ,

MR 9 WmAe 0K, X NBNHBRIE M service_manager @ {5 , M
IServiceManager: :defaultServiceManager EIAIRSZHES, BHBERATAEZEREEEDRA O 7.

1 driver: binder.c

2 static void binder_transaction(struct binder_proc *proc,

3 struct binder_thread *thread,

4 struct binder_transaction_data *tr, int reply)
5 A

6

7 struct binder_node *target_node = NULL;
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9 if (tr->target.handle) {

10 struct binder_ref *ref;

11 ref = binder_get_ref(proc, tr->target.handle, true);
12 if (ref == NULL) {

13 binder_user_error("%d:%d got transaction to invalid handle\n",
14 proc->pid, thread->pid);

15 return_error = BR_FAILED_REPLY;

16 goto err_invalid_target_handle;

17 }

18 target_node = ref->node;

19 } else {

20 target_node = binder_context_mgr_node;

21 if (target_node == NULL) {

22 return_error = BR_DEAD_REPLY;

23 goto err_no_context_mgr_node;

24 }

25 }

26

27}

Binder Driver EEEH

Binder Driver ZEN Binder BEHHAVZL, BITIFTRHS, ARHEZEBERIEN, HEERH
TR ARG, S MHETRALIZE 15 1,

X
1 ./drivers/staging/android/binder.h
2 ./drivers/staging/android/binder.c
3 ./drivers/staging/android/uapi/binder.h
4  ./drivers/staging/android/binder_trace.h

£ kernel 3.19 Zf5, BMABEESAE] kernel master 9XH7,

master 9

./drivers/android/binder_alloc.h
./drivers/android/binder_alloc.c
./drivers/android/binder.c

./drivers/android/binder_trace.h

./drivers/android/binder_alloc_selftest.c

o v~ W N R

./include/uapi/linux/android/binder.h
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't )

© binder_proc : Binder HFE
XN TFHAFZERY Processstate , BNHIEWEMA open() ¥JFF Binder RFNEBZEGIBIZLENINK,
FRTEE 1pc IBENSTMER.

© binder_thread : Binder ZFZ2
XIRF LERY Binder ZRFE.
© binder _node : Binder ZL{K

XFRF BBinder Y52, iCR BBinder HUHHE. 385t. SIFRIHEE:.

© binder_ref : Binder 3|
binder_node SCAXISAYSIFAE, XM T BpBinder XJ5R, i3 BpBinder HIS|AEITHER. FET-IEA.
BBinder 1%,

© binder_ref_death : Binder FET-3|F

ICR Binder FET_RISIARER.

flat_binder_object : IBinder XS

IBinder XIREM MHIZEMEIBRIRTELSA.,

[e]

Binder XRZIAAISIAXER
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Bpinterface Bplnterface ‘ Bplnterface
e v o
mstrong = 3
BpBinder €
mWeak = 3
11>
strong=1 ,
strong = 3 weakg= : B strong =3
v
binder_ref | - binder_ref | | binder_ref
1_"-.- - i i PR - - -.1..."
Tk T 1 B o
| T
internal_strong_refs =3 binder_node
i 1"__.-.
1
h

mStrong =1

BBinder
mWeak =1

© BBinder #{ binder_node F|FH

© binder_node # binder_ref S|FH

© binder_ref # BpBinder F|FH

o BBinder F[1 BpBinder Z{TIERFZE

© binder_node #[] binder_ref IZ{TIENIZZE

VAAIREE: client -> handle -> binder_ref -> binder _node -> Service,

Binder @&(SH#IES N RE

° AP=EFRZEEREN
Linux BAERGAIRMEFZITERZTIE, NAEFSITERFTE, MEERRMERE
EREdE, EA Linux ERRIEMREIGE, BPRZERNEIETREMIRE, SRETEFERBRRT
[EiEETRS, NNAEIETEAEREF. ARZANRFERERARRIIN, MARTEEE SR
LR

° REHNHAIEZIA
BE 32 7 Linux PIZEEHRUEN=SEREES 4G: {9 036 R5AP=HEE34G INZTE(ER, W
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ZAJLAGEFRRYZ ML RS 16), IFRXER 32 A=A S, 64 (LRI ER 5 2R
B, EHRRENHEI LR 46 NEIRE, ERLmERFIERATILE.
o WEARFREIREZEBRET

BSSERZEIENESE, HiE—REAFEIRFEEA/NMINTE, ARHE 1 M RA/NMIAER
7, BER—UWIERES BIRSE RNzt = a0 A EIARF=E, TSIl 7 BP=ER
MNZZERY Buffer ELER(ERITNEE. MXFREIBSIRGINNGE, EERFPZEMNRNZZBEATE
HEIEEN T, BE Binder HIZRBEIFIFBIEATET, server HIERZTHEERE Client
HERNEIEMN B A R RZTE, HREXEEREIEEN, AXRES T BEIER.

HE A #iz B
BF=E BF=E
A FZ=EBinder&ilNTZ
binder{£ii£UE

M= E M= 8]

ESABAZZE

A% 18] Binder il A7Z >

WEA 7 /

1 // ProcessState.cpp

2 // “Binder’ HEXNFEE “IM BT, MIEREFIERET mmap
3 // driver binder.c

4 // RESTERBIKEIAY binder_mmap

5 static int binder_mmap(struct file *filp, struct vm_area_struct *vma)
6 {

7

8 /] B am {RIF, ERAPZEREHE 1M

9 if ((vma->vm_end - vma->vm_start) > SZ_4M)

10 vma->vm_end = vma->vm_start + SZ_4M;

11
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handle AJ{RRILERE

IRS5IEMAT ( addService ) , FEIXKENFERLXTAAY binder_node SCARIFSR, LUK binder_ref 5|FAXY
%, HISIRIBI BRSRAEMXIRAY handle {E.

KT S

BBinder

%

BpBinder

binder_ref /
e,

binder_node

3| F BT
rb_rdot

binder_node

nodels

3| B R /D
rb_root

ol
|
[] #Tbinder_ref¥ & =R
[ #mbinder_nodei hitpevblog.csdn.net/codefly

// FBFVEREEKENRTARE

// ioctl -> binder_ioctl -> binder_ioctl_write_read ->

// binder_thread_write -> binder_transaction

static void binder_transaction(struct binder_proc *proc,
struct binder_thread *thread,

struct binder_transaction_data *tr, int reply)

0 N O U1 A W N R
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switch (fp->type) {
case BINDER_TYPE_BINDER:
case BINDER_TYPE_WEAK_BINDER: {
/] BSOS FEXSR

struct binder_ref *ref;

struct binder_node *node = binder_get_node(proc, fp->binder);

if (node == NULL) {
// BEE— Binder SL{ARIR node

node = binder_new_node(proc, fp->binder, fp->cookie);

}

// BlJiE— Binder Z|FESE

ref = binder_get ref_for_node(target_proc, node);

if (fp->type == BINDER_TYPE_BINDER)
/1 AEHEEIRFpRIZEEY
/] SREISHIEEEUEEEE BirHiERT, HIEEEE
/] EHEPRY Binder SLIAIISENATAY T Binder3|AXISR

fp->type = BINDER_TYPE_HANDLE;

else
fp->type = BINDER_TYPE_WEAK_HANDLE;
fp->binder = 0;
/] SFRIEE
fp->handle = ref->desc;
fp->cookie = 0;

} break;

// BIESIRESR

static struct binder_ref *binder_get_ref_for_node(struct binder_proc *proc,

{

struct binder_node *node)

/] BEFIMEREEERIRHE proc 9 Binder SLIAXISR
// B E— Binder B|fEXIS
while (*p) {

parent = *p;

ref = rb_entry(parent, struct binder_ref, rb_node_node);

if (node < ref->node)
p = &(*p)->rb_left;
else if (node > ref->node)
p = &(*p)->rb_right;
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56 else

57 return ref;

58 }

59 // 79 proc BJE— Binder S|FEIIE new_ref

60 new_ref = kzalloc(sizeof(*ref), GFP_KERNEL);

61 A

62 // 18 Binder SLARISR

63 new_ref->node = node;

64 ce

65 /] 79%EUERT Binder SIFAYISR new_ref SDECHINRE

66 /] HOBEZEES|HT service manager BY Binder SLANXYER binder_context_mgr_node
67 new_ref->desc = (node == binder_context_mgr_node) ? @ : 1;
68 for (n = rb_first(&proc->refs_by desc); n != NULL; n = rb_next(n)) {
69 /] # proc HHEI—NRERNG/NDRE

70 /7 YEFRBIER Binder SIFAXISR new_ref HIGIHRE

71 ref = rb_entry(n, struct binder_ref, rb_node_desc);

72 if (ref->desc > new_ref->desc)

73 break;

74 new_ref->desc = ref->desc + 1;

75 }

76 /] EAREIEEE!

77

78 return new_ref;

79 }
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