
  

Welcome to Blockchain Engineering
how to engineer blockchain technology
No written exam
Project-based: 5 students

You will learn that blockchain is 95% engineering 
on top of sophisticated APIs and only 5% 

validation, crypto and creating trust.



  

Project-based course
 Enroll by email on a project

(Brightspace instructions)
 Deadline enrollment: 20Feb 11:59am (Noon)
 Brightspace → GITHUB list of projects
 Weekly meetings with advisors
 Work towards an operational prototype

WARNING: no running code, no passing grade







5Blockchain Lab

In this course: Bitcoin (1)

• Proposed in 2007 by Satoshi 
Nakamoto (pseudonym)

• Your public key is your wallet 
address

• With the private key, you can 
sign transactions



In this course (2.1) phone-to-phone



In this course (2.2) 
phone overlay of “billions”?

 No servers

 No laptops

 No Javascript

 “IPv8”

https://github.com/Tribler/
trustchain-superapp/
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Tribler: 306 developers

https://openhub.net/p/tribler



  

Class of 2024
end of intro













  

On-chain
Democracy (2)

• Anybody can vote and influence the
top proposal for new features

• Bounty market. Open market for 
developers to compete on new features

• Features are checked for 
security,quality, and performance.

• (unsolved) voting by fake identities
• (unsolved) voting by a billion people
• (unsolved) self-evolving systems
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Democracy-1: 
Blockchain networking

• Replay historical voting rounds on live network.
• Re-use existing ready-to-go datasets with DAO votes.
• Create ledger-based transaction blocks and share votes
• Binary transfer of bulk votes using QUIC.
• Focus on a single number: blockchain-data bits transfer
• FIX and craft hardened code
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Democracy-2: 
Crypto Core

• Analyse existing running code with multi-sig, taproot, 
Schnorr signatures, and threshold voting

• Analyse existing code running with 4 laptops. Add new 
debug dashboard of connected IPv4, last-response-time..

• Identify the exact location of security vulnerabilities such as 
lack of message signing, lack of pre-commitment..

• FIX and craft hardened code
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Health-1: European Health Data Space 
(team from Zeki Erkin @Cybersecurity)
• Enable health data to be used for research & other 

purposes
• Network, consisting of regulators, medical data providers 

and research institutions, uses a permissioned blockchain 
(Hyperledger Indy)

• Query medical data and track responses, PKI infra, 
modular design, data exchange, proof of transactions

• Examples: the number of (medical) devices in a certain 
area, the average age of people using such devices, etc. 



  

Schedule for today 8:45 – 10:30-ish
 This introduction
 teams for Democracy 1..3 and 

Health-1

 9:30 - 10:30 questions +
group formation

HOMEWORK: compile the skeleton


