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1. Introduction

COVID-19, the disease caused by SARS-CoV-2, has affected the entire globe [1]. The
negative impact is not only felt by everyone that is currently infected and the healthcare
personnel, but the entire world economy suffers the consequences of the disease [2].
Countries around the world have tried several strategies, from informing the public on the
virus, enforcing curfews, intensive contact tracing of infected individuals and many more [3].

The decisions taken by governments, which might turn out to be even more harmful than the
pandemic itself, are one of the reasons people are witnessing the forming of a global
economic crisis. The imposed lockdowns and measures to protect the public from the virus
are changing the way our society behaves, which forces many owners to cease their business
activities temporarily and in some cases permanently.

As a result, the way cash flows throughout the economy shifts and many people end up
struggling with their monthly bills or even losing their jobs. In order to recover from this
inevitable crisis, governments have to take into account all trade-offs between rescuing the
economy and public safety. This would lead to the imposition of new regulations and rules
that people and businesses will be forced to follow.

One of the main ideas is to introduce “immunity passports” and issue them to people that are
considered immune to the virus [4]. People who possess them will be allowed to again live
their life normally and engage in many sorts of activities, such as working or studying. The
main goal is to protect people that are still not resilient to the virus, whilst reopening
businesses and providing support for everyone in need. Through the use of immunity
certificates, the recovery of the economy is expected to be easier and faster. But, in order for
this idea to succeed there has to be a nation-wide testing campaign, which is still impossible,
considering the insufficient number of available tests.

The aim of this project is to materialize such an immunity certificate. Delft Blockchain Lab
has made this project available, because they wish to extend their current Self-Sovereign
Identity library with support for “immunity passports”.

The project plan is built up in the following structure. Chapter 1 will provide some deeper
background information. Chapter 2 will go into the technical, legal and operational feasibility
of the project, given the duration of this project. Chapter 3 will explain any risks which might
be faced during or after the project. Chapter 4 lists the requirements that need to be realized
during the project. Chapter 5 describes the team’s communication and workflow strategies.
And lastly, chapter 6 contains a roadmap for the coming weeks.
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2. Problem Analysis

The project plan begins with background information about the problem. Through the use of
reduction techniques, the problem was reduced to deploying a nation-wide system which
implements Self-Sovereign Identification.

Building Immunity

Usually, immunity to a disease is proven through a test, which checks for the presence of
antibodies associated with this disease inside a person’s organism. However, since this is a
novel virus, one of the main problems that needs to be taken into consideration is the fact that
scientists have not yet proven that the presence of antibodies in someone’s organism is solid
evidence that this person is immune to SARS-CoV-2 [5].

Although repeated infections might turn out to be possible, scientists think that this is highly
unlikely and it is generally believed that former patients of COVID-19, that test positive
when checked for antibodies, have built immunity [6]. Considering the importance of the
project and the fact that the virus is still spreading widely, the possibility of reinfections will
not be regarded as a possible hurdle. When the duration of the immunity is later defined,
necessary corrections will be applied.

Immunity Passports

The problem with lifting the imposed emergency regulations might be efficiently solved
through the use of immunity certificates. They effectively provide people with a “permit” for
their usual economic and social activities. Immune people will be extremely valuable in the
months after the pandemic is over, because there is always a possibility of a second
pandemic, which might have worse consequences than the first one. “Immunity passport”
holders may be used as a resource. This would mean that these people could be sent to
infection hotspots in order to provide critical support [6].

Unfortunately, immunity certificates need a lot of consideration before deploying them. Since
only people that have previously been infected with the virus will become immune and thus
have the right to work and ultimately earn money, there will be a majority of people being
left behind, possibly without access to food and other supplies. This could be considered as a
new kind of discrimination, where the population is split in immune and vulnerable, with the
latter having restricted rights. At some point they might try to catch the virus on purpose in
order to become immune and get access to their full rights again. Another problem is the
duration of the immunity. If everyone has to be regularly tested, there will not be enough tests
for everyone [7].

There are several ways in which one could grant such an “immunity certificate”. A mere
certificate on paper could suffice, however this brings with itself several issues of
authentication and authenticity [8]. Furthermore, immunity certificates pose a privacy issue
because by using them, people are forced to share their health condition, which might end up
in misuse of sensitive information. The “passports” also might make use of mobile
technology, which will further exclude parts of the population, currently not having access to
such technologies.
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Nevertheless, there are already more than 60 companies working on defining immunity
certification. Most of them are using blockchain technology, as it provides some of the
required privacy and security properties [9].

Privacy and Security

As discussed above, there is a risk of personal information misuse cases, which poses an
enormous privacy threat. This might mean that people are less likely to trust the technology
and they might choose not to use it, which will make it obsolete. Most of the companies that
are working towards a solution, use blockchain technologies to address these caveats.
Historically, Bitcoin was created to allow people to have full control over their information,
ultimately trying to solve the privacy and security issues. But, since 2009 there have been
many cases in which personal privacy was breached [10].

Recently, the World Wide Web Consortium released a new standard called “Verifiable
Credentials Data Model”, which claims to provide security and anonymity to its users. This
model allows users to prove each other claims about themselves without revealing sensitive
information [11]. The problem that remains is that such a system is not widely deployed yet.

Self-Sovereign Identity

One approach which has gained a lot of traction recently is the usage of a Self-Sovereign
Identity (SSI). This is an implementation of the “Verifiable Credentials Data Model”,
discussed above. The idea behind SSI is that citizens have full control over their own identity.
Instead of the government issuing identification documents, every person could claim
information about himself voluntarily and organizations could then attest these claims if they
are correct. For example, holders of SSI could claim that they are above a certain age and
request a responsible organization to attest this claim after which the holders could use this
proof by showing the appropriate attestation without revealing any other sensitive
information about themselves (e.g. exact age or date of birth) [12].

Client

The task set is to combine these two topics, namely the granting of an immunity certificate
through the use of a Self-Sovereign Identity. The client, Delft Blockchain Lab, is TU Delft’s
initiative for research, education, and training in blockchain technology and trust in the
internet. In cooperation with the Ministry of the Interior and Kingdom Relations it has
developed a library for SSI that is set to provide passport-grade identities in the future [13].
The outcome of this project is adding the COVID-19 “immunity passport” feature to the
library as it could prove very useful in the coming months. Furthermore, if this project is
successful and ends up becoming a nation-wide deployed system, it could possibly be the
first step towards mass adoption of Self-Sovereign Identity.
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3. Feasibility Study

The issue of user privacy and data sovereignty is one of the most hotly debated topics of the
21st century. In a world where big tech companies such as Google and Facebook are having
to pay multibillion euro settlements, research shows that the world is looking for change [14].

The project aims to further popularise a solution to this pressing issue by implementing a user
friendly application that abides by the well tested and researched SSI principles, which
provide user privacy by placing individuals in control of their data. All projects using
innovative technologies give place to several doubts. Can this work in the real world? Will
uncertainty challenge on-time completion? Is such a product even possible? This section aims
to answer these questions.

Legal Feasibility

When dealing with user data, privacy protection laws are a major concern but there is one
advantage to this project, it is all about user privacy and data protection.

The purpose of this project is to showcase the usability of the SSI principles, which are
designed to protect user data by giving them ownership of their information. By placing the
sensitive data in the hands of the owner most privacy concerns, which relate to a centralized
data point owned by a third party, are circumvented.

By using the IPv8 [13] framework and TrustChain [15] as the backbone of the data transfer
and validation processes, the hard work of dozens of researchers and specialists is going to be
put into use to guarantee safe data transfer and integrity. Safe storage combined with safe
data transfer allows the application to be secure and legally safe.

Operational Feasibility

Another important point is whether or not the product would be attractive and practical for
the common user. It will take the form of a mobile application, which is a tried and tested
platform to get users engaged with a product, it is also a platform that many people are
familiar with which improves ease of use.

In terms of practicality the numbers do not lie. So many court cases, debates, legal
settlements and outright protests have been conducted on the base of data ownership that
there is little room to deny that individuals are looking for more control over their data.
People do not trust big corporations anymore, they want control and knowledge of where
their data is and who can access it, and such is their right based on article 12 of the UN
charter of human rights [16].

SSI provides what people want in an intuitive way, they own their data and only they can
give access to it. The application is expected to become the first SSI experience for many
users, and allow citizens to acquaint themselves with the concept of owning their internet
identity. The concept of proving COVID-19 immunity is an isolated and privacy-sensitive
issue, its sensitivity supports the choice of SSI implementation, while its isolation allows us
to create a useful application within the allocated time.
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Scheduling and Technology

New technologies lead to new problems, and new problems lead to unpredictable solution
times, so how can project completion within ten weeks be guaranteed? The project will
involve some relatively new technologies including blockchain and decentralized data
ownership. Building all of these systems would greatly extend the project lifetime, but the
work is simplified by making use of many systems already in place.

The IPv8 framework will be used to handle most of the complications concerning
decentralization, SSI and data integrity. This project is also heavily inspired by other
health-related SSI systems [17] as a guide in what components the project will involve,
reducing design time. The frontend is going to be built as a mobile application, which has
many tools to quickly prototype and deploy the product. While most of the complications
reside in the backend, they are handled by external frameworks with several times the
development time that this project will have, allowing for achieving more in less time.

By focusing solely on the COVID-19 immunity verification pipeline, using the SSI principles
to handle user privacy, and using well established frameworks and technologies wherever
possible, ten weeks of development time look achievable, this is also backed by the Roadmap
which sets out exactly how those weeks are going to be spent.
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4. Risk Analysis

The integration of an “immunity passport” feature on top of a Self-Sovereign Identity
solution does not come without difficulties. A discussion follows about the risk factors
involved in the large-scale deployment of “immunity passports” and their use, concerning
both the individual and the public.

Privacy and Security Concerns

First of all, the privacy and security aspects of the product need to be considered. The
immunity certificate support is going to be built as an extension to a privacy-preserving and
secure SSI framework. However, failure to convince the potential user of the safety with
regard to privacy may cause the product to not be used. As these technologies are rather new,
scepticism by the general public is not out of the question. Thus, the final product should be
as user-friendly as possible.

Nonexistent Immunity

At this point in the pandemic, there is not enough evidence about the effectiveness of
antibody-mediated immunity to guarantee the accuracy of an “immunity passport” or
“risk-free certificate” for COVID-19 [18]. From this, it can be concluded that the immunity
passport may thus induce a false sense of security to the relatively carefree holder. People
possessing such passports, now wrongfully thinking they are immune, attend social activities,
such as going to work or to meet-ups, while being ignorant to the fact that they might be
exposing themselves and those around them to great danger. Therefore, the immunity
passport may have the unintended side effect of increasing the number of active cases in the
areas it is introduced to.

Expiration of the Passport

It is unknown how long a person can keep the antibodies in their body after recovering from
COVID-19 [19]. So, even if a person is declared immune and gets the immunity passport
they are officially eligible for, it is not certain until when those passports should be valid.
This might cause a second wave of infections with novel SARS-CoV-2, as people who might
no longer be immune will use their passports to gain access to social activities.

However, the coronavirus causing COVID-19 has not rapidly mutated so far, which could
indicate that immunity confers long-term protection [6]. This means that immunity passports
may actually last for as long as is necessary. Besides, an arbitrary expiration date to the
passport could be set, which will require the user to again undergo the procedure of acquiring
a valid “immunity passport”. As a result, the risk of a susceptible individual to be allowed
back in society will significantly decrease.

Purposeful Infection

The privileges the immunity passport grants to its holders may prove attractive to those who
have not been infected by SARS-CoV-2. As a result, people may want to purposefully
contract this coronavirus for a chance to gain immunity and with that eligibility for an
immunity passport, which in turn will allow them to be able to return to their normal daily
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lives. Thus, immunity passports could again increase the number of infections wherever they
get introduced.

To combat this issue, people who have never contracted the virus must be convinced that they
are not gaining anything by purposely getting infected. Specifically, they only need to realize
that their lives severely outweigh the few privileges the immunity passport can grant them,
and that immunity passports are only useful for a specific group of people.

Library Incompatibility

The library that is going to be used for implementing the certification service is still in
development. Thus, always using the most recent version of it might cause severe
incompatibility issues which would break the application. To combat the risk of an unusable
application as a result of incompatibility with the IPv8 library, a snapshot of the library in its
current state could be used. However, if there are updates to this library, this snapshot would
need to be updated.

Feasibility of Design

If for some reason (either time constraint, or technological constraints), delivering all
requirements is impossible, there might either be a reduction of the requirements or the
product might be left in such a state that it can still be improved upon in the future, while
making sure that the application is still presentable in the current state. In any case, the client
needs to be updated on the overall progress as regularly as possible, in order to reduce
probability of failure.

Deviations During the Project

The application was designed with the conducted research and the development timeframe
available in mind. Nonetheless, considering that all information collected from the research is
quite new, during the project it might turn out that parts of this information were not adequate
and that the product’s design and/or requirements might therefore need to change. At that
point, additional research and a talk with the client should be done. Based on that, the project
should be updated accordingly and all supervisors should be notified.



5. Requirements and Solution Proposal

During the process of requirements engineering, the team made use of two scientific papers,
which describe a possible implementation of an “immunity passport” [20] and some
properties that such an application should hold [21]. There were also two meetings with the
client, which tremendously helped with narrowing down the list of specific requirements that
need to be implemented before the end of the project. This chapter begins with a summary of
all requirements. Detailed information about each requirement follows in the section
“Elicitation and Analysis of the Requirements”. The chapter concludes with some application
restrictions and the solution proposal.

Functional Requirements

Must Haves
1. Application configuration
2. Certificate creation
3. Sending a certificate
4. Receiving a certificate
5. Certificate review
6. Certificate acception
7. Certificate decline
8. Showing certificates for verification
9. Reviewing a certificate for verification

10. Verifying a certificate

Should Haves

1. Notifications about certificates

Could Haves
1. Certificate time-out
2. Receiving an old certificate
3. Reviewing a certificate for verification automatically
Won’t Haves
1. Questionnaire for determining whether a person has COVID-19

2. 10S support, since the process of deployment does not suit the project timeframe
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3. Method for requesting certificates

Non-Functional Requirements

1. IPv8 will be used as the attestation service. Included in it is TrustChain, which is
going to be used as the blockchain instance, taking care of storing all holder’s
certificates.

2. Since IPv8 is written in Python, a packaging tool for Python applications on Android
will be used. The available tools are: BeeWare [22], Chaquopy [23] and Kivy [24].

3. The GUI will be implemented using React [25] and Expo [26].

4. The application is going to run on Android OS versions 7+.

Elicitation and Analysis of the Requirements

The following section depicts the requirements analysis process of the team. This analysis
was conducted through the use of user stories.

Three main roles were introduced:
e Holder - The role of an entity that possesses a Self-Sovereign Identity.
e [ssuer - The role of an entity that issues certificates.
e Verifier - The role of an entity that verifies certificates.

Throughout this section, the term certificate regards to any kind of certificate (e.g. immunity
certificate). In every user story, a certificate is going to be implemented by either a claim or
an attestation in terms of IPv8. A claim is some signed information by a user who claimed it
about himself or someone else. All claims need to be sent to an attester for validation. An
attester is the entity which validates the truthfulness of the claim. And an attestation is a
verified and signed claim by an attester. After a holder receives an attestation, he is free to
use it for verification when requested by a verifier.

User Story 1: “Application startup before configuration”

e When any of the three users wants to start using the application, they must be able to
open the application and if this is their first usage, they must be prompted to complete
a setup process. It must contain a password configuration and local blockchain
instance initialization (which happens automatically). Then the main menu must
appear.

There is a need for a local blockchain instance, since all users need a storage for their
certificates.

User Story 2: “Application startup after configuration”

e When any of the three users wants to start using the application, they must be able to
open the application and if this is not their first usage, they must be prompted to enter
their password. Then the main menu must appear.

10
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User Story 3: “Certificate creation”

e After a holder has requested a certificate, an issuer must be able to pick the correct
type of certificate from a list. He must then be able to fill in the contents of the
certificate. All certificates must be in user-readable format (e.g. json could be used to
allow screen renders of the certificate for manual reviews).

Since the holder does not need to know the format of the certificate, but he needs to
be able to review the information contained in it manually, a simple data model that
will allow this is going to be used. Also, the application does not solve the problem of
certificate request. For more information look at “Solution Proposal”.

User Story 4: “Sending a certificate”

e After an issuer learns the key identifier of a holder and creates a certificate, he must
be able to sign it, save it to his blockchain and send it to the holder using his key.

The key identifier of a holder is just his address, where his other certificates reside, as
defined by IPv8. They will be shared through the use of QR codes or some network.
All blocks of information that get transferred between entities must be signed. As
implemented in TrustChain, valid blocks are the ones who contain at least two
signatures. One from the holder and one from the issuer are required.

User Story 5: “Receiving a certificate”
e When a holder receives a certificate for review, he must be able to see it in his inbox.

Holders could review certificates since this is one of the properties provided by SSI
[12]. They are allowed to either accept or decline a certificate.

The inbox is where all requests will reside for all users. It is going to be implemented
as a separate list that could be accessed through the main menu.

e When an issuer receives a signed certificate that is on his blockchain, he must be able
to verify the certificate.

User Story 6: “Certificate review”

e After a holder receives a certificate, he must be able to access it through his inbox and
manually review its contents. Then he must be able to decide whether to accept the
certificate or not.

User Story 7: “Certificate acception”

e After a holder has reviewed a certificate and has decided to accept it, he must be able
to sign it, save it to his blockchain and send it to the issuer who originally created the
certificate.

User Story 8: “Certificate decline”

e After a holder has reviewed a certificate and has decided to decline it, he must be able
to remove it from his inbox. He does not need to notify anyone about his decision.

11
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User Story 9: “Certificate time out”

e After a certain amount of time, an issuer should be able to forget an outstanding
certificate if it is not signed and returned by its holder.

User Story 10: “Receiving an old certificate”

e When an issuer receives a certificate that is not on his blockchain anymore, he should
notify the holder that this certificate is no longer valid.

User Story 11: “Notify issuer and holder on certificate validity”
e When a certificate is received both the issuer and the holder get a notification.
e The content of the notification depends on the certificate validity.

User Story 12: “Showing certificates for verification”

e A holder must be able to choose from a list of all his certificates, the one he needs for
verification. After picking it, the certificate is shown in appropriate format for
verification (e.g QR code). Certificates may also be sent using Bluetooth or other
networks.

A holder must have a list of all his certificates. He must be able to click on any of
them and the user-friendly render of the certificate must show up. Then the holder
must be able to choose how he is going to use his certificate for verification. Thus, the
holder must be at least able to show the certificate as a QR code. Other methods of
verification could also be possible (e.g. sharing through bluetooth or another
network).

User Story 13: “Reviewing a certificate for verification”

e A verifier must be able to enter into a state for verification There may be different
states, depending on the medium that is going to be used for the verification. For
example, if the holder presents the certificate using a QR code, the verifier must be
able to use his camera for verification. After scanning the certificate, the verifier must
be able to manually review it.

User Story 14: “Reviewing a certificate for verification automatically”

e The verifier is able to pick the type of certificate they are going to verify in advance.
Once selected, verifying any certificate of that type will be done automatically,
without showing the certificate in user readable format.

User Story 15: “Verifying a certificate”

e After reviewing the certificate either automatically or manually, both parties must get
notified by either showing a pass or fail notification.

12



Application Restrictions

Because there are some restrictions posed by the bill [21], some additional features are being
considered. If the project duration is not sufficient to implement them, they are going to be
listed as recommendations in the final report of the project.

First, there is a portion of the citizens, which are considered technologically excluded. They
either do not have access to devices with internet connection or they do not possess sufficient
knowledge to handle such devices. In this case, there might be a feature which allows for the
issuance and usage of paper certificates.

Second, holders which are not carrying their device at all times or which device is not
working, should not be penalised. For this case, a web application is being considered, which
would allow for holders to remotely use their certificates. Furthermore, another possible
solution is the introduction of “smart bracelets” which are going to contain their owner’s
certificates. This will allow for verification on demand.

Solution Proposal

The problem analysis has shown that “immunity passports” might turn out to be obsolete if
implemented now, since there is no proof that people build immunity against COVID-19. The
specific regulations about those certificates will also become available only if immunity
exists. That is why the solution should not solely focus on implementing “immunity
passports”.

A better solution is to create a framework which will allow for the issuance and verification
of many kinds of certificates. The idea is to provide a framework that makes use of the
attestation model implemented by the Delft Blockchain Lab. The main feature of this
framework is the support for any kind of certificate.

In order to have a specific implementation of a certification service, interested stakeholders
would create their own applications. That is why earlier the process of establishing
communication between a holder and an issuer or a verifier was vaguely described. This
process should be a part of the application which implements the framework. The idea behind
this is that for some certificates, holders will personally go to the issuer and ask for a
certificate. In other cases, holders might approach issuers over the phone, Internet or through
a video calling service, all possibly part of the application.

As a proof of concept, an Android application is going to be delivered which will allow for
the creation, attestation and verification of immunity certificates. This fulfills the needs of the
client. It will be assumed that patients will have to personally go to a healthcare expert in
order to get tested and receive a certificate. That is why the process of requesting an
immunity certificate will not be implemented. If later the government approves home testing,
the application might be extended with a video calling service in order to provide
supervision, which is just an implementation of the certificate requesting process.
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6. Project Approach

In the first week of the project there was a long meeting with regards to the approach to this
project. In this meeting a working agreement was set up, in which several guidelines that
need to be followed were outlined. As most of the group members are not familiar with each
other or with how well they can work in a team, a working agreement appeared to be
appropriate.

This project has several supervisors. These are the client, the coach, the TA and, if necessary,
the Software Project coordinators.

The contact between the group and the client happens on a weekly basis. The client is
expecting questions and also posing ones, in order to gauge the progress. The medium used
for this meeting is the Discord voice chat. For small inquiries the client may be asked
questions by sending messages through Discord.

The communication with the coach happens at certain points in the project. Those meetings
are done through Jitsi. The coach will give feedback during these different points throughout
the project. For general inquiries the TA is the first point of contact. He should be asked first
instead of the coach.

The contact with the TA happens on a weekly basis. This meeting also goes through Jitsi.
Furthermore there is a shared Mattermost channel with the group, TA and coach, where small
questions at any point in time may be asked. The TA is the first point of contact for
day-to-day guidance.

The team itself has two means of communication. There is a WhatsApp group and a
Mattermost channel. The Mattermost channel is the primary means of communication. The
WhatsApp group is only used in case of heads up if there is an absentee in the Mattermost
channel. The Mattermost channel is used to discuss anything in regards to the project.

Lastly, if required, there is a public Mattermost channel for all students in the Software
Project to ask their questions regarding the Software Project to the Software Project
coordinators.

14



7. Roadmap

This roadmap is a general guideline of the topics the group will focus on during each week. It
is both a planning tool and a feasibility check to see how work could be divided into
appropriate time slots. It is not a strict project schedule and is subject to change based on
unforeseen problems or a change in project direction or scope under the client’s decision.
This can be accomodated thanks to the use of the agile SCRUM process.

The roadmap predicts two main lines of work:
Frontend: focused on designing the interface and making the correct calls to the backend.

Backend: focused on implementing immunity passports through the use of the Delft
Blockchain Lab’s own SSI framework.

The prediction is that the backend section will take significantly more effort for
implementing most features, it will also receive more developers if required.

The frontend will start with a functionality focused approach, so the application’s visual
appeal will only be a focus later in development. This allows for prioritization of a functional
product, keeping the frontend ahead of the backend, and guaranteeing that time is only
invested in styling Ul components that are actually necessary in the final product.

Roadmap:
Week 3: 04/05 - 10/05
- Frontend: Ul Design
- Backend: Start work on packaging the Python framework for Android
- Project setup: repository, pipeline, dependencies, continuous integration
- Basic mobile application (no SSI functionality)
Week 4: 11/05 - 17/05
- Frontend: Implement all Ul components in design for joining the network
- functionality over style
- mock methods where the backend is expected
- Backend: Finish pipeline for joining the network

- Incorporate SSI into mobile application (through some form of interaction with the
backend)

Week 5: 18/05 - 24/05
- Frontend: Implement Ul components for adding and sending immunity proofs

- Backend: Start work on proof creation by professionals and transmission to user

15



Week 6: 25/05 - 31/05

- Frontend: Implement UI components for sending proofs to other users (eg: QR code
generator + reader)

- Backend: Finish implementing immunity proof creation and transmission
Week 7: 01/06 - 07/06

- Frontend: Overall styling, debugging and quality, validation and system checks

- Backend: Finish establishing, debugging and testing proof pipeline
Week 8: 08/06 - 14/06

- Buffer week for unpredicted delays, requirements, problems

- Overall quality, validation and system checks, debugging and report writing
Week 9: 15/06 - 21/06

- Overall quality, validation and system checks, debugging and report writing
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