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Abstract

1 Introduction

2 Problem Description

Every person on the Internet uses at least one digital iden-
tity and Service providers rely on them for building trust
with their users. Unfortunately, the creators of the Inter-
net have not designed a unified identity layer. Thus, ser-
vice providers need to handle authentication and authoriza-
tion themselves [2] which explains why every service has at
least one identity management system. But, those systems
are in control of users’ identities, so identity owners cannot
administer their data.

In recent years, identity management has become a big
concern for governments which has led to a large amount of
research and regulations in the field [3]. There is a need for a
novel identity management system, and its formal description
stands in the middle of all the work [4]. It promises to not take
control over an identity from its rightful owner and achieves
this by satisfying the requirements for Self-Sovereign Iden-
tity [1]. SST allows every identity holder to store and manage
their data. For that, they need to use resources under their
jurisdiction.

There are already several implementations that cover part
of SSI’s properties [5], and they have matured over the past
couple of years. However, the biggest obstacle which pre-
vents them all from going mainstream is the problem of adop-
tion. Self-Sovereign Identity management systems have one
of two problems in this regard. Part of them relies on global
blockchains that contain the entire transaction history of all
users. In this case, global consensus is a must that prevents
such systems from operating in several situations. For exam-
ple, in an offline setting or when transaction times need to
be as low as possible. Other SSI managers either use local
blockchains or do not use a blockchain at all. Such systems
are fully distributed and need no global consensus, thus solv-
ing the problem of the former group. But, they do not employ
any mechanism for disaster resilience, and in case users lose
access to their digital identity, they cannot recover it. All in
all, availability suffers.

There is a need for a solution to the problem of fully dis-
tributed SSI management systems. It will allow those sys-
tems to outweigh the other SSI managers when it comes to
service availability. Thus, the problem of availability as a
sub-problem of adoption is a research area that is worthwhile
exploring.

The following research question will be laid at the center
of this work: How to make fully distributed Self-Sovereign
Identity management systems disaster resilient?

It is clear that to make a system resilient to data loss, a pro-
tocol adding redundancy is in need because identities have to
be in at least two separate locations. Redundancy, however,
adds some complexity and overhead to the system. Also, it
calls for a caching mechanism that, in an offline setting, al-
lows temporary storage of transactions before synchronizing
them with other system deployments. And if there are multi-
ple nodes having control over the same identity, there needs
to be a mechanism for access revocation. Two ideas emerge
from these observations.

The first one is to keep the SSI management system on
a master remote server, controlled by the identity holder. A
central node that is under the jurisdiction of the identity owner
will add some unwanted overhead. However, the benefit is
that users will easily revoke remote access, quickly transfer
control to other devices and reliably restore lost identity ac-
cess. But, there needs to be a caching mechanism in the case
of offline transactions.

The second idea is to reproduce the blockchain from the
knowledge of other users about the lost identity. Blockchain
recreation, however, increases complexity because there
might be some offline users during the rebuilding process.
Also, some might not be honest about previous transactions,
and others might not even exist anymore. The benefit here
is that there is no need for a caching mechanism, but the re-
vocation will only be possible through peers, which ignore
the revoked node. Privacy is also a concern in this instance.
It is not desirable to keep identity information, even if it is
encrypted, on untrusted nodes.
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