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Abstract

1 Introduction

The field of Self-Sovereign Identity (SSI) is
an increasingly important topic considering
the increased demand of digital identifica-
tion. Previous research has been done on
multiple aspects which form the basis of es-
tablishing a digital identity; Security, Con-
trollability and Portability [1].
Furthermore, a verifiable digital identity is
a required feature for financial services that
are operating in blockchain-based cryptocur-
rencies [2]. As decentralised finance is be-
ing developed further and with its popularity
rising, the liquidity of digital markets have
reached 25 billion USD [4] and monthly trad-
ing volumes have passed the trillion dollar
mark in January 2021 [3].
The increase of adoption enlarges the de-
mand for financial services that require more
than is possible through the pseudonymous
on-chain asset exchange. Financial capabili-
ties of the cryptocurrency ecosystem are con-
tinuously extended through stacking of pro-
tocols and use of smart contracts to estab-
lish a decentralised autonomous organisation
(DAO).
The basis of finance is founded by lending
and borrowing, which has also been applied
to the decentralized finance through Loan-
able Fund Markets [5, 6, 7]. These markets
offer either flash loans or longer term collat-
eralised loans. Flash loans are secured as a

single transaction which can be reverted in
case the loan defaults, whereas longer term
loans are secured by fully collateralising the
loan. This means that the value of a loan
plus interest is needed to insure counterparty
risk, in the form of defaulting or fluctations
of asset value. The insurance that a borrower
repays a loan is paramount to a healthy lend-
ing market. DeFi is anonymous or pseudony-
mous in nature and therefore lacks the back-
ground checking systems that are used by
traditional lending companies.
A Self-Sovereign Identity with trusted at-
testations opens the door to a multitude of
digital financial services while servicing as
a big stick in order to transparently man-
age counterparty risk [2]. Such an SSI can
safely and securely store a financial repu-
tation score, much like a traditional credit
score. Research on collateral reduction mech-
anisms have been done by [8] and [9], but is
largely unexplored.

2 Problem Description

The main research question this paper tries
to answer is as follows:

How can a Self-Sovereign Identity based
credit score dissuade overcollatoralisation in
decentralised lending protocols?

In order to answer this question the fol-
lowing topics will be discussed in this paper.
Firstly, the established peer to peer lend-
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ing protocols and their reputation mecha-
nisms are reviewed. Secondly, the most com-
mon credit score system (FICO[10]) and pro-
posed adaptations for decentralized finance
are discussed. Thirdly, an implementation
is proposed based on these findings using a
blockchain based SSI solution and both a
credit score claim and a credit history eval-
uation. Finally, an experiment based on the
proposed implementation is conducted and
reviewed.

3 Your contribution

Experimental work

Improvement of an idea

4 Experimental Setup and
Results

5 Responsible Research

6 Discussion

7 Conclusions and Future
Work

References

[1] A. Tobin & D. Reed, The inevitable rise
of Self-Sovereign Identity, White paper,
2017.

[2] C. Harwick & J. Caton, What’s holding
back blockchain finance? On the possibil-
ities of decentralized autonomous finance,
The Quarterly review of Economics and
Finance, 2020.

[3] A. Brauneis, R. Mestel, R. Riordan & E.
Theissen, How to measure the liquidity
of cryptocurrency markets?, Journal of
Banking & Finance, 2021.

[4] S. Werner et al., Systemization of Knowl-
edge: Decentralized Finance (DeFi), Im-
perial College London, 2021

[5] AAVE protocol whitepaper, AAVE, 2021

[6] R. Leshner & G. Hayes, Compound:
The Money Market Protocol, Whitepa-
per, 2019

[7] M. Bartoletti, J. Chiang & A. Lluch-
Lafuente, Systemization of Knowledge:
Lending pools in decentralized finance,
2020

[8] D. Harz et al., Balance: Dynamic Adjust-
ment of cryptocurrency deposits, Pro-
ceedings of the 2019 ACM SIGSAC Con-
ference on Computer and Communica-
tions Security, pp. 1485 1502, 2019

[9] D. Harz et al., Promise: Leveraging fu-
ture gains for collateral reduction, IACR
Cryptol, vol. 2020, p. 532, 2020

[10] N. Jain, T. Agrawal, P. Goyal, V. Has-
sija, A Blockchain-Based distributed net-
work for Secure Credit Scoring, 10‘9
5th International Conference on Sig-
nal Processing, Computing and Con-
trol (ISPCC), 2019, pp. 306-312, doi:
10.1109/ISPCC48220.2019.8988510

2


